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SECTION B
SUPPLIES OR SERVICES AND PRICES/COSTS

B.1 1852.216-74 ESTIMATED COST AND FIXED FEE. (DEC 1991)
*APPLICABLE FOR COST PLUS FIXED FEE TASKS - WILL BE DETERMINED UPON
ISSUANCE OF TASK ORDERS

The estimated cost of this contract is [ To be Determined at Task Order Level ] exclusive of the fixed
fee of [ To be Determined at Task Order Level ]. The total estimated cost and fixed fee is [ To be
Determined at Task Order Level ].

(End of clause)

B.2 1852.216-78 FIRM FIXED PRICE (DECEMBER 1988)
*APPLICABLE FOR FIXED PRICE TASKS - WILL BE DETERMINED UPON ISSUANCE OF
TASK ORDERS

The total firm fixed price of this task order is $ [To be Determined at Task Order Level].

B.3 1852.232-81 CONTRACT FUNDING. (JUN 1990)
*APPLICABLE FOR COST REIMBURSEMENT TASKS — FUNDING - WILL BE DETERMINED
UPON ISSUANCE OF TASK ORDERS

(a) For purposes of payment of cost, exclusive of fee, in accordance with the Limitation of Funds
clause, the total amount allotted by the Government to this contractis § [To be Determined at Task
Order Level]. This allotment is for [Insert applicable item number(s), task(s), or work

description] _ [To be Determined at Task Order Level] and covers the following estimated period of
performance: _[To be Determined at Task Order Level].

(b) An additional amount of § [To be Determined at Task Order Level] is obligated under this contract
for payment of fee.

(End of Clause)





SECTION C
DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK
C.1 SPECIFICATION/STATEMENT OF WORK
The Contractor shall provide the item or services specified in Section B in accordance with the
Statement of Work entitled “Unmanned Aircraft Services (UAS) into the National Airspace System

(NAS) FAA Test Site Operator Support Services”. (Attachment J-01 IDIQ SOW)

(End of text)





SECTION D
PACKAGING AND MARKING
D.1 1852.211-70 PACKAGING, HANDLING, AND TRANSPORTATION. (SEP 2005)

D.2 1852.245-74 IDENTIFICATION AND MARKING OF GOVERNMENT EQUIPMENT.
(JAN 2011)





SECTION E
INSPECTION AND ACCEPTANCE

E.1 52.246-5 INSPECTION OF SERVICES - COST-REIMBURSEMENT. (APR 1984)

E.2 52.246-7 INSPECTION OF RESEARCH AND DEVELOPMENT - FIXED-PRICE. (AUG
1996)

E.3 1852.246-72 MATERIAL INSPECTION AND RECEIVING REPORT. (AUG 2003)





SECTION F
DELIVERIES OR PERFORMANCE
F.1 52.242-15 STOP-WORK ORDER. (AUG 1989
F.2 52.242-17 GOVERNMENT DELAY OF WORK (APR 1984)
F.3 52.247-34 F.O.B. DESTINATION. (NOV 1991)

F.4 52.211-11 LIQUIDATED DAMAGES - SUPPLIES, SERVICES, OR RESEARCH AND
DEVELOPMENT. (SEP 2000)





SECTION G
CONTRACT ADMINISTRATION DATA

G.1 CLAUSES INCORPORATED BY REFERENCE

1852.216-75 PAYMENT OF FIXED FEE. (DEC 1988)

1852.223-71 AUTHORIZATION FOR RADIO FREQUENCY USE. (DEC 1988)

1852.227-70 NEW TECHNOLOGY-OTHER THAN A SMALL BUSINESS FIRM OR
NONPROFIT ORGANIZATION. (NOV 1998)

1852.227-72 DESIGNATION OF NEW TECHNOLOGY REPRESENTATIVE AND
PATENT REPRESENTATIVE. (JUL 1997)

1852.227-85 INVENTION REPORTING AND RIGHTS - FOREIGN. (APR 1986)

1852.227-86 COMMERCIAL COMPUTER SOFTWARE LICENSE. (DEC 1987)

1852.242-70 TECHNICAL DIRECTION. (SEP 1993)

1852.242-71 TRAVEL OUTSIDE OF THE UNITED STATES. (DEC 1988)

1852.242-73 NASA CONTRACTOR FINANCIAL MANAGEMENT REPORTING. (NOV
2004)

1852.245-70 CONTRACTOR REQUESTS FOR GOVERNMENT-PROVIDED
EQUIPMENT. (JAN 2011)

1852.245-73 FINANCIAL REPORTING OF NASA PROPERTY IN THE CUSTODY OF
CONTRACTORS. (JAN 2011)

1852.245-75 PROPERTY MANAGEMENT CHANGES. (JAN 2011)

1852.245-78 PHYSICAL INVENTORY OF CAPITAL PERSONAL PROPERTY. (JAN
2011)

1852.245-83 REAL PROPERTY MANAGEMENT REQUIREMENTS. (JAN 2011)

G.2 1852.216-87 SUBMISSION OF VOUCHERS FOR PAYMENT. (MAR 1998)

(a) The designated billing office for cost vouchers for purposes of the Prompt Payment clause of this
contract is indicated below. Public vouchers for payment of costs shall include a reference to the
number of this contract.

(b) If the contractor is authorized to submit interim cost vouchers directly to the NASA paying office,
the original voucher should be submitted to:
Department of Defense’s (DOD) Wide Area Work Flow (WAWF) electronic invoicing system.

(c) If the contractor is not authorized to submit interim cost vouchers directly to the paying office as
described in paragraph (b), the contractor shall prepare and submit vouchers as follows:

(1) The contractor shall prepare and submit all interim cost vouchers, except for classified
vouchers, through the Department of Defense’s (DOD) Wide Area Work Flow (WAWF) electronic





invoicing system. To access the DOD WAWF system, the contractor shall be required to have a
designated electronic business point of contact in the System for Award Management at
https://www.acquisition.gov and be registered to use the DOD WAWF at https://wawf.eb.mil.

Contractors can obtain NASA invoice payment information, to include NASA Activity Address Codes,
at the NASA Shared Services Center (NSSC) Vendor Payment information website at
https://www.nssc.nasa.gov/vendorpayment.

(2) When submitting the voucher, the contractor shall attach one original Standard Form (SF) 1034,
SF 1035, or equivalent Contractor’s attachment within the WAWF system. The contractor shall
populate the DoDAAC fields as follows:

Pay Office Admin DoDAAC Service Approver/Acceptor *
803112 809192 HAAS802 809192

* Final cost vouchers shall be prepared in accordance with the procedures in paragraph (c) of this
clause. The Service Approver/Acceptor DODAAC is required only for final cost vouchers.

3) The Contractor shall enter the e-mail address(es) identified below in the “Send Additional
Email Notifications” field of WAWF once a document is submitted in the system:
rosalia.toberman(@nasa.gov and heather.a.maliska@nasa.gov.

4) Submit two copies of SF 1034, SF 1035A, or equivalent Contractor's attachment to the
following offices by insertion in the memorandum block of their names and addresses:

Copy 1 NASA Contracting Officer

NASA Armstrong Flight Research Center
P.O. Box 273, Bldg. 703, M/S S-323
Edwards, CA 93523-0273

Copy 2 Project management office.

NASA Armstrong Flight Research Center, Code PA
P.O. Box 273, M/S 2332
Edwards, CA 93523-0273

5) The Contracting Officer may designate other recipients as required.
(d) Public vouchers for payment of fee shall be prepared similarly to the procedures in paragraphs (b)

or (c) of this clause, whichever is applicable, and be forwarded to:

E-mail address: NSSC-AccountsPayable@nasa.gov

Mailing address:
NSSC - FMD Accounts Payable
Bldg. 1111, C Road





Stennis Space Center, MS 3952
Fax Number: 1-866-209-5415

This is the designated billing office for fee vouchers for purposes of the Prompt Payment clause of this
contract.

(e) In the event that amounts are withheld from payment in accordance with provisions of this contract,
a separate voucher for the amount withheld will be required before payment for that amount may be
made.

(End of clause)

G.3 1852.245-71 INSTALLATION-ACCOUNTABLE GOVERNMENT PROPERTY. (JAN
2011)

(a) The Government property described in paragraph (c) of this clause may be made available to the
Contractor on a no-charge basis for use in performance of this contract. This property shall be utilized
only within the physical confines of the NASA installation that provided the property unless authorized
by the Contracting Officer under (b)(1)(iv). Under this clause, the Government retains accountability
for, and title to, the property, and the Contractor shall comply with the following:

NASA Procedural Requirements (NPR) 4100.1, NASA Materials Inventory Management Manual;

NASA Procedural Requirements (NPR) 4200.1, NASA Equipment Management Procedural
Requirements;

NASA Procedural Requirement (NPR) 4300.1, NASA Personal Property Disposal Procedural
Requirements;

[Property to be identified at the Task Order level]

Property not recorded in NASA property systems must be managed in accordance with the
requirements of the clause at FAR 52.245-1, as incorporated in this contract. The Contractor shall
establish and adhere to a system of written procedures to assure continued, effective management
control and compliance with these user responsibilities. In accordance with FAR 52.245-1(h)(1) the
contractor shall be liable for property lost, damaged, destroyed or stolen by the contractor or their
employees when determined responsible by a NASA Property Survey Board, in accordance with the
NASA guidance in this clause.

(b)(1) The official accountable recordkeeping, financial control, and reporting of the property subject to
this clause shall be retained by the Government and accomplished within NASA management
information systems prescribed by the installation Supply and Equipment Management Officer
(SEMO) and Financial Management Officer. If this contract provides for the Contractor to acquire
property, title to which will vest in the Government, the following additional procedures apply:





(1) The Contractor's purchase order shall require the vendor to deliver the property to the installation
central receiving area.

(i1) The Contractor shall furnish a copy of each purchase order, prior to delivery by the vendor, to the
installation central receiving area.

(ii1) The Contractor shall establish a record for Government titled property as required by FAR 52.245-
1, as incorporated in this contract, and shall maintain that record until accountability is accepted by the
Government.

(iv) Contractor use of Government property at an off-site location and off-site subcontractor use
requires advance approval of the Contracting Officer and notification of the Industrial Property Officer.
The property shall be considered Government furnished and the Contractor shall assume accountability
and financial reporting responsibility. The Contractor shall establish records and property control
procedures and maintain the property in accordance with the requirements of FAR 52.245-1,
Government Property (as incorporated in this contract), until its return to the installation. NASA
Procedural Requirements related to property loans shall not apply to offsite use of property by
contractors.

(2) After transfer of accountability to the Government, the Contractor shall continue to maintain such
internal records as are necessary to execute the user responsibilities identified in paragraph (a) of this
clause and document the acquisition, billing, and disposition of the property. These records and
supporting documentation shall be made available, upon request, to the SEMO and any other
authorized representatives of the Contracting Officer.

(c) The following property and services are provided if checked:

(1) Office space, work area space, and utilities. Government telephones are available for official
purposes only.

(2) Office furniture.

(3) Property listed in [ _To be Determined at Task Order Level ].

(1) If the Contractor acquires property, title to which vests in the Government pursuant to other
provisions of this contract, this property also shall become accountable to the Government upon its
entry into Government records.

(i1) The Contractor shall not bring to the installation for use under this contract any property owned or
leased by the Contractor, or other property that the Contractor is accountable for under any other

Government contract, without the Contracting Officer's prior written approval.

(4) Supplies from stores stock.
(5) Publications and blank forms stocked by the installation.

(6) Safety and fire protection for Contractor personnel and facilities.
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(7) Installation service facilities: none

(8) Medical treatment of a first-aid nature for Contractor personnel injuries or illnesses sustained during
on-site duty.

(9) Cafeteria privileges for Contractor employees during normal operating hours.
(10) Building maintenance for facilities occupied by Contractor personnel.

(11) Moving and hauling for office moves, movement of large equipment, and delivery of supplies.
Moving services may be provided on-site, as approved by the Contracting Officer.

(End of clause)

G.4 1852.245-76 LIST OF GOVERNMENT PROPERTY FURNISHED PURSUANT TO FAR
52.245-1. (JAN 2011)

For performance of work under this contract, the Government will make available Government
property identified below or in Attachment [70 be determined at the Task Order level] of this contract
on a no charge-for-use basis pursuant to the clause at FAR 52.245-1, Government Property, as
incorporated in this contract. The Contractor shall use this property in the performance of this contract
at [To be determined at the Task Order level and at other location(s) as may be approved by the
Contracting Officer. Under FAR 52.245-1, the Contractor is accountable for the identified property.

(End of clause)
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SECTION H
SPECIAL CONTRACT REQUIREMENTS
H.1 1852.235-73 FINAL SCIENTIFIC AND TECHNICAL REPORTS. (DEC 2006)

H.2 1852.244-70 GEOGRAPHIC PARTICIPATION IN THE AEROSPACE PROGRAM. (APR
1985)

H.3 1852.209-71 LIMITATION OF FUTURE CONTRACTING (DEC 1988)

H.4 1852.216-80 TASK ORDERING PROCEDURE (OCTOBER 1996)

H.5 52.236-13 -- ACCIDENT PREVENTION (NOV 1991)

(a) The Contractor shall provide and maintain work environments and procedures which will --

(1) Safeguard the public and Government personnel, property, materials, supplies, and
equipment exposed to Contractor operations and activities;

(2) Avoid interruptions of Government operations and delays in project completion dates; and
(3) Control costs in the performance of this contract.

(b) For these purposes on contracts for construction or dismantling, demolition, or removal of
improvements, the Contractor shall --

(1) Provide appropriate safety barricades, signs, and signal lights;

(2) Comply with the standards issued by the Secretary of Labor at 29 CFR Part 1926 and 29
CFR Part 1910; and

(3) Ensure that any additional measures the Contracting Officer determines to be reasonably
necessary for the purposes are taken.

(c) If this contract is for construction or dismantling, demolition or removal of improvements with any
Department of Defense agency or component, the Contractor shall comply with all pertinent provisions
of the latest version of U.S. Army Corps of Engineers Safety and Health Requirements Manual, EM
385-1-1, in effect on the date of the solicitation.

(d) Whenever the Contracting Officer becomes aware of any noncompliance with these requirements or
any condition which poses a serious or imminent danger to the health or safety of the public or
Government personnel, the Contracting Officer shall notify the Contractor orally, with written
confirmation, and request immediate initiation of corrective action. This notice, when delivered to the
Contractor or the Contractor’s representative at the work site, shall be deemed sufficient notice of the
noncompliance and that corrective action is required. After receiving the notice, the Contractor shall
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immediately take corrective action. If the Contractor fails or refuses to promptly take corrective action,
the Contracting Officer may issue an order stopping all or part of the work until satisfactory corrective
action has been taken. The Contractor shall not be entitled to any equitable adjustment of the contract
price or extension of the performance schedule on any stop work order issued under this clause.

(e) The Contractor shall insert this clause, including this paragraph (e), with appropriate changes in the
designation of the parties, in subcontracts.

(End of Clause)

Alternate I (Nov 1991). If the contract will involve (a) work of a long duration or hazardous nature, or
(b) performance on a Government facility that on the advice of technical representatives involves
hazardous materials or operations that might endanger the safety of the public and/or Government
personnel or property, add the following paragraph (f) to the basic clause:

(f) Before commencing the work, the Contractor shall — submit a Safety and Health Plan as required in
NFS 1852.223-43 prior to commencing work under Task Order 2, if awarded.

(1) Submit a written proposed plan for implementing this clause. The plan shall include an
analysis of the significant hazards to life, limb, and property inherent in contract work
performance and a plan for controlling these hazards; and

(2) Meet with representatives of the Contracting Officer to discuss and develop a mutual
understanding relative to administration of the overall safety program.

H.6 1852.223-70 SAFETY AND HEALTH (APRIL 2002)

(a) Safety is the freedom from those conditions that can cause death, injury, occupational illness,
damage to or loss of equipment or property, or damage to the environment. NASA’s safety priority is to
protect: (1) the public, (2) astronauts and pilots, (3) the NASA workforce (including contractor
employees working on NASA contracts), and (4) high-value equipment and property.

(b) The Contractor shall take all reasonable safety and occupational health measures in performing this
contract. The Contractor shall comply with all Federal, State, and local laws applicable to safety and
occupational health and with the safety and occupational health standards, specifications, reporting
requirements, and any other relevant requirements of this contract.

(c) The Contractor shall take, or cause to be taken, any other safety, and occupational health-measures
the Contracting Officer may reasonably direct. To the extent that the Contractor may be entitled to an
equitable adjustment for those measures under the terms and conditions of this contract, the equitable
adjustment shall be determined pursuant to the procedures of the changes clause of this contract;
provided, that no adjustment shall be made under this Safety and Health clause for any change for
which an equitable adjustment is expressly provided under any other clause of the contract.

(d) The Contractor shall immediately notify and promptly report to the Contracting Officer or a
designee any accident, incident, or exposure resulting in fatality, lost-time occupational injury,
occupational disease, contamination of property beyond any stated acceptable limits set forth in the
contract Schedule; or property loss of $25,000 or more, or Close Call (a situation or occurrence with no
injury, no damage or only minor damage (less than $1,000) but possesses the potential to cause any
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type mishap, or any injury, damage, or negative mission impact) that may be of immediate interest to
NASA, arising out of work performed under this contract. The Contractor is not required to include in
any report an expression of opinion as to the fault or negligence of any employee. In addition, service
contractors (excluding construction contracts) shall provide quarterly reports specifying lost-time
frequency rate, number of lost-time injuries, exposure, and accident/incident dollar losses as specified
in the contract Schedule.

(e) The Contractor shall investigate all work-related incidents, accidents, and Close Calls, to the extent
necessary to determine their causes and furnish the Contracting Officer a report, in such form as the
Contracting Officer may require, of the investigative findings and proposed or completed corrective
actions.

(H)(1) The Contracting Officer may notify the Contractor in writing of any noncompliance with this
clause and specify corrective actions to be taken. When the Contracting Officer becomes aware of
noncompliance that may pose a serious or imminent danger to safety and health of the public,
astronauts and pilots, the NASA workforce (including contractor employees working on NASA
contracts), or high value mission critical equipment or property, the Contracting Officer shall notify the
Contractor orally, with written confirmation. The Contractor shall promptly take and report any
necessary corrective action.

(2) If the Contractor fails or refuses to institute prompt corrective action in accordance with
subparagraph (f)(1) of this clause, the Contracting Officer may invoke the stop-work order clause in
this contract or any other remedy available to the Government in the event of such failure or refusal.
(g) The Contractor (or subcontractor or supplier) shall insert the substance of this clause, including this
paragraph (g) and any applicable Schedule provisions and clauses, with appropriate changes of
designations of the parties, in all solicitations and subcontracts of every tier, when one or more of the
following conditions exist:

(1) The work will be conducted completely or partly on premises owned or controlled by the
Government.

(2) The work includes construction, alteration, or repair of facilities in excess of the simplified
acquisition threshold.

(3) The work, regardless of place of performance, involves hazards that could endanger the public,
astronauts and pilots, the NASA workforce (including Contractor employees working on NASA
contracts), or high value equipment or property, and the hazards are not adequately addressed by
Occupational Safety and Health Administration (OSHA) or Department of Transportation (DOT)
regulations (if applicable).

(4) When the Contractor (or subcontractor or supplier) determines that the assessed risk and
consequences of a failure to properly manage and control the hazard(s) warrants use of the clause.

(h) The Contractor (or subcontractor or supplier) may exclude the provisions of paragraph (g) from its
solicitation(s) and subcontract(s) of every tier when it determines that the clause is not necessary
because the application of the OSHA and DOT (if applicable) regulations constitute adequate safety
and occupational health protection. When a determination is made to exclude the provisions of
paragraph (g) from a solicitation and subcontract, the Contractor must notify and provide the basis for
the determination to the Contracting Officer. In subcontracts of every tier above the micro-purchase
threshold for which paragraph (g) does not apply, the Contractor (or subcontractor or supplier) shall
insert the substance of paragraphs (a), (b), (¢), and (f) of this clause).

(1) Authorized Government representatives of the Contracting Officer shall have access to and the right
to examine the sites or areas where work under this contract is being performed in order to determine
the adequacy of the Contractor's safety and occupational health measures under this clause.
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(j) The contractor shall continually update the safety and health plan when necessary. In particular, the
Contractor shall furnish a list of all hazardous operations to be performed, and a list of other major or
key operations required or planned in the performance of the contract, even though not deemed
hazardous by the Contractor. NASA and the Contractor shall jointly decide which operations are to be
considered hazardous, with NASA as the final authority. Before hazardous operations commence, the
Contractor shall submit for NASA concurrence --

(1) Written hazardous operating procedures for all hazardous operations; and/or

(2) Qualification standards for personnel involved in hazardous operations.

(End of clause)
H.7 1852.232-77 LIMITATION OF FUNDS (FIXED- PRICE CONTRACT). (MAR 1989)

(a) Of the total price of items [TBD] through [TBD], the sum of ${TBD] is presently available for
payment and allotted to this contract. It is anticipated that from time to time additional funds will be
allocated to the contract in accordance with the following schedule, until the total price of said items is
allotted:

SCHEDULE FOR ALLOTMENT OF FUNDS

Date Amounts
[To be determined at the Task Order level]

(b) The Contractor agrees to perform or have performed work on the items specified in paragraph (a) of
this clause up to the point at which, if this contract is terminated pursuant to the Termination for
Convenience of the Government clause of this contract, the total amount payable by the Government
(including amounts payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of
that clause would, in the exercise of reasonable judgment by the Contractor, approximate the total
amount at the time allotted to the contract. The Contractor is not obligated to continue performance of
the work beyond that point. The Government is not obligated in any event to pay or reimburse the
Contractor more than the amount from time to time allotted to the contract, anything to the contrary in
the Termination for Convenience of the Government clause notwithstanding.

() (1) It is contemplated that funds presently allotted to this contract will cover the work to
be performed until [To be determined at the Task Order level]

(2) If funds allotted are considered by the Contractor to be inadequate to cover the work to be
performed until that date, or an agreed date substituted for it, the Contractor shall notify the Contracting
Officer in writing when within the next 60 days the work will reach a point at which, if the contract is
terminated pursuant to the Termination for Convenience of the Government clause of this contract, the
total amount payable by the Government (including amounts payable for subcontracts and settlement
costs) pursuant to paragraphs (f) and (g) of that clause will approximate 75 percent of the total amount
then allotted to the contract.

(3) (i) The notice shall state the estimate when the point referred to in paragraph (c) (2) of this clause
will be reached and the estimated amount of additional funds required to continue performance to the
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date specified in paragraph (c) (1) of this clause, or an agreed date substituted for it.

(i1) The Contractor shall, 60 days in advance of the date specified in paragraph (c) (1) of this clause, or
an agreed date substituted for it, advise the Contracting Officer in writing as to the estimated amount of
additional funds required for the timely performance of the contract for a further period as may be
specified in the contract or otherwise agreed to by the parties.

(4) If, after the notification referred to in paragraph (c) (3) (ii) of this clause, additional funds are not
allotted by the date specified in paragraph (c) (1) of this clause, or an agreed date substituted for it, the
Contracting Officer shall, upon the Contractor's written request, terminate this contract on that date or
on the date set forth in the request, whichever is later, pursuant to the Termination for Convenience of
the Government clause.

(d) When additional funds are allotted from time to time for continued performance of the work under
this contract, the parties shall agree on the applicable period of contract performance to be covered by
these funds. The provisions of paragraphs (b) and (c) of this clause shall apply to these additional
allotted funds and the substituted date pertaining to them, and the contract shall be modified
accordingly.

(e) If, solely by reason of the Government's failure to allot additional funds in amounts sufficient for the
timely performance of this contract, the Contractor incurs additional costs or is delayed in the
performance of the work under this contract, and if additional funds are allotted, an equitable
adjustment shall be made in the price or prices (including appropriate target, billing, and ceiling prices
where applicable) of the items to be delivered, or in the time of delivery, or both.

(f) The Government may at any time before termination, and, with the consent of the Contractor, after
notice of termination, allot additional funds for this contract.

(g) The provisions of this clause with respect to termination shall in no way be deemed to limit the
rights of the Government under the default clause of this contract. The provisions of this Limitation of
Funds clause are limited to the work on and allotment of funds for the items set forth in paragraph (a)

of this clause. This clause shall become inoperative upon the allotment of funds for the total price of
said work except for rights and obligations then existing under this clause.

(h) Nothing in this clause shall affect the right of the Government to terminate this contract pursuant to
the Termination for Convenience of the Government clause of this contract.

(End of clause)

H.8 1852.235-74 ADDITIONAL REPORTS OF WORK - RESEARCH AND DEVELOPMENT.
(FEB 2003)

In addition to the final report required under this contract, the Contractor shall submit the following
report(s) to the Contracting Officer:

(a) Monthly progress reports. The Contractor shall submit separate monthly reports of all work
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accomplished during each month of contract performance. Reports shall be in narrative form, brief, and
informal. They shall include a quantitative description of progress, an indication of any current
problems that may impede performance, proposed corrective action, and a discussion of the work to be
performed during the next monthly reporting period.

(b) Quarterly progress reports. The Contractor shall submit separate quarterly reports of all work
accomplished during each three-month period of contract performance. In addition to factual data, these
reports should include a separate analysis section interpreting the results obtained, recommending
further action, and relating occurrences to the ultimate objectives of the contract. Sufficient diagrams,
sketches, curves, photographs, and drawings should be included to convey the intended meaning.

(c) Submission dates. Monthly and quarterly reports shall be submitted by the 15th day of the month
following the month or quarter being reported. If the contract is awarded beyond the middle of a month,
the first monthly report shall cover the period from award until the end of the following month. No
monthly report need be submitted for the third month of contract effort for which a quarterly report is
required. No quarterly report need be submitted for the final three months of contract effort since that
period will be covered in the final report. The final report shall be submitted within [10]days after the
completion of the effort under the contract.

(End of clause)
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SECTION I
CONTRACT CLAUSES

1.1 CLAUSES INCORPORATED BY REFERENCE

52.202-1 DEFINITIONS. (NOV 2013)

52.203-3 GRATUITIES. (APR 1984)

52.203-5 COVENANT AGAINST CONTINGENT FEES. (MAY 2014)

52.203-7 ANTI-KICKBACK PROCEDURES. (MAY 2014)

52.203-8 CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR
ILLEGAL OR IMPROPER ACTIVITY. (MAY 2014)

52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY.

(MAY 2014)

52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL
TRANSACTIONS. (OCT 2010)

52.203-15 WHISTLEBLOWER PROTECTIONS UNDER THE AMERICAN
RECOVERY AND REINVESTMENT ACT OF 2009. (JUN 2010)

52.204-2 SECURITY REQUIREMENTS. (AUG 1996)

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER
CONTENT PAPER. (MAY 2011)

52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL.

(JAN 2011)

52.204-10 REPORTING EXECUTIVE COMPENSATION AND FIRST-TIER
SUBCONTRACT AWARDS. (JUL 2013)

52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE. (JUL 2013)

52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE.
(NOV 2014)

52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND
CERTIFICATIONS. (DEC 2014)

52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN
SUBCONTRACTING WITH CONTRACTORS DEBARRED, SUSPENDED, OR
PROPOSED FOR DEBARMENT. (AUG 2013)

52.209-9 UPDATES OF PUBLICLY AVAILABLE INFORMATION REGARDING
RESPONSIBILITY MATTERS. (JUL 2013)

52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED DOMESTIC
CORPORATIONS. (DEC 2014)

52.211-5 MATERIAL REQUIREMENTS. (AUG 2000)

52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS. (APR 2008)
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52.215-2 AUDIT AND RECORDS - NEGOTIATION. (OCT 2010)

52.215-8 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT. (OCT 1997)

52.215-10 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR PRICING
DATA. (AUG 2011)

52.215-15 PENSION ADJUSTMENTS AND ASSET REVERSIONS. (OCT 2010)

52.215-17 WAIVER OF FACILITIES CAPITAL COST OF MONEY. (OCT 1997)

52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA
OTHER THAN CERTIFIED COST OR PRICING DATA - MODIFICATIONS. (OCT
2010)

52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES. (OCT 2009)

52.216-7 ALLOWABLE COST AND PAYMENT. (JUN 2013)

52.216-8 FIXED FEE. (JUN 2011)

52.219-8 UTILIZATION OF SMALL BUSINESS CONCERNS. (OCT 2014)

52.222-1 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES. (FEB 1997)

52.222-19 CHILD LABOR - COOPERATION WITH AUTHORITIES AND REMEDIES.
(JAN 2014)

52.222-21 PROHIBITION OF SEGREGATED FACILITIES. (APR 2015)

52.222-26 EQUAL OPPORTUNITY. (APR 2015)

52.222-35 EQUAL OPPORTUNITY FOR VETERANS. (JUL 2014)

52.222-37 EMPLOYMENT REPORTS ON VETERANS. (SEP 2010)

52.222-50 COMBATING TRAFFICKING IN PERSONS. (MAR 2015)

52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION. (AUG 2013)

52.223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY
DATA. (JAN 1997) - ALTERNATE I (JUL 1995)

52.223-5 POLLUTION PREVENTION AND RIGHT-TO-KNOW INFORMATION.
(MAY 2011)

52.223-6 DRUG-FREE WORKPLACE. (MAY 2001)

52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING
WHILE DRIVING. (AUG 2011)

52.227-1 AUTHORIZATION AND CONSENT. (DEC 2007) -- ALTERNATE I (APR 1984)

52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT
INFRINGEMENT. (DEC 2007)

52.227-14 RIGHTS IN DATA-GENERAL. (MAY 2014) (-- AS MODIFIED BY 1852.227-
14) REF NFS 1827.404(G)(3) AND NFS1852.103-70.

52.227-23 RIGHTS TO PROPOSAL DATA (TECHNICAL). (JUN 1987)

52.230-2 COST ACCOUNTING STANDARDS. (MAY 2014)

52.230-3 DISCLOSURE AND CONSISTENCY OF COST ACCOUNTING PRACTICES.
(MAY 2014)
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52.232-2 PAYMENTS UNDER FIXED-PRICE RESEARCH AND DEVELOPMENT
CONTRACTS. (APR 1984)

52.232-9 LIMITATION ON WITHHOLDING OF PAYMENTS (APR 1984)

52.232-16 PROGRESS PAYMENTS. (APR 2012)

52.232-17 INTEREST. (MAY 2014)

52.232-20 LIMITATION OF COST. (APR 1984)

52.232-22 LIMITATION OF FUNDS. (APR 1984)

52.232-25 PROMPT PAYMENT. (JUL 2013)

52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER - SYSTEM FOR AWARD
MANAGEMENT. (JUL 2013)

52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS. (JUN 2013)

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS
SUBCONTRACTORS. (DEC 2013)

52.233-3 PROTEST AFTER AWARD. (AUG 1996)

52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM. (OCT 2004)

52.242-1 NOTICE OF INTENT TO DISALLOW COSTS (APR 1984)

52.242-3 PENALTIES FOR UNALLOWABLE COSTS (MAY 2014)

52.242-4 CERTIFICATION OF FINAL INDIRECT COSTS (JAN 1997)

52.242-13 BANKRUPTCY (JUL 1995)

52.243-1 CHANGES - FIXED-PRICE. (AUG 1987) - ALTERNATE V (APR 1984)

52.243-2 CHANGES - COST-REIMBURSEMENT. (AUG 1987) WITH ALTERNATE I
(APR 1984) AND ALTERNATE II (APR 1984).

52.243-3 CHANGES - TIME-AND-MATERIALS OR LABOR-HOURS. (SEP 2000)

52.243-6 CHANGE ORDER ACCOUNTING. (APR 1984)

52.243-7 NOTIFICATION OF CHANGES. (APR 1984)

52.244-2 SUBCONTRACTS. (OCT 2010)

52.244-5 COMPETITION IN SUBCONTRACTING. (DEC 1996)

52.245-1 GOVERNMENT PROPERTY. (APR 2012)

52.245-9 USE AND CHARGES (APR 2012)

52.246-23 LIMITATION OF LIABILITY. (FEB 1997)

52.246-24 LIMITATION OF LIABILITY - HIGH-VALUE ITEMS. (FEB 1997)

52.246-25 LIMITATION OF LIABILITY - SERVICES. (FEB 1997)

52.248-1 VALUE ENGINEERING. (OCT 2010)

52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-
PRICE) (SHORT FORM). (APR 1984)

52.249-2 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-
PRICE) (APR 2012)

52.249-4 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (SERVICES)
(SHORT FORM) (APR 1984)

52.249-6 TERMINATION (COST-REIMBURSEMENT). (MAY 2004)

52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE). (APR 1984)
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52.249-9 DEFAULT (FIXED-PRICE RESEARCH AND DEVELOPMENT). (APR 1984)
52.249-14 EXCUSABLE DELAYS. (APR 1984)

1852.204-76 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES. (JAN 2011)

1852.216-89 ASSIGNMENT AND RELEASE FORMS. (JUL 1997)

1852.216-90 ALLOWABILITY OF LEGAL COSTS INCURRED IN CONNECTION
WITH A WHISTLEBLOWER PROCEEDING. (AUG 2014)

1852.227-14 RIGHTS IN DATA - GENERAL. (APR 2015)

1852.227-19 COMMERCIAL COMPUTER SOFTWARE - RESTRICTED RIGHTS. (JUL
2013)

1852.235-70 CENTER FOR AEROSPACE INFORMATION. (DEC 2006)

1852.237-73 RELEASE OF SENSITIVE INFORMATION (JUN 2005)

1.2 52.215-19 NOTIFICATION OF OWNERSHIP CHANGES. (OCT 1997)

(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has occurred, or is certain to
occur, that could result in changes in the valuation of its capitalized assets in the accounting records,

the Contractor shall notify the Administrative Contracting Officer (ACO) within 30 days.

(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset valuations or
any other cost changes have occurred or are certain to occur as a result of a change in ownership.

(b) The Contractor shall -
(1) Maintain current, accurate, and complete inventory records of assets and their costs;
(2) Provide the ACO or designated representative ready access to the records upon request;
(3) Ensure that all individual and grouped assets, their capitalized values, accumulated depreciation or
amortization, and remaining useful lives are identified accurately before and after each of the

Contractor's ownership changes; and

(4) Retain and continue to maintain depreciation and amortization schedules based on the asset records
maintained before each Contractor ownership change.

(c) The Contractor shall include the substance of this clause in all subcontracts under this contract that
meet the applicability requirement of FAR 15.408(k).

(End of clause)

1.3 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)
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The Government may require continued performance of any services within the limits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor
rates provided by the Secretary of Labor. The option provision may be exercised more than once, but
the total extension of performance hereunder shall not exceed 6 months. The Contracting Officer may
exercise the option by written notice to the Contractor within 10 days.

(End of Clause)
1.4 52.216-18 ORDERING (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders
or task orders by the individuals or activities designated in the Schedule. Such orders may be issued from
_ Award date  through five year’s after award.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered “issued” when the Government deposits the order in the
mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in the
Schedule.

(End of Clause)
1.5 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an amount of
less than _ $150,000, the Government is not obligated to purchase, nor is the Contractor obligated to furnish,
those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor --
(1) Any order for a single item in excess of $500,000;
(2) Any order for a combination of items in excess of $1,000,000; or

(3) A series of orders from the same ordering office within 10 _ days that together call for quantities
exceeding the limitation in subparagraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement
from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the
maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within
__30_days after issuance, with written notice stating the Contractor’s intent not to ship the item (or items) called
for and the reasons. Upon receiving this notice, the Government may acquire the supplies or services from
another source.

(End of Clause)
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1.6 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period
stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and
are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering
clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in
the Schedule up to and including the quantity designated in the Schedule as the “maximum.” The Government
shall order at least the quantity of supplies or services designated in the Schedule as the “minimum.”

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on
the number of orders that may be issued. The Government may issue orders requiring delivery to multiple
destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be
completed by the Contractor within the time specified in the order. The contract shall govern the Contractor’s
and Government’s rights and obligations with respect to that order to the same extent as if the order were
completed during the contract’s effective period; provided, that the Contractor shall not be required to make any
deliveries under this contract after TBD.

(End of Clause)

1.7 52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES. (JUL 2014)

(a) Equal opportunity clause. The Contractor shall abide by the requirements of the equal opportunity
clause at 41 CFR 60-741.5(a), as of March 24, 2014. This clause prohibits discrimination against
qualified individuals on the basis of disability, and requires affirmative action by the Contractor to
employ and advance in employment qualified individuals with disabilities.

(b) Subcontracts. The Contractor shall include the terms of this clause in every subcontract or purchase
order in excess of $15,000 unless exempted by rules, regulations, or orders of the Secretary, so that
such provisions will be binding upon each subcontractor or vendor. The Contractor shall act as
specified by the Director, Office of Federal Contract Compliance Programs of the U.S. Department of
Labor, to enforce the terms, including action for noncompliance. Such necessary changes in language
may be made as shall be appropriate to identify properly the parties and their undertakings.

(End of clause)

1.8 52.244-6 Subcontracts for Commercial Items. (APR 2015)

(a) Definitions. As used in this clause-

Commercial item has the meaning contained in Federal Acquisition Regulation 2.101, Definitions.

Subcontract includes a transfer of commercial items between divisions, subsidiaries, or affiliates of the
Contractor or subcontractor at any tier.
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(b) To the maximum extent practicable, the Contractor shall incorporate, and require its
1.9 52.252-2 Clauses Incorporated by Reference. (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available.

(End of clause)
1.10 1852.215-84 Ombudsman. (NOV 2011)

(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns from offerors,
potential offerors, and contractors during the preaward and postaward phases of this acquisition. When
requested, the ombudsman will maintain strict confidentiality as to the source of the concern. The
existence of the ombudsman is not to diminish the authority of the contracting officer, the Source
Evaluation Board, or the selection official. Further, the ombudsman does not participate in the
evaluation of proposals, the source selection process, or the adjudication of formal contract disputes.
Therefore, before consulting with an ombudsman, interested parties must first address their concerns,
issues, disagreements, and/or recommendations to the contracting officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact the
installation ombudsman, whose name, address, telephone number, facsimile number, and email address
may be found at: http://prod.nais.nasa.gov/pub/pub_library/Omb.html. Concerns, issues, disagreements,
and recommendations which cannot be resolved at the installation may be referred to the Agency
ombudsman identified at the above URL. Please do not contact the ombudsman to request copies of the
solicitation, verify offer due date, or clarify technical requirements. Such inquiries shall be directed to
the Contracting Officer or as specified elsewhere in this document.

(End of clause)
1.11 1852.225-71 RESTRICTION ON FUNDING ACTIVITY WITH CHINA (FEB 2012)

(a) Definition - "China" or "Chinese-owned company" means the People's Republic of China, any
company owned by the People's Republic of China or any company incorporated under the laws of the
People's Republic of China.

(b) Public Laws 112-10, Section 1340(a) and 112-55, Section 539, restrict NASA from contracting to
participate, collaborate, coordinate bilaterally in any way with China or a Chinese-owned company
using funds appropriated on or after April 25, 2011. Contracts for commercial and non developmental
items are exempted from the prohibition because they constitute purchase of goods or services that
would not involve participation, collaboration, or coordination between the parties.

(c) This contract may use restricted funding that was appropriated on or after April 25, 2011. The
contractor shall not contract with China or Chinese-owned companies for any effort related to this
contract except for acquisition of commercial and non-developmental items. If the contractor
anticipates making an award to China or Chinese-owned companies, the contractor must contact the
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contracting officer to determine if funding on this contract can be used for that purpose.

(d) Subcontracts - The contractor shall include the substance of this clause in all subcontracts made
hereunder.

(End of clause)
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SECTION J
LIST OF ATTACHMENTS

Section | Title

J-01 IDIQ Statement of Work for the Unmanned Aircraft Services (UAS) into the
National Airspace System (NAS) FAA Test Site Operator Support Services

J-02 Task order 1 Statement of Work for the Unmanned Aircraft Services (UAS)
into the National Airspace System (NAS) Partnership with FAA UAS Test
Sites For UAS Traffic Management (UTM) Integration

J-03 Task Order 2 Statement of Work for the Unmanned Aircraft Services (UAS)
Integration in the National Airspace System (NAS) Live, Virtual,
Constructive- Distributed Environment (LVC-DE) connection Development

J-04 Live Virtual Constructive (LVC) Interface Control Document (ICD) for the
LVC Gateway Flight Test 3 February 26, 2015 LVC ICD-

J-05 IT Security Management Plan Template

J-06 UTM Concept of Operations (ConOps) (See Section L.17)

J-07 Live Virtual Constructive Distributed Environment (LVC) Software Design
Description (SWDD)

J-08 Terms of Reference RTCA SC-228 TOR

J-09 UTM Client Interface Control Document (See Section L.17)

J-10 UTM Fact Sheet

J-11 Visit Request Form (AFRC 10735)

J-12 Map
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SECTION K
REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS OF OFFERORS

K.152.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE REPORTING (NOV
2014)

K.2 52.204-8 ANNUAL REPRESENTATIONS AND CERTIFICATIONS. (DEC 2014)

(a)(1) The North American Industry Classification System (NAICS) code for this acquisition is
541712.

(2) The small business size standard is [insert size standard].

(3) The small business size standard for a concern which submits an offer in its own
name, other than on a construction or service contract, but which proposes to furnish a
product which it did not itself manufacture, is 500 employees.

(b)(1) If the provision at 52.204-7, System for Award Management, is included in this
solicitation, paragraph (d) of this provision applies.

(2) If the provision at 52.204-7 is not included in this solicitation, and the offeror is
currently registered in the System for Award Management (SAM), and has completed
the Representations and Certifications section of SAM electronically, the offeror may
choose to use paragraph (d) of this provision instead of completing the corresponding
individual representations and certifications in the solicitation. The offeror shall indicate
which option applies by checking one of the following boxes:

[]1 (1) Paragraph (d) applies.
[] (i1) Paragraph (d) does not apply and the offeror has completed the individual
representations and certifications in the solicitation.
(c)(1) The following representations or certifications in SAM are applicable to this solicitation
as indicated:

(1) 52.203-2, Certificate of Independent Price Determination. This provision
applies to solicitations when a firm-fixed-price contract or fixed-price contract

with economic price adjustment is contemplated, unless-

(A) The acquisition is to be made under the simplified acquisition
procedures in Part 13;

(B) The solicitation is a request for technical proposals under two-step
sealed bidding procedures; or

(C) The solicitation is for utility services for which rates are set by law or
regulation.

(i1) 52.203-11, Certification and Disclosure Regarding Payments to Influence
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Certain Federal Transactions. This provision applies to solicitations expected to
exceed $150,000.

(ii1) 52.204-3, Taxpayer Identification. This provision applies to solicitations that
do not include provision at 52.204-7, System for Award Management.

(iv) 52.204-5, Women-Owned Business (Other Than Small Business). This
provision applies to solicitations that-

(A) Are not set aside for small business concerns;
(B) Exceed the simplified acquisition threshold; and

(C) Are for contracts that will be performed in the United States or its
outlying areas.

(v) 52.209-2, Prohibition on Contracting with Inverted Domestic Corporations-
Representation.

(vi) 52.209-5, Certification Regarding Responsibility Matters. This provision
applies to solicitations where the contract value is expected to exceed the
simplified acquisition threshold.

(vii) 52.214-14, Place of Performance-Sealed Bidding. This provision applies to
invitations for bids except those in which the place of performance is specified
by the Government.

(viii) 52.215-6, Place of Performance. This provision applies to solicitations
unless the place of performance is specified by the Government.

(ix) 52.219-1, Small Business Program Representations (Basic & Alternate I).
This provision applies to solicitations when the contract will be performed in the
United States or its outlying areas.

(A) The basic provision applies when the solicitations are issued by other
than DoD, NASA, and the Coast Guard.

(B) The provision with its Alternate I applies to solicitations issued by
DoD, NASA, or the Coast Guard.

(x) 52.219-2, Equal Low Bids. This provision applies to solicitations when
contracting by sealed bidding and the contract will be performed in the United

States or its outlying areas.

(x1) 52.222-22, Previous Contracts and Compliance Reports. This provision
applies to solicitations that include the clause at 52.222-26, Equal Opportunity.
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(xii) 52.222-25, Affirmative Action Compliance. This provision applies to
solicitations, other than those for construction, when the solicitation includes the
clause at 52.222-26, Equal Opportunity.

(xiii) 52.222-38, Compliance with Veterans' Employment Reporting
Requirements. This provision applies to solicitations when it is anticipated the
contract award will exceed the simplified acquisition threshold and the contract
is not for acquisition of commercial items.

(xiv) 52.223-1, Biobased Product Certification. This provision applies to
solicitations that require the delivery or specify the use of USDA-designated
items; or include the clause at 52.223-2, Affirmative Procurement of Biobased
Products Under Service and Construction Contracts.

(xv) 52.223-4, Recovered Material Certification. This provision applies to
solicitations that are for, or specify the use of, EPA-designated items.

(xvi) 52.225-2, Buy American Certificate. This provision applies to solicitations
containing the clause at 52.225-1.

(xvii) 52.225-4, Buy American-Free Trade Agreements-Israeli Trade Act
Certificate. (Basic, Alternates I, II, and III.) This provision applies to
solicitations containing the clause at 52.225-3.

(A) If the acquisition value is less than $25,000, the basic provision
applies.

(B) If the acquisition value is $25,000 or more but is less than $50,000,
the provision with its Alternate I applies.

(C) If the acquisition value is $50,000 or more but is less than $79,507,
the provision with its Alternate II applies.

(D) If the acquisition value is $79,507 or more but is less than $100,000,
the provision with its Alternate III applies.

(xviii) 52.225-6, Trade Agreements Certificate. This provision applies to
solicitations containing the clause at 52.225-5.

(xix) 52.225-20, Prohibition on Conducting Restricted Business Operations in
Sudan-Certification. This provision applies to all solicitations.

(xx) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain

Activities or Transactions Relating to Iran-Representation and Certifications.
This provision applies to all solicitations.
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(xx1) 52.226-2, Historically Black College or University and Minority Institution
Representation. This provision applies to solicitations for research, studies,
supplies, or services of the type normally acquired from higher educational
institutions.

(2) The following certifications are applicable as indicated by the Contracting Officer:
(Contracting Officer check as appropriate.)

[X] (1) 52.204-17, Ownership or Control of Offeror.
[X] (i1) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed
End Products.
[] (ii1) 52.222-48, Exemption from Application of the Service Contract Labor
Standards to Contracts for Maintenance, Calibration, or Repair of Certain
Equipment-Certification.
[1(iv) 52.222-52, Exemption from Application of the Service Contract Labor
Standards to Contracts for Certain Services-Certification.
[1(v) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered
Material Content for EPA-Designated Products (Alternate I only).
[1(vi) 52.227-6, Royalty Information.

[1(A) Basic.

[1 (B) Alternate I.
[1 (vii) 52.227-15, Representation of Limited Rights Data and Restricted
Computer Software.

(d) The offeror has completed the annual representations and certifications electronically via the
SAM Web site accessed through Attps://www.acquisition.gov. After reviewing the SAM
database information, the offeror verifies by submission of the offer that the representations and
certifications currently posted electronically that apply to this solicitation as indicated in
paragraph (c) of this provision have been entered or updated within the last 12 months, are
current, accurate, complete, and applicable to this solicitation (including the business size
standard applicable to the NAICS code referenced for this solicitation), as of the date of this
offer and are incorporated in this offer by reference (see FAR 4.1201); except for the changes
identified below (offeror to insert changes, identifying change by clause number, title, date).
These amended representation(s) and/or certification(s) are also incorporated in this offer and
are current, accurate, and complete as of the date of this offer.

FAR Clause No.[]

Title[]

Date[]

Change(]
Any changes provided by the offeror are applicable to this solicitation only, and do not result in
an update to the representations and certifications posted on SAM.

(End of provision)
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K.3 52.230-1 COST ACCOUNTING STANDARDS NOTICES AND CERTIFICATION. (MAY
2012)

Note: This notice does not apply to small businesses or foreign governments. This notice is in three
parts, identified by Roman numerals I through III.

Offerors shall examine each part and provide the requested information in order to determine Cost
Accounting Standards (CAS) requirements applicable to any resultant contract.

If the offeror is an educational institution, Part IT does not apply unless the contemplated contract will
be subject to full or modified CAS coverage pursuant to 48 CFR 9903.201-2(c)(5) or 9903.201-2(c)(6),
respectively.

I. Disclosure Statement - Cost Accounting Practices and Certification

(a) Any contract in excess of $700,000 resulting from this solicitation will be subject to the
requirements of the Cost Accounting Standards Board (48 CFR Chapter 99), except for those
contracts which are exempt as specified in 48 CFR 9903.201-1.

(b) Any offeror submitting a proposal which, if accepted, will result in a contract subject to the
requirements of 48 CFR Chapter 99 must, as a condition of contracting, submit a Disclosure
Statement as required by 48 CFR 9903.202. When required, the Disclosure Statement must be
submitted as a part of the offeror's proposal under this solicitation unless the offeror has already
submitted a Disclosure Statement disclosing the practices used in connection with the pricing of
this proposal. If an applicable Disclosure Statement has already been submitted, the offeror may
satisfy the requirement for submission by providing the information requested in paragraph (c)
of Part I of this provision.

Caution: In the absence of specific regulations or agreement, a practice disclosed in a Disclosure
Statement shall not, by virtue of such disclosure, be deemed to be a proper, approved, or agreed-to
practice for pricing proposals or accumulating and reporting contract performance cost data.
(c) Check the appropriate box below:
[1 (1) Certificate of Concurrent Submission of Disclosure Statement. The offeror hereby
certifies that, as a part of the offer, copies of the Disclosure Statement have been
submitted as follows:
(1) Original and one copy to the cognizant Administrative Contracting Officer
(ACO) or cognizant Federal agency official authorized to act in that capacity
(Federal official), as applicable; and

(i1) One copy to the cognizant Federal auditor.

(Disclosure must be on Form No. CASB DS-1 or CASB DS-2, as applicable. Forms may be obtained
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from the cognizant ACO or Federal official and/or from the loose-leaf version of the Federal
Acquisition Regulation.)

Date of Disclosure Statement: [Name and Address of Cognizant ACO or Federal Official Where Filed:]

The offeror further certifies that the practices used in estimating costs in pricing this proposal are
consistent with the cost accounting practices disclosed in the Disclosure Statement.

[1(2) Certificate of Previously Submitted Disclosure Statement. The offeror hereby
certifies that the required Disclosure Statement was filed as follows:

Date of Disclosure Statement: []
Name and Address of Cognizant ACO or Federal Official Where Filed: []

The offeror further certifies that the practices used in estimating costs in pricing this proposal are
consistent with the cost accounting practices disclosed in the applicable Disclosure Statement.

[1(3) Certificate of Monetary Exemption. The offeror hereby certifies that the offeror,
together with all divisions, subsidiaries, and affiliates under common control, did not
receive net awards of negotiated prime contracts and subcontracts subject to CAS
totaling $50 million or more in the cost accounting period immediately preceding the
period in which this proposal was submitted. The offeror further certifies that if such
status changes before an award resulting from this proposal, the offeror will advise the
Contracting Officer immediately.

[1(4) Certificate of Interim Exemption. The offeror hereby certifies that (i) the offeror
first exceeded the monetary exemption for disclosure, as defined in (3) of this
subsection, in the cost accounting period immediately preceding the period in which this
offer was submitted and (ii) in accordance with 48 CFR 9903.202-1, the offeror is not
yet required to submit a Disclosure Statement. The offeror further certifies that if an
award resulting from this proposal has not been made within 90 days after the end of
that period, the offeror will immediately submit a revised certificate to the Contracting
Officer, in the form specified under subparagraph (c)(1) or (c)(2) of Part I of this
provision, as appropriate, to verify submission of a completed Disclosure Statement.

Caution: Offerors currently required to disclose because they were awarded a CAS-covered prime
contract or subcontract of $50 million or more in the current cost accounting period may not claim this
exemption (4). Further, the exemption applies only in connection with proposals submitted before
expiration of the 90-day period following the cost accounting period in which the monetary exemption
was exceeded.

II. Cost Accounting Standards - Eligibility for Modified Contract Coverage
If the offeror is eligible to use the modified provisions of 48 CFR 9903.201-2(b) and elects to

do so, the offeror shall indicate by checking the box below. Checking the box below shall mean
that the resultant contract is subject to the Disclosure and Consistency of Cost Accounting
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Practices clause in lieu of the Cost Accounting Standards clause.

[] The offeror hereby claims an exemption from the Cost Accounting Standards clause under the
provisions of 48 CFR 9903.201-2(b) and certifies that the offeror is eligible for use of the
Disclosure and Consistency of Cost Accounting Practices clause because during the cost
accounting period immediately preceding the period in which this proposal was submitted, the
offeror received less than $50 million in awards of CAS-covered prime contracts and
subcontracts. The offeror further certifies that if such status changes before an award resulting
from this proposal, the offeror will advise the Contracting Officer immediately.

Caution: An offeror may not claim the above eligibility for modified contract coverage if this proposal
is expected to result in the award of a CAS-covered contract of $50 million or more or if, during its
current cost accounting period, the offeror has been awarded a single CAS-covered prime contract or
subcontract of $50 million or more.

II1. Additional Cost Accounting Standards Applicable to Existing Contracts

The offeror shall indicate below whether award of the contemplated contract would, in accordance with

subparagraph (a)(3) of the Cost Accounting Standards clause, require a change in established cost
accounting practices affecting existing contracts and subcontracts.

[1yes []no
(End of provision)

K.4 52.230-7 PROPOSAL DISCLOSURE—COST ACCOUNTING PRACTICE CHANGES
(APR 2005)

The offeror shall check “yes” below if the contract award will result in a required or unilateral change
in cost accounting practice, including unilateral changes requested to be desirable changes.

[]Yes[]No
If the offeror checked “Yes” above, the offeror shall--

(1) Prepare the price proposal in response to the solicitation using the changed practice for the
period of performance for which the practice will be used; and

(2) Submit a description of the changed cost accounting practice to the Contracting Officer and
the Cognizant Federal Agency Official as pricing support for the proposal.

(End of provision)

K.5 1852.225-72 RESTRICTION ON FUNDING ACTIVITY WITH CHINA--
REPRESENTATION (FEB 2012)

(a) Definition - "China" or "Chinese-owned" means the People's Republic of China, any company
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owned by the People's Republic of China or any company incorporated under the laws of the People's
Republic of China.

(b) Public Laws 112-10, Section 1340(a) and 112-55, Section 536, restrict NASA from contracting to
participate, collaborate, or coordinate bilaterally in any way with China or a Chinese-owned company
with funds appropriated on or after April 25, 2011. Contracts for commercial and non-developmental
items are excepted from the prohibition as they constitute purchase of goods or services that would not
involve participation, collaboration, or coordination between the parties.

(c) Representation. By submission of its offer, the offeror represents that the offeror is not China or a
Chinese-owned company.

(End of provision)

K.6 1852.209-75 REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID
DELINQUENT TAX LIABILITY OR A FELONY CONVICTION UNDER ANY FEDERAL
LAW (DEVIATION FEB 2012)

(a) Inaccordance with sections 544 and 543 of The Consolidated and Further Continuing
Appropriation Act of 2012 (Pub. L.112-55), none of the funds made available by that Act may be used
to enter into a contract with any corporation that-

(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and
administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely
manner pursuant to an agreement with the authority responsible for collecting the tax liability, where
the awarding agency is aware of the unpaid tax liability, unless the agency has considered suspension
or debarment of the corporation and made a determination that this action is not necessary to protect the
interests of the Government; or

(2) Was convicted (or had an officer or agent of such corporation acting on behalf of the corporation
convicted) of a felony criminal violation under any Federal law within the preceding 24 months, where
the awarding agency is aware of the conviction, unless the agency has considered suspension or
debarment of the corporation and made a determination that this action is not necessary to protect the
interests of the Government.

(b) The offeror represents that

(1) Itis [ ] isnot [ ]a corporation that has had any unpaid Federal tax liability that has been
assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, and
that is not being paid in a timely manner pursuant to an agreement with the authority responsible for
collecting the tax liability; and

(2) Itis [ ] isnot [ ]a corporation that was convicted, or had an officer or agent acting on behalf

of the corporation convicted, of a felony criminal violation under a Federal law within the preceding 24
months.
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(End of provision)
K.7 1852.209-73 REPRESENTATION BY OFFERORS THAT THEY ARE NOT THE

ASSOCIATION of COMMUNITY ORGANIZATIONS for REFORM NOW (ACORN) or a
SUBSIDIARY of ACORN (DEVIATION FEB 2012)

(a) Inaccordance with section 534 of The Consolidated and Further Continuing Appropriation Act of
2012 (Pub. L.112-55) none of the funds made available by the Act may be distributed to the

Association of Community Organizations for Reform Now (ACORN) or its subsidiaries.

(b) The offeror represents, by submission of its offer, that it is not the Association of Community
Organizations for Reform Now (ACORN) or a subsidiary thereof.

(End of provision)

35





SECTION L
INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS

L.152.204-7 SYSTEM FOR AWARD MANAGEMENT. (JUL 2013)
L.2 52.215-1 INSTRUCTIONS TO OFFERORS - COMPETITIVE ACQUISITION. (JAN 2004)
L.3 52.215-16 FACILITIES CAPITAL COST OF MONEY. (JUN 2003)

L.4 52.215-22 LIMITATIONS ON PASS-THROUGH CHARGES--IDENTIFICATION OF
SUBCONTRACT EFFORT. (OCT 2009)

L.552.222-46 EVALUATION OF COMPENSATION FOR PROFESSIONAL EMPLOYEES.
(FEB 1993)

L.6 1852.227-84 PATENTS RIGHT CLAUSES. (APR 2015)

L.7 52.215-20 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA OR DATA
OTHER THAN COST OR PRICING DATA. (OCT 2010)

(a) Exceptions from certified cost or pricing data. (1) In lieu of submitting certified cost or pricing data,
offerors may submit a written request for exception by submitting the information described in the
following subparagraphs. The Contracting Officer may require additional supporting information, but
only to the extent necessary to determine whether an exception should be granted, and whether the
price is fair and reasonable.

(1) Identification of the law or regulation establishing the price offered. If the price is controlled under
law by periodic rulings, reviews, or similar actions of a governmental body, attach a copy of the
controlling document, unless it was previously submitted to the contracting office.

(i) Commercial item exception. For a commercial item exception, the offeror shall submit, at a
minimum, information on prices at which the same item or similar items have previously been sold in
the commercial market that is adequate for evaluating the reasonableness of the price for this
acquisition. Such information may include -

(A) For catalog items, a copy of or identification of the catalog and its date, or the appropriate pages
for the offered items, or a statement that the catalog is on file in the buying office to which the proposal
is being submitted. Provide a copy or describe current discount policies and price lists (published or
unpublished), e.g., wholesale, original equipment manufacturer, or reseller. Also explain the basis of
each offered price and its relationship to the established catalog price, including how the proposed price
relates to the price of recent sales in quantities similar to the proposed quantities;

(B) For market-priced items, the source and date or period of the market quotation or other basis for
market price, the base amount, and applicable discounts. In addition, describe the nature of the market;
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(C) For items included on an active Federal Supply Service Multiple Award Schedule contract, proof
that an exception has been granted for the schedule item.

(2) The offeror grants the Contracting Officer or an authorized representative the right to examine, at
any time before award, books, records, documents, or other directly pertinent records to verify any
request for an exception under this provision, and the reasonableness of price. For items priced using
catalog or market prices, or law or regulation, access does not extend to cost or profit information or
other data relevant solely to the offeror's determination of the prices to be offered in the catalog or
marketplace.

(b) Requirements for certified cost or pricing data. If the offeror is not granted an exception from the
requirement to submit certified cost or pricing data, the following applies:

(1) The offeror shall prepare and submit certified cost or pricing data, data other than certified cost or
pricing data, and supporting attachments in accordance with the instructions contained in Table 15-2 of
FAR 15.408, which is incorporated by reference with the same force and effect as though it were
inserted here in full text. The instructions in Table 15-2 are incorporated as a mandatory format to be
used in this contract, unless the Contracting Officer and the Contractor agree to a different format and
change this clause to use Alternate I.

(2) As soon as practicable after agreement on price, but before contract award (except for unpriced
actions such as letter contracts), the offeror shall submit a Certificate of Current Cost or Pricing Data,
as prescribed by FAR 15.406-2.

(End of provision)
L.8 52.216-1 TYPE OF CONTRACT. (APR 1984)

The Government contemplates award of multiple Indefinite Delivery Indefinite Quantity (IDIQ) task
order contracts with the capability for cost reimbursement (cost plus fixed fee) and fixed price tasks
resulting from this solicitation.

(End of provision)
L.9 52.233-2 SERVICE OF PROTEST. (SEP 2006)

Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with
an agency, and copies of any protests that are filed with the Government Accountability Office (GAO),
shall be served on the Contracting Officer (addressed as follows) by obtaining written and dated
acknowledgment of receipt from:

Rosalia Toberman

NASA Armstrong Flight Research Center
2825 E. Avenue P. Building 703

M/S S323-E
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Palmdale, CA 93550

(b) The copy of any protest shall be received in the office designated above within one day of filing a
protest with the GAO.

(End of provision)

L.10 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE. (FEB
1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same force and
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text
available. The offeror is cautioned that the listed provisions may include blocks that must be completed
by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those
provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate
information with its quotation or offer. Also, the full text of a solicitation provision may be accessed
electronically at this/these address(es): Federal Acquisition Regulation (FAR) clauses:

http://www.acqnet.gov/far/

NASA FAR Supplement (NFS) clauses:
http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm

(End of Provision)

L.11 1852.215-77 PREPROPOSAL/PRE-BID CONFERENCE. (DEC1988)

(a) A preproposal/pre-bid conference will be held as indicated below:

Date: June 18, 2015

Time: 9 A.M. PST

Location: Ames Research Center, Mountain View, CA

See Map under Attachment J-12

Other Information, as applicable:

For purposes of badging, please complete the attached AFRC10735 Visitors Request form section
“visitor information” (attachment J-11) for up to 2 individuals who will be attending the pre-proposal

conference no later than 4:00 p.m. on June 12, 2015. Submit the DFRC735-1 form to Rosalia
Toberman via e-mail: rosalia.toberman(@nasa.gov and Giovanna.bowen(@nasa.gov.

(b) Attendance at the preproposal/pre-bid conference is recommended; however, attendance is neither
required nor a prerequisite for proposal/bid submission and will not be considered in the evaluation.

(End of provision)

38





L.12 1852.215-81 PROPOSAL PAGE LIMITATIONS. (FEB 1998)

(a) The following page limitations are established for each portion of the proposal submitted in
response to this solicitation.

Page
Proposal Component Volume | Reference | Limitations
Offer Volume I L.19 Excluded
Technical Volume Task Order I II L.20 5 Pages
Technical Volume Task Order 11 11 L.20 25 Pages
Cover Page, Indices, SOW Compliance
Matrix, Government Property List Excluded
Price Volume 11 L.21 Excluded
Basis of Estimates Excluded

(b) A page is defined as one side of a sheet, 8 1/2" x 11", with at least one inch margins on all sides,
using not smaller than 12 point type. Foldouts count as an equivalent number of 8 1/2" x 11" pages. The
metric standard format most closely approximating the described standard 8 1/2" x 11" size may also be
used.

(c) Title pages and tables of contents are excluded from the page counts specified in paragraph (a) of
this provision. In addition, the Cost section of your proposal is not page limited. However, this section
is to be strictly limited to cost and price information. Information that can be construed as belonging in
one of the other sections of the proposal will be so construed and counted against that section's page
limitation.

(d) If final revisions are requested, separate page limitations will be specified in the Government's
request for that submission.

(e) Pages submitted in excess of the limitations specified in this provision will not be evaluated by the
Government and will be returned to the offeror.

(End of provision)
L.13 1852.233-70 PROTESTS TO NASA. (OCT 2002)

Potential bidders or offerors may submit a protest under 48 CFR Part 33 (FAR Part 33) directly to the
Contracting Officer. As an alternative to the Contracting Officer's consideration of a protest, a potential
bidder or offeror may submit the protest to the Assistant Administrator for Procurement, who will serve
as or designate the official responsible for conducting an independent review. Protests requesting an
independent review shall be addressed to Assistant Administrator for Procurement, NASA Code H,
Washington, DC 20546-0001.
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(End of provision)
L.14 1852.245-80 GOVERNMENT PROPERTY MANAGEMENT INFORMATION. (JAN 2011)

(a) The offeror shall identify the industry leading or voluntary consensus standards, and/or the
industry leading practices, that it intends to employ for the management of Government
property under any contract awarded from this solicitation.

(b) The offeror shall provide the date of its last Government property control system analysis
along with its overall status, a summary of findings and recommendations, the status of any
recommended corrective actions, the name of the Government activity that performed the
analysis, and the latest available contact information for that activity.

(c) The offeror shall identify any property it intends to use in performance of this contract from
the list of available Government property in the provision at 1852.245-81, List of Available
Government Property.

(d) The offeror shall identify all Government property in its possession, provided under other
Government contracts that it intends to use in the performance of this contract. The offeror shall
also identify: The contract that provided the property, the responsible Contracting Officer, the
dates during which the property will be available for use (including the first, last, and all
intervening months), and, for any property that will be used concurrently in performing two or
more contracts, the amounts of the respective uses in sufficient detail to support prorating the
rent, the amount of rent that would otherwise be charged in accordance with FAR 52.245-9, Use
and Charges (June 2007), and the contact information for the responsible Government
Contracting Officer. The offeror shall provide proof that such use was authorized by the
responsible Contracting Officer.

(e) The offeror shall disclose cost accounting practices that allow for direct charging of
commercially available equipment, when commercially available equipment is to be used in
performance of the contract and the equipment is not a deliverable.

(f) The offeror shall identify, in list form, any equipment that it intends to acquire and directly
charge to the Government under this contract. The list shall include a description, manufacturer,
model number (when available), quantity required, and estimated unit cost. Equipment
approved as part of the award need not be requested under NFS clause 1852.245-70,

(g) The offeror shall disclose its intention to acquire any parts, supplies, materials or equipment,
to fabricate an item of equipment for use under any contract resulting from this solicitation
when that item of equipment:

Will be titled to the government under the provisions of the contract; is not included as a

contract deliverable; and the Contractor intends to charge the costs of materials directly to the
contract. The disclosure shall identify the end item or system and shall include all descriptive
information, identification numbers (when available), quantities required and estimated costs.
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(h) Existing Government property may be reviewed at the following locations, dates, and times:
[To be proposed]

(End of provision)
L.15 1852.245-81 LIST OF AVAILABLE GOVERNMENT PROPERTY. (JAN 2011)

(a) The Government will make the following Government property available for use in
performance of the contract resulting from this solicitation, on a no-charge-for-use basis in
accordance with FAR 52.245-1, Government Property, included in this solicitation. The offeror
shall notify the Government, as part of its proposal, of its intention to use or not use the
property. (TBD)

(b) The Government will make the following Government property available for use in
performance of the contract resulting from this solicitation, on a no-charge-for-use basis in
accordance with FAR 52.245-2, Government Property Installation Operation Services, as
included in this solicitation. The offeror shall notify the Government of its intention to use or
not use the property. (TBD)

(c) The selected Contractor will be responsible for costs associated with transportation, and
installation of the property listed in this provision.

(End of provision)

L.16 DUE DATE FOR RECEIPT OF PROPOSALS
(a) The due dates and times for receipt of proposals is as follows:

Volume | Title Date Local Time (PST)
I Technical Factor 7/9/2015 3:00 PM
11 Price 7/9/2015 3:00 PM

(b) Proposals shall be mailed to the address specified in Block 7 of the SF33. Proposals that are
hand carried to the Government shall be delivered to AFRC Building 703, Rm S-323 prior to
the times specified in paragraph (a). Offerors shall contact Rosalia Toberman at 661-276-3931
to coordinate the delivery of any proposal that will be hand carried to AFRC.

(c) Proposals received after the due dates shown above will be processed in accordance with
FAR Clause 52.215-1 “Instructions to Offerors—Competitive Acquisitions.”

L.17 COMMUNICATIONS REGARDING THIS SOLICITATION

Questions or comments regarding this solicitation must be submitted in writing, cite the solicitation
number, and be directed to the following Government representative:

Name:  Rosalia Toberman

Email:  rosalia.toberman@nasa.gov
Address: NASA Armstrong Flight Research Center
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Attn: Rosalia Toberman

2825 E. Avenue P. Building 703
M/S S323-E

Palmdale, CA 93550

Oral questions will not be answered due to the possibility of misunderstanding or misinterpretation.

Questions or comments should be submitted by June 29, 2015 at 3:00PM (PST) to allow for analysis
and dissemination of responses in advance of the proposal due date. Late questions or comments are
not guaranteed a response prior to the proposal due date.

Questions or comments shall not be directed to the technical activity personnel.

Attachments J-06 UTM Concept of Operations (ConOps) and J-09 UTM Client Interface Control
Document are not available for public release. To request access to the listed documents submit your
request to Rosalia Toberman, Contracting Officer at Rosalia.toberman@nasa.gov.

(End of provision)
L.18 PROPOSAL PREPARATION — GENERAL INSTRUCTIONS

(a) Offerors shall submit proposals in two volumes as specified, below. Each part of the proposal
should be completed and prepared in accordance with solicitation instructions to enable concurrent and
separate evaluation of each part. Each volume listed below shall be stand-alone and not require
reference to another volume. Plastic spiral bindings are preferred for the submitted paper proposal
information. Paper proposals shall be tabbed.

Proposal Title Original | Additional | Electronic
Component

Volume. | Technical 1 3 2
Volume. II | Price 1 1 1

(b) Electronic copies of each volume shall be submitted in addition to the hard copies specified in
above in PDF (Portable Document Format). The electronic format data shall be provided on quality,
virus-scanned, virus-free CD-R/CD-RW or USB 2.0 flash memory device with an external label
indicating: (1) the name of the Offeror, (2) the RFP number, and (3) a list of the files contained on the
CD or USB stick. In the event of any inconsistency between data provided on electronic media and
proposal hard copies, the original hard copy data will be considered to be the intended data. The
electronic copies of the Pricing are required to be saved and submitted in their Excel (.xls) format, not
as a PDF.

(c) Include a cover letter with the proposal, as part of Volume I. As part of that letter, please provide the
following information:

* The names, telephone numbers, and e-mail addresses of persons to be contacted for clarification
or questions
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* [Ifapplicable, include a complete description and documentation for teaming or other such
business arrangements.

* Statement that the proposal is firm for a period of 180 days

* A completed copy of the Standard Form 33 (SF 33) signed by an official authorized to
contractually bind the Offeror. Include written acknowledgement of any solicitation
amendments.

* A completed response to Section B

* A completed response to Section K, “Representations, Certifications and Other Statements of
Offerors”.

(d) Address and forward the proposal package to:

NASA Armstrong Aircraft Operations Facility
Attn: Rosalia Toberman

2825 E. Avenue P. Building 703

M/S S323-E

Palmdale, CA 93550

(e) Proposals shall be submitted in a format that addresses all the evaluation factors, in order, listed in
Section M. Information pertinent to the factors shall be included in their proposal volumes.

(f) Fax proposals are not authorized.
(End of Provision)
L.19 VOLUME I—PREPARATION OF TECHNICAL PROPOSAL

The Techncial Proposal shall set forth, in detail, the Offeror’s capabilities for accomplishing the work
specified in each and every element described in this Request for Proposals (RFP); the resources that
will be devoted to the effort; knowledge of the elements comprising the effort; and measures that will
be taken to ensure effective, efficient, timely, and quality performance. The Offeror shall address the
factors being evaluated as set forth in Section M in terms of proposal content and sequence of
presentation. In the event that other organizations are proposed as being involved in the conduct of this
work, their relationship during the effort shall be indicated, and their proposed contributions to the
work shall be identified and integrated into each part of the proposal, as applicable.

IDIQ

Contractor shall submit evidence of a signed Other Transaction Agreement with the Federal Aviation
Administration (FAA) identifying it as an FAA Test Site Operator designated under the FAA
Modernization and Reform Act (FMRA) of 2012 for the purpose of research, development, and testing
of Unmanned Aircraft Systems (UAS) aircraft to support integration of unmanned aircraft into the
National Airspace System (NAS).

Task Order 1
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A written technical approach describing the capability to meet or exceed the various tasks and
requirements identified within the SOW to include a detailed description of how the offeror plans to
implement, perform and manage effectively the various tasks required to accomplish these
requirements in a sound, practical and feasible method. The offeror’s technical approach must also
present sufficient information to reflect a thorough understanding of the SOW requirements and
proposes acceptable methods for ensuring the quality of deliverables with minimal risk to the
Government.

Task Order 2

A written technical approach describing the capability to meet or exceed the various tasks and
requirements identified within the SOW to include a detailed description of how the offeror plans to
implement, perform and manage effectively the various tasks required to accomplish these
requirements in a sound, practical and feasible method. The offeror’s technical approach must also
present sufficient information to reflect a thorough understanding of the SOW requirements and
proposes acceptable methods for ensuring the quality of deliverables with minimal risk to the
Government.

L.20 VOLUME II—PREPARATION OF PRICE

(a) Submission of “certified cost or pricing data” is not required and the successful offeror will not be
required to submit a Certificate of Current Cost or Pricing Data. Offerors are required to submit “data
other than certified cost or pricing data” as described herein. The terms “certified cost or pricing data”
and “data other than certified cost or pricing data” are defined at FAR 2.101.

The price proposal shall be written in a manner that is consistent with the Offeror’s normal, disclosed,
and/or approved estimating and accounting practices.

Monetary amounts, other than direct labor rates, shall be expressed to the closest whole dollar amount.
The Offeror shall propose pricing for the services required under the Task 1 SOW and Task 2 SOW.
Pricing shall detail how the total proposed price was calculated to include the direct and indirect cost
rates associated with the task. The Government will use the information provided by the Offeror to

verify the accuracy of the proposed pricing when determining the total proposed price.

(End of Provision)
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SECTION M
EVALUATION FACTORS FOR AWARD

M.1 SOURCE SELECTION AND EVALUATION FACTORS
A. General

(a) This competitive negotiated acquisition will be conducted in accordance with Federal Acquisition
Regulation (FAR) 15.3, “Source Selection,” and NASA FAR Supplement (NFS) 1815.3, same subject.
The Source Selection procedures at NFS 1815.370, “NASA formal source selection,” will apply.

(b) The attention of Offerors is particularly directed to NFS 1815.305 “Proposal evaluation,” and NFS
1815.305-70 “Identification of unacceptable proposals.”

(c) Award will be made to the responsible Offeror(s) whose proposal meets the requirements of the
solicitation and provides the best value to the Government. The Government intends to award a
contract without discussions, however, the Government reserves the right to conduct discussions if the
SSA later determines them to be necessary.

(d) This is a competitive multiple award source selection in which competing Offerors’ Technical
Proposals and Price will be considered. By submission of its offer, the Offeror agrees to all solicitation
requirements, including terms and conditions, representations and certifications, and technical
requirements including those identified as evaluation factors and sub-factors.

(e) The Government may award one or more IDIQ contract(s) to the Offeror or Offerors determined to
be Technically Acceptable under the IDIQ evaluation criteria. Only technically acceptable offers will
be consiwdered for award of an IDIQ contract.

B. Task Order Evaluation Factors

The two evaluation factors for this procurement are indicated below. These factors will be used to
evaluate each proposal.

Technical
Price

M.2 IDIQ CONTRACT EVALUATION

Technically Acceptable: The Technically Acceptable rating for award of the IDIQ contract will consist
of evaluation of the offerors submitted documentation of a signed Agreement with the Federal Aviation
Administration (FAA) identifying it as an FAA Test Site Operator designated under the FAA FMRA of
2012 for the purpose of research, development, and testing of Unmanned Aircraft Systems (UAS)
aircraft to support integration of unmanned aircraft into the National Airspace System (NAS). This
evaluation will be conducted on a pass/fail basis, assigning a rating of Acceptable or Unacceptable
using the descriptions in the below table “Technically Acceptable/Unacceptable Ratings”.
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Technically Acceptable/Unacceptable Ratings

Rating Description

Acceptable Offeror does have a signed agreement with FAA identifying it as a Test Site

Unacceptable | Offeror does not has a signed agreement with FAA identifying it as a Test Site

Basis for Award for IDIQ Contract

The Government may award one or more IDIQ contract(s) to the Offeror(s) determined to be
Technically Acceptable under the IDIQ evaluation criteria. Only technically acceptable offers will be
considered for award of an IDIQ contract.

M.3 TASK ORDER 1 TECHNICAL FACTOR EVALUATION

Task 1 will be evaluated using the Lowest Price Technically Acceptable best value continuum using the
following:

The government technical evaluation team shall evaluate the technical proposals on a pass/fail
basis, assigning a rating of Acceptable or Unacceptable using the descriptions in the below
table “Technically Acceptable/Unacceptable Ratings”. The Offeror’s technical proposal shall
be evaluated to determine if the proposed approach and existing capability meet or exceed the
various requirements identified within the SOW and the solicitation.

Technically Acceptable/Unacceptable Ratings

Rating Description

Acceptable Proposal meets the minimum requirements of the solicitation.
Unacceptable Proposal does not meet the minimum requirements of the solicitation.

The Government may award a Task Order to one or more Offerors starting with the lowest
price Offeror that was determined Technically Acceptable under the Task 1 evaluation. By
submission of its offer, the offeror accedes to all solicitation requirements, including terms and
conditions, representations and certifications, in addition to those identified as evaluation
factors.

M.4 TASK ORDER 2 TECHNICAL FACTOR EVALUATION

Task 2 will be evaluated using a trade-off between Technically Acceptable and Price. Technical is
significantly more important than cost or price.

The Government will award a contract resulting from this solicitation to the responsible Offeror(s)
using the best value continuum where technical is significantly more important than price. By
submission of its offer, the offeror accedes to all solicitation requirements, including terms and
conditions, representations and certifications, in addition to those identified as evaluation factors.

The Technical Factor is used to assess the ability of the Offeror to successfully perform and administer

the requirements of the SOW. Proposals will be evaluated and scored numerically (in accordance with
NEFS 1815.305(a)(3)) based upon the sub-factor weights reflecting relative importance set forth below.
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These weights are used as a guideline in the source selection decision-making process.

Technical Task Order 2

Sub-Factors Weights
LVC-DE Connection 30
ConOps 1 35
ConOps 2 35
Total 100

M.5 TASK ORDER 2 TECHNICAL FACTOR WEIGHTS

The evaluation of the Technical factor will consider, under sub-factors set forth below, the overall
quality and soundness of the proposed approach, the degree to which the Offeror understands the total
requirements of the RFP and SOW, and the Offeror’s ability to perform the contract.

The following Subfactors will be included in the evaluation of the overall Technical:

Task 2: Sub-Factor 1 LVC-DE Connection approach
* Feasibility of approach and schedule
* Connection to multiple test sites

Task 2: Sub Factor 2 ConOps 1 technology approach

* Proof of DAA hardware availability including descriptions of hardware certification standards
and if the equipment is COTS.

* Description of DAA system architecture, and prior testing on the system proving a minimum of
TRL level 5.

* Description DAA sensor characteristics and applicability to associated CONOPS. Sensor
characteristics include: angular resolution, range, and range rate, update rate, scan rate, track
update rate or search update rate, search volume, covariance errors, altitude resolution, cross-
section detection, and other time space position indicators as appropriate.

* Description of associated DAA architecture beyond the sensor including visibility and weather
restrictions, track classification method, DAA algorithms with adaptability to well clear
definitions, etc.

* Test Plan and concept will demonstrate sensor performance and DAA architecture of
components in support of a Minimum Operational Performance Standard (MOPS), through a
series encounter runs described in the test plan.

* Proof of teaming arrangements and Industry/Academia Partnerships.

* Schedule realism

* Approach to develop the safety case to test and fly the proposed DAA system on board a host
aircraft.

* Use of terrestrial communication system to implement testing.

* Task 2: Sub Factor 3 ConOps 2 technology approach

* Proof of DAA hardware availability including descriptions of hardware certification standards
and if the equipment is COTS.
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* Description of DAA system architecture, and prior testing on the system proving a minimum of

TRL level 5.
* Description DAA sensor characteristics and applicability to associated CONOPS. Sensor

characteristics include: angular resolution, range, and range rate, update rate, scan rate, track
update rate or search update rate, search volume, covariance errors, altitude resolution, cross-

section detection, and other time space position indicators as appropriate.

* Description of associated DAA architecture beyond the sensor including visibility and weather

restrictions, track classification method, DAA algorithms with adaptability to well clear
definitions, etc.

* Test Plan and concept will demonstrate sensor performance and DAA architecture of

components in support of a Minimum Operational Performance Standard (MOPS), through a

series encounter runs described in the test plan.
* Proof of teaming arrangements and Industry/Academia Partnerships
* Schedule realism.

* Approach to develop the safety case to test and fly the proposed DAA system on board a host

aircraft.
* Use of terrestrial communication system to implement testing.

Adjectival rating used to score the Technical factors are as follows:

ADJECTIVAL PERCENTILE
RATING DEFINITION RANGE
A comprehensive and thorough proposal of
exceptional merit with one or more significant
strengths. No deficiency or significant weakness

exists. 91-100

A proposal having no deficiency and which
demonstrates over-all competence. One or more
significant strengths have been found, and
strengths outbalance any weaknesses that exist. 71-90

EXCELLENT

VERY GOOD

A proposal having no deficiency which shows a
reasonably sound response. There may be
GOOD strengths or weaknesses, or both. As a whole,
weaknesses not off-set by strengths do not detract
from the Offeror’s response. 51-70

A proposal having no deficiency and which has
FAIR one or more weaknesses. Weaknesses outbalance
any strengths. 31-50
A proposal that has one or more deficiencies or
significant weaknesses that demonstrate a lack of
overall competence or would require a major
proposal revision to correct. 0-30

POOR

The following definitions will be used by the evaluation committee to classify the findings of the
evaluation of the Offerors.
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DEFINITION

A material failure of a proposal to meet a Government requirement
or a combination of significant weaknesses in a proposal that

Deficienc ) .
y increases the risk of unsuccessful contract performance to an
unacceptable level.
A flaw in the proposal that increases the risk of unsuccessful
Weakness
contract performance.
. A flaw in th I ' I
Significant Weakness aw in the proposal that appreciably increases the risk of
unsuccessful contract performance.
A " . —
Strength n aspect of the proposal that will have some positive impact on

the successful performance of the contract.

Significant Strength

Some aspect of the proposal that greatly enhances the potential for
successful contract performance.

M.6 PRICE FACTOR

(a) Although the price volume is not numerically scored and receives no adjectival rating, it is
important in determining that the Offeror understands the requirement and the resources required to

satisfy it.

(b) Price analysis techniques will be applied to the Evaluated Price to ensure that a fair and reasonable
price is paid by the Government.

(c) The government will develop an Evaluated Price for each Offeror considered for selection. The
Evaluated Price will consist of the sum of total evaluated price of Task Order 1 and Task order 2.

(End of Section)
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I. GENERAL

1.0 Background

The NASA Armstrong Flight Research Facility (AFRC), P.O. Box 273, Edwards, CA has a requirement
to leverage the Federal Aviation Administration (FAA) Unmanned Aircraft Services (UAS) Test Sites to
conduct research tasks into unmanned and autonomous flight technologies that will provide the Center a

contracting vehicle to award individual Task Orders for a full range of services to support the AFRC UAS
in the NAS Office.

The FAA MODERNIZATION and REFORM ACT (FMRA) of 2012, PL-112-95, required the
FAA to establish a program to integrate unmanned aircraft systems (UAS) into the National
Airspace System (NAS) at six (6) Test Ranges. The FAA authorized six Test Sites for the
purpose of research, development, and testing of Unmanned Aircraft Systems (UAS) aircraft to
support integration of unmanned aircraft into the National Airspace System (NAS). The
expectation of the Test Sites is that they will bring unique capabilities and airspace features to
the UAS community in order to facilitate the testing required to enable NAS access. It is
anticipated that as concepts, technologies, and test techniques mature, the Test Sites will provide

expanded testing infrastructure including Certificates of Authorization (COAs) for unmanned
flight.

There are several major outcomes of this effort. These outcomes span two NASA projects, UAS
Traffic Management (UTM) and UAS Integration in the NAS (UAS-NAS). NASA has prepared
this acquisition strategy in order to promote all test sites individually to participate in NASA
activities, as well as to encourage teaming across test sites to gain cost efficiencies and maximize
research data that will be delivered to NASA.

The Government anticipates establishment of multiple IDIQ Contracts as a result of this RFP for
the services described herein. Firm Fixed Price, Cost Reimbursement and or Time and Materials
Task Orders will be issued under the respective IDIQ Contracts for project specific services.

1.1 Objectives

The objective of the NASA UAS in the NAS Project is to help integrate unmanned air vehicles into
the world around us. The Unmanned Aircraft Systems Integration in the National Airspace System
project, or UAS in the NAS, will contribute capabilities designed to reduce technical barriers related to
safety and operational challenges associated with enabling routine UAS access to the NAS.

1.2 Scope

There are several major outcomes of this effort. These outcomes span two NASA projects, UAS Traffic
Management (UTM) and UAS Integration in the NAS (UAS-NAS). NASA invites test sites to participate
in NASA activities, as well as to encourage teaming across test sites to gain cost efficiencies and
maximize research data that will be delivered to NASA.

1.2.1 Place of Performance

Support will primarily be provided at the Test Site Operator facilities, NASA Armstrong Flight
Research Center, other NASA Center or other locations as designated. No travel required.
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1.2.2 Period of Performance

The period of performance for this requirement will be five (5) years from the date of contract
award.

II. GENERAL GUIDELINES FOR TASKS

The Center intends to establish multiple IDIQs with UAS Test Site Other with FAA Transaction
Agreements designation contract holders. Upon award of the IDIQs and in accordance with (IAW) the
fair opportunity to compete clause contained in the RFP, the ordering activity shall forward the identified
requirement, performance work statement (PWS) or statement of work (SOW) as applicable, contract
type and evaluation criteria to all IDIQ holders unless a separate determination is made in accordance
with FAR 16.505(b)(2)(i) to request quotations from a lesser number. Factors such as technical
capability, price, past performance on prior Task Orders (quality of deliverables/services, timeliness, and
cost control), and socioeconomic considerations may be considered in determining award of individual
Task Orders. The Center will evaluate all responses received and place the Task Order with the IDIQ
holder that represents best value. Contractors may be required to respond to a Task Order RFP in as little
as one or two days.

III. PERFORMANCE REQUIREMENTS SUMMARY
Task Order Performance Objectives will be identified in the individual Task Orders.

IV. DELIVERABLES
Task Order Deliverables will be identified in the individual Task Orders.

GOVERNMENT FURNISHED PROPERTY

The Contractor shall report annually any NASA property in Custody of Contractors that has been
furnished or that has been acquired by the Contractor under the terms of the Contractor. The
report shall be submitted on NASA Form 1018 no later than June 30th of each year. Specific
instructions for the preparation of NASA Form 1018 are contained in NASA FAR Supplement
Subpart 1845.71.
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I. Objectives/Summary

NASA has prepared this task in order to promote all test sites individually to participate in
NASA Unmanned Aerial Systems (UAS) Traffic Management (UTM) Project activities, as well
as to encourage teaming across test sites to gain cost efficiencies and maximize research data that
will be delivered to NASA.

This task provides minimum funding to all Test Sites, is UTM implementation related, and
encourages each test site to implement the NASA UTM system to demonstrate multi-vehicle
operations. The test sites will then be required to demonstrate the UTM systems across all sites
by conducting individual, yet simultaneous, tests reporting data through the UTM system.

References:

1. UTM Client Interface Control Document (Attachment J-09)
UTM Concept of Operations (ConOps) (Attachment J-06)
UTM Fact Sheet (Attachment J-10)

Software Usage Agreement — to be provided after award

UTM Software Load —to be provided after award

A N

II. Task Description

UAS Traffic Management (UTM) Integration and Concept Evaluation

The Test Site Operator (TSO) shall provide evidence that all activities can be completed by the
identified milestones.

The TSO shall use NASA’s UTM construct and/or initial system and procedures to demonstrate
safe multi-vehicle operations in the vicinity. The UTM system will contain and display all
constraints (real and simulated)which will include geo-fenced areas, severe wind/weather, on-
going operations, etc. The users shall connect to UTM, provide an operational plan, connect
trajectories, and track the progress of trajectories. NASA will provide the UTM interface control
document (reference 1). NASA will make UTM system available by providing the test site with
the necessary UTM software load (reference 5 — to be provided after award). The TSO shall
return the signed software usage agreement (reference 4 — to be provided after award) to receive
the UTM software load.

The test sites shall seek certificate of authorization or waiver (COA) and other approvals to
operate, as required to demonstrate the UTM capability. The participating test sites and NASA
researchers will develop scenarios and data collection together. The TSO representatives shall
prepare a test plan that will include background, objectives, approach, data collection, and
collaboration strategy. The Test Plan should also briefly describe the means in which they will
complete the content below:

* Schedule leading up to Tests with testing periods defined
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* Implementation plans for UTM

* Aircraft anticipated to perform in Flight Test

* Missions anticipated to be performed in Flight Test
* Major approval or safety challenges

Test sites shall propose the data that can be collected which will include vehicle as well as
airspace operations. NASA will review the plan, and proposed data collection (e.g., vehicle
performance, weather, geo-fence conformance, procedures), and provide feedback. The test
shall conduct an initial demonstration test (Shakedown Test) that includes at least two vehicles
operating for 30 minutes. The test sites shall identify partners (if any) to participate in the test
and conduct a preparatory integration test (Shakedown) with UTM prior to flight tests, which
will involve multiple vehicles. The Shakedown test is expected to occur by February 2016 (or
earlier as negotiated with all test sites) to conduct preliminary examination of the scenarios, data
collection activities, and test protocols.

The Final UTM Demonstration Testing period is anticipated to be during April 2016 (date to be
finalized), coinciding with the anticipated period of the NASA “Initial Safe National UAS
integration Campaign/Initiative”. Further, the suite of scenarios shall be demonstrated over a
multiple week period. The Final UTM Demonstration Test is expected to include four vehicles
operating a variety of missions as described in the test plan.

The Final test report shall be delivered to NASA within 30 days of the test, and shall include the
content below:

e UTM Integration (lessons learned, client interfaces, etc);

* Description of Test Performed and methods of approval (COA, etc), including total
number of aircraft and mission plans;

* Discussion on technical performance of the UTM system components and interfaces
including trajectory reporting, user interfaces, weather scenarios and possible mission
impacts;

* Discussion on Technical performance and data collection for aircraft including missions
trajectories of aircraft for entire mission;

* Discussion on impacts of simultaneously conducting tests with other test sites, if any.

II1. Place of Performance

Support will primarily be provided at the Test Site Operator facilities, the NASA Armstrong
Flight Research Center, and NASA Ames Research Center. Travel for this task will not be
required.

IV. Period of Performance

The period of performance for this requirement will be two years from task order award.

V. DELIVERABLES/MILESTONES
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Deliverable Deliverable Instructions Due Date
Titles
Joint Kick-off | Each Test Site will plan for a joint kick- Sept 2015
Meeting off meeting
Task 1 Test | Each Test Site shall submit a test plan to Oct 2015
Plan accomplish the goals of the task. The test
Plan shall include content described in the
SOW
Shakedown | Each test site shall conduct a UTM Between
tests shakedown activity with multiple aircraft | November 2015
as a precursor to Initial Safe National and February
UAS integration Campaign/Initiative 2016
Task 1 Safe | Each test site shall conduct a UTM demo April 2016
Integration | with multiple aircraft in conjunction with
Month Demo | Initial Safe National UAS integration
Campaign/Initiative
Task 1 Final | Each Test Site shall submit a report on the May 2016

Report

simultaneous UTM demonstration per
content described in Task 1
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I. Objectives/Summary

The first objective of this NASA UAS Integration in the NAS (UAS-NAS) Project task is to
develop a Live, Virtual, Constructive - Distributed Environment (LVC-DE) connection. The
proposer (FAA UAS Test Sites) will compete for this task. Each test site will purchase
necessary equipment, perform the connection to a NASA defined LVC Interface Control
Document (ICD) and LVC Software Design Description (Reference 1 and 2), work with NASA
to develop and sign all required agreements, and develop best practices for making an LVC-DE
connection with partners. Test sites will also be asked to demonstrate the prototype LVC-DE
connection by leveraging components developed under the second objective of this task.

The second objective of this NASA UAS-NAS task is to implement testing of state of the art
Detect and Avoid (DAA) technologies that may be used to enable extended operations in class
D, E, and G airspaces. The DAA technologies to be tested will be selected based on applicability
to two different ConOps highlighting needs relative to terminal airspace (class D) and other
airspaces that a UAS user will perform operations (class E and G). NASA must have the ability
to acquire associated test data in real-time through the LVC-DE.

11. References

1. Live Virtual Constructive (LVC) Interface Control Document (ICD) for the LVC
Gateway, Flight Test 3, LVC ICD-03 Release: Rev B (Attachment J-04)

2. LVC, Software Design Description, LVC SWDD-03, Release: Rev B (Attachment

J-07)

Information Technology Security Management Plan Template (Attachment J-05)

4. RTCA Special Committee (SC)-228 Terms of Reference (TOR) (Attachment J-08)

(98]

ITI. Objective 1 Description

The FAA Designated Test Site Operator shall develop a Live, Virtual, Constructive- Distributed
Environment (LVC-DE) connection. The test site shall purchase necessary equipment, perform
the connection to a NASA defined Interface Control Document (ICD) ICD (reference 1), work
with NASA to develop and sign all required agreements, and develop best practices for making
an LVC-DE connection with partners.

The Test Site Operator shall demonstrate the LVC-DE connection by leveraging components
developed under the second objective within this acquisition.

The Test Site Operator shall consider the following technical tasks when developing the
technical plan, schedule, total costs, payment milestones, estimated man-hours, and
procurements required,

1. Procure hardware to host the LVC-DE Gateway at the FAA Test Site(s) necessary to
meet LVC-DE ICD (reference 1).

2. Sign Software Usage Agreement (attachment 2) for access to the core LVC-DE and
supporting software.
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3. Obtain NASA Authority to Operate (ATO), through the IT Security Plan (reference 3),
on the NASA LVC-DE network in order to complete the connection between NASA and
the FAA test site.

4. Utilize the existing LVC-DE Gateway ICD (reference 1) to develop a connection from
the UAS-NAS LVC-DE to the existing UAS Test Site technologies.

5. Identify gaps in the LVC-DE Gateway ICD ICD (reference 1) that prevents connection of

proposed technologies and propose design ICD modifications for implementation by

NASA personnel.

Install and configure the LVC-DE instantiation at the UAS Test Site.

7. Conduct local and distributed connection testing between the FAA Test Site and the
UAS-NAS LVC-DE hub. The intention is that data would be streamed to/from NASA
and could initiate from a UAS Ground Control Station (GCS), flight simulator, DAA
technologies, C2 technologies, range equipment, or other UAS P2 MOPS relevant
technologies.

o

The objectives above are not necessarily to be considered sequential in nature. Usage agreements
and ATO shall be in place immediately after task order award. The ATO process is not able to
be pre-specified for reference by a test site. The process is a NASA security related process that
is evaluated on a customer-to-customer basis, and can take a significant amount of time.
Procurement and installation tasks will likely be performed simultaneous to agreement and ATO
development tasks.

Although the requirements above will give NASA and the test site the ability to share data, the
connection will not necessarily work for all data shared. The connection is specific to the
planned data that will be streamed, and hardware leveraged to conduct the initial local and
distributed testing. Thus the cost of the connection will be balanced against the services
provided in the following Phase 2 Minimum Operational Performance Standard (MOPS) DAA
related objective 2 proposal — RTCA SC-228 TOR (Reference 4).

IV. Objective 2 Description

The FAA Designated Test Site Operator shall demonstrate their ability to test DAA technologies
with the capability to adequately provide a safety case for the two Concept of Operations
(ConOps) below. It is expected that a single DAA technology is not at the required maturity
level to meet the intent of both ConOps. After the description of each ConOps, an example
technology set is described that could meet the intent of the ConOps. It is not required that the
proposer uses this example technology set to meet the intent of the ConOps. All solutions will
be evaluated and scored against the solicitations evaluation criteria. Solutions should leverage
DAA technologies that do not include chase aircraft or ground observers.

The Test Site Operator shall consider the following technical tasks when developing the
technical plan, schedule, total costs, payment milestones, estimated man-hours, and
procurements required:

1. Proof of DAA hardware availability including descriptions of hardware certification
standards and if the equipment is commercial off-the-shelf (COTS).
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2. Description of DAA system architecture, and prior testing on the system proving a
minimum of NASA test readiness level (TRL) 5.

3. Description of DAA sensor characteristics and applicability to associated ConOps.
Sensor characteristics include: angular resolution, range, and range rate, update rate, scan
rate, track update rate or search update rate, search volume, covariance errors, altitude
resolution, cross-section detection, and other time space position indicators as
appropriate.

4. Description of known aspects of the associated DAA architecture beyond the sensor
including visibility and weather restrictions, track classification method, DAA algorithms
with adaptability to well clear definitions, etc. NASA will use information to support
technical evaluation including TRL Level.

5. A brief Test Plan and concept will demonstrate the approach the test site will take to
characterize sensor performance and DAA architecture of components in support of a
MOPS, through a series encounter runs described in the test plan.

ConOps1 — An aircraft will utilize a Class D airport for take-off to perform a given beyond
visual line of sight (BVLOS) mission in class E airspace. The DAA capability is not expected to
provide the capability for the aircraft to perform surface operations. The DAA technology is
expected to be capable of providing sufficient means of safety for the aircraft to safely transition
into Class E and G airspaces. The DAA system must provide all detection and track data to the
pilot and UAS Ground Control Station (GCS). The DAA system must be capable of handling
DAA functions for all cooperative and non-cooperative aircraft operating with a wide range of
aircraft speeds, and function against necessary relative encounter speeds and geometries.

ConOps1 Example technology: 3-D Ground Based Radar, or acoustic sensors, with data
integrated into a UAS GCS

ConOps2 — An aircraft will be required to take-off from class G or E airspace with ability to
perform a beyond visual line of sight (BVLOS) mission. The aircraft will be capable of
operating up to 10,000 feet mean sea level (MSL) for an extended period of time. The system
must be capable of continually performing necessary DAA functions for both cooperative and
non-cooperative aircraft operating with a range of aircraft speeds, and function against necessary
relative encounter speeds and geometries. The DAA sensor must be onboard the aircraft and
provide intruder data to a central processing unit onboard the aircraft with the ability to
communicate intruder information to the pilot and UAS GCS. The system may have the
capability to perform automated maneuvers, but must also comply with existing rules for
communication with the FAA Air Traffic Control (ATC) system.

ConOps2 Example technology: Example technologies for ConOps2 would include EO/IR
systems, LIDAR, acoustic, or airborne radar systems operating per ITU-R M.2204.

Descriptions of the DAA concept including partners are of primary importance. The proposer
will be responsible to perform DAA testing specific ConOps including pairwise encounters to
demonstrate the technical performance of the sensor as part of the DAA architecture. The
proposer will be the primary party responsible for developing and executing their Test Plan
(including intruder aircraft), and responsible for safety of all test operations. The proposer shall
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be required to provide sufficient evidence, including schedules and payment milestones, that all
activities can be completed prior to September 30, 2016.

The proposer is also asked to discuss any defined uses of a Phase 1 MOPS related terrestrial
communication system to implement the communication component for the aircraft and overall
DAA system under test.

The Test Plan for the proposed activity shall include discussion on data that will be streamed via
the LVC-DE connection with NASA. It shall also include evidence that the proposer
understands the testing needs of a system that can be used to prove safety and overall feasibility
of the various ConOps described. The Test Plan shall also include evidence that assets necessary
to accomplish the test plan are preliminarily identified and will be available within reason. The
Test plan shall also include preliminary identification of test areas and associated airports that
will be used in the test.

It is expected that the proposer will acknowledge and briefly discuss their plans to fly and
perform their expected subset of system testing during the month of April 2016 for the Initial
Safe National UAS integration Campaign/Initiative.

V. Place of Performance

Support will primarily be provided at the Test Site Operator facilities and the NASA Armstrong
Flight Research Center, though the needs of some tasks will require travel. All travel in support
of this requirement shall comply with FAR 31.205-46 and the Federal Travel Regulations.

VI1. Period of Performance

The period of performance for this requirement will be 2 years from the date of task order award.

VII. DELIVERABLES/MILESTONES

Deliverable Titles Deliverable Instructions Deliverable
Due Date
Joint Kick-off Meeting | meeting (virtual or at Test Site) to discuss all Sept 2015
initiatives, deliverables, and technologies
Proof of Hardware | Documentation of equipment to be installed for Dec 2015
purchases LVC-DE connection
Software Usage Final signed software usage agreement necessary | June 2016
Agreement for connection to LVC
Authority to Operate | Final signed ATO necessary for connection to July 2016
(ATO) LVC
LVC-DE ICD Gap | Description of deficiencies or necessary changes Sept 2016
Assessment to NASA ICD to allow for more efficient
connections, and to document final
configuration ICD
Final DAA Final components that will be leveraged within Dec 2015
Architecture Diagram | the DAA system. Describing all components and
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and Description,
ConOpsl and

integration schemes. Likely two deliverables if
both ConOps are implemented

ConOps2
Final DAA Flight Test | Including encounter geometries, data collection Jan 2016
Plan plan, details of COA
Initial Safe National | Initial Testing of DAA system during the April 2016
UAS Integration timeframe of an independent NASA initiative.
Initiative Testing
Final LVC-DE Final Demonstration of all LVC-DE and DAA July-Aug
Connection and DAA | components, likely a multiple week period. Live 2016
Demonstration flight data will be passed to NASA from the
vehicle system through the LVC
DAA data and analysis | Final report documenting all DAA data collected | Sept 2016
report and overall performance and analysis of the

systems capabilities
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1. Introduction

This Interface Control Document (ICD) documents and tracks the necessary information required for
the Live Virtual and Constructive (LVC) system’s components as well as protocols for
communicating with them in order to achieve all research objectives captured by the experiment
requirements. The purpose of this ICD is to clearly communicate all inputs and outputs from the
subsystem components.

Live Aircraft Virtual Aircraft

UAS Sim

NA 74 Cab

45

Research
Flight Data

Gatewa
v Processor

Network
./‘—y

ATC and System Monitor
Controller Station
MACS
SECEN [ Toolbox ™ ™ oolbo Sl
Traffic
Generator

= S : = Controller Station

Figure 1. General System Architecture for UAS-NAS Baseline LVC Simulation

The proposed general system architecture shown in Figure 1, describes network connectivity between
distributed subsystem participants for the live, virtual and constructive integrated test and evaluation in
support of the UAS in the NAS Project.

The integrated LV C system configuration will connect the High Level Architecture (HLA) through the
LVC Gateway Toolbox system component, the LVC Gateway, the LVC Gateway Data Logger and the
SAA Processor (SaaProc). The HLA distributed environment will provide constructive traffic at the rate
of 1Hz generated by the Multi-Aircraft Control System (MACS) in conjunction with Aeronautical Data
link and Radar Simulator (ADRS) as depicted in Figure 1.

The Vigilant Spirit Control Station (VSCS) publishes its own simulated Flight State data to the LVC
Gateway at a data rate of 10Hz. The fast rate VSCS ownship flight data will be transmitted through the
LVC Gateway to the Cockpit Situation Display (CSD), SaaProc for conflict detection between the
ownship and intruders, the LVC Gateway Toolbox and on to ATC display supported by MACS.
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NASA/ARC
DSRL LvC
Gateway fe—»> HLA
Toolbox
NASA/ARC
DSRL
NASADFRC | yc_pE LAB RGCS OPERATIONS CENTER
Labs ROC New Hardware
Gatewayl ( )

Component

m Gateway New Software
Data - - Component
Logger Vigilant Spirit p

Control Station

Core LVC Architecture

A

VSCS Traffic
W Y Display

CSD
(Trial Planner)

»

v
SaaProc
&
SAA Algorithm

Figure 2. High Level System Architecture - Baseline LVC Gateway and Required Components

2. Applicable Documents

The following documents (or later, earlier versions superseded) form a part of this document to the
extent specified herein. In the event of conflict between the documents referenced herein and the contents
of this document, the contents of this document shall be considered a superseding requirement.

2.1. NASA Documents

IT&E CONOPS-01 Rev A IT&E Concept of Operation Document
IT&E ORD-01 Rev A IT&E Objective Requirements Document

2.2. References

LVC SWRD-02 Rev C LVC Software Requirements Document
LVC SRD-01 Rev C LVC System Requirements Document
RGCS SRD 01 Rev B Research Ground Control Station

2.3. Standards

TCP/IP Transmission Control Protocol / Internet Protocol (IPV4 /IPV6)
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3. Definition of Messages Used in the LVC System
3.1. General Message Header

Every Multi-Purpose Interface (MPI) protocol message exchanged between different system
components will have a header immediately followed by the payload of the corresponding message.

struct MsgHeader

{
int MsgTypeld;  // defined in table below
int MsgSize; /I header size + (payload size defined by each message structure)
int Srcld; // each client is defined in Table 2

Y

The message type defined in the header will indicate the type of message contained in the payload.
This header is used for messages being passed between the LVC Gateway and the CSD, VSCS,
ADRS and VIRTUAL UAS. Total size of the header structure is 12 bytes.

Table 1 identifies different message types that will be transmitted between different system
components. Message data structure of corresponding message types are defined in tables below.

Table 1. Definitions of message types

Message Type Id
MsgFlightState 5310
MsgFlightPlan 5201
MsgTrajectorylntent 5421
MsgDeleteAc 5202
MsgHandshake 5960
MsgSetOwnship 5901
MsgFlightState ADSB 7010
MsgFlightStateTISB 7011
MsgHeartbeat 7030
MsgSaaThreatResults 5830
MsgSaaResManeuvers 5831
MsgSaaResReroute 5832
MsgSaaFlightState 5833
MsgSaaRelease 5834
MsgNavMode 5835
MsgTrialTrajectorylIntent 5454
MsgSaaTrial ThreatResults 5839
MsgSaaRecapManeuver 5840
MsgTrial Accepted 5452
MsgStrwayBands 5841
MsgAcasxuRaTa 5842
MsgSaaBands 5843
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For some tests or simulations, only a subset of the listed messages will be used. The data structure for
each message and its representation is presented in sections below.

The client handshake message header contains Source parameter that defines the data source
identification and names defined in the Table 2 below:

Table 2. Definitions of Client Names.

Source/Client Name Id

CSD 101
IkhanaSim 102
IkhanaUAS 103
LangleyUAS 104
LVCDatalogger 105
UASRP 106
LVCGateway 107
GlennUAS 108
ADRS 109
SaaProc 111
VSCS 112
CPDS 113
StratwayGCS 114
ACASXU 115
ExelisNextGen 116

3.2 Handshake Data Structure

The Handshake Data structure is defined below. This structure represents the payload of a message
sent by the client upon establishing the connection with the LVC Gateway (the server).

Note: The entire Handshake Data structure is continued on the next page.

struct MsgHandshake

{
char clientName[12]; // Client name that is connecting to Gateway. See Table 2.
char dataProviderName[12]; // callsign if ownship otherwise empty string

bool b_publish_MsgFlightState;

bool b_publish_MsgFlightPlan;

bool b_publish_MsgTrajectory;

bool b_publish_MsgFlightStateADSB,;
bool b_publish_MsgFlightState TISB;

bool b_subscribe_MsgFlightState;

bool b_subscribe_MsgFlightPlan;

bool b_subscribe_MsgTrajectory;

bool b_subscribe_MsgFlightStateADSB;
bool b_subscribe_MsgFlightStateTISB;

8|Page





+

bool b_publish_MsgDeleteAc;
bool b_subscribe_MsgDeleteAc;
bool b_publish_MsgSetOwnship;
bool b_subscribe_MsgSetOwnship;

bool b_publish_MsgSaaFlightState;
bool b_subscribe_MsgSaaFlightState;

bool b_publish_MsgSaaThreatResults;
bool b_subscribe_MsgSaaThreatResults;

bool b_publish_MsgSaaResManeuver;
bool b_subscribe_MsgSaaResManeuver;

bool b_publish_MsgSaaResReroute;
bool b_subscribe_MsgSaaResReroute;

bool b_publish_MsgSaaRelease;
bool b_subscribe_MsgSaaRelease;

bool b_publish_MsgTrialTrajIntent;
bool b_subscribe_MsgTrialTrajlIntent;

bool b_publish_MsgSaaTrialThreatResults;
bool b_subscribe_MsgSaaTrial ThreatResults;

bool b_publish_MsgSaaTrialRecapManeuver;
bool b_subscribe_MsgSaaTrialRecapManeuver;

bool b_publish_MsgTrial Accpeted;
bool b_subscribe_MsgTrial Accpeted;

bool b_publish_MsgNavigationMode;
bool b_subscribe_MsgNavigationMode;
bool b_publish_MsgSaaBands;

bool b_subscribe_MsgSaaBands;

bool b_publish_MsgAcasxu;
bool b_subscribe_MsgAcasxu;

bool b_publish_MsgStrwayBands;
bool b_subscribe_MsgStrwayBands;

LVC ICD-03-REV B

The role of the handshake message is twofold: 1) it is responsible for initiating the connection
between the client and the server; 2) it registers the client with the server and sets up a
publish/subscribe dependency.
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For example, if the client that connects to LVC Gateway is CSD then the clientName is “CSD” as
defined in Table 2. The dataProviderName attribute is set to a callsign of the ownship that provides
ownship data for the CSD client. On the other hand, if the client is, for example a VSCS, then the
clientName is set to “VSCS” while the dataProviderName is set to an empty string.

The client can publish and subscribe to certain data types specified by the Boolean attributes in the
structure defined above. If the client is a VSCS entity then the first three Booleans
(b_publish_MsgFlightState, b_publish_MsgFlightPlan, and b_publish_MsgTrajectory) will be set to
true indicating to the LVVC Gateway server that the client will publish its own flight state vector, flight
plan and trajectory intent.

If the UAS is equipped with the ADS-B ”’In” capabilitythen the Boolean attribute
b_publish_MsgFlightStateADSB will be set to true indicating that the client will publish the ADS_B
state data of the surrounding traffic including its own. In that case, the flag m_equipageFlags in the
MsgFlightState structure should be set by the publishing client to a value as defined in section 3.3.
Note that m_equipageFlags is set to a zero for all other Flight State messages that are not generated
using ADS-B and/or TIS-B tracks.

The Ikhana Sim will not consume external data. Hence all subscribe attributes will be set to false,
indicating to the server that it should not send any of the traffic data to the Ikhana Sim client.

If the client is a CSD entity, then all the publish attributes should be set to false, indicating that the
CSD is not publishing any data. However, the subscribe attributes will be selectively set to true or
false depending upon what type of data the CSD has requested. Subscribe attributes
b_subscribe_MsgFlightStateADSB and b_subscribe_MsgFlightState TISB pertaining to FAA live
traffic will be set to true, notifying the Gateway server that it should send all the Flight State ADS-B
and the radar Flight State TIS-B data for background traffic. Note that m_equipageFlags structure
field in the MsgFlightState structure will be set to defPasCiEqpADS_B and defPasCiEqpTIS_B (as
defined in 3.3) for ADS-B and TIS-B tracks respectively. There will be cases when the two sets of
targets, ADS-B and TIS-B, will contain common targets. Duplicate targets from different traffic
sources will be filtered based on the criteria that will be devised in the future as needed.

3.3 Aircraft Flight State Data Structure

The Aircraft Flight State structure is defined below. This structure represents the payload of an
aircraft flight state message.

Note that if some simulations do not generate some of the data fields defined in the message those
values should be set to either -999999 for integers, -999999.0 for floats and doubles depending upon
the variable type.

Data fields represented by strings will be published with the constant length as defined in the message
interface by the ICD. If a string is shorter than the allocated space, blank spaces should be filled with
“A0” (a null character). For example, “AAL123” should be represented as “AAL123\0\0\0\0\0\0” in a
12 character array.

struct MsgFlightState

{
char m_acid[ eMPI_ID_LENGTH=12]; /I AIC callsign
int m_cid; /I Computer generated A/C id
double m_timeCreated; // UTC time in decimal seconds decimal
double m_timeReceived,; // UTC time in milliseconds
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double
double
float
float
float
float
float
float
float
float
float

float
float
float
float
float
float
float
int

int
int
int
float
float
float
float
float
float
float
float
float
int
int
int
int
char
int

%

m_latitude;
m_longitude;
m_pressureAltitude;
m_geoAltitude;
m_indicatedAirSpeed,;
m_mach;
m_bankAngle;
m_pitchAngle;
m_groundSpeed;
m_verticalSpeed:;
m_trueHeading;

m_magneticVariation;
m_trueGroundTrack;
m_trueAirSpeed,;
m_altitudeTarget;
m_headingTarget;
m_speedTarget;

m_verticalSpeedTarget;

m_equipageFlags;

m_modeFlags;
m_dInkFlags;
m_configurationFlags;
m_flaps;
m_speedBrakes;
m_windDirection;
m_windSpeed;

m_outerAirTemperature;

m_mapRangeCaptain;
m_mapRangeFo;
m_headingBug;
m_vhfFrequency;
m_beaconCode;
m_geoSectorld;
m_atcSectorld;
m_acSectorld;

LVC ICD-03-REV B

/I Decimal degrees signed +North/-South
// Decimal degrees signed +East/-West
/I Pressure altitude in feet

/I not supported

/I Indicated airspeed in knots

/I Current Mach number, non-dimensional
/I AIC bank angle in degrees

/I AIC pitch angle in degrees

/I A/C ground speed in knots

Il AIC vertical speed in feet/min

/I AIC true heading in degrees based on
I true North

I/ Magnetic variance degrees

/I AIC true ground track in degrees

/I Airspeed in wind frame in knots

Il feet

I degrees

I/ knots

// not supported

// used to set ADS-B or TIS-B type of
/I tracks

/I setto ADRS_MPI_FS_LNAV

I degrees
/I knots
// not supported

/I MHz
/I octal number

m_atcSectorName[ eMPI_STRING_SECTOR=8];

dummy4pack;

The dummy4pack field should be used to transmit ICAO code as there is no dedicated field for that

attribute in any of the predefined structures.

Any int and float value that are undefined should be set to -99999.

Note that sign of longitude should follow the following convention. Westward longitude should have

a negative value while Eastward should be positive-

Specifics of this message are explained below depending upon the value of the m_equipageFlag:

11|Page





LVC ICD-03-REV B

1. The MsgFlightState message is associated with any constructive, virtual or live non ADS-B
and non TIS-B data source. Note that m_equipageFlag field in the message structure for this case
will be set to zero.

2. The m_equipageFlag field will be set to a value defined in 3.3 corresponding to ADS-B track
representing flight state vector for the live ADS-B equipped aircraft.

3. The m_equipageFlag field will be set to a value defined in 3.3 corresponding to TIS-B track
representing flight state data for live aircraft that are not equipped with ADS-B.

The entity that is not equipped with ADS-B will publish flight state data where the m_equipageFlag
field is set to zero. The entity that is equipped with ADS-B will publish flight data that map to the
MsgFlightState structure with the m_equipageFlag field set to the value specified below that
corresponds to the ADS-B data.

Equipage enum bit map Definitions
Two bitmaps for ADS-B and TIS-B equipage are defined below. They shall be used to set the
m_equipageFlags in the MsgFlightState structure.

defPasCiEqpADS_B  0x00000400
defPasCiEGpTIS_B  0x00000800

The m_modeFlags field is set at least to ADRS_MPI_FS_LNAV in order for trajectory intent to show
in the CSD. The m_modeFlags field should be set as a minimum to ADRS_MPI_FS_LNAV orto a
value that is a result of a combination of different target flight statuses such as
ADRS_MPI_FS_LNAV | ADRS_MPI_FS_VNAV | ADRS_MPI_FS_ARRIVAL |
ADRS_MPI_FS_FREE_FLIGHT. The symbol “|” is a logical operation OR. The flight status types
are defined below

typedef enum {
ADRS_MPI_FS_UNKNOWN =0,
ADRS_MPI_FS_LNAV = (1<<0),
ADRS_MPI_FS_VNAV = (1<<1),
ADRS_MPI_FS_ARRIVAL = (1<<2),
ADRS_MPI_FS _OVERFLIGHT = (1<<3),
ADRS_MPI_FS_DEPARTURE = (1<<4),
ADRS_MPI_FS PLAYBACK = (1<<10),
ADRS_MPI_FS_IDENT_ON = (1<<11),
ADRS_MPI_FS FREE_FLIGHT = (1<<20),
ADRS_MPI_FS_ATC_CONTROLLED = (1<<21),
ADRS_MPI_FS VFR = (1<<22),
ADRS_MPI_FS_TFR = (1<<23),
ADRS_MPI_FS_INACTIVE_INFLIGHT = (1<<24),
ADRS_MPI_FS PREDEPARTURE = (1<<25),
ADRS_MPI_FS_CDTI = (1<<30),

ADRS_MPI_FS_COUNT
} adrs_mpi_flight_status_types;

This data type is defined in the adrs_mpi.h interface file provided to the user.
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3.4 Aircraft Flight Plan Structure
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The Aircraft Flight Plan structure is defined below. This structure represents the payload of an aircraft
flight plan message. All messages displayed below are defined in the adrs_mpi.h interface used

ADRS.

struct MsgFlightPlan

t
Int
char
int
int
char
char
char
char
int
char
char
int
int
float
int
float
float
char
char
float
float
int
int
char
char
char
int
int

char
int
short
char
char
int

&

m_dataSource;

m_acid[ eMPI_ID_LENGTH=12];

m_adrsProc;

m_cid;

m_type[ eMPI_STRING_TYPE=16 ];
m_gateName[ eMPI_STRING_NAME=20 ];
m_meterFixName[ eMPI_STRING_NAME=20 ];
m_outerFixName[ eMPIl_STRING_NAME=20];
m_category;

m_route[ eMPI_STRING_FILED_ROUTE=300 ];
m_departureFix[ eMPI_ID_LENGTH=121;
m_departureTime;

m_assignedAltitude;

m_filedSpeed;

m_timeEnroute;

m_approachSpeed;

m_landingSpeed;

m_coordinationFrd[ eMPI_STRING_NAME=20 ];
m_coordinationFix[ eMPI_STRING_NAME=20 |;
m_coordinationX;

m_coordinationY;

m_faaCoordTime;

m_coordinationTime;

m_destinationFix[ eMPI_STRING_NAME=20];
m_destinationName[ eMPI_STRING_NAME=20];
m_runwayName[ eMPI_STRING_NAME=20];
m_configuration;

m_beacon;

m_atcType[ eMPI_STRING_TYPE=16];
m_timeReceived,;

m_status;

m_fpDataSource;
m_equipmentAvailable;
m_dInkEquipped:;

/1 aircraft callsign

// computer id
/[ aircraft type

/I UTC time in seconds
/I feet

/I knots

/l seconds

/I knots

/I knots

/I nautical miles

/l nautical miles

/l seconds

/I UTC time in seconds

/Il A 4 digit number, each
/I digit is an octal value.
I/ aircraft type

/' UTC time in seconds

This is an example of a m_route field in the Flight Plan structure conforming to the standard FAA

syntax: DFW.DALL7.LIT.J101.STL..CAP..BAYLI.BDF3.0RD.

Flight plans for constructive and/or live traffic will be published to LVC Gateway by the HLA via the
LVC Gateway Portal component that is part of the HLA distributed environment. In addition, any
constructive, virtual or live UAS entity connecting to the LVVC Gateway will generate and publish
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flight plan in the MsgFlightPlan format. The Gateway will transmit UAS flight plans to the LVC
Gateway Portal and the HLA environment. The message field, m_adrsProc, should be set to the
corresponding enum data type adrs_proc_type defined in the adrs_interface.h header file provide to
the user. The m_adrsProc is setto ADRS_PROC_MPI_CLIENT_MACS = 35 if targets are generated
by MACS while ADRS PROC_MPI_CLIENT_VAST = 38 if targets are generated external to
MACS, i.e. by a federate from the HLA distributed environment.

The m_status field as a minimum should be set to ADRS_MPI_FS_LNAV which corresponds
to the bit field for lateral navigation management. CSD will not function nominally if
m_status is set to a zero value.

3.5 Aircraft Flight Trajectory Intent Structure

The Aircraft Flight Trajectory Intent structure is defined below. It is a composite of two structures: 1)
the trajectory specification structure, and 2) the waypoint structure. Both structures are defined below.
The Trajectory Intent Structure represents the payload of an aircraft flight trajectory intent message.

struct MsgTrajectorylntent

{
MpiTrajSpec m_spec;
MpiTrajPoint m_point[ eMPI_MAX_TRAJ_POINTS=50 ];

¥

struct MpiTrajSpec

{
char m_acid[ eMPI_ID_LENGTH=12]; /1 aircraft sallsign
int m_adrsProc;
int m_cid; // computer id
int m_numberOfPoints;
int m_numberOfHorizPoints;
float m_climbSpeed; Il Feet/min
float m_cruiseSpeed; I knots
float m_descentSpeed:; I/l knots
float m_approachSpeed; I/l knots
float m_landingSpeed, I knots
float m_cruiseAltitude; /I Feet
float m_currentGrossWeight; /I not supported
float m_landingWeight; // not supported
float m_miscFloatValue;
char m_text[ eMPI_STRING_TRAJ=128];

3

struct MpiTrajPoint

eMpiTrajPtType m_type;
char m_waypointld[ eMPI_ID_LENGTH=12 |;

float m_latitude; /I decimal degrees signed +North/ -South
float m_longitude; // decimal degrees signed +East/-West
float m_turnRadius; /I not supported

int m_miscintValue;

double m_eta; /I UTC seconds

float m_calibratedAirSpeed,;
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float m_altitude; /I Feet

float m_fuelRemaining; // not supported

float m_outerAirTemperature; I/ not supported

float m_windDirection; /I TBD

float m_windSpeed; /I TBD

float m_trueAirSpeed; I knots

float m_trueCourselntoPoint; /I not supported by MACS

// Note: used for “heading” Trial Planner
/] set to -999999.0 when not used
/I otherwise, set to the trial angle

float m_distanceToPoint; /I (TBD: subject to computation:
/I MACS uses EntryTime)

float m_predictedGrossWeight; /I not supported by MACS

float m_Xx; /[ TBD

float m_y; /[ TBD

int m_constraint;

float m_miscFloatValue;

}

The MpiTrajectory of the constructive and/or live traffic is published by the HLA via the LVC
Gateway Portal component to the LVC Gateway. The Gateway will publish the trajectory intent of
any constructive, virtual or live UAS entity connecting to the LVC Gateway. Subsequently,
MsgTrajectory messages associated with UAS entities will be transmitted to the LVC Gateway Portal
and HLA environment. The message filed, m_adrsProc, should be set to the corresponding data
source value defined in Table 2.

Note that sign of longitude should follow the following convention. Westward longitude should have
a negative value while Eastward should be positive.

Enumeration below defines waypoint types in the MpiTrajPoint structure. The size of the
enumeration field is 4 bytes.

enum eMpiTrajPtType

{
eMPI_TRAJ TYPE_WP =0, /*waypoint*/
eMPI_TRAJ TYPE HP =1, /*holding pattern*/
eMPI_TRAJ_TYPE_PH =2, /* proc hold*/
eMPI_TRAJ TYPE_PT =3, /*proc turn*/
eMPI_TRAJ TYPE_RF =4, [*rfleg*/
eMPI_TRAJ_TYPE_TC =5, /[*TOC*/
eMPI_TRAJ TYPE_TD=6, /*TOD */
eMPI_TRAJ TYPE_SL =7, /*start of level*/
eMPI_TRAJ TYPE _CA =8, [*crossover altitude*/
eMPI_TRAJ TYPE TA =9, /[*transition altitude*/
eMPI_TRAJ_TYPE_AC =10, /* Aircraft position */
eMPI_TRAJ_TYPE_CS =11, /* only constraint */
eMPI_TRAJ_TYPE_RT =12, /* part of current rte*/
eMPI_TRAJ TYPE_AP =13, /* Airport DATA %/
eMPI_TRAJ TYPE_SC =14 /* Speed Change Point */
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This data type is defined in the adrs_trajectory.h interface file provided to the user.
3.6 Aircraft Delete Structure

The Aircraft Delete structure is defined below. This structure represents the payload of an aircraft
delete message.

struct MsgDeleteAc

{
char m_acid[ eMPI_ID_LENGTH=12];
int m_adrsProc;
int m_cid;

¥

This message is initiated by the Gateway clients Ikhana GCS, Ikhana Sim, Langley UAS or
VIRTUAL UAS and will be sent to the LVC Gateway. An aircraft may drop out of the simulation
environment due to a process crash, operational reasons (intentional shut down of the process) or
during the debugging process. The LVC Gateway will send the MsgDeleteAc message to all clients
that subscribe to the delete message. After the problem is addressed, the Ikhana, Ikhana Sim, Langley
UAS, or VIRTUAL UAS can reconnect during the run time and continue participating in the
simulation.

In addition, the delete message can be initiated by the HLA distributed environment when the aircraft
from the background traffic drops out of the simulation. This event will generate delete message in
the HLA environment which will be propagated throughout the entire distributed system informing
the system components that the HLA aircraft is no longer active and that the local instance of the
aircraft should be removed.

In case of the lost link between the Ikhana GCS and the Ikhana aircraft the delete message will be
sent from the RFDP to the Gateway. During the lost link event either data sources, telemetry data
provided by the GCS and ADS-B/TIS-B provided by the laptop will stop supplying data.

3.7 Set Ownship Structure

The Aircraft Ownship structure is defined below. This structure represents the payload of an aircraft
set-ownship message.

struct MsgSetOwnship

{
char m_acid[ eMPI_ID_LENGTH=12];
char m_host[ eMPI_STRING_HOST=241];
int m_cid;
int m_control;

Y

This message is used to inform a CSD system component about the target it is associated with. The
CSD will initially provide the ownship callsign by the handshake message sent to the LVC Gateway.
The ownship callsign is specified by the dataProividerName data field. Upon receiving handshake
message, the Gateway will generate MsgSetOwnship message using the received callsign and the cid
corresponding to the target with the specified callsign and will send it back to CSD.
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3.8 Sense and Avoid (Saa) Aircraft Flight State Data Structure

Note that the new terminology for Sense and Avoid (SAA) has been introduced recently. SAA has
been replaced by the Detect and Avoid (DAA) term. However, it has been decided to retain all the
legacy references to SAA in all of the pertinent messages in this ICD. This preserves and maintains
consistent terminology between the current ICD and the software that had been developed using the
previous version of the ICD for the earlier phases of the UAS-in-the-NAS project.

The Saa Aircraft Flight State structure, MsgSaaFlightState, is defined in section 3.3. The Saa
Aircraft Flight State message is a result of the sensor surveillance range filtering (part of the sensor
model) applied to the entire simulated traffic (defined by the MsgFlightState message) that is received
by the Sense and Avoid Process (SaaProc) from the LVC Gateway. Only the filtered traffic is visible
by the surveillance system of the ownship aircraft. The MsgSaaFlightState is then published back to
the LVVC Gateway which in turn sends the data to the subscribing clients such as the Cockpit Situation
Display (CSD) or the VSCS traffic display, depending upon which traffic display is active during the
test event, to be displayed for the pilot’s situation awareness.

Note that if some simulations do not generate some of the data fields defined in the message those
values should be set to either -99999 or to an empty string, depending upon the variable type.
Message type is defined in Table 1.

3.9 Sense and Avoid (Saa) Threat Results Message

The Saa Threat Results Message data structure is defined below. It is a composite of two structures:
1) the threat specification data structure, and 2) the threat data structure. Both structures are defined
below.

The Saa Threat Results Message Structure represents the payload comprised of array of SaaThreat
data structures defined below.

struct MsgSaaThreatResults

{
SaaThreatSpec m_spec;
SaaThreat m_threats|]SAA_MAX_THREATS=50]; // arbitrary, feel free to change
3
struct SaaThreatSpec
{
char m_acid[eMPI_ID_LENGTH=12]; /I ownship callsign
int m_cid; /I ownship flight number
int m_numberOfThreats;
3

Note that the eSaaType is type defined as an int, i.e. typedef int eSaaType.

struct SaaThreat

{
eSaaType m_saaType; /l'int - alert level
int m_intruderCid;
double m_conflictStartTime; /I UTC seconds
double m_conflictEndTime; /I UTC seconds
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double
double
double
double
double
float

float

double
double
double
double
double
double
double
double

float
float
float
float
float

float
float
float
float
float

float
float
float
float
float

float
float
float
float
float
bool

char

&

m_conflictDuration;
m_timeToCpa;
m_timeToFirstLoss;
m_dTauSimple;
m_dTauModified,;
m_minHorzSep;
m_minVertSep;

m_ownshipCpal.at;
m_ownshipCpalon;
m_intruderCpal.at;
m_intruderCpalon;
m_ownshipFirstLossLat;
m_ownshipFirstLossLon;
m_intruderFirstLossLat;
m_intruderFirstLossLon;

m_ownshipCpaAlt;
m_ownshipCpaGroundSpeed;
m_ownshipCpaCalibratedAirSpeed,;
m_ownshipCpaVerticalSpeed;
m_ownshipCpaHeading;

m_intruderCpaAlt;
m_intruderCpaGroundSpeed:;
m_intruderCpaCalibratedAirSpeed;
m_intruderCpaVerticalSpeed;
m_intruderCpaHeading;

m_ownshipFirstLossAlt;
m_ownshipFirstLossGroundSpeed;
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/I seconds

I/ seconds

I seconds

/l range divided by range rate
/l range divided by range rate
I/ nm

/I feet

I/ degrees
I/ degrees

/I feet

I/ knots

// indicated airspeed in knots
/I feet/min

Il degrees

/] feet
/I knots

m_ownshipFirstLossCalibratedAirSpeed;// indicated airspeed in knots

m_ownshipFirstLossVerticalSpeed:;
m_ownshipFirstLossHeading;

m_intruderFirstLossAlt;
m_intruderFirstLossGroundSpeed:;

I/ feet/min
Il degrees

/] feet
/I knots

m_intruderFirstLossCalibratedAirSpeed;// indicated airspeed in knots

m_intruderFirstLossVerticalSpeed,;
m_intruderFirstLossHeading;
m_isPredictedStricter

pad[7];

I/ feet/min

I/ degrees

Iftrue if alert is predicted to be
[Istricter later in time, i.e. if SS
/falert and predicted to be CA later

The definition of alert levels in the previous version of the ICD, LVC_ICD-03_REV_A, has been
replaced by values defined in the table below.
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Table 3. Definitions of Alert Levels.

no alert

proximate alert

self-separation preventive alert
self-separation alert
self-separation warning alert

AIWINIFLO

The color scheme, symbology, and the threshold levels associated with the alert levels are presented
in Appendix B.

3.10 Saa Release Structure

The SaaProc sends the SaaRelease message when the Sense And Avoid algorithm returns
RELEASE as the threat state for the ownship. This indicates that the conflict has been cleared as a
result of executing a previously advised maneuver.

typedef int eSaaType; // 4 bytes long

struct MsgSaaRelease

{
char m_acid[eMPI_ID_LENGTH=12]; /I ownship callsign
int m_cid; /I ownship flight number
eSaaType m_saaType; I/ int - alert level

}

3.11 Sense and Avoid (Saa) Resolution Maneuver

The Saa Resolution Maneuver data structure is defined below. It is a composite of two structures: 1)
the maneuver specification data structure, and 2) the maneuver data structure. Both structures are
defined below.

The MsgSaaResManeuver structure describes the payload of a Saa Resolution Maneuver message.

struct MsgSaaResManeuver

{
SaaResManeuverSpec m_maneuverSpec,
SaaManeuver m_maneuvers[SAA_MAX_MANEUVERS=20]
j
struct SaaResManeuverSpec
{
char m_acid[eMPl_ID_LENGTH=12]; // ownship callsign
int m_ownshipCid,;
int m_numberOfManeuvers;
¥
struct SaaManeuver
{
eManeuverType m_maneuverType; /I enum
eSaaType m_saaType; /l'int — alert level
double m_startTime; /I UTC seconds
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double m_endTime; /I UTC seconds
float m_altitude; // not set if maneuver type != altitude
float m_headingAbs; I/ absolute heading in deg (0-359);

/I not set if maneuver type != heading
float m_headingRel; /I relative heading in deg where +30

// means 30 degrees right turn;not set if
/I maneuver type != heading

float m_speed,; /I not set if maneuver type 1= speed
Y
enum eManeuverType
{
eSAA_MANEUVER_TYPE_REROUTE =0,
eSAA_MANEUVER_TYPE_HEADING =1,
eSAA_MANEUVER_TYPE_SPEED =2,
eSAA_MANEUVER _TYPE_ALTITUDE =3,
eSAA_MANEUVER_TYPE_COMPOUND =4,
eSAA_MANEUVER_TYPE_APP_REFINED =5,
eSAA_MANEUVER_TYPE_NOT_SET =-999999 // same as INT_NOT_SET
3

3.12 Sense and Avoid (Saa) Resolution Reroute

The Saa Resolution Reroute data structure is defined below. It is a composite of two structures: 1) the
resolution reroute specification data structure, and 2) the resolution waypoints data structure. Both
structures are defined below. The MsgSaaResReroute structure represents the payload of an aircraft
flight trajectory intent message.

struct MsgSaaResReroute

{

SaaResRerouteSpec m_rerouteSpec;
SaaResWayponts m_waypoints[MPI_MAX_NUM_OF_WAYPOINTS=50] ;

%

struct SaaResRerouteSpec

{
char m_acid[eMPI_ID_LENGTH=12]; /I ownship callsign
int m_ownshipCid,;
eSaaType m_saaType; I/ int — alert level
double m_startTime; /I UTC seconds
double m_endTime : /I UTC seconds
int m_numberOfWaypoints;
double m_turnOutAngle; [/l turn angle to the next
/I fix from the current
/l'location; + right turn, - left turn in degrees
Y
struct SaaResWaypoint
{
char m_name[eMPI_ID_LENGTH=16]; // nav wpt name, or arbitrary if not

// available

20|Page





LVC ICD-03-REV B

double m_latitude; /I decimal degrees
double m_longitude; /I decimal degrees

float altitude; /l above sea level in ft
float speed; /I true air speed in knots

h

3.13 NavigationMode Message Structure

The Navigation Mode Message is used whenever the ownship flight control system executes a
maneuver or when the ownship consumes a waypoint on the route. The purpose is to send the SAA
system intent information, so it can build an accurate trajectory prediction while detecting threats.

struct MsgNavMode
{

/I Note: the three fields in the first group below are mandatory for
/1 all four Nav Modes including Flightplan, Autopilot mode, Override and Manual mode

/I Flighthplan mode and Manual mode have only three fields shown below

1
eNavMode m_eNavMode; /l enum
char m_acid[eMPI_ID_LENGTH=12]; // ownship callsign
int m_ownshipCid;

/I Autopilot mode — set -999999.0 to the two fields if not autopilot mode
float m_heading; //degs. True North (absolute)
float m_altitude [[feet

/] Override mode - set -999999.0 to the four fields if not Override mode

float m_overrideAltitude //feet
float m_tas /ltrue airspeed in knots
float m_cas /[calibrated airspeed in knots
float m_mach //INOTE: at least one speed must be set
j
enum eNavMode
{

eNAV_MODE_FLIGHT_PLAN
eNAV_MODE_AUTO PILOT
eNAV_MODE_OVERRIDE
eNAV_MODE_MANUAL
eNAV_MODE_NOT_SET

5

3.14 Trial Trajectory Intent Message

WP O

-999999 // same as INT_NOT_SET

The Trial Trajectory Intent Message, MsgTrialTrajectorylntent, is sent across the LVC system by
CSD during the trial planning operation. Alternately, the VSCS traffic display contains a trial
planning function that provides the same capability as the CSD. Only one traffic display may
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perform trial planning function during a simulation on one gateway. The interface between the VSCS
trail planning function and the LVVC Gateway utilizes the same MsgTrialTrajectorylntent message.
Trial planning messages will be sent at a 15Hz rate to LVC Gateway that will transmit those
messages to SaaProc component for conflict assessment with intruders. The payload of the Saa Trial
Trajectory Intent Message is the same data structure as the one defined by the Aircraft Flight
Trajectory Intent Structure in section 3.5.

For clarity, the MsgTrialTrajectorylntent message is shown below

struct MsgTrialTrajectorylntent

{
MpiTrajSpec ~ m_spec;

MpiTrajPoint ~ m_point[ eMPI_MAX_TRAJ_POINTS=50 ];
bg

where MpiTrajSpec and MpiTrajPoint are defined in section 3.5.
3.15 Trial Threat Results Message

Upon receiving the Trial Trajectory Intent message, the Saa algorithm will assess whether the well

clear state of the ownship is violated against the surrounding traffic. If the well clear is violated the
pilot will receive MsgSaaTrialThreatResults message which is the same data structure as the one
defined by MsgSaaThreatResult message data structure as defined in section 3.9.

For clarity, the MsgSaaThreatResult message is defined below
struct MsgSaaTrialThreatResults

SaaThreatSpec m_spec;
SaaThreat m_threats|]SAA_MAX_THREATS=50]; // arbitrary, feel free to change

j
where SaaTrajSpec and SaaThreat are defined in section 3.9.
3.16 Trial Recap Maneuver Message

TBD.

3.17 Trial Accepted Message

Pilot evaluates trial planned ownship trajectory by rubber-banding it across the CSD display. He
selects trajectory that provides well clear condition for the ownship. After he negotiates heading
and/or altitude maneuver to the first way point in the trajectory with the ATC controller, he presses
the RAT (Route Assessment Tool) button on the CSD to send the Saa Trial Accept Message,
MsgTrialAccepted data structure, to the VSCS via the LVC Gateway. The message payload is the
selected trialed Trajectory Intent defined in section 3.14. It has been determined that this message will
not be used at this time.
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3.18 Release Message

When the SAA algorithm determines that SS or CA threat no longer exists, SaaProc
generates the MpiReleaseMsg and sends it out to the LVC Gateway. The threat symbology is
subsequently removed from the CSD or VSCS displays.

3.19 ACAS_Xu Data Structures

ACAS-Xu algorithm combining STM (Surveillance and Tracking Module) and TRM (Threat
Resolution Module) modules will produce a TRM output given the intruder inputs in a prescribed
format. The pertinent data structures and input requirements are defined in the ACAS-Xu
documentation that is handled by the ACAS-Xu team. The AcasxuProc is a process that wraps the
ACAS-Xu STM and TRM libraries and by utilizing the STM and TRM API calls the traffic input
data generates the MsgAcasxu Ta and RA output message defined below.

#define ACASXU_MAX_INTRUDERS 20 // As defined by IT&E team

#define PADSIZE_7BYTES 7 I/ for DOUBLEWORD alignment
typedef struct AcasxuTrmIntruderSpec
{
int m_numOfintruders; 1 | 004 bytes | 004 bytes |
int m_numOfExpiredIntruders; // | 004 bytes | 008 bytes |
} AcasxuTrmlintruderSpecType; I | total ----> 008 bytes |

typedef struct AcasxuTrmIntruderOut

double m_tds; I/ track display score | 008 bytes | 008 bytes |
unsigned int  m_id; // id of the intruder | 004 bytes | 012 bytes |
uint8 m_Cvs; I cancel vert complement | 001 bytes | 013 bytes |
uint8 m_Vrc; /I vert resolution complement | 001 bytes | 014 bytes |
uint8 m_vsb; /I vert sense bit | 001 bytes | 015 bytes |
uint8 m_code; I/ track code; | 001 bytes | 016 bytes |

} AcasxuTrmIntruderOutType; | total ----> 016 bytes |

typedef struct MsgAcasxuTrmOut

{
char m_callsign[eMP1_ID_LENGTH]; // ownships allsign | 012 bytes | 012 bytes |
int m_cid; I/ ownship cid | 004 bytes | 016 bytes |
TrmintruderSpecType m_intruderSpec; | 008 bytes | 024 bytes |
double m_target_rate; /I ft/s | 008 bytes | 032 bytes |
double m_dh_min; Il ft/s | 008 bytes | 040 bytes |
double m_ddh; /! | 008 bytes | 048 bytes |
double m_dh_max; /I ft/s | 008 bytes | 056 bytes |
uint8 m_combined_control, /! | 001 bytes | 057 bytes |
uint8 m_vertical_control; /! | 001 bytes | 058 bytes |
uint8 m_up_advisory; /! | 001 bytes | 059 bytes |
uint8 m_down_advisory; /! | 001 bytes | 060 bytes |
bool m_turn_off_aurals; /! | 001 bytes | 061 bytes |
bool m_crossing; /! | 001 bytes | 062 bytes |
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bool m_alarm; I | 001 bytes | 063 bytes |

bool m_alert; /I TA active | 001 bytes | 064 bytes |

char m_sensitivity_index; I | 001 bytes | 065 bytes |

char m_pad[PADSIZE_7BYTES]; I |007 bytes | 072 bytes |

TrmintruderOutputType m_intrudersfMAX_INTRUDERS]; | 160 bytes | 232 bytes |

TrmintruderOutputType m_expiredintrudersfMAX_INTRUDERS];// | 160 bytes | 392 bytes |
} MsgAcasxuTrmOutType; /[ |total ----> 392 bytes|

The four fields m_combined_control, m_vertical_control, m_up_advisory, and m_down_advisory
are described in the resolution advisory, RA, as defined in the ARINC 270 labels document attached
in the Appendix A.

3.20 Stratway Bands Data Structure

The original Stratway Bands message is defined in the Stratway+ External Interface (Stratway+
Externallnterface_Dec 22) ICD provided by LaRC team. The Stratway ICD is shown in Appendix C.

The LVC Gateway will receive the Stratway Bands message from the Stratway+ GCS. A UDP
client/server multicast protocol is used to send/receive Stratway+ bands data. In this configuration,
Stratway+ GCS socket is a server while LVC Gateway socket is a client. The detailed ICD for this
interface is specified in the Stratway+ Interface Specification Document published by the NASA
LaRC SSI team.

LVC Gateway will transmit the Stratway+ bands data to the subscribing clients based on the
following Stratway+ Bands Message definitions.

#define STRWAY_MAX_INTERVALS 10
#define STRWAY_MAX_INTRUDERS 10
typedef char CharString8Type[8]; // 8 bytes long

enum elntervalType{
eSTRWAY_INTERVAL_TYPE_UNKNKOWN =0,
eSTRWAY_INTERVAL_TYPE_NONE =1,
eSTRWAY_INTERVAL_TYPE_NEAR =2,
eSTRWAY_INTERVAL_TYPE_RECOVERY =3

}
typedef struct StratwayInterval
{
elnterval Type m_elnterval Type; I | 004 bytes | 004 bytes
double m_low _interval; 1 | 008 bytes | 012 bytes
double m_up_interval, I | 008 bytes | 020 bytes
} stStratwaylInterval Type; 1 total---> | 020 bytes
typedef struct StratwayIntruder {
CharString8Type m_callSign; | 008 bytes | 008 bytes
eSaaType m_alertLevel; //int - alert level | 004 bytes | 012 bytes
} stStratwaylIntruderType; | total---> | 012 bytes
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The alert level, m_eSaaType, can have any value between 0 and 4 as defined in Table 3. in section
3.9.

typedef stStratwaylInterval Type

StratwaylntervalListType [ STRWAY_MAX_INTERVALS ];// | 24 * 10 = 240 bytes
typedef stStratwayIntruderType

StratwaylntruderListType [STRWAY_MAX INTRUDERS ];//| 12 * 10 = 120 bytes

The Stratway+ bands data message that is sent from MACS’s External Interface Communications

Thread consists of the following data members:

typedef struct MsgStrwayBandsMessage

{
CharString8Type m_callSign; /I 008 bytes | 008 bytes |
double m_timeSeconds; /I 008 bytes | 016 bytes |
int m_participantAddress; /[ 004 bytes | 020 bytes |
int m_numberOfHeadingIntervals; /[ 004 bytes | 024 bytes |
StratwayIntervalListType m_headingIntervalList; /I 160 bytes | 184 bytes |
int m_numberOfTrueAirSpeedintervals; /[ 004 bytes | 188 bytes |
int m_pad1l; /[ 004 bytes | 192 bytes |
StratwaylntervalListType m_trueAirSpeedintervalList; /I 160 bytes | 352 bytes |
int m_numberOfVerticalSpeedintervals; /I 004 bytes | 356 bytes |
int m_pad2; /[ 004 bytes | 360 bytes |
StratwaylIntervalListType m_verticalSpeedIntervalList; /I 160 bytes | 520 bytes |
int m_numberOfAltitudelntervals; /1 004 bytes | 524 bytes |
int m_pad3; // 004 bytes | 528 bytes |
StratwaylIntervalListType m_altitudelntervalList; // 160 bytes | 688 bytes |
int m_numberOfintruders; /I 004 bytes | 692 bytes |
int m_pad4; /[ 004 bytes | 696 bytes |
StratwaylIntruderListType m_intrudersList; /[ 120 bytes | 816 bytes |

} MsgStrwayBandsType; /I total--->| 816 bytes |

The data structure presented above is applicable for both 32 bit and 64 bit applications since
alignment is 8-byte double-word aligned. However, padding has to be introduced in the structure to
enforce the alignment.

3.21 Stratway Clear Bands Data Structure
TBD
3.22 Omni (SAA) Band Message

Defines an interval with the same alert levels (i.e. PROX, SS, CA, or NONE as defined by eSaaType)
throughout. The interval is defined as [min, max] inclusive.

The same structure (OmniBandInterval) will be used to represent heading and altitude bands in the
OmniBand concept (see MsgSaaOmniBands). For heading OmniBandInterval, min and max indicate
heading in degrees relative to current ownship heading, e.g. -30 is 30 degrees left of ownship’s
current heading, and +30 is 30 degrees right of ownship’s current heading. For altitude bands, min
and max values will always be set to the same value as altitude bands represent a single altitude level
in feet above MSL.
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A heading OmniBandInterval indicates that between min and max the band should be colored
according to the associated alertLevel. For example, if min = -45, max = 0, and alertLevel=0, then
the interval from 45 degrees left of ownship to its current heading should be painted green.

For altitude OmniBandInterval, min = max, so either can represent the altitude level to be shown in
the altitude menu and the alertLevel describes the color of its outline in the menu. For example, if
min and max=15000 and alertLevel=3, this means that the altitude menu will include 15000 feet
entry, whose outline should be red meaning ownship would cause a loss of well-clear if it maneuvers
to 15,000 ft.

#define JADEM_MAX_BAND_INTERVALS 20
typedef struct OmniBandInterval
{
eSaaType m_alertLevel; //int - alertLevel; | 004 bytes | 004 bytes |
int m_min; /Ifor heading — relative degrees, | 004 bytes | 008 bytes |
/[ for altitude - feet above MSL
int m_max; /Ifor heading — relative degrees, | 004 bytes | 012 bytes |
/[ for altitude - feet above MSL
} OmniBandInterval Type; | total = 20 bytes |
typedef struct MsgSaaOmniBands
{
char m_callsign[eMPI_ID_LENGTH]; /I Onwship callsign | 012 bytes | 012 |
int m_pad; | 004 bytes | 016 |
double m_timeCreated; // time msg created | 008bytes | 024 |
/I Number of heading and alt band intervals
int numberOfHeadingIntervals; | 004 bytes | 028 |
int numberOfAltitudelntervals; | 004 bytes | 032 |
/I List of alerted/non-alerted intervals
OmniBandinterval headingintervals|[SAA_MAX_BAND_INTERVALS]; //| 400 bytes | 432 |
OmniBandinterval altitudelntervals [SAA_MAX_BAND_INTERVALS]; //| 400 bytes | 832 |
} MsgSaaOmniBandsType; | total = 832 bytes |

3.23 CSD and VSCS Displays

CSD has the Basic and the Advanced mode for displaying SAA threat and resolution
advisories. The Basic mode is set by entering values 0, 0 in the two text fields in the primary
CSD Ul display. Consequently, CSD publishes the Handshake message to LVC Gateway
specifying the data to which it publishes/subscribes. In the Basic mode, CSD subscribes to:
SAA Flight State of the background traffic (1Hz update rate), Flight State of the ownship
(10Hz update rate), ownship Trajectory Intent (published when changed), SAA Threat
Results (1Hz update rate), and SAA Release message (published when the threat is cleared).
In Basic mode, CSD displays traffic icons but does not show any special alerting symbology
beyond the imminent severity levels of traffic conflicts using white, yellow, and red

colors. The Trial Planning tool is not enabled for the Basic mode.
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The Advanced mode is set by entering 0, 2 in the same text fields. The Trial Planning tool is
enabled for the Advanced mode. CSD publishes the Handshake message to LVC Gateway
specifying the data to which it publishes/subscribes. In addition to what it subscribes to in
Basic mode, CSD subscribes to: the SAA Resolution Maneuvers, SAA Resolution Reroute,
and SAA Trial Threat Results, while it publishes the Trial Trajectory Intent message (15Hz
update rate). Pilots may use the CSD trial planner, formally called the Route Assessment
Tool (RAT), to make further refinements to route resolutions or provide a manual one from
scratch. By pushing the RAT button and rubber-banding the current ownship trajectory, the
Trial Trajectory Intent message (15Hz update rate) is published to LVVC Gateway for
processing by the SAA algorithm.

VSCS has three modes: None, Basic and Advanced. In the None mode, VSCS publishes ownship
messages containing Flight Plan, Flight State and Trajectory Intent. VSCS does not subscribe to any
messages form LVC Gateway. In the Basic mode, in addition to the publishing the same messages as
in the None mode, VSCS subscribes to intruder SAA Flight State and following SAA related
messages: SAA Threat Results, SAA Res Maneuvers, SAA Res Reroute, SAA Trial Threat Results,
and SAA Release messages. The Trial Planning tool is not available while VSCS is in Basic mode but
it is coupled with trial planning performed in CSD. In the Advanced mode, VSCS subscribes to
intruder SAA Flight State, while it publishes Nav Mode message in addition to its Flight State, Flight
Plan and Trajectory Intent messages. The Trial Planning tool is enabled when Trial Trajectory Intent
messages (15Hz update rate) are published to LVC Gateway.

2.23.1 CSD Display

When the VSCS display is in the Basic mode, Self Separation (SS) alerts are accompanied with visual
and aural alerts. Ownship and Intruder pop-up data tags will be displayed underneath the baseball
card during a traffic alert, and a yellow halo will be displayed around the ownship. An aural alert
“traffic, traffic”” will be provided. When a Collision Avoidance (CA) alert is received, visual and aural
alerts are provided to the pilot. Ownship and Intruder data tags will pop up (or stay up if already
active) while a traffic alert will be displayed underneath the baseball card. A red halo will be
displayed around the ownship and at the same time a directive aural alert will be given, e.g. “Climb,
Climb”.

When the CSD display is in the Advanced mode, SS alerts are accompanied with visual and aural
alerts. The recommended maneuver is shown in upper right corner. The RES button on the primary
CSD Ul will be highlighted if a new maneuver is available. Both the lateral and vertical trial planning
tools are available for use at that time. The pilot will verify maneuver with the controller. After
receiving ATC clearance, the pilot will execute the maneuver. When a Collision Avoidance (CA)
threat is received, visual and aural alerts are provided to the pilot. The CA maneuver is shown in
upper right corner and the trial planning tools are no longer enabled for use. The pilot will fly the first
CA maneuver that is displayed.

2.23.2 VSCS Display
When the VSCS display is in the Basic mode, Self Separation alerts are accompanied with visual and
aural alerts. Ownship and Intruder data tags will pop up when a traffic alert will be displayed

underneath the baseball card and a yellow halo will be displayed around the ownship. An aural alert
“traffic, traffic”” will be given. When Collision Avoidance (CA) alert is received, visual and aural
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alerts are provided to the pilot. Ownship and Intruder data tags will pop up (or stay up if already
active) while a traffic alert will be displayed underneath the baseball card. A red halo will be
displayed around the ownship and at the same time a directive aural alert will be given, e.g. “traffic,
traffic”.

When the VSCS display is in the Advanced mode, during Self Separation alerts pilots are provided
with visual and aural alerts. The recommended maneuver is shown to the right of the baseball card. If
multiple maneuvers are provided for the encounter, pilot will press the REFRESH button to view
maneuvers. Both the lateral and vertical trial planning tools are available for use. Once the pilot has
decided on an appropriate maneuver, he will negotiate the maneuver with the controller and if cleared
he will press send button in the steering window. If the VSCS receives a Collision Avoidance alert,
visual and aural alerts will be provided. The CA maneuver is shown to the right of the baseball card
and the green arrow on the compass rose graphically depicts the CA maneuver. At that time, the trial
planning tools are not available for use. The pilot must execute the CA maneuver by clicking the
‘Execute’ button.

2.24 Note about Heartbeat Message

Optionally, the Gateway shall periodically send heartbeat message to the clients with enumeration
defined below.

The LVC Gateway will send a periodic heartbeat message at a configurable time interval to every
client for the sole purpose of detecting whether the client socket port has been shut down, or closed.
This infrastructure will detect a process that crashed and was running on the client connected to the
Gateway. Upon detecting the closed socket, the Gateway will send MsgHeader message to every
client unconditionally. The MsgHeader message requires no action, i.e. no response by recipients. A
message of type MsgHeader of size 12 bytes shall contain the value of 7030 in the MsgType field
according to the definitions in Table 1. The MsgSize field (i.e. sizeof(MsgHeader)) shall be set to 12
bytes which essentially means there is no subsequent payload. Therefore, there is no need for the
recipient to read the socket port of any further payload data.

Clients that receive the MsgHeader message shall be expected to consume this message nominally.
Consequently, if the LVC Gateway does in fact detect a closed socket port, then it will forward a
delete aircraft message to all other active and valid subscribers. A MsgDeleteAc message shall be
sent for each aircraft that was owned by the closed client.

2.25 Primitive Data Type Definitions and Sizes in Bytes

The "C" structures displayed above are used on a Windows platform using x86 or x86-64
architecture. The byte order for Windows platforms is little endian (the least significant byte is stored
first) and the sizes of the primitive data types are given below:

long: 4 bytes

unsigned long: 4 bytes

int: 4 bytes

unsigned int: 4 bytes

short int: 2 bytes

unsigned short int: 2 bytes
char: 1 byte

float: 4 bytes
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e double: 8 bytes
2.26 Byte Order and Need for Byte Swapping

All clients will publish messages in network byte order as computer networks transmit multi-byte
numbers in this particular byte order. The most significant byte of a multi-byte number that is
transmitted first over a network constitutes network byte order. Generally, different hosts (different
CPUs) in the distributed environment can be little-endian or big-endian depending upon how bytes
are ordered within a single word in the host memory. Therefore, when the little-endian host sends
messages over the network it needs to convert (byte swap) them to network byte order before sending
the messages out. Consequently, when the little-endian host receives a message over the network, it
needs to convert the message back to host native byte representation, i.e. little-endian byte order.
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Acronym List

ADRS — Aeronautical Data link and Radar Simulator
ADS-B - Automatic Dependent Surveillance-Broadcast
ATC — Air Traffic Control

FAA — Federal Aviation Administration

FIS-B - Flight Information Services-Broadcast

FLAPS — Flexible Acquisition Processing System

CSD - Cockpit Situation Display

GCS - Ground Control Station

HLA - High Level Architecture

LMA — Link Management Assembly

LVC - Live Virtual Constructive-Distributed Environment
MACS - Multi-Aircraft Control System

MPI —Multipurpose Protocol Interface

VIRTUAL UAS - Multi-UAS Simulator

NASA — National Aeronautics and Space Administration
SAA — Sense and Avoid

SaaProc — Sense And Avoidance Processor

TCP/IP - Transmission Control Protocol/Internet Protocol
TIS-B - Traffic Information Service-Broadcast

UAS-NAS - Unmanned Aircraft System-National Airspace System
UAT — Universal Access Transceiver

UTC - Coordinated Universal Time

VAST- HLA Virtual Airspace simulation Technology-High Level Architecture
VSCS - Vigilant Spirit Computer System
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Appendix A

ARINC CHARACTERISTIC 735B - Page 103
ATTACHMENT 6
DATA WORDS APPLICABLE TO TRAFFIC COMPUTER (TCAS WITH ADS-B)

PART 6E
ARINC 429 CONTROL WORD -TCAS TO DISPLAY
TCAS Vertical Resolution Advisory RA Data Output Word

LABEL 270

BIT FUNCTION CODING NOTES
1 Label 1st Digit MSB 2 1
2 Label 1st Digit 0

3 Label 2nd DigitMSB 7 1
4 Label 2nd Digit 1

5 Label 2nd Digit 1

6 Label 3rd Digit MSB 0 0
7 Label 3rd Digit 0

8 Label 3rd Digit 0
9SDIBITO

10SDIBIT1

11 Advisory 100 ft/min [9]
12 Rate to 200 ft/min

13 Maintain 400 ft/min

14 Binary Two's 800 ft/min
15 Complement 1600 ft/min
16 3200 ft/min

17 Sign

18 Combined Control

19 Combined Control [1]
20 Combined Control

21 Vertical Control

22 Vertical Control

23 Vertical Control [2]

24 Up Advisory

25 Up Advisory [3] [8]

26 Up Advisory

27 Down Advisory

28 Down Advisory [4] [8]
29 Down Advisory

30 SSM

31 SSM [5] [6] [7]

32 Parity (Odd)

1. Combined Control
BITS

201918

MEANING

000

001

010

011

100

101

110

111

No Advisory
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Clear of Conflict
Spare

Spare

Up Advisory Corrective
Down Advisory Corrective
Preventive

Not Used

2. Vertical Control
ARINC CHARACTERISTIC 735B - Page 104
ATTACHMENT 6
DATA WORDS APPLICABLE TO TRAFFIC COMPUTER (TCAS WITH ADS-B)
BITS

232221

MEANING

000

001

010

011

100

101

110

111

Adv is not one of the
following types:
Crossing

Reversal

Increase

Maintain

Not Used

Not Used

Not Used

3. Up Advisory
BITS

26 2524

MEANING

000

001

010

011

100

101

110

111

No Up Advisory
Climb

Don't Descend

Don't Descend >500
Don't Descend >1000
Don't Descend >2000
Not Used

Not Used

4. Down Advisory
BITS

29 28 27

MEANING

000
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001

010

011

100

101

110

111

No Down Advisory

Descend

Don't Climb

Don't Climb >500

Don't Climb >1000

Don't Climb >2000

Not Used

Not Used

5. Sign Status Matrix (SSM)(DISC)

BITS

3130

MEANING

00

01

10

11

Normal Operation

No Computed Data

Functional Test

Failure Warning

6. The presence of a No Computed Data report in the SSM field
indicates that the information in bits 11 through 29 is
unreliable. Therefore, no RA should be issued by the Display.
7. The TCAS Computer should also set the SSM of this word to
NCD when itis in STBY or TA Only mode (as reflected in the
SL and RI fields of TX Word 2, label 274). Failure Warning
should be reported in the SSM field only if the TCAS computer
itself has failed. The presence of a Functional Test report in
ARINC CHARACTERISTIC 735B - Page 105

ATTACHMENT 6

DATA WORDS APPLICABLE TO TRAFFIC COMPUTER (TCAS WITH ADS-B)
the SSM field of this word indicates that a TCAS Functional
Test sequence should be performed by the displays. Refer to
Section 4.2.

[8] Whenever “Climb” (Bits 24-26 = 1,0,0) or “Descend” (Bits 27-
29 =1,0,0) are set in Word 270, the TCAS computer sets the
Advisory Rate Field (Bits 11-17) to the desired Climb/Descend
value.

[9] If no RA is present, bits 11-17 should be set to zero.

ARINC CHARACTERISTIC 735B - Page 106

ATTACHMENT 6
DATA WORDS APPLICABLE TO TRAFFIC COMPUTER (TCAS WITH ADS-B)

PART 6F
ARINC 429 CONTROL WORD -TCAS TO DISPLAY

TCAS Horizontal RA Data Output Word
INTENTIONALLY LEFT BLANK
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Alert 3 ; DAA Separation SST (Time _Unt|| Aural Alert
Name Pilot Action Z S Penetrating g
Level Criteria : e Verbiage
Separation Criteria) o
Immediate action required to avoid a well MO Dok 25
5 Self Separation R ATt HMD = 0.75 nmi i “Traffic,
Warning Alert cear V|o_a it 2 £ s&_)on e ZTHR =450 1t ( SAUNEENCY: Maneuver Now”
practicable after taking action o 60 sec)
Action to remain well clear will be necessary DMOD = 0.75 nmi 75 sec
3 Corrective Self if the encounter does not change, coordinate HMD =0.75 nmi (TCPA equivalency: “Traffic,
Separation Alert with ATC to determine an appropriate ZTHR =450 1t 110 sec) Separate”
maneuver modTau = 35 sec
Action to remain well clear will be necessary
only if one or both aircraft make both a
horizontal and vertical maneuver, do not DMOD =0.75 nmi 75 sec
2 Preventive Self climb/descend or turn into the intruder and HMD = 1.0 nmi (TCPA equivalency: “Traffic,
Separation Alert be prepared to respond if the intruder begins ZTHR =700t 11(cl)usec) cy: Monitor”
climbing/descending or turning towards you. modTau = 35 sec
You may want to coordinate with ATC about
the intentions of the intruder.
No action necessary to avoid this aircraft, but DMOD =0.75 nmi 85
1 Self Separation its presence should be considered when HMD = 1.5 nmi TCPA s'ecl X N/A
Proximate Alert determining a resolution maneuver to avoid ZTHR =1200 ft ( éguwa ency:
other aircraft. modTau = 35s seq)
No action necessary, There is an aircraft -2 .
2 3 Within surveillance
0 None (Target) within your sensor range, but it is not 2 X N/A
field of regard
expected to present a threat.
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Plan

[Contract Name]
[Contract Number]

Issue Date: Click here to enter a date.

Effective Date: Click here to enter a date.
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Change History

Version Date Change Description

1.0 MM/DD/YYYY Initial Contract Name IT Security Management Plan

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY

MM/DD/YYYY
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IT Security Management Plan Review and Approval

This Information Technology Security Management Plan (ITSMP) for the [Contract Name] was prepared for the exclusive use of
NASA and completed on Click here to enter a date.

I have reviewed the contents of this plan, and believe that it presents an accurate representation.

Reviewed by: Click here to enter a date.
ISSO, or equivalent Date

Concurred by: Click here to enter a date.
COR/Task Monitor Date

Approved by: Click here to enter a date.
Center CISO Date

Accepted by: Click here to enter a date.
Contracting Officer Date
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1 Contract Identification

1.1 Contract Name

Contract Name: Contract Name

Contract Abbreviation:

1.2 Contract Number

Contract Number: Contract Number
1.3 Responsible Organization

The overarching responsible organization is NASA. The responsible organization can be the associated mission directorate, Center, division, etc.
National Aeronautics and Space Administration (NASA)

Responsible Organization:

1.4 Contact Information

1.4.1  Physical Location
Include the physical location where NASA data resides and/or where contact with NASA data occurs. Depending on the contract and/or information
systems, there may be multiple physical locations.

1.4.2 Points of Contact

Contracting Officer (CO)

Contracting Officer
Representative (COR)

Contractor Representative
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1.5 General Contract Description

Purpose/Function

1.5.1 Information System Categorizationl

List all information types stored, processed or transmitted in performance of the contract.

Additional rows may be added as needed.

Information Type Confidentiality Integrity Integrity
Impact Level Impact Level Impact Level
(L/M/H) (L/M/H) (L/M/H)

1.5.2 Security Categorization

Based on the information provided in section 1.5.1, the security impact levels for each of the three security objectives of
confidentiality, integrity, and availability are identified below.

Security Objective Security Impact Level (L/M/H)
Confidentiality: <FIPS 199 CONFIDENTIALITY IMPACT LEVEL>
Integrity: <FIPS 199 INTEGRITY IMPACT LEVEL>
Availability: <FIPS 199 AVAILABILITY IMPACT LEVEL>

Table: Security Objectives Impact

Based on the information provided in the Security Objectives Impact table above, the required protection level for Agency Common
Controls has been identified and is reflected in the following System High Water Mark table. The high water mark represents the
minimum level of security controls appropriate for the system.

! Please use NIST SP 800-60 to identify the information types and the confidentiality, integrity and availability impact levels.
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High Water Mark <FIPS 199 High Water Mark>
Table: System High Water Mark

1.5.3 Information System
Indicate whether the contract provides or manages an external information system to process NASA data.

The contract provides or manages an external information system to store or process NASA data.

If this box is checked, the system requires an Authorization to Process/Store (ATP/S) NASA information. The contract
representative should work with the Center Assessment and Authorization Official to obtain a system unique identifier and the
Contracting Officer’s Technical Representative (COTR) to initiate the Assessment and Authorization (A&A) process (reference
ITS-HBK 2810.02-054 Security Assessment and Authorization: External Information Systems).

The contract does not provide or manage an external information system to store or process NASA data.

If this box is checked, the contract is not responsible for an external information system security plan,; therefore, the ITSMP is
sufficient to describe the security processes and procedures that will be followed by the contract.

All information technology components used in the performance of the contract are managed under an
internal NASA information system.

If this box is checked, the contract is not responsible for an external information system security plan, however, the contractor is
responsible for identifying the NASA information system under which the contract is performed.

NASA Information System Name:
NASA Information System Number:

1.54 Contractor Badging

Indicate whether or not contractor personnel will be issued NASA badges.

Contractor personnel will be NASA badged.

If this box is checked, contractors, by virtue of being NASA badged, will automatically fall under many NASA policies and procedures.

Consideration of the above should influence the completion of Section 2 of this document.

Contractor personnel will not be NASA badged.

If this box is checked, the contract may not be able to leverage many of NASA's policies and procedures. If so, provide details in
Section 2 that meet the general intent of the control descriptions.

1.5.5 Related Laws/Regulations/Policies
e 5U.S.C. 552, Freedom of Information Act, 1967
e 5U.S.C. 552a, Privacy Act, 1974
¢ FIPS 199, Standards for Security Categorization of Federal Information and Information Systems
*  FIPS 200, Minimum Security Requirements for Federal Information and Information Systems
e NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems
* NIST SP 800-30, Risk Management Guide for Information Technology Systems
e NIST SP 800-34, Contingency Planning Guide for Information Technology Systems
e NIST SP 800-37, Guide for the Security Authorization of Federal Information Systems
* NIST SP 800-42, Guideline on Network Security Testing
* NIST SP 800-53, Recommended Security Controls for Federal Information Systems

* NIST SP 800-53A, Techniques and Procedures for Verifying the Effectiveness of Security Controls in Federal Information

Systems
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NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to Security Categories

NIST SP 800-61, Computer Security Incident Handling Guide

NIST SP 800-64, Security Considerations in the Information System Development Life Cycle

OMB Circular A-130, Appendix III, Security of Federal Automated Information Systems

Public Law (PL) 99-474, The Computer Fraud and Abuse Act of 1986

PL 93-502 -Freedom of Information Act 1974

Presidential Decision Directive (PDD-63), Critical Infrastructure Protection Federal Information Security Management Act
0f 2002 (FISMA)

NPR 2810.1, Security of Information Technology
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2 Security Control Implementations

In completing control detail, the author should explain how the contract meets the intent of the control description. In some cases,
implementation detail is already included. The author may accept the pre-populated language as is, add to it, modify it, or overwrite
it. Note that if the “Contractor will be NASA-badged” is selected in Section 1.5.2, then the author should explore accepting relevant
NASA-provided implementation detail. If the author believes that the control is not applicable to their contract, the “Not Applicable
to System/Contract” box should be checked and a short explanation as to why it is not applicable should be included.

Briefly describe the Justification/Implementation Detail; this description should allow a reviewer to have a basic understanding of the implementation. If contractor
personnel will be NASA badged, references to appropriate NASA policies and procedures are sufficient. See Contract Attachment entitled, IT Security Applicable
Documents List” for relevant NASA policies and procedures.

The organization:

a.  Establishes and makes readily available to all information system users, the
rules that describe their responsibilities and expected behavior with regard to
information and information system usage, and

b.  Receives signed acknowledgment from users indicating that they have read,
understand, and agree to abide by the rules of behavior, before authorizing
access to information and the information system.

The organization develops, disseminates, and reviews/updates [Assignment:

organization define frequency]:

a. A formal, documented security awareness and training policy that addresses
purpose, scope, roles, responsibilities, management commitment, coordination
among organizational entities, and compliance; and

b.  Formal, documented procedures to facilitate the implementation of the security

awareness and training policy and associated security awareness and training

controls.

NASA IT Rules of Behavior are fully detailed in the SATERN IT Security
awareness training module, which covers the appropriate use of government
resources, password security, software usage, user responsibilities, and encryption
requirement for sensitive data. All employees that handle NASA data are required
to take this training annually. As part of the continuous monitoring workbook a
signed acknowledgment from users indicating that they understand, and agree to
abide by the rules of behavior is provided annually to the Center CISO.

The SATERN IT Security awareness training module, via CD, will be obtained
annually from the Center CISO or the NASA IT Security Awareness & Training
Center (ITSATC).

System- or contract-specific detail is provided below.

In accordance with the NASA FAR, external systems are subject to the
requirements of NPR 2810 and applicable requirements,

regulations, policies, and guidelines are identified in the

Applicable Documents List (ADL).

If applicable, additional organizational or contract-specific policies should be
referenced here.

The SATERN IT Security awareness training module, via CD, will be obtained
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The organization provides basic security awareness training to all information system
users (including managers, senior executives, and contractors) as part of initial
training for new users, when required by system changes, and [Assignment:
organization-defined frequency] thereafter.

The organization provides role-based security-related training: (i) before authorizing
access to the system or performing assigned duties; (ii) when required by system
changes, and (iii) [Assignment: organization-defined frequency] thereafter.

The organization:

a.  Requires personnel to report suspected security incidents to the organizational
incident response capability within [Assignment: organization-defined time-
period]; and

b. Reports security incident information to designated authorities.

The organization develops, disseminates, and reviews/updates [Assignment:
organization defined frequency]:
A formal, documented media protection policy that addresses purpose, scope,
roles, responsibilities, management commitment, coordination among
organizational entities, and compliance; and
Formal, documented procedures to facilitate the implementation of the media
protection policy and associated media protection controls.

annually from the Center CISO or the NASA IT Security Awareness & Training
Center ITSATC). All employees that handle NASA data are required to take
this training annually.

The SATERN IT Security awareness training module, via CD, will be obtained
annually from the Center CISO or the NASA IT Security Awareness & Training
Center (ITSATC).

If applicable, system- or contract-specific detail is provided below.

System- or contract-specific detail is provided below.

All breaches will be communicated to the [Center] CISO and the NASA SOC
within the timeframe appropriate to the category of information involved. If
there is PII involved in the breach the SOC will be contacted with one hour.
. The SOC may be contacted at 877-NASA SEC (877-627-2732).
. The Center CISO and/or the OIG handles the notification to external
authorities.

If applicable, system- or contract-specific detail is provided below.

In accordance with the NASA FAR, external systems are subject to the
requirements of NPR 2810 and applicable requirements,

regulations, policies, and guidelines are identified in the

Applicable Documents List (ADL).

If applicable, system- or contract-specific policies should be referenced here.

System- or contract-specific detail is provided below.
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The organization:

a.  Marks, in accordance with organizational policies and procedures, removable
information system media and information system output indicating the
distribution limitations, handling caveats, and applicable security markings (if
any) of the information; and

b.  Exempts [Assignment: organization-defined list of removable media types] from
marking as long as the exempted items remain within [Assignment: organization-
defined controlled areas].

System- or contract-specific detail is provided below.

The organization:
a.  Physically controls and securely stores [Assignment: organization-defined types
of digital and non-digital media] within [Assignment: organization-defined

controlled areas] using [Assignment: organization-defined security measures],;
b.  Protects information system media until the media are destroyed or sanitized
using approved equipment, techniques, and procedures.

System- or contract-specific detail is provided below.

The organization:

a.  Protects and controls [Assignment: organization-defined types of digital and
non-digital media] during transport outside of controlled areas using
[Assignment: organization-defined security measures];

b.  Maintains accountability for information system media during transport outside
of controlled areas; and

c.  Restricts the activities associated with transport of such media to authorized
personnel.

System- or contract-specific detail is provided below.

The organization:

a.  Sanitizes information system media, both digital and non-digital, prior to
disposal, release out of organizational control, or release for reuse; and

b.  Employs sanitization mechanisms with strength and integrity commensurate with
the classification or sensitivity of the information.

System- or contract-specific detail is provided below.

The organization develops, documents, and maintains an inventory of information
system components that:

a. Accurately reflects the current information system;

b. Is consistent with the authorization boundary of the information system,

c. Is at the level of granularity deemed necessary for tracking and reporting;

d. Includes [Assignment: organization-defined information deemed necessary to
achieve effective property accountability]; and
e. Is available for review and audit by designated organizational officials.
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System- or contract-specific detail is provided below.

The organization:

a.  Enforces physical access authorizations for all physical access points (including
designated entry/exit points) to the facility where the information system resides
(excluding those areas within the facility officially designated as publicly
accessible);

b.  Verifies individual access authorizations before granting access to the facility;

c.  Controls entry to the facility containing the information system using physical
access devices and/or guards;

a.  Controls access to areas officially designated as publicly accessible in
accordance with the organization’s assessment of risk;

Secures keys, combinations, and other physical access devices;

c.  Inventories physical access devices [Assignment: organization-defined
frequency]; and

d.  Changes combinations and keys [Assignment: organization-defined frequency]
and when keys are lost, combinations are compromised, or individuals are
transferred or terminated.

System- or contract-specific detail is provided below.

The organization:
a.  Assigns a risk designation to all positions;

b.  Establishes screening criteria for individuals filling those positions; and
c.  Reviews and revises position risk designations [Assignment: organization-
defined frequency].

System- or contract-specific detail is provided below.

The organization:
a.  Screens individuals prior to authorizing access to the information system, and\
b.  Rescreens individuals according to [Assignment: organization-defined list of
conditions requiring rescreening and, where re-screening is so indicated, the
frequency of such rescreening].

System- or contract-specific detail is provided below.

The organization, upon termination of individual employment:

a.  Terminates information system access,

b.  Conducts exit interviews;

¢.  Retrieves all security-related organizational information system-related
property; and

d.  Retains access to organizational information and information systems formerly

controlled by terminated individual.

System- or contract-specific detail is provided below.
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The organization:
a.  Establishes personnel security requirements including security roles and
responsibilities for third-party providers;
. Documents personnel security requirements; and
¢.  Monitors provider compliance.

System- or contract-specific detail is provided below.

The organization employs a formal sanctions process for personnel failing to comply
with established information security policies and procedures.

System- or contract-specific detail is provided below.

The organization manages information system accounts, including:

a.  Identifying account types (i.e., individual, group, system, application,
guest/anonymous, and temporary);

b.  Establishing conditions for group membership;

c.  Identifying authorized users of the information system and specifying access

privileges;

Requiring appropriate approvals for requests to establish accounts;

Establishing, activating, modifying, disabling, and removing accounts;

Specifically authorizing and monitoring the use of guest/anonymous and

temporary accounts;

g Notifying account managers when temporary accounts are no longer required
and when information system users are terminated, transferred, or information
system usage or need-to-know/need-to-share changes;

h.  Deactivating: (i) temporary accounts that are no longer required,; and (ii)
accounts of terminated or transferred users;

i Granting access to the system based on: (i) a valid access authorization; (ii)

intended system usage; and (iii) other attributes as required by the organization

or associated missions/business functions, and

Reviewing accounts [Assi, anization-defined frequenc

e

System- or contract-specific detail is provided below.

The organization:

a.  Separates duties of individuals as necessary, to prevent malevolent activity
without collusion;

b.  Documents separation of duties, and

c. Implements separation of duties through assigned information system access

authorizations.

System- or contract-specific detail is provided below.

The organization employs the concept of least privilege, allowing only authorized
accesses for users (and processes acting on behalf of users) which are necessary to

accomplish assigned tasks in accordance with organizational missions and business
functions.

SENSITIVE BUT UNCLASSIFIED (SBU)
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AC-20: Use of External Information Systems

Not Applicable to System/Contract | L]

Justification/Implementation Detail

Control Description

The organization establishes terms and conditions, consistent with any trust

relationships established with other organizations owning, operating, and/or

maintaining external information systems, allowing authorized individuals to:

a.  Access the information system from the external information systems, and

b.  Process, store, and/or transmit organization-controlled information using the
external information systems.

System- or contract-specific detail is provided below.

SENSITIVE BUT UNCLASSIFIED (SBU)
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Appendix A: Acronyms

Acronym Definition

ADL Applicable Documents List

CISO Chief Information Security Officer

CO Contracting Officer

COR Contracting Officer Representative

FIPS Federal Information Processing Standards
ISSO Information System Security Officer
ITSATC IT Security Awareness & Training Center
NIST-SP National Institute of Standards and Technology — Special Publications
NPR NASA Procedural Requirements

SOC Security Operations Center

SENSITIVE BUT UNCLASSIFIED (SBU)
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1.0 Introduction

The desire for a capability to fly government and commercial Unmanned Aircraft Systems
(UAS) in the National Airspace System (NAS) is of increasing urgency. The application of
unmanned aircraft to perform national security, defense, scientific, and emergency management
functions are driving the critical need for less restrictive access by UAS to the NAS. UAS
represent a new capability that will provide a variety of services in the government (public) and
commercial (civil) aviation sectors. The growth of this potential industry has not yet been
realized due to the lack of a common understanding of what is required to safely operate UAS in
the NAS.

NASA'’s UAS Integration into the NAS Project is conducting research in the areas of Sense and
Avoid/Separation Assurance Interoperability (SAA), Human Systems Integration,
Communication, and Certification to support reducing the barriers of UAS access to the NAS.

To accomplish this task, the Project will conduct a series of Integrated Human-in-the-Loop
(IHITL) and Flight Test activities that integrate key concepts, technologies and/or procedures in
a relevant air traffic environment. Each of the integrated events will build on the technical
achievements, fidelity and complexity of the previous tests and technical simulations, resulting in
a body of evidence that supports the development of regulations governing the access of UAS
into the NAS.

The Flight Test 3 (FT3) has three distinct test configurations, each focusing on a separate aspect
of the acceptability of the SAA algorithms. These test setups can be traced back to the two test
configurations shown in Figures 1 and 2. Within the test setups, there are common LVC
components required for a complete integrated test environment.

Figure 1 provides a high-level diagram of FT3 System Configuration 1. System Configuration 1
is designed to support pairwise encounters of the low speed ownship - Ikhana with an intruder
for the set of designed scenarios. The aircraft will be flying at Armstrong Flight Research Center
(AFRC). LVC subsystems such as Conflict Prediction and Display System (CPDS), Vigilant
Spirit Control Station (VSCS) with Research Ground Control Station (RGCS), SaaProc/JADEM,
and Stratway+ will interface with LVC Gateway research critical messages.

The FT3 System Configuration 2, showed in Figure 2, supports the Full Mission experiment. The
Vehicle Specific Module (VSM) is the subsystem that provides the data interfaces defined by the
LVC ICD-03 between the live Surrogate UA and the LVVC environment as presented in Figure 2.

The framework for the simulation environment is provided by the LVC via the High Level
Architecture (HLA) messaging infrastructure. HLA is an industry standard that provides a well-
defined set of messages, message formats defined by the Federation Object Model (FOM)
specified for the given project and application programming interface (API) for conducting air
traffic simulations. The virtual UAS simulator, VSCS, is be integrated into a Research Ground
Control Station at used to present SAA advisories to the pilot as well as to transmit Command
and Control messages with the Surrogate UA. LVC Gateway is another core component of LVC
distributed test environment. The components send and receive data to other LVC components
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through LVC Gateway connected to the HLA network. The constructive aircraft and ATC
workstations will be co-located on the same network that communicates with other components
via the HLA through their respective HLA Toolboxes. Constructive aircraft provide the required
background traffic to create a realistic NAS environment. Flight simulators at Ames are
connected to the LVC via HLA utilizing HLA Toolboxes. As part of FT3, the LVC’s capability
to provide a realistic and relevant environment, including the timeliness (e.g., synchronicity and
latency) of the data and the maturity of the ATC and GCS emulation will be evaluated.
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Figure 1. System Configuration 1A

LVC system components rely on the core LVC components, identified in light blue in Figures 1,
2, and 3 to exchange shared information with each other. All participating system components
are integrated either through a High Level Architecture (HLA) Toolbox interface, or through the
LVC Gateway. The existing HLA distributed environment has the capability to integrate
constructive air traffic that is generated by the Multi-Aircraft Control System (MACS), which
also contains a robust Air Traffic Control and pseudo pilot capability. In addition, MACS has
the capability to publish and subscribe to all required messages (Flight Plan, Flight State, and
Delete) through an HLA Toolbox. The LVC Gateway will integrate participating components
that do not have the capability to connect directly to HLA into the LVC. The LVC interfaces
with HLA as a server to the LVC Gateway Toolbox.

Figure 1 shows the architecture in support of pairwise encounters with the low speed Ikhana
UAYV as the Ownship. The CPDS with the 1/O Server is used as the interface for receiving the
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live aircraft data and passing on to the LVC environment.

FOR REFERENCE ONLY

Refer to IT&E ADD-03 for Configuration Controlled Diagram
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Figure 2. System Configuration 1B

Figure 2 shows the architecture in support of pairwise encounters with the high speed S3 as the
Ownship. The VSM interface is used as the interface for receiving the live aircraft data and
passing on to the LVVC environment.
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Figure 3. System Configuration 2

Figure 3 shows a high-level diagram of the FT3 System Configuration 2. As with System
Configuration 1, System Configuration 2 is designed to provide connectivity among a virtual
UAS GCS, constructive manned traffic generators, and virtual ATC. In this case these virtual
and constructive components will be provided via facilities at NASA Langley. In addition, a
flight simulator with TCAS Il version 7.0 running at NASA Ames and connected via HLA will
provide the primary intruder aircraft during testing. The UAS GCS at NASA Langley will
contain a combined Virtual Simulator, the CDTI, and the SAA algorithm for testing.

Note that this SWDD traces implementation to the new or revised LVC SWRD-02 Rev C
requirements for FT3 as follows. (See Section 9)

1.1 Scope and Overview

This document provides the software design description for the two core software components,
the LVC Gateway, the LVC Gateway Toolbox, and two participants—the LVVC Gateway Data
Logger and the SAA Processor (SaaProc).
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Document Title

Description

APR-7150.2 Ames Software Engineering Requirements
IT&E-CMP-001 IT&E Configuration Management Plan

IT&E PP-01 IT&E Project Plan

IT&E RMP-01 UAS-NAS Risk Management Plan

IT&E SAP-01 IT&E Software Assurance Plan

IT&E ORD-01 Objectives and Requirements Document (ORD)
LVC SRD-01 System Requirements Document
LVC-SWRD-02 Software Requirements Document

IT&E SDMP-01 Software Development & Management Plan
LVC V&VP-01 LVC Verification & Validation Test Plan

LVC Gateway ICD-03

LVC Gateway Message Interface Control Documents
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3.0 Software Design and Development Considerations

3.1 Programming languages

The LVC Gateway software development will use C++ programming language and Object
Oriented Design methodology enabled by the language paradigm. The Object Oriented
abstraction concept will be utilized for communication classes to capture specifics of different
clients’ interfaces as well as for configuring socket types as a TCP client or server. The design
can accommodate other protocols such as UDP, Multicast or Loopback sockets. Some of the
hardware interfaces and libraries are best integrated using the C++ language due to the
timeframe in which these libraries were created.

3.2 LVC Software

The LVC is a complex system designed and developed by the combined NASA/ARC and
NASA/DFRC IT&E teams to integrate with other Government off-the-shelf (GOTS) software.
The processes and procedures for software development and management are described in the
LVC SDMP-01 software development and management plan and the IT&E configuration
management process is defined in the IT&E CM Plan. This includes the typical Configuration
Change Board (CCB) and CM processes followed at SimLabs at ARC.

3.3 LVC Source Code Management

Version control for the LVC software is maintained using the Concurrent Versions System
(CVS). Each revision of the source code will be checked into the source code configuration
management repository using CVS, providing complete traceability of all software changes for
each application build and executable.

The LVC Gateway, LVC Gateway Data Logger, LVC Gateway Toolbox, and SaaProc software
have been determined to be class D software as defined in APR 7150.2.
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4.0 System Architecture Design

The LVC Gateway functional diagram is shown in Figure 3. The LVC Gateway will integrate
participating components that do not have the capability to connect directly to the LVC
environment through the HLA. The LVC Gateway, and LVVC Gateway Data Logger have been
modified to handle connectivity and messaging associated with SaaProc, and Vigilant Spirit
Control Station (VSCS).

( A))
© ATCEnvironment a—

I Live Traffic
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< oNe 3 e

Intruders
os, SS Alerts
Omni Bands

Pilot Station

Network
Mgmnt

VSM

Voice I/O

2 STANAG
1/o

Lvci/o
VS Traffic

0S, Healt
Sta

Display

Video I/O

Figure 4. LVC System Architecture for One of the FT3 Configurations.

5.0 LVC Gateway Design

HLA Middleware (COTS) and the LVC Gateway constitute the core components of the LVC
system. The HLA LVC Gateway Toolbox will interface with the LVC Gateway as a client. Test
participants and simulation components will connect as clients to the LVC Gateway’s socket
server. The LVC Gateway ICD-03 Rev-B provides data structures definitions in support of the
project requirements. In addition to the data structures that supported IHITL experiment, the ICD
has been updated to include SAA Omni Band and Stratway Bands messages in order to meet
system requirements for VSCS capabilities. Upon initial network connection, each client will
send a handshake message to the Gateway defining the message types to which the client will
publish and subscribe.
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The ICD specifies details for data exchange between the LVC Gateway and the following
clients:

- Vigilant Spirit Control Station (VSCS)

- SaaProc/JADEM

- CPDS/10Server

- LVCI/O (VSM)

- LVC Gateway Data Logger

- LVC Data Collector

- Stratway+/DADELIS/ADRS

- LVC Gateway Toolbox

The first six clients listed above will connect to the LVC Gateway using MPI interface type on
the LVC Gateway server’s TCP socket. The client will be required to map its native data
structure to the MPI interface.

The LVC Gateway connects to the Stratway+ interface as a client using the ADRS interface type.
The ADRS client has different interface requirements. The LVC Gateway will send a periodic
heartbeat message to each client to check the health of the connection. If the socket connection
does not reply in a timely manner due to a client process crash, process disconnect (voluntary or
involuntary) or socket failure, the LVC Gateway will send the delete message out to the LVC
system for tracks associated with that client.

5.1 LVC Gateway Class Diagram

The Unified Modeling Language (UML) class diagram of the LVC Gateway design is shown in
Figure 5. The figure depicts the software architecture representing the relationship between the
classes of the LVC Gateway.

The Extensible Markup Language (XML) input configuration file is used to define the LVC
Gateway configuration in term of interface types, interface socket types, and data structures that
are transmitted by the LVC Gateway.

The GW Client Manager class is responsible for the instantiation of all L\VC Gateway
components in the initialization phase of the code based on the XML configuration file. The GW
Client Manager contains a collection of GW Client objects. In addition, it utilizes the
observer/observable pattern. Using this paradigm, the observable is associated with clients that
publish messages defined in the ICD while the observer is associated with clients that subscribe
to those messages.

The GW Client class is an abstract class that instantiates as the MPI or ADRS interface types as
defined by the XML configuration file. Each GW Client can have many TCP and/or UDP
sockets of the client and/or the server type. Each interface on the LVC Gateway side will receive
the legacy data messages such as Flight State, Flight Plan, Trajectory Intent, SAA and Trial
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Planning data from respective participants in MPI data format. In addition to the legacy

messages, two new messages are added for FT3, Saa Omni Band and Stratway Bands messages,
in support of the new FT3 requirements. All messages are time stamped, buffered and then
passed to the subscribing clients.
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Figure 5. LVC Gateway Class Diagram
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5.2 Data Flow

The LVC Gateway will exchange air traffic data and the set of Sense (Detect) And Avoid
(SAA/DAA) messages with live, virtual and constructive participants, as depicted in Figure 6.

The VSCS will provide Flight Plan, Flight State, Trajectory Intent and Navigation Mode data.
The initial Flight Plan is published as soon as the VSCS is launched while the Flight State
message is published periodically at the rate of 10Hz once the simulation begins operating. The
Navigation Mode message is event driven and is sent every time the pilot changes the ownship’s
navigation mode between Flight Plan, Autopilot, Override and Manual modes. The VSCS will
receive a subset of the ownship’s background traffic as determined by the ownship’s sensor
range filter via the SAA Flight State message depicted in Figure 6a, b, and c. In the current
design, the sensor range filter is an integral part of JADEM and Stratway+ GCS subsystems.

Constructive Flight Plan and Flight State data generated by MACS are provided through the
LVC Gateway HLA Toolbox, depicted in Figure 6¢. The ownship’s Flight Plan, Flight State
messages will be sent to the LVC Gateway HLA Toolbox and on to MACS ATC displays.

The SaaProc/JADEM receives Flight State message updates for constructive background traffic
at 1Hz data rate. In addition, it receives all flight data including navigation mode data from
VSCS. The SaaProc also receives the Trial Trajectory Intent message published by the VSCS
during the trial planning operation at the nominal rate of 15Hz. SaaProc receives the VSCS
ownship Flight State message at the rate of 10Hz, then down-samples to a rate of 1Hz to match
the data rate of the MACS constructive traffic. The new SAA Flight State message is generated
by using a sensor range filter, applied to the state data of the constructive traffic, in order to
emulate a sensor proximal filter. The filtered background traffic is called “intruder traffic”” while
the state of each intruder aircraft is defined by the SAA Flight State message. The intruder traffic
is published back to LVC Gateway for display on VSCS while detected intruders are also used
for conflict detection by SAA.

The SAA input is comprised of the following messages: SAA Flight State (intruders), down-
sampled ownship Flight State, ownship Trial Trajectory Intent and the ownship Navigation
Mode. The SAA algorithms calculate the following set of output SAA messages for intruders, as
shown in the Figure 6a, b, and c: SAA Threat results (Alerts), SAA Resolution Maneuvers, SAA
Resolution Reroute and SAA Trial Threat results. All messages are defined in the LVVC ICD-03.

When Stratway+ GCS is configured with the system instead of SaaProc/JADEM, Stratway +
GCS receives Flight State message updates for constructive background traffic at 1Hz data rate.
Stratway+ GCS receives the VSCS ownship Flight State message at the rate of 10Hz (then
down-samples to a rate of 1Hz to match the data rate of the MACS constructive traffic). The new
SAA Flight State message is generated by using the same sensor range filter as JADEM. The
intruder traffic is published back to LVVC Gateway for display on VSCS while intruders are used
for conflict detection using Stratway+ algorithm. The resulting Stratway Bands message are sent
to VSCS for display.
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Figure 6a. Data Flow Diagram for Configuration 1A.
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5.3 Sequence Diagram

The total of six UML sequence diagrams associated with the message flow between the LVC
system components are shown for all three system configurations (two diagrams for each
configuration). The sequence diagram for the first use case for each configuration describes
SaaProc/JADEM use while the second sequence diagram shown use of Stratway+ GCS. The first
diagram for pairwise ownship/intruder and full mission encounter configurations are displayed in
Figure 7a, 7c and 7e shows time sequence of events during the concurrent auto-resolution conflict
detection, alert level, Omni Band detections and the trial planning. The second use case with
Stratway+ in the loop for pairwise and full mission encounters are shown in Figure 7b, 7e and 7f
showing event diagrams during the Stratway+ Bands conflict detection.

A list of the sequence of events for Configuration 1A using SaaProc/JADEM is shown below:

1. The surveillance system of the live aircraft (Ikhana) will send the state data update of the
ownship (Ikhana) and intruders in the range of the on-board sensors to the Ikhana GCS.

2. The CPDS/10Server will receive the state data messages of the live traffic. Subsequently,
IOServer will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

3. The CPDS/10Server will send the MsgFlightState messages for the live traffic to the LVC
Gateway.

4. The LVC Gateway updates state data for the received traffic, including the ownship
MsgFlightState, and publishes them to SaaProc/JADEM (labeled as 1Hz Thread in the
diagram) at the rate of 1Hz.

5. The sensors model, which is an integral part of the SAA algorithm, determines a set of
intruders based on their 3D spatial distance from the ownship.

6. SaaProc publishes only intruders back to LVC Gateway and to VSCS for display utilizing
the MsgSaaFlightState message.

7. The SAA algorithm in JADEM calculates threat level for each intruder. The algorithm
detects a Self Separation (SS) threat between the ownship and intruders.

8. SaaProc sends the MsgSaaThreatResult message to the LVC Gateway containing an array
of data structures for each intruder. See ICD for details.

9. The LVC Gateway forwards MsgSaaThreatResults message to VSCS to display the
associated threat level for each intruder.

10. The SAA algorithm in JADEM calculates and sends to The LVC Gateway SS Omni
Bands for the heading and the altitude in the horizontal and vertical planes respectively.
The bands are color coded advising the fly/no-fly zones for the ownship.

11. The LVC Gateway sends SS Omni Bands to the VSCS display.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

The pilot (operator) performs trial planning to resolve the SS conflict by selecting the end
of the heading vector attached to the ownship on the VSCS display. The pilot then rotates
the vector around the compass rose seeking conflict free options.

The VSCS publishes the Trial Trajectory message (MsgTrialTrajectorylntent) at a
nominal rate of 15Hz to the LVC Gateway.

The LVC Gateway forwards the Trial Trajectory message to SaaProc at a rate of 15 Hz for
the conflict assessment by the SAA Trial Planning code thread (labeled “15Hz Thread” at
the top of the diagram).

Note: The two threads, SAA 1Hz and SAA 15Hz, run asynchronously performing conflict
detection calculations between each intruder and the ownship. See SaaProc section below
for details.

SaaProc sends the MsgSaaTrialThreatResults message to the LVVC Gateway for each trial
trajectory. The message contains an array of data structures for each intruder.

The LVC Gateway forwards MsgSaaTrial ThreatResults message to the VSCS to display
the associated threat level for each intruder.

The pilot selects a conflict-free heading of the trial vector for the given intruder and then
negotiates the heading change with ATC. Upon receiving approval from the ATC, the
pilot executes the heading maneuver by pressing the “Send” button in the VSCS UL

VSCS sends the MsgNavMode message to the LVC Gateway.

The LVC Gateway forwards the MsgNavMode to both the SAA 1Hz and the SAA 15Hz
threads informing them that the ownship is now flying in the Autopilot mode vs. the Flight
Plan mode prior to this maneuver.

The process repeats from step 1 when the new traffic update arrives into SaaProc.
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Figure 7a. UML Sequence Diagram: Conflict Detection using SaaProc/JADEM for Configuration 1A
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A list of the sequence of events for Configuration 1A using Stratway+ GCS is shown below:

1.

10.

11.

12.

The surveillance system of the live aircraft (Ikhana) will send the state data update of the
ownship (Ikhana) and intruders in the range of the on-board sensors to the Ikhana GCS.

The CPDS/I0Server will receive the state data messages of the live traffic. Subsequently,
IOServer will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

The CPDS/10Server will send the MsgFlightState messages for the live traffic to the LVC
Gateway.

The LVC Gateway updates state data for the received traffic, including the ownship
MsgFlightState, and publishes them to Stratway+ GCS at the rate of 1Hz.

The sensors model, which is an integral part of Stratway+, determines a set of intruders
based on their 3D spatial distance from the ownship.

The Stratway+ GCS publishes only the intruders back to the LVC Gateway and to the
VSCS for display utilizing the MsgSaaFlightState message.

The Stratway+ algorithm calculates no-fly bands and the threat level for each intruder.

Stratway+ GCS sends the MsgStratwayBands message to the LVC Gateway. See ICD for
details.

The LVC Gateway forwards the MsgStratwayBands message to the VSCS to display the
associated threat level for each intruder and Stratway+ bands. The VSCS displays four
types of bands; heading, altitude, true air speed and vertical speed bands.

The pilot selects a conflict-free heading of the vector for the given intruder and then
negotiates the heading change with ATC. Upon receiving approval from the ATC, the
pilot executes the heading maneuver by pressing the “Send” button in the VSCS Ul.

The VSCS sends the MsgNavMode message to LVC Gateway.

The process repeats from step 1 when the Ikhana issues a new traffic update.
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Figure 7c. UML Sequence Diagram: Conflict Detection using SaaProc/JADEM for Configuration 1B
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A list of the sequence of events for Configuration 1B using SaaProc/JADEM is shown below:

1.

The surveillance system of the live S-3 aircraft will send the state data update of the
ownship (S-3) and intruders in the range of the on-board sensors to the CNPC Ground
Station and onto the VSM LVC I/O subsystem.

The VSM LVC 1I/0O will receive the state data messages of the live traffic. Subsequently,
the LVC 1/0 will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

The LVC 1/0 will send MsgFlightState messages to the LVC Gateway.

Repeat Configuration 1A (when using SaaProc/JADEM) Steps 4-19, including the traffic
sensor range filtering, Alerting, Omni Bands, and Trial planning.

Concurrently and asynchronously, STANAG 4586 standard interface containing
Command and Control data is sent from the S-3 aircraft to CNPC GS and onto the
STANAG I/0.

The STANAG 4586 message is sent directly to the VSCS.

The pilot might issue a heading maneuver that will be encoded into the STANAG message
which will be uplinked S-3. The content of Command and Control message will be
presented to the S-3 pilots for their assessment and subsequent execution of the maneuver.

The process repeats from step 1 when the S-3 surveillance system issues a new state
update.
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Figure 7d. UML Sequence Diagram: Conflict Detection using Stratway+ for Configuration 1B
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A list of the sequence of events for Configuration 1B having Stratway+ GCS in the loop is shown

below:

1.

The surveillance system of the live S-3 aircraft will send the state data update of the
ownship (S-3) and intruders in the range of the on-board sensors to the CNPC Ground
Station and onto the VSM LVC I/O subsystem.

The VSM LVC 1/O will receive the state data messages of the live traffic. Subsequently,
the LVC 1/0 will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

The LVC 1/0 will send MsgFlightState messages to the LVC Gateway.

Repeat Configuration 1A (when using Stratway+ GCS) Steps 4-11, including the traffic
sensor range filtering, Stratway+ Bands, and Alerting.

Concurrently and asynchronously, the STANAG 4586 standard interface containing
Command and Control data is sent from the S-3 aircraft to CNPC GCS and onto the
STANAG I1/0.

STANAG 4586 message is sent directly to VSCS.

The pilot might issue a heading maneuver that will be encoded into the STANAG message
which will be uplinked directly to the autopilot of S-3 which will be executed by the
airplane.

The process repeats from step 1 when the S-3 surveillance system issues a new state
update.
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Figure 7e. UML Sequence Diagram: Conflict Detection Using SaaProc/JADEM for Configuration 2
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A list of the sequence of events for Configuration 2 having SaaProc/JADEM in the loop is shown

below:

1.

The surveillance system of the live Surrogate UAYV aircraft will send the state data update
of the ownship (Surrogate UAV) and intruders in the range of the on-board sensors to the
CNPC Ground Station and onto the VSM LVC 1/O subsystem.

The VSM LVC 1I/0O will receive the state data messages of the live traffic. Subsequently,
LVC 1/0 will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

LVC 1/0 will send MsgFlightState messages for the live traffic to LVC Gateway.

Repeat Configuration 1A (when using SaaProc/JADEM) Steps 4-19, including the traffic
sensor range filtering, Alerting, Omni Bands, Trial planning, and handling of the
STANAG message.

Concurrently and asynchronously, the simulated virtual traffic (in form of MsgFlightState)
by generated in the ARC SimLabs is published to LVC Gateway.

LVC Gateway receives state data for the live traffic, including the ownship, in the form of
MsgFlightState, and publishes them to SaaProc/JADEM (labeled as 1Hz Thread in the
diagram) at the rate of 1Hz.

The process repeats from step 1 when the S-3 surveillance system issues a new state
update.
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Figure 7f. UML Sequence Diagram: Conflict Detection using Stratway+ for Configuration 2
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A list of the sequence of events for Configuration 2 having Stratway+ GCS in the loop is shown
below:

1. The surveillance system of the live Surrogate UAV aircraft will send the state data update
of the ownship (Surrogate UAV) and intruders in the range of the on-board sensors to the
CNPC Ground Station and onto the VSM LVC 1/O subsystem.

2. The VSM LVC I/O will receive the state data messages of the live traffic. Subsequently,
LVC I/0 will map the corresponding state data fields into the MsgFlightState message
data structure for the ownship and intruders.

3. The LVC 1I/O will send MsgFlightState messages for the live traffic to LVC Gateway.

4. Repeat Configuration 1A (when using Stratway+ GCS) Steps 4-14, including the traffic
sensor range filtering, Stratway+ Bands, Alerting, and handling of the STANAG message.

5. Concurrently and asynchronously, the simulated virtual traffic (in form of MsgFlightState)
by generated in the ARC SimLabs is published to LVC Gateway.

6. LVC Gateway receives state data for the live traffic, including the ownship, in the form of
MsgFlightState, and publishes them to SaaProc/JADEM (labeled as 1Hz Thread in the
diagram) at the rate of 1Hz.

7. Next sequence event steps are identical to the steps from the step 5 through 14 including
the traffic sensor range filtering, Omni Bands, Trial planning and handling of STANAG
4586.

8. The process repeats from step 1 when the surveillance system issues a new state update.
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6.0 LVC Gateway Data Logger Design

The LVC Gateway Data Logger (GDL) is designed as a client to the LVVC Gateway using
TCP/IP client socket interface protocol. The GDL interface conforms to the LVC Gateway

ICD. The handshake message will specify that the GDL will subscribe to and record all
messages transmitted by the LVC Gateway (i.e., Flight Plan, Flight State, Flight Trajectory
Intent, SAA, Saa Omni Band, Stratway+ Bands, Trial Trajectory Intent and Aircraft Delete) in
the recording mode, while it will publish all messages when in the playback mode. Data
messages of every type will be recorded in an ASCII comma-delimited CSV data file. The UML
class high-level diagram of the LVC Gateway Data Logger design is shown in Figure 8.

GW Client(s) Socketinstance

+ ReceivelncomingPackets()
Config XML file _--¥ | + SendOutgoingPacket()
publish criteria = © -~ L
subscribe criteria= ALL
socket criteria =CLIENT Inherited

Tcp Tcp UDP
MPI Client | Server ‘ Client Server

UDP scalable
‘ Client - new other

(derived sub-clas)

Socketlnstance *x[a]=new TcpServer
CDatalLogger _ :
- . Socketlnstance *x[b]=new UDPClient
::\WriteToFile() [e]

D

Figure 8. UML Class Diagram of LVC Gateway Data Logger
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7.0 LVC Gateway Toolbox Design

An HLA Toolbox is one of the core LVC components that enables fast and cost-effective
integration of participants into the distributed simulation test environment. HLA Toolboxes
provide a developer with a standard interface that encapsulates Run Time Infrastructure (RTI) to
the HLA Federation. Each Toolbox implements the unique requirements associated with a
simulation component (or federate) that the Toolbox interfaces with. A communication interface
to a federate utilizes standard Unix/Linux. The data that is transmitted to or from the HLA
Toolbox is controlled by the HLA Federation Object Model (FOM) Specification.

The FOM is parsed in the HLA Toolbox development process (compile/link) to create a standard
data structure that is used in the sockets interface between the HLA Toolbox and its mating
simulation component. The FOM also controls the toolbox’s access to simulation data and its
intent to publish simulation data into the HLA Federation.

7.1 LVC Gateway Toolbox Class Diagram

The UML class diagram of the LVC Gateway Toolbox design is shown in Figure 9. The figure
depicts the software architecture representing the relationship between the classes of the LVC
Gateway Toolbox.

The LVC Gateway Toolbox will be implemented as a server such that the LVC Gateway will
connect to it as a client. The input configuration file will be used to define the Toolbox
configuration in terms of the Toolbox IP address, port number, TCP/IP type server socket, the
LVC Gateway IP address, the port number, and the IP address of the HLA RTI Exec host.

The LVCMPIManager class is responsible for instantiating the L\VVCServer class of the MPI type
based on the configuration input file. Once instantiated, the LVC Server object will parse the
configuration file to obtain required parameters for the instantiation of the LVC Gateway
Toolbox components during the initialization. The LVCServer object will setup the TCP/IP
server socket interface with the predefined port number using InetPort and InetPortimpol classes.
Subsequently, it will define a handshake message that includes messages that will be published
and subscribed. This handshake message will be sent to the LVC Gateway, which will register
messages that it will receive and publish from the Toolbox.

When the LVC Gateway Toolbox is launched, it will connect with the HLA RTI Exec
infrastructure. The Toolbox’s periodic execution loop, which executes methods that
communicate with the LVC Gateway and the HLA RTI, will be launched to receive flight data
updates and transmit them between the two environments.

Two methods are responsible for transmitting flight data between participants connected to HLA
and the LVVC Gateway. The method DownloadFromHlaAndSendToFederate( ) receives periodic
updates of flight data from HLA objects that are defined by the HLA FOM. The flight data are
subsequently mapped to the corresponding MPI data structure types defined by the ICD. After
the mapping is completed, the data structure is encoded to the MP1 message and sent to the LVC
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Gateway utilizing the TCP/IP server/client socket infrastructure.

Inversely, the method ReceiveFromFederateAndUploadToHla( ) receives periodic updates of
flight data from the federate (participant). The flight data are subsequently mapped to the
corresponding HLA FOM objects. After the mapping is completed, the HLA object is passed to
the RTI which delivers the flight data to the subscribing participants.

LVCMpiManager LVCMpiFederate
Server
- Read Config File (abstract)

- Get LVC Interface

LVCMpiAircraft LVCMpiServer
Upload_ActiveAc() « ReceiveFromFederateAndUploadToHla()
Upload_ActiveFplan() DownloadFromHlaAndSendToFederate()
Download() ProcessDeletedAc()

InetPort

(abstract)

Newlnstance()

InetPortimpl
SetuplnetPort()
Receive()
Send()

Figure 9. UML Class Diagram of LVVC Gateway Toolbox
The Toolbox execution loop also hosts ProcessDeletedAc() method that is responsible for
removing the HLA objects associated with the targets that are removed from the traffic scenario
during the run time.
The low level implementation of these methods is implemented in the LVCMpiAircraft class.
With the exception of a bug fix, the LVC Gateway Toolbox has not been modified from its

baseline configuration since the LVVC Gateway Toolbox is not required to process SAA and Trial
Planning data.

8.0 Sense and Avoid Processor (SaaProc) Design

The SaaProc subsystem is an integral component of the UAS Ground Control Station (GCS)
under test, providing a framework for integrating multiple Sense and Avoid (SAA) algorithm and
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traffic display combinations. The SaaProc communicates over a socket connection as a client
with the LVC Gateway. The internal 10 data infrastructure supports the flow of inputs to the
SAA algorithm (ownship and intruder flight data), outputs from the SAA algorithm (SAA threats
and conflict resolutions) to the LVC Gateway. The SaaProc class diagram is shown in Figure 10.
SaaProc supports two conflict resolution functionalities: auto-resolution and trial planning.
Threat levels and resolutions produced by SAA during the auto-resolution conflict detection
phase as well as the results of trail planning are displayed graphically on VSCS. Sequence
diagrams for the six use cases are shown in Figure 7a through 7f from the LVC Gateway
perspective, while the sequence diagram in Figure 11 shows the internal sequence infrastructure
for the SaaProc subsystem.

Trial Planning is a process in which a UAS operator attempts to resolve conflicts identified by
the conflict detection function by manually exploring a new conflict-free trajectory using the trial
planning capabilities built into VSCS. The trial planning is activated by selecting the end of the
heading vector attached to the ownship on the VVSCS display. The trial heading vector will
become brighter and the pilot can then rotate the vector around the compass rose. During this
process, the trial trajectory intent is dynamically modified and is sent to SaaProc/JADEM at a
high data rate for the prediction of trial conflict alerts.

A second altitude trial planning method is also available to the pilot, who can use a graphical
altitude strip to select climb/descend trial altitudes. The altitude strip is displayed in the VSCS
Ul. These trial plan trajectories/ altitudes are sent to the SaaProc via the LVC Gateway at the
nominal 15Hz data rate to detect whether the proposed trajectories are conflict free. The resultant
conflict threat information corresponding to each trial plan trajectory is sent back to the VSCS.
Subsequently, appropriate visual alerts will be displayed in the VSCS display. A multithreaded
infrastructure is employed to handle different data rate requirements for data management as
well as handling asynchronous events associated with trial planning and JADEM’s conflict
detection.

An additional alerting capability is provided in the form of Omni Bands. The Omni Bands
algorithm is implemented in the JADEM environment together with the alerting and
Autoresolver algorithms. The Omni Bands are providing threat intervals for heading and altitude
as defined in the LVC ICD.

8.1 SaaProc Class Diagram

The UML class diagram of the SaaProc design is shown in Figure 10. The figure depicts the
software architecture representing the relationship between the classes of the SaaProc. Central to
the SaaProc operation is the SaalOController class, which encapsulates the SAA algorithm
(SAA) implemented in the SenseAndAvoid class. The SaalOController directs the flow of data
coming in from LVC Gateway and the data going out to LVC Gateway as a result of the SAA
computation. The input and output to and from the LVVC Gateway are facilitated by the
NetworkCom class.

Employing a bridge pattern in the input structure, SaaProc can adapt to pairing up different client
input formats via the Saalnput abstract class with different data consumers via the

31|Page





LVC SWDD-03 Rev B April 20, 2015

FlightDatalnputAdaptor class. Likewise, the output structure can adapt to pairing up different
algorithm output formats via the SaaResultsAdaptor class with different output data protocols via
the SaaOutput abstract class. This design provides flexibility for the SaaProc to handle any
algorithm, given any type of input data format.

In order to maximize its performance, SaaProc utilizes three additional worker threads running
asynchronously, implemented by Saalnput, SaaOutput, SaaTrialPlanController. This allows the
input/output/SAA computation to operate independently at a 1Hz nominal rate while the trial
planner operates at a 15Hz rate. During the run time, these asynchronous objects communicate
with each other via four synchronized objects implemented by the FlightDataLocker,
ResultsLocker, TrialPlanDataLocker, and TrialPlanResultLocker.
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Figure 10. UML Class Diagram of SaaProc
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Figure 11. UML Sequence Diagram for Trial Planning in SaaProc
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The sequence of steps that take place inside SaaProc when trial planning is invoked is as
follows:

1. The Saalnput object detects a trial planning message (SaaTrialTrajlntentMsg) coming in
from the LvcGateway. It decodes the message and deposits the trial plan trajectory data
along with current flight data into the TrialPlanDataLocker object while simultaneously
signaling that there is trial plan data ready and waiting.

2. The TrialPlanController continuously polls the TrialPlanDataLocker to see if any trial
plan has come in. When true, it fetches the data by calling
TrialPlanDataLocker.fetchOsTpFlightData().

3. The TrialPlanController then submits the trial plan request to JADEM with relevant data
by calling the SaaAlgorithm.trialPlan(). Currently three SAA algorithms are implemented
in JADEM, i.e. Alert levels, Autoresolver and Omni Band.

4. When trial plan results are computed, TrialPlanController deposits these results into the
TrialPlanResultsLocker. Immediately afterward, it sends a release signal to the
TrialPlanDataLocker so that the new input can be written into the locker.

5. The SaaOutput object continuously polls the TrialPlanResultsLocker to see if any trial
plan results are available. When true, it fetches the data, encodes it into the
SaaTrialPlanThreatRsultsMsg, and sends the message out to the LvcGateway via the
socket. At this point, the SaaOutput sends a release signal to the TrialPlanResultsLocker
so that new results can be written into the locker.

6. The process repeats indefinitely from step one.

Note that VSCS has developed integrated advanced display capabilities in support of Sense and
Avoid conflict detection function, including Self Separation Alerting, Resolution maneuvers,
Omni Bands and Trial Planning. VSCS will receive all SAA messages published by SaaProc as
presented in sections above and will be displayed according to the requirements in the VSCS
display. In addition to the regular conflict detection functionality, the infrastructure handling trial
planning for heading and altitude are also implemented.

Although VSCS adds a new capability to trial plan using heading, and altitude trial planning
than, the generated messages were designed to conform to the trial trajectory intent data structure
as defined in the LVC Gateway ICD. Therefore, the infrastructure that is already in place in LVC
Gateway and SaaProc is readily available to support heading and altitude trial planning for
VSCS. The heading trial planning trajectory intent message is constructed of three waypoints,
where the first waypoint is located upstream and the next two way points are located downstream
of the ownship position. The VSCS trial planning operation is initiated by a mouse click at the
tip of the trial vector on the display. The heading vector can then be rotated around the compass
rose centered on the ownship. During this operation, trial trajectory intent messages are
published at the rate of 15Hz. Corresponding threat messages will be received from SaaProc.
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Altitude trial planning messages are published at a rate of 5Hz for a duration of one second
followed by a one second break. A small pop-up window containing a list of buttons with preset
altitudes (+/- 500 and +/-1000) centered on the ownship’s current altitude is used for altitude trial
planning. The trial planning operation is initiated by the push of any of the altitude buttons
except the current altitude one. The VSCS trial operation is terminated by the selecting the
current (middle) altitude. When a Self Separation threat message is received, the altitude button
in the pop-up window changes to yellow, and is changed to red for Collision Avoidance threats.

9.0 Software Requirements Traceability and Implementation

The full set of software requirements is documented in the LVC SWRD-02 Rev C. All
requirements in the Rev B (IHITL) version of the SWRD have been implemented and verified.

This SWDD traces implementation to the new or revised LVC SWRD-02 Rev C requirements as
follows:

e SWRD Requirements Satisfied by Configuration 1A: LVC-20, GW-15, SWGW-36, 37, 38,
39, 40, 41, 42, 43, SWGW-44, 45

e SWRD Requirements Satisfied by Configuration 1B: LVC-20, GW-15, SWGW-36, 37, 38,
39,40, 41, 42, 43, SWGW-44, 45

e SWRD Requirements Satisfied by Configuration 2: LVC-20, GW-15, SWGW-36, 37, 38, 39,
40, 41, 42, 43, SWGW-44, 45

Note: SWRD requirements can be traced to the system level requirements in the LVC SRD-01
Rev C which traces to the LVC Objectives and Requirements Document, IT&E ORD-01 Rev A.
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Appendix A — Acronyms

April 20, 2015

ADS-B Automatic Dependent Surveillance-Broadcast
AFSRB Airworthiness and Flight Safety Review Board
ATC Air Traffic Control

ARC Ames Research Center

CCR Configuration Change Request

CDR Critical Design Review

Cl Configuration Item

CM Configuration Management

CMP Configuration Management Plan
COTS Commercial Off The Shelf

CsD Cockpit Situation Display

CSCI Computer Software Configuration Item
CVS Concurrent Versions System

DCP Dryden Centerwide Process

AFRC Armstrong Flight Research Center
DHB Dryden Handbook

DOC Document

DOP Dryden Operational Procedure

DPR Dryden Procedural Requirement

DR Discrepancy Report

DSRL Distributed Simulation Research Laboratory
FAA Federal Aviation Administration

FMR Flight Media Release

FRR Flight Readiness Review

GB Guidebook

GCS Ground Control Station

GOTS Government off-the-shelf

HLA High Level Architecture

H.S.1. Human Systems Integration

ICD Interface Control Document

IRS Interface Requirements Specification
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ISRP Integrated Systems Research Program

IT Information Technology

IT&E Integrated Test and Evaluation

V&V Independent Verification and Validation
JADEM Java Architecture for DAA Extensibility and Modeling
LVC Live Virtual Constructive Distributed Environment
MACS Multi-Aircraft Control System

MOTS Modifiable off-the-shelf

MPI Multi-Purpose Interface

NASA National Aeronautics and Space Administration
NPR NASA Procedural Requirements

N/R Not Required

OFP Operational Flight Program

ORD Objectives and Requirements Document
PDR Preliminary Design Review

PCM Pulse Code Modulation

REV Revision

RFDP Research Flight Data Processor

RGCS Research Ground Control Station

RTCA Radio Technical Commission for Aeronautics
SAP Software Assurance Plan

SaaProc Sense And Avoid Processor

SBU Sensitive But Unclassified

SDA Software Design Agent

SDD Software Design Description

SDP Software Development Plan

SRD System Requirements Document

SWRD Software Requirements Document

SRR System Requirements Review

STD Standard

STR System (or Software) Test Report

SWDF Software Development Folder
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TBD To Be Determined

TOC Table of Contents

TRR Test Readiness Review

Ul User Interface

UML Unified Modeling Language

V&V Verification and Validation

V&VTP Verification and Validation Test Plan
V&VTPR Verification and Validation Test Procedure
VDD Version Description Document

XML Extensible Markup Language
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BACKGROUND:

Unmanned aircraft have the potential to allow civil, public, commercial, and government
agencies to increase efficiency, save money, enhance safety, and even save lives. A broad range
of applications and services seek to integrate these platforms into non-segregated airspace.

In order to safely integrate these platforms into non-segregated airspace, both a robust Detect and
Avoid (DAA) and robust and secure Command and Control (C2) Data Link capability need to be
established.

The Federal Aviation Administration (FAA) established the Unmanned Aircraft Systems
Integration Office to integrate Unmanned Aircraft Systems (UAS) safely and efficiently into the
National Airspace System (NAS).
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To achieve this objective, the UAS Integration Office and major UAS Stakeholders are working
closely with the UAS community to develop the Minimum Operational Performance Standards
(MOPS) for DAA equipment, with emphasis in an initial phase of standards development on
civil UAS equipped to operate into Class A airspace under IFR flight rules. The Operational
Environment for the MOPS is the transitioning of a UAS to and from Class A or special use
airspace, traversing Class D and E, and perhaps Class G airspace. A second phase of MOPS
development is envisaged to specify DAA equipment to support extended UAS operations in
Class D, E, and perhaps G, airspace.

Moreover, the UAS Integration Office is working closely to with the UAS community to develop
the MOPS for the C2 Data Link. An initial phase of standards development will provide
standards for the C2 Data Link using L-Band Terrestrial and C-Band Terrestrial data links. A
second phase of MOPS development is envisaged to provide standards for the use of SATCOM
in multiple bands as a C2 Data Link to support UAS.





DELIVERABLES:
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PHASE ONE OF MOPS DEVELOPMENT

Product

White Paper (see page 8 for a

Description

Due Date

This white paper defines the assumptions, | December
more detailed description of | envisioned approach, bounds of the 2013
White Paper) Describing the | approach, the core requirements for, and
functions, use, and options of | the approach to defining further
UAS DAA Equipment when | requirements for UAS DAA Equipment to
operating in transition to and | support UAS integration into the NAS
from Class A airspace when the UAS is in transition to and from

Class A airspace.
White Paper (see page 8 for a | This white paper defines the assumptions, | December
more detailed description of | envisioned approach, bounds of the 2013
White Paper) Describing the | approach, the core requirements for, and
functions, use, and options of | the approach to defining further
a C2 Data Link for UAS requirements for a C2 Data Link for UAS
when operating in Non- integration into the NAS. Emphasis will
Segregated Airspace be given to the support of the Operational

Environment for DAA above.
DAA MOPS for Verification | Develop preliminary MOPS establishing | July 2015
and Validation performance standards for UAS DAA

Equipment in the specified Operational

Environment. Includes recommendations

for a Verification and Validation test

program to be completed before the

release of the DAA MOPS.
C2 Data Link MOPS for Develop preliminary MOPS establishing July 2015

Verification and Validation
(Terrestrial)

L-Band and C-Band solutions. This
includes establishing performance
standards for the C2 Data Link in both
spectrum allocations. Includes
recommendations for a Verification and
Validation test program to be completed
before release of the C2 Data Link MOPS.
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DAA MOPS This deliverable is the final Phase One July 2016
DAA MOPS based on the results of the V
& V activities.
C2 Data Link MOPS This deliverable is the final Phase One C2 | July 2016
(Terrestrial) Data Link MOPS based on the results of
the V & V activities.
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PHASE TWO OF MOPS DEVELOPMENT
Description

Product

MOPS (SATCOM)

Link (SATCOM) MOPS based on the results of
the Phase Two V & V activities.

White Paper (see page 8 | This white paper defines the assumptions, TBD
for a more detailed envisioned approach, bounds of the approach, the
description of White core requirements for, and the approach to
Paper) for Phase Two defining further requirements for UAS DAA
DAA MOPS Equipment to support UAS integration into the
NAS when the UAS is operating on an extended
basis within Class D, G, and E airspace.
Phase Two DAA MOPS | Develop preliminary MOPS establishing TBD
for Verification and performance standards for UAS DAA Equipment
Validation in the Phase Two Operational Environment.
Includes recommendations for a Verification and
Validation test program to be completed before
the release of the DAA MOPS.
Phase Two C2 Data Link | Develop preliminary MOPS establishing TBD
MOPS for Verification SATCOM band solutions. This includes
and Validation establishing performance standards for the C2
(SATCOM) Data Link in this spectrum allocation. Includes
recommendations for a Verification and
Validation test program to be completed before
the release of the Phase Two C2 Data Link
(SATCOM) MOPS.
Phase Two DAA MOPS | This deliverable is the final Phase Two DAA TBD
MOPS based on the results of the Phase Two V &
V activities.
Phase Two C2 Data Link | This deliverable is the final Phase Two C2 Data | TBD
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SCOPE:
DAA MOPS

e The scope of DAA Working Group activities during Phase One of standards development
will be to specify and validate UAS DAA Equipment performance requirements for civil
UAS participating in the Operational Environment described above and performing the
missions described above. In order to meet the schedules this Terms of Reference
specifies, appropriate and continued focusing of DAA Working Group activities will be
required.

e The Phase One DAA MOPS will be developed assuming that the requirements for UAS
DAA operation while the UAS is in Class A airspace will be specified outside of the
MOPS (e.g. through rulemaking) and is not part of this TOR.

e In developing the Phase One DAA MOPS, the DAA Working Group may consider, only
if necessary to establish a satisfactory safety case for UAS operation, an allocation of
DAA requirements between the UAS and the ground subsystem associated with the UAS.

e The Phase Two DAA MOPS will consider extended UAS operation in Class D, G, and E
airspace, while the Phase One DAA MOPS will only consider UAS operation when a
civil UAS equipped to operate into Class A airspace under IFR flight rules is
transitioning through Class D, E, and perhaps G airspace to and from Class A or special
use airspace.

e Ground taxiing by UAS will be addressed by documents external to the Phase One and
Phase Two DAA MOPS and is not part of this TOR.

C2 Data Link MOPS—Phase One Activities

The focus of the C2 data link will be to provide the command and control function as the primary
use of the spectrum. During a period of transition to the FAA’s digital voice switch network, a
secondary capability will be included on the C2 Data Link for ATC voice communications relay.
It is expected that this voice communications relay function will no longer be included in the C2
Data Link once the digital voice switch network is fielded in the NAS.
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ICAO has identified multiple spectrum bands as candidates for use for this C2 Data Link. These
include:

e L-Band Terrestrial
e C-Band Terrestrial
e SATCOM in multiple bands

In order to validate use of the spectrum and thereby to protect the frequencies under
consideration for UAS use, there is an implied urgency to define, establish performance
characteristics, and validate and verify the developed standards.

As the Phase One C2 Data Link MOPS will not contain requirements for SATCOM, UAS
operations using the Phase One deliverables of SC-228 will involve having any use of satellite
Data Link in those operations covered through bilateral agreements between the operator and the
FAA.

In developing the Phase One C2 Data Link MOPS, the C2 Data Link Working Group should
discuss in detail in its White Paper deliverable which Data Link protocol levels will be defined in
the MOPS. It is not anticipated that application-level message formats will be specified (as
opposed to how message payloads are framed).

Complete C2 systems engineering tasks:

e Develop system architectures / performance allocations to C2 architectures, with
particular focus on how differing DAA allocations may impact required C2 performance.
What are the differing performance levels for different DAA architectures? Specification
of the performance levels to support the DAA Architecture of the Phase One DAA
MOPS will be the top priority here.

e Evaluate / determine point-to-point and network C2 architectures that must be supported.

e Evaluate potential for sharing waveform structure between L band and C band solutions
to reduce certification.

e Evaluate potential / value of simultaneous operation of L band and C band to improve
system performance.

e Evaluate potential / value of physical integration of L band and C band into a common
radio for SWAP advantage. Or do we have L band alone, and joint L band / C band
variant? Small UAS may need L band alone, larger UAS will need both and might want a
single LRU.

Determine preferred MOPS structure

e Determine if a single MOPS (with L band and C band unique characteristics in
appendices) is preferable to the approach of two separate MOPS
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e Determine the preferred approach for ground radio requirements — Included in airborne
MOPS, a separate ground MOPS, or 2 ground MOPS (L band and C band), or in a form
other than MOPS.

Complete MOPS

e Determine / document the frequency allocation scheme that is adequate to support
anticipated system capacity and performance.

e Determine / document physical layer waveform requirements

e Determine / document network waveform requirements.

e Determine / document upper level services that need to be co-located in the C2 LRU.

e Determine / document external interfaces.

e Write performance verification.

ENVISIONED USE OF DELIVERABLES

While SC-228 deliverables can be used by the UAS industry, the primary intent of these
deliverables is for FAA (and potentially other civil aviation authorities) use in integrating UAS
safely and efficiently into the NAS (or other civil airspace), with operational deployment of UAS
with certified DAA and C2 Data Link equipment as soon after Phase One MOPS completion as
is practical. It is the FAA’s intent to invoke the MOPS through Technical Standard Orders
(TSOs) and Advisory material. The work efforts leading to these products are being informally
coordinated with EUROCAE and the ICAO UAS Study Group, among other bodies, to facilitate
harmonization.

A. White Papers Describing the Phase One/Two DAA MOPS and C2 Data Link MOPS:

The white papers provide initial insight into the work being performed to establish performance
standards for integrating UAS into the NAS. Contents of the white papers should include the
following:

Background

Scope of this RTCA Activity

What is addressed in this MOPS

What is not addressed in this MOPS

What are the assumptions of this MOPS

Establish a set of core operational requirements that can be referenced
What is the approach to developing the MOPS

What are further RTCA activities (if any) expected to occur after approval of this MOPS
MOPS development schedule

Resource requirements

Issues

List of dissenting opinions on white paper contents (if any)
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B. Phase One DAA MOPS

The DAA MOPS establishes the performance requirements for UAS DAA Equipment for civil
UAS equipped to operate into Class A airspace under IFR Flight Rules. The Operational
Environment is the UAS transitioning to and from Class A airspace through Class D, G, and E
airspace. This will also include recommendations for a Verification and Validation test program.

C. UAS C2 Data Link — Terrestrial — Minimum Operational Performance Standards:

The UAS C2 Data Link MOPS establishes the performance requirements for both L-Band and C-
Band terrestrial networks. This will also include recommendations for a Verification and
Validation test program.

D. Phase Two DAA MOPS

The Phase Two DAA MOPS establishes the performance requirements for civil UAS operating
in an extended basis in Class D, G, and E airspace. This will also include recommendations for a
Verification and Validation test program.

E. UAS C2 Data Link — SATCOM - Minimum Operational Performance Standards:

The SATCOM UAS C2 Data Link MOPS establishes the performance requirements for a space-
based network. This will also include recommendations for a Verification and Validation test
program.

SPECIFIC GUIDANCE:

DAA and C2 Data Link recommendations and standards will be based on the premise that UAS
will safely and seamlessly integrate into the NAS.

SC-228 will be provided UAS stakeholder guidance on an ongoing basis by an RTCA UAS
Standards Steering Committee. The Steering Committee will meet on a regular basis to review
DAA and C2 MOPS progress and focus and to ensure, along with SC-228, that stakeholder
priorities are being addressed. SC-228 should in particular consult frequently with the Steering
Committee while preparing the White Paper deliverables enumerated above.

A work plan for SC-228, which will be coordinated with the UAS Standards Steering Group,
will be established to ensure that requirements and performance needs are documented and
coordinated between the C2 Data Link Working Group and the DAA Working Group (SC-228
might find the ISRA format helpful).

The Working Group products will be developed using the RTCA MOPS Development
Guidelines and considering as appropriate the methodology described in the RTCA MASPS/SPR
development guidelines and the accelerated standards development methodology used by RTCA
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SC-186. The committee will conduct studies and analyses of current and planned capabilities of
the NAS to evaluate and present various alternatives for use in development of future products.

SC-228 will coordinate with other RTCA special committees tasked with the development of
enabling systems and technologies in addition to other UAS activities (e.g. UNITE, JAA, ASTM,
SAE, ICAO, EUROCAE, NATO, etc.).

SC-228 should review, in developing its deliverables, the following documents:

1) RTCA DO-320 - Operational Services and Environmental Definition (OSED) for
Unmanned Aircraft Systems

2) FAA Concept of Operations for UAS

3) FAA UAS Road Map

4) DoD Concept of Operations for UAS — when available

5) UAS ARC Road Map

6) UAS ARC Recommendations for Small UAS

7) SC-203 DO-XXX — expected in June 2013

8) Change recommendations for FAR 91.113 -- when available

9) NextGen Unmanned Aircraft Systems Research, Development and Demonstration
Roadmap (UAS RD&D Roadmap) Version 1.0. (JPDO)

10) UAS-related ICAO documents

11) UAS-related NATO documents

12) Small UAS documents from ASTM

13) UAS-related SAE documents

TERMINATION:
Special Committee 228 will terminate its activity when the Program Management Committee

(PMC) approves the committee’s final document. Any change/extension of the committee’s
work program requires prior PMC approval.
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National Aeronautics and Space Administration

UNMANNED AERIAL SYSTEM (UAS)
TRAFFIC MANAGEMENT (UTM)

Enabling Civilian Low-Altitude Airspace and Unmanned Aerial System Operations

What is the problem?

Many beneficial civilian applications of UAS
have been proposed, from goods delivery
and infrastructure surveillance, to search

and rescue, and agricultural monitoring. As
UAS operations require interactions with a
mix of general aviation aircraft, helicopters
and gliders, there is a strong need to safely
accommodate all of these vehicles at lower
altitudes. Currently, there is no established
infrastructure to enable and safely manage
the widespread use of low-altitude airspace
and UAS operations, regardless of the type
of UAS. A UAS traffic management (UTM)
system for low-altitude airspace is needed,
much like today’s surface vehicles that
operate within a system consisting of roads,
lanes, stop signs, rules, and lights, regardless
of whether the vehicle is automated or driven
by a human.

What is the proposed solution?
While incorporating lessons learned from

the well-established ATM system, which
grew from a mid-air collision over the Grand
Canyon in the early days of commercial
aviation, the UTM system would enable
safe and efficient low-altitude airspace
operations by providing services such as
airspace design, corridors, dynamic geo-
fencing, severe weather and wind avoidance,
congestion management, terrain avoidance,
route planning and re-routing, separation
management, sequencing and spacing, and
contingency management. UTM is essential
to enable the accelerated development and
use of civilian UAS applications.

One of the attributes of the UTM system is it
will not require human operators to monitor
every vehicle continuously. The system

will provide to human managers the data to
make strategic decisions related to initiation,
continuation, and termination of airspace
operations. This approach would ensure

that only authenticated UAS operate in the
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airspace. In its most mature form, the UTM system will
be developed using autonomicity characteristics which
will include self-configuration, self-optimization

and self-protection. The self-configuration aspect will
determine whether the operations should continue given
the current and/or predicted wind/weather conditions.

Two types of UTM systems are envisioned. The first
type is a Portable UTM System, which would move
from between geographical areas and support operations
such as precision agriculture and disaster relief. The
second type of system is a Persistent UTM System,
which would support low-altitude operations and
provide continuous coverage for geographical area. The
UTM will require persistent communication, navigation,
and surveillance (CNS) coverage to track, ensure and
monitor conformance.

What is NASA doing to help?

NASA’s near-term goal is the development and
demonstration of the UTM to safely enable low-altitude
airspace and UAS operations within five years. For the
longer-term (10 to 15 years in the future), the goal is

to safely enable the anticipated dramatic increase in
density of all low-altitude airspace operations. Working
alongside with many committed government, industry
and academic partners, NASA will lead the research,
development, testing, and implementation of the UTM,

exploring functional designs, concepts and technology
development, and testing of proposed UTM systems
utilizing a series of builds, each increasing in capability.

The first build, UTMZ1, will create, analyze and manage
trajectories and constraints that enable operations by an
interactive system. The focus will be on geo-fencing,
altitude “rules of the road,” and scheduling of vehicle
trajectories. UTM2 will enable increased density and
contingency management. Focus areas will include all of
UTM1, dynamic adjustments to availability of airspace
and contingency management. UTM3 will manage
separation by vehicle and/or ground-based capabilities
under higher densities. The focus areas will be all of
UTM2, active monitoring of trajectory conformance,
and a UTM web interface. The final build will be UTM4,
which will manage large-scale contingencies. The focus
will include all of UTM3 and management of large-scale
contingencies such as an “all-land” scenario.

During the UTM’s development, NASA will collaborate
closely with the Federal Aviation Administration.

After thorough testing, technology transfer, of a UTM
prototype is expected by 2019. The ultimate goal of
this research is to assist all low-altitude operations (e.g.,
manned and unmanned) in an autonomous manner to
accommodate future vehicles and density.
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Visit Request - U.S. Citizen

When completed this form contains Pll (Personal Identification Information). This information must be encrypted when electronically transmitted. If the
form Is printed, it must be covered by a SBU (Sensitive Buf Unclassified) coversheet, form number NF1686.

Paperwork Reductjon Ac! men .

This information collection meets the requirements of 44 U.5.C. § 3507, as amended by section 2 of the Paperwork Reduction Act of 1985, You do not
need to answer these questions unless we display a valid Office of Management and Budget {OMB} control number. The OMB control number for this
collection is 2700-0158 and expires on 08/31/2017. We estimate that it will take five (5) minutes to read the instructions, gather the facts, and answer
the guestions. Send only comments regarding the time estimate to: james.p.nicholas@nasa.gov.
== e i

1. Seventy two (72) hours advance notice is required for afl visit requests.
2. For unescorted access please fax (667-276-2732) proof of your security clearance or verification of a completed background investigation (NACI).

3. All personal visits must be escorted.
4. ALL visits must be approved by the Employee's Branch Chief or higher, or the Contract Employee's CO, COTR or TM.

TYPE OF VISIT {(® ESCORTED (" UNESCORTED (T CLASSIFIED

e VISITOR [NFURMATION

FULL NAME CF VISITOR: DATE OF BIRTH: | COMPANY NAME: DATES OF VISIT:
1
i PLACE OF BIRTH (City, Stafe, Country): CITIZENSHIP: DRIVER LIC. NO. AND STATE OF ISSUE: *SSN (Last 6 digits):
;
E FULL NAME CF VISITOR: DATE CF BIRTH: | COMPANY NAME: DATES OF VISIT:
2
i PLACE OF BIRTH (City, State, Couniry): CITIZENSHIP: DRIVER LIC. NO. AND STATE QF ISSUE: *SSN (Last 6 digits):
-
FULL NAME OF VISITOR: DATE OF BIRTH: |COMPANY NAME: DATES OF VISIT:
3
PLACE OF BIRTH (City, Stafe, Country): CITIZENSHIP: DRIVER LIC. NO. AND STATE OF ISSUE: *SSN (Last 6 digits):
NAME OF SPONSOR TO BE VISITED/SSN (last 6 dig): | EXT.: NAME OF REQUESTOR (if different than sponsor): | DATE:
PURPOSE OF VISIT:

Preproposal/pre-bid conference will be held as indicated below:

Date: June 18, 2015
Time: 9 AM. PST
Location: Ames Research Center, Mountain View, CA

Submit the AFRC10735 form to Rosalia Toberman via e-mail: rosalia.tobermani@'nasa.gov and Giovanna.bowen{@nasa.gov.

APPROVAL

mI;FEANCH CH. (or higher}, CO, COTR OR :I'M (print name}). BRANCH CHIEF (or higher}, CO, COTR OR TM SIGNATURE: | DATE:

1. Visitors must show picture identification on arrival.

2. Sponsors are responsible for visitors while at AFRC.

3. Visit requests that do not indicate escorted or unescorted
will be assigned an escorted visit.

i* SUBJECT TO PRIVACY ACT OF 1974
{When not under the continuing control and supervision of a person authorized access
[to such materlal, it must be, as a minimum, maintained under locked condition. ‘

AFRC 10735
Rev: 3.4
Only the current revision will be accapted.
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NASA Ames Research Center Map Index, by Building Number

Ames Campus

N-127
N-144
N-200
N-201
N-202
N-202A
N-203
N-204
N-204A
N-205
N-206
N-206A

N-207
N-207A

N-210

N-211
N-212

N-213
N-214
N-215

N-216A
N-216B
N-217
N-217A
N-218A
N-219
N-220
N-221
N-221A
N-221B

N-221C
N-223

N-225
N-225A
N-225B

N-226

N-227
N-227A

N-227B

N-227C

N-227D

N-229

N-229A

Warehouse (C-2)

General Warehouse (C-2)
Administration Building (A-1)
Auditorium (A-1)

Technical Library (A-1)

Research Support Building (A-1)
Administrative Support Building (A-2)
Administration Support Building (A-2)
Space Technology Building (A-2)
Research Support Building (A-2)
12-foot Pressure Wind Tunnel (B-2)
12-foot Pressure Wind Tunnel,
Aucxiliary Building (B-2)
Administrative Support Facility (B-2)
Propulsion Simulation Calibration
(B-2)

Flight Systems Research Laboratory
(B-3)

Flight Support Facility (B-2, 3)
Applied Manufacturing Division
Welding Shop (B-2)

Research Support Building (B-2)
Crop Growth Facility (B-2)

7x10-foot Wind Tunnel Number 1 and
Army Aeromechanics Lab (B-2)

Model Preparation Building (B-2)
Army Model Assembly Building (B-2)
Magnetic Standards Laboratory (D-2)
Magnetic Test Facility (D-2)
Electrical Equipment Building (B-2)
Aeroflighdynamics Directorate (B-2)
Technical Services Building (B-2)
40x80-foot Wind Tunnel (B-1)

20-G Centrifuge (B-1)

80x120-foot Subsonic Wind Tunnel
(B-1)

Wind Tunnel Substation (B-1)

Research and Development
Research Support Facility (B-1)
Electrical Substation (South) (B-1)
Electrical Substation (West) (C-1)
Main Electrical Substation (North)
(C-1)
Administration/Education Facility
(B-1)
Unitary Plan Wind Tunnel (B-2)
11-foot Transonic Wind Tunnel,
Unitary Plan Wind Tunnel (B-2)
9x7-foot Supersonic Wind Tunnel,
Unitary Plan Wind Tunnel (B-2)
8x7-foot Supersonic Wind Tunnel,
Unitary Plan Wind Tunnel (B-2)
Unitary Plan Wind Tunnel Electrical
Auxiliary Building and Substation
(B-2)
Experimental Fluid Dynamics
Facility (C-2)
3.5-foot Hypersonic Wind Tunnel
Aucxiliaries Building (C-2)

N-229B

N-230

N-231
N-232
N-233
N-233A

N-234
N-234A

N-235
N-236

3.5-foot Hypersonic Wind Tunnel
Model Storage (C-2)

Physical Sciences Research
Laboratory (C-2)

Arc Jet Laboratory (C-2)

Sustainability Base (A-1)

Central Computer Facility (A-1)
Institute for Advanced Computation (A-
1)

Thermal Protection Laboratory (C-2)
Thermal Protection Laboratory Boiler
(C-2)

Cafeteria Building (B-2)

Biosciences Laboratory (C-1)

N-236A-E Biosciences Laboratory (C-1)

N-237
N-238
N-239

N-239A

N-240

N-240A
N-241

N-242
N-243

N-243A
N-244
N-245

N-246
N-247
N-248
N-248A

N-248B

N-248C
N-248D
N-249
N-249A
N-250
N-250A

N-250B
N-251
N-252
N-253
N-253A
N-254
N-255
N-255A
N-257

N-258

Hypervelocity Free-Flight Facility (A-2)
Arc Jet Laboratory (C-2)

Life Sciences Research Laboratory
(B-2)

Life Sciences Research Laboratory
High Bay (B-3)

Center for Engineering Innovation
(B-2)

Engineering Integration Facility (B-2)
Administrative Management Building
(A-2)

Systems Development Facility (C-2)

Flight and Guidance Simulation
Laboratory (B-3)

Simulation Equipment Building (B-3)
Space Projects Facility (C-3)
Space Sciences Research Laboratory
(C-3)
Model Construction Facility (B-2)
40x80-foot Wind Tunnel Offices (B-1)
Aircraft Servicing Facility (B-3)
Ground Support Equipment Building
(B-3)
Ground Support Equipment Building
Number 2 (B-3)
Rotorcraft Maintenance Facility (B-3)
Aircraft Service Storage Building (B-3)
Outdoor Aerodynamic Research (D-2)
Outdoor Aerodynamic Research (D-2)
Compressor Building (C-2)
High Pressure Air Storage Facility
(C-2)
Storage Shed (C-2)
Motor Pool (B-2)
Natural Gas Reducing Station (C-2)
Teacher's Resource Center (A-1)
Security Station (A-1)
Telecommunications Facility (D-2)
Facility Supply Support Center (C-1)
Oxygen Storage Facility (D-1)
Crew-Vehicle Systems Research
Facility (C-1)
NASA Advanced Supercomputing
Facility (C-1)

N-259

N-260
N-261
N-262

N-263
N-265
N-267

N-269

N-271

Aircraft Operations Support Facility
(B-3)

Fluid Mechanics Laboratory (C-2)
Biomedical Research Facility (C-1)

Human Performance Research
Laboratory (C-1)

Telecommunications Building (B-1)
Hazardous Substance Storage (C-2)
Maintenance Operations Building
(Disaster Area Relief Team) (D-1)
Automation Sciences Research
Facility (C-1)

Industrial Wastewater Pre-treatment
Plant (D-1)

Moffett Federal Airfield

001
002
003

006
010

012

013
014
015
016
017

018

019
020
023
024

025

026

029

031
045
064
067
126
566
567

569
941
942

Hangar One (A-3, B-3)
Gymnasium (B-3)

Training and Conference Center
(A-3)

Recycling and Storage Building

Boiler Plant Facility and Facility
Maintenance Shop (A-3)

Commissary/Administration Building
(A-3, B-3)

Commissary/Storage Building (A-3)
Industry Partners Building (A-3)
Security Station (A-3)

Public Works (A-3)

Administration and Telephone
Exchange (A-3)

Unmanned Aerial Vehicle Research
Building (A-2)

Industry Partners Building (A-2)
Administration Building (A-2)
Carnegie Mellon University (A-2)
Carnegie Mellon University Storage
Facility (A-2)

Administration and Auditorium
Building (A-2)

Visitor Registration and Employee
Badges (A-1)

NASA Bicycle Distribution Facility
(A-3)

Commissary/Storage Building (A-3)
Small Satellite Storage Facility (A-3)
Warehouse (A-3)

Post Office (A-3)

Moffett Field Historical Society (A-3)
Administration Building (A-3)
Facilities Maintenance Warehouse
(A-3)

Procurement Office (A-2)
Administration Facility (A-3)

Navy Exchange Maintenance Shop
(A-3)





NASA Ames Research Center Map Index, by Building Name

Ames Campus

3.5-foot Hypersonic Wind Tunnel Auxiliaries Building, N-229A (C-2)

3.5-foot Hypersonic Wind Tunnel Model Storage, N-229B (C-2)

7x10-foot Wind Tunnel Number 1 and Army Aeromechanics Lab, N-215 (B-2)
8x7-foot Supersonic Wind Tunnel, Unitary Plan Wind Tunnel, N-227C (B-2)
9x7-foot Supersonic Wind Tunnel, Unitary Plan Wind Tunnel, N-227B (B-2)
11-foot Transonic Wind Tunnel, Unitary Plan Wind Tunnel, N-227A (B-2)
12-foot Pressure Wind Tunnel, Auxiliary Building, N-206A (B-2)

12-foot Pressure Wind Tunnel, N-206 (B-2)

20-G Centrifuge, N-221A (B-1)

40x80-foot Wind Tunnel Offices, N-247 (B-1)
40x80-foot Wind Tunnel, N-221 (B-1)

80x20-foot Subsonic Wind Tunnel, N-221B (B-1)
Administration Building, N-200 (A-1)
Administration Support Building, N-204 (A-2)
Administration/Education Facility, N-226 (B-1)
Administrative Management Building, N-241 (A-2)
Administrative Support Building, N-203 (A-2)
Administrative Support Facility, N-207 (B-2)
Aeroflighdynamics Directorate, N-219 (B-2)
Aircraft Operations Support Facility, N-259 (B-3)
Aircraft Service Storage Building, N-248D (B-3)
Aircraft Servicing Facility, N-248 (B-3)

Applied Manufacturing Division Welding Shop, N-212 (B-2)
Arc Jet Laboratory, N-231 (C-2)

Arc Jet Laboratory, N-238 (C-2)

Army Model Assembly Building, N-216B (B-2)
Auditorium, N-201 (A-1)

Automation Sciences Research Facility, N-269 (C-1)
Biomedical Research Facility, N-261 (C-1)
Biosciences Laboratory, N-236 (C-1)

Biosciences Laboratory, N-236A-E (C-1)
Cafeteria Building, N-235 (B-2)

Center for Engineering Innovation, N-240 (B-2)
Central Computer Facility, N-233 (A-1)
Compressor Building, N-250 (C-2)

Crew-Vehicle Systems Research Facility, N-257 (C-1)
Crop Growth Facility, N-214 (B-2)

Electrical Equipment Building, N-218A (B-2)
Electrical Substation (South), N-225 (B-1)
Electrical Substation (West), N-225A (C-1)
Engineering Integration Facility, N-240A (B-2)
Experimental Fluid Dynamics Facility, N-229 (C-2)
Facility Supply Support Center, N-255 (C-1)

Flight and Guidance Simulation Laboratory, N-243 (B-3)
Flight Support Facility, N-211 (B-2, 3)

Flight Systems Research Laboratory, N-210 (B-3)
Fluid Mechanics Laboratory, N-260 (C-2)

General Warehouse, N-144 (C-2)

Ground Support Equipment Building Number 2, N-248B (B-3)

Ground Support Equipment Building, N-248A (B-3)
Hazardous Substance Storage, N-265 (C-2)

High Pressure Air Storage Facility, N-250A (C-2)
Human Performance Research Laboratory, N-262 (C-1)
Hypervelocity Free-Flight Facility, N-237 (A-2)

Industrial Wastewater Pre-treatment Plant, N-271 (D-1)
Institute for Advanced Computation, N-233A (A-1)

Life Sciences Research Laboratory High Bay, N-239A (B-3)
Life Sciences Research Laboratory, N-239 (B-2)
Magnetic Standards Laboratory, N-217 (D-2)

Magnetic Test Facility, N-217A (D-2)

Main Electrical Substation (North), N-225B (C-1)

Maintenance Operations Building (Disaster Area Relief Team), N-267 (D-1)

Model Construction Facility, N-246 (B-2)
Model Preparation Building, N-216A (B-2)

Motor Pool, N-251 (B-2)

NASA Advanced Supercomputing Facility, N-258 (C-1)
Natural Gas Reducing Station, N-252 (C-2)

Outdoor Aerodynamic Research, N-249 (D-2)
Outdoor Aerodynamic Research, N-249A (D-2)
Oxygen Storage Facility, N-255A (D-1)

Physical Sciences Research Laboratory, N-230 (C-2)
Propulsion Simulation Calibration, N-207A (B-2)
Research and Development Research Support Facility, N-223 (B-1)
Research Support Building, N-202A (A-1)

Research Support Building, N-213 (B-2)

Research Support Building, N205 (A-2)

Rotorcraft Maintenance Facility, N-248C (B-3)
Security Station, N253-A (A-1)

Simulation Equipment Building, N-243A (B-3)

Space Projects Facility, N-244 (C-3)

Space Sciences Research Laboratory, N-245 (C-3)
Space Technology Building, N-204A (A-2)

Storage Shed, N-250B (C-2)

Sustainability Base, N-232 (A-1)

Systems Development Facility, N-242 (C-2)
Teacher's Resource Center, N-253 (A-1)

Technical Library, N-202 (A-1)

Technical Services Building, N-220 (B-2)
Telecommunications Building, N-263 (B-1)
Telecommunications Facility, N-254 (D-2)

Thermal Protection Laboratory Boiler, N-234A (C-2)
Thermal Protection Laboratory, N-234 (C-2)

Unitary Plan Wind Tunnel Electrical Auxiliary Building and Substation,
N-227D (B-2)

Unitary Plan Wind Tunnel, N-227 and N-227A-D (B-2)
Warehouse, N-127 (C-2)

Wind Tunnel Substation, N-221C (B-1)

Moffett Federal Airfield

Administration and Auditorium Building, 025 (A-2)
Administration and Telephone Exchange, 017 (A-3)
Administration Building, 020 (A-2)

Administration Building, 566 (A-3)

Administration Facility, 941 (A-3)

Boiler Plant Facility and Facility Maintenance Shop, 010 (A-3)
Carnegie Mellon University, 023 (A-2)

Carnegie Mellon University Storage Facility, 024 (A-2)
Commissary/Administration Building, 012 (A-3, B-3)
Commissary/Storage Building, 013 (A-3)
Commissary/Storage Building, 031 (A-3)

Facilities Maintenance Warehouse, 567 (A-3)
Gymnasium, 002 (B-3)

Hangar One, 001 (A-3, B-3)

Industry Partners Building, 014 (A-3)

Industry Partners Building, 019 (A-2)

Moffett Field Historical Society, 126 (A-3)

NASA Bicycle Distribution Facility, 029 (A-3)

Navy Exchange Maintenance Shop, 942 (A-3)

Post Office, 067 (A-3)

Procurement Office, 569 (A-2)

Public Works, 016 (A-3)

Recycling and Storage Building, 006 (A-3)

Security Station, 015 (A-3)

Small Satellite Storage Facility, 045 (A-3)

Training and Conference Center, 003 (A-3)
Unmanned Aerial Vehicle Research Building, 018 (A-2)
Visitor Registration and Employee Badges, 026 (A-1)
Warehouse, 064 (A-3)
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A-1
A-1
A-1
A-1
A-1
A-1
A-1
A-1
A-1
A-1
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-2
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3
A-3, B-3
A-3, B-3
B-3

B-1
B-1
B-1
B-1
B-1
B-1
B-1
B-1
B-2

B-2
B-2
B-2
B-2
B-2
B-2
B-2
B-2

Administration Building, N-200

Auditorium, N-201

Central Computer Facility, N-233

Institute for Advanced Computation, N-233A

Research Support Building, N-202A

Security Station, N-253A

Sustainability Base, N-232

Teacher's Resource Center, N-253

Technical Library, N-202

Visitor Registration and Employee Badges, 026
Administration Support Building, N-204

Administrative Management Building, N-241
Administrative Support Building, N-203

Hypervelocity Free-Flight Facility, N-237

Research Support Building, N-205

Space Technology Building, N-204A

Unmanned Aerial Vehicle Research Building, 018
Industry Partners Building, 019

Administration Building, 020

Carnegie Mellon University, 023

Carnegie Mellon University Storage Facility, 024
Administration and Auditorium Building, 025
Procurement Office, 569

Training and Conference Center, 003

Recycling and Storage Building, 006

Boiler Plant Facility and Facility Maintenance Shop, 010
Commissary/Storage Building, 013

Industry Partners Building, 014

Security Station, 015

Public Works, 016

Administration and Telephone Exchange, 017

NASA Bicycle Distribution Facility, 029
Commissary/Storage Building, 031

Small Satellite Storage Facility, 045

Warehouse, 064

Post Office, 067

Moffett Field Historical Society, 126

Administration Building, 566

Facilities Maintenance Warehouse, 567

Administration Facility, 941

Navy Exchange Maintenance Shop, 941

Hangar One, 001

Commissary/Administration Building, 012

Gymnasium, 002

20-G Centrifuge, N-221A

40x80-foot Wind Tunnel Offices, N-247

40x80-foot Wind Tunnel, N-221

80x120-foot Subsonic Wind Tunnel, N-221B
Administration/Education Facility, N-226

Electrical Substation (South), N-225

Research and Development Research Support Facility, N-223
Telecommunications Building, N-263

Wind Tunnel Substation, N-221C

7x10-foot Wind Tunnel Number 1 and Army Aeromechanics
Lab, N-215

8x7-foot Supersonic Wind Tunnel, Unitary Plan Wind Tunnel,
N-227C

9x7-foot Supersonic Wind Tunnel, Unitary Plan Wind Tunnel,
N-227B

11-foot Transonic Wind Tunnel, Unitary Plan Wind Tunnel,
N-227A

12-foot Pressure Wind Tunnel, Auxiliary Building, N-206A
12-foot Pressure Wind Tunnel, N-206

Administrative Support Facility, N-207
Aeroflighdynamics Directorate, N-219

Applied Manufacturing Division Welding Shop, N-212
Army Model Assembly Building, N-216B

Cafeteria Building, N-235

Crop Growth Facility, N-214

B-2
B-2
B-2
B-2
B-2
B-2
B-2
B-2
B-2
B-2
B-2

B-2
B-2,3
B-3
B-3
B-3
B-3
B-3
B-3
B-3
B-3
B-3
B-3
C-1
C-1
C-1
C-1
C-1
C-1
C41
C-1
C-1
C-1
C-1
C-1
C-1
C-1
C-2
C-2
C-2
C-2

C-2
C-2
C-2
C-2

C-2
C-2
C-2
C-2
C-2
C-2
C-2
C-3
C-3
D-1
D-1

D-1
D-2
D-2
D-2
D-2
D-2

Center for Engineering Innovation, N-240
Electrical Equipment Building, N-218A
Engineering Integration Facility, N-240A

Life Sciences Research Laboratory, N-239

Model Construction Facility, N-246

Model Preparation Building, N-216A

Motor Pool, N-251

Propulsion Simulation Calibration, N-207A
Research Support Building, N-213

Technical Services Building, N-220

Unitary Plan Wind Tunnel Electrical Auxiliary Building and
Substation, N-227D

Unitary Plan Wind Tunnel, N-227 and N-227A-D
Flight Support Facility, N-211

Aircraft Operations Support Facility, N-259
Aircraft Service Storage Building, N-248D

Aircraft Servicing Facility, N-248

Flight and Guidance Simulation Laboratory, N-243
Flight Systems Research Laboratory, N-210
Ground Support Equipment Building Number 2, N-248B
Ground Support Equipment Building, N-248A

Life Sciences Research Laboratory High Bay, N-239A
Rotorcraft Maintenance Facility, N-248C
Simulation Equipment Building, N-243A
Automation Sciences Research Facility, N-269
Biomedical Research Facility, N-261

Biosciences Laboratory, N-236

Biosciences Laboratory, N-236A

Biosciences Laboratory, N-236B

Biosciences Laboratory, N-236C

Biosciences Laboratory, N-236D

Biosciences Laboratory, N-236E

Crew-Vehicle Systems Research Facility, N-257
Electrical Substation (West), N-225A

Facility Supply Support Center, N-255

Human Performance Research Laboratory, N-262
Main Electrical Substation (North), N-225B

NASA Advanced Supercomputing Facility, N-258
3.5-foot Hypersonic Wind Tunnel Auxiliaries Building, N-229A
3.5-foot Hypersonic Wind Tunnel Model Storage, N-229B
Arc Jet Laboratory, N-231

Arc Jet Laboratory, N-238

Compressor Building, N-250

Experimental Fluid Dynamics Facility, N-229

Fluid Mechanics Laboratory, N-260

General Warehouse, N-144

Hazardous Substance Storage, N-265

High Pressure Air Storage Facility, N-250A
Natural Gas Reducing Station, N-252

Physical Sciences Research Laboratory, N-230
Storage Shed, N-250B

Systems Development Facility, N-242

Thermal Protection Laboratory Boiler, N-234A
Thermal Protection Laboratory, N-234
Warehouse, N-127

Space Projects Facility, N-244

Space Sciences Research Laboratory, N-245
Industrial Wastewater Pre-treatment Plant, N-271
Maintenance Operations Building (Disaster Area Relief Team),
N-267

Oxygen Storage Facility, N-255A

Magnetic Standards Laboratory, N-217

Magnetic Test Facility, N-217A

Outdoor Aerodynamic Research, N-249

Outdoor Aerodynamic Research, N-249A
Telecommunications Facility, N-254





