KSC 52.204-96 SECURITY CONTROLS FOR KSC AND CCAFS (APR 2010)

A.   Identification of Employees

1. Badging  

i. Kennedy Space Center (KSC) badging is mandatory for all Contractor personnel who require access to KSC and National Aeronautics and Space Administration (NASA) facilities located on Cape Canaveral Air Force Station (CCAFS).  Badging Requirements are in accordance with KNPR 1600.1, KSC Security Procedural Requirements, located at this public website: http://tdglobal.ksc.nasa.gov/ReferencedDocuments/.  Badges must be obtained before personnel may access the work site and the contractor is responsible for submitting complete, accurate, and timely security investigation and badge request information.  The government is not liable for any project delays resulting from the contractor’s failure to provide required information or the contractor’s inability to achieve favorable investigative results.  

ii. Prior to performance, the contractor shall submit the following information to the Contracting Officer, who will certify and pass the information to the KSC Badging Office. 

a. Contract number and location of work site(s);

b. Contract commencement and completion dates; 

c. Status as prime or subcontractor; and,

d. Name of the contractor designated security/badging official. 

e. A KSC Form 28-1222V2, (KSC Visitor Badge Request) and/or KSC Form 28-889 (KSC Visitor Badge/Multiple) for all employees requiring access to KSC or CCAFS.

Note: This is the minimum paperwork required for issuance of identification badges.  

iii. Security forms for employee investigations under this clause (Paragraph 2) shall be submitted by the contractor as soon as possible but in no case more than thirty days from initial badging. 

iv. During performance of this contract, issued badges shall be worn by contractor employees and prominently displayed above the waist at all times while on KSC or CCAFS property, unless an exception is granted for safety considerations.  Upon termination of an employee, or completion/termination of the contract, the contractor shall immediately return such employee’s identification and area permit badge(s) to the KSC Badging Office.  NASA identification badges are the property of NASA and the Government reserves the right to invalidate/confiscate such badges at any time.

v. Contractor security/badging officials shall ensure that badges are authorized for official purposes only and in accordance with the requirements of this clause and referenced directives.  Abuse or misuse of badging authority may result in a loss of this authority. Employees that fail to comply with NASA regulations may be denied access to KSC.

2. Investigations  

i. All persons requiring ongoing access to Federal facilities, to include KSC and CCAFS, are required to complete security forms and submit to a Government investigation. Exceptions may be made for short term visitors (15 days or less).  Persons needing access for a period greater than 180 days will require an investigation as described in paragraph 2ii below.   Contractors should note that the 180 day period is for an individual’s aggregate access across all contracts.  If you believe your employee will require ongoing access (current contract and follow on projects) to KSC and/or require unescorted access to facilities under the KSC Area Permit System, you should submit the employee for the investigation described in paragraph A2ii below at the time of initial badging.
ii. All persons requiring ongoing access to NASA installations are required to have a favorably completed National Agency Check with Written Inquiries (NACI).   The following forms  must be submitted to the Contracting Officer’s Technical Representative (COTR), or the COTR’s designee:

a. FD Form 258, Fingerprint Card (Electronic submission at KSC Badging Office)

b. Standard Form 85, Questionnaire for Non-Sensitive Positions; 

c. Optional Form 306, Declaration for Federal Position Employment; and,

d. Three (3) copies of KSC Form 20-87, Request for Investigation (Signed by COTR or COTR’s designee)  

B. Badging Restrictions/Categories

4.   Access to Areas Requiring a KSC Area Permit.  Access to certain areas on KSC and CCAFS requires the contractor to have a KSC Area Permit and contractors may be granted “escorted” or “unescorted” access to these areas in accordance with KNPR 1600.1.  Unescorted access requires a favorable determination in accordance with the investigative requirements detailed in paragraph A2ii above as well as the completion of mandated safety training.   

i. The NASA Protective Services Office, or its designee, PSSO, will determine whether the person is eligible for unescorted access within 14 business days after the receipt of the properly completed forms.

ii. One or more on-site training classes will be required for admittance to the controlled access areas.  The total training will not exceed four hours.  Contractors may schedule any required training for their employees by contacting the COTR or designee.  The contractor shall maintain a record of employees receiving the training.

End of Clause

KSC 52.223-121 REPORTING OF INCIDENTS INVOLVING WORKPLACE VIOLENCE (JUL 2008)
The contractor shall conduct training on and develop procedures for recognizing, managing and responding to incidents and threats of workplace violence as defined in NASA Policy Directive (NPD) 1600.3.  Contractors shall also promptly report all incidents involving workplace violence to the Protective Services Office.  If the NASA Workplace Violence Prevention and Response (WVPR) Team Chair and Co Chair determine it is appropriate for the contractor to participate in a WVPR Team meeting, the contractor shall comply with the WVPR Team request.  The contractor is also responsible for reporting disposition of the incident reported to the NASA WVPR Team. 

This requirement shall flow down to the subcontractors, however the subcontractors shall report up through the prime contractor. 

End of Clause
KSC 52.242-90 CONTROLS APPLICABLE TO CONTRACTORS’ ACTIVITIES (SEPT 2012)   
The Contractor shall comply with the publications below, and subsequent revision thereof, that the Contracting Officer has indicated as being incorporated in this contract by reference.  These publications prescribe regulatory and procedural criteria which are applicable to this contract.  The contractor shall promptly take corrective action upon notice of noncompliance from the Contracting Officer or his/her authorized representative(s) with any provision of the publications listed below. 

The following compliance documents may be found at: http://tdglobal.ksc.nasa.gov/ReferencedDocuments/
	Publication
	Title

	KNPR 8715.2  
	Comprehensive Emergency Management Plan

	KNPR 1600.1 
	KSC Security Procedural Requirements

	KNPR 8500.1 
	KSC Environmental  Requirements

	KNPR 8715.3-1 
	KSC Safety Procedural Requirements Volume 1, Safety Procedural Requirements for Civil Servants/NASA Contractors


	Check if Applicable
	Publication
	Title

	X
	KNPD 1810.1 
	KSC Occupational Medicine Program

	X
	KNPR 1860.1
	KSC Ionizing Radiation Protection Program

	X
	KNPR 1860.2
	KSC Nonionizing Radiation Protection Program

	X
	KNPR 1820.3 
	KSC Hearing Loss Prevention Program

	X
	KNPR 1820.4 
	KSC Respiratory Protection Program

	X
	KNPR 1840.19
	KSC Industrial Hygiene Programs

	
	45SWI40-201
	45th Space Wing Instruction  40-201 Radiation Protection Program

	
	KNPD 1800.2
	KSC Hazard Communication Program 

	
	KNPR 1870.1 
	KSC Sanitation Program

	
	KNPR 2570.1
	KSC Radio Frequency Spectrum Management Procedural Requirements

	
	KNPR 4000.1 
	Supply and Equipment System Manual


	
	KNPR 6000.1
	Transportation Support System

	
	KNPR 8715.7
	KSC Construction Contractor Safety and Health Practices Procedural Requirements

	
	KNPR 8830.1 
	Facilities and Real Property Management Procedural Requirements


End of Clause

