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1 PROJECT MANAGEMENT
This PWS defines the specific work requirements applicable to support the Information and Technical Services (ITS) at National Aeronautics and Space Administration (NASA) Stennis Space Center (SSC).  Requirements will include providing services to NASA, resident agencies, on-site Contractors and on-site commercial tenants.  The Contractor has the responsibility to establish a management program, which is innovative and uses to full advantage the facilities and equipment provided by the Government.  The Contractor shall respond to changing service requirements and prioritize tasks to best accomplish the requirements of the contract in terms of mission support, multi-agency initiatives at SSC, and customer service.  The Contractor shall provide on-site support services to ensure the work requirements are appropriately performed.  SSC normal business hours are 8:00 am – 4:30 pm unless otherwise specified.  Work schedules may be adjusted based on mission changes, system outages, upgrades, or other unusual circumstances.  The Contractor shall observe legal holidays as specified in NFS Clause 1852.242-72.  The Contractor shall provide a broad range of information and technical services in the following areas:
· Information and Technical Support Services 
· Technology Support Services 

· Applied Science and Technology Services
· Future Requirements Additions
NASA is currently procuring services to provide Agency-wide management, integration, and delivery of IT infrastructure services through the Information Technology (IT) Infrastructure Integration Program (I3P) which will impact this PWS.  NASA will procure the I3P services through several component contracts.  These contracts will include the Agency Consolidated End User Services (ACES) Contract, the NASA Integrated Communications Services (NICS) contract, the NASA Enterprise Data Center (NEDC) contract, the Web Enterprise Service Technologies (WEST) contract, and the Enterprise Applications Service Technologies (EAST) contract.  The Contractor shall enter into Associate Contractor Agreements with I3P contractors at the appropriate time.
Section 5 (FUTURE REQUIREMENTS ADDITIONS) contains the future requirements (Cable Plant Services, Analog Cable Television, Radio Services, Telephone Services, and Custom Data Services) additions which will be incorporated into this PWS as the I3P contracts are awarded.  It is also anticipated that some reductions will occur as well.  The reductions will impact Section 2.0, primarily, Section 2.1, Application Hosting and Data Center Services, and Section 2.2 Help Desk Services.  The extent of the reductions is not known at this time.
1.1   Administration

The Contractor shall furnish all necessary management, labor, materials, and equipment (except as specified to be furnished by the Government).  This shall include a full range of management duties, including project management, configuration management, planning, scheduling, work control, report preparation, safety, and quality control.  The Contractor shall assist NASA in the efficient and effective management as follows:

· Capture and maintain accurate program/project requirements

· Assessment and recommendation for formulation and maintenance of adequate and realistic program/project schedules

· Maintain program/project history and changes

· Reporting of program/project status and related information which includes task performance, budget performance, risk management and project updates. 
· Provide innovative management ideas, concepts, or synergistic solutions that improve operational efficiencies.

1.1 Government Furnished Equipment (GFE) Management
Contractor shall protect all Government equipment/property against loss or damage and assign individuals to be primary and alternate Equipment Custodians (EC) for items used in support of this contract.  Contractor may be liable for replacement of items found unaccountable.  Contractor shall participate in the NASA/SSC inventory reporting program as required in Data Requirement (DR) LS01.  Any failure in contract performance or equipment damage shall be documented by the Contractor and immediately reported to the Government for review.
A Government Owned Vehicle (GOV) may be provided for official Government business (if available) for use on or off the installation.  If the GOV is made available for Contractor use, the Contractor shall ensure proper vehicle operator care, inspections, operator maintenance, and necessary steps to prevent misuse and damage to vehicles.  The Contractor shall ensure that individual vehicle operators are licensed and are briefed on official use, base speed limits and seatbelt policies.  Contractor will investigate vehicle incident, accident, misuse and abuse cases that involve their employees and recommend corrective action to the Government.  Contractor will reimburse the Government for any damage to vehicles caused by their employees.  The Contractor shall report vehicle malfunctions to site vehicle maintenance and ensure the GOV is made available for repairs or service.  The Contractor may furnish their own vehicle to perform the requirements of this PWS with no liability to the Government.  
1.2 Emergency Management Program
Establish and implement an Emergency Management Program across all contract functions in compliance with the NASA/SSC Emergency Management Plan, SPLN-1040-0006 and as required in DR MA02.  Contractor must inform their employees of what actions to take in the event an extreme weather plan is activated.  The Contractor shall maintain employee contact information for emergency notification purposes.  The Contractor shall provide a list of key employees with associated contact information to the Government and update as changes occur.
The Contractor’s obligation may include resolution of unusual or emergency situations.  The Contractor may be required to assist NASA, within the general scope of work, but in currently unidentified ways, in preparation for, or in response to emergencies.  Obligations under this requirement shall only arise when one or more of the criteria at FAR 18.001, enabling NASA to utilize “Emergency Acquisition Flexibilities”, are met.  If the emergency preparedness and response requirements result in changes to the contract, all contract adjustments will be processed in accordance with the Changes clause of this contract.

1.4     Contractor Employees  
The Contractor shall provide an on-site Program Manager who shall be responsible for all aspects of the PWS which include technical performance, schedule, and cost.  

The Contractor is required to comply with Agency personal identity verification procedures identified in the contract that implement Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) Guidance M-05-24), and Federal Information Processing Standards Publication (FIPS PUB) Number 201 which includes both physical and logical access.  See FAR Clause 52.204-9.  Contractor shall provide qualified employees with required clearances.  Internal network access is only given to US citizens.  A list of key management personnel shall be provided in accordance with DR MA01.  Contractor shall provide management of its employees and resources.  The Contractor shall not employ any persons for work on this contract who are identified to the Contracting Officer as a potential threat to the health, safety, security, general well being or operational mission of the installation and its population.  Contractor shall establish standards for dress, appearance, and conduct of their employees.  Government provided identification badges shall be prominently displayed at all times by Contractor employees while on the installation.  Contractor “signature blocks” on e-mail and correspondence shall be structured to indicate that an individual is a Contractor.  Employees who have day-to-day, direct customer contact shall be able to read, clearly write, speak, and understand English.  
Contractor shall provide technically competent personnel certified for the appropriate function.  Employees shall be fully qualified to operate and maintain the systems to which they are assigned.  The Contractor shall document a local on-the-job qualification and certification program for all employees to ensure that all knowledge standards are met and documented prior to allowing an employee to perform work without supervision.  
The Contractor shall use Industry Standards and Federal, State, SSC, and local qualifications for licensing or certifications, or as otherwise may be required in specific sections.  Training is updated and maintained current for activities that require periodic re-certification.  Employee shall not be allowed to perform a task for which the certification is not current.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	1.4
	Furnish a Sufficient Number of Competent and Qualified Personnel to Accomplish the Services  
	Personnel must be properly trained, qualified, and certified, if required, to perform the types of work requiring specific knowledge and skills as identified in all functional areas.


	Contractor determined


	No incident of an unqualified person, lapsed certification or license

	1.4
	Certified System Administrator


	All individuals who perform as a system administrator or have authority to perform functions normally performed by a system administrator shall be industry certified.
	Contractor determined


	100% of all System Administrators are industry certified

	1.4
	Maintain Personnel Records
	Records shall be maintained on certifications and licenses of required personnel as required in DR RA02.  

	Contractor determined
	Personnel records are accurate, current, and complete with no instances of Privacy Act violations.  


1.3 Records Retention  
The Contractor shall ensure accurate and complete records (including vital records) of Government business are maintained in accordance with Federal requirements and the NASA Procedural Requirements (NPR) 1441.1D, NASA Records Retention Schedules, and are segregated from company-owned records and from non-record materials.  The term “records” is defined in 44 U.S.C. 3301 as “all books, papers, maps, photographs, machine readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of the informational value of data in them. Library and museum material made or acquired and preserved solely for reference or exhibition purposes, extra copies of documents preserved only for convenience of reference and stocks of publications and of processed documents are not included.”  All data created for Government use are Federal records subject to the provisions of 44 U.S.C. chapters 21, 29, 31 and 33, the Freedom of Information Act (FOIA) as amended, and the Privacy Act and must be managed and scheduled for disposition as provided in 36 CFR XII, Subchapter B.

· The Contractor shall maintain a records management program and submit a records management plan in accordance with  DR DM01
· The Contractor shall maintain a master records list and index of files in accordance with DR DM02
· The Contractor shall provide NASA or authorized representatives with access to all Government records.  The Government reserves the right to inspect, audit and copy record holdings.
· The Contractor shall submit an annual "Inventory of Records Holdings" to the NASA/SSC records manager, for which the records are maintained, in accordance with DR DM03. 

· The Contractor shall manage legacy Federal records (data created for Government use and delivered to, or falling under the legal control of, the Government) inherited from previous contracts.  
· At the completion or termination of this Contract, the Contractor shall leave all Government-owned records with NASA.  The Contractor shall deliver or disposition the records as directed by the SSC Records Manager.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	1.5
	Records Management
	Accumulate, create, maintain, and dispose of Government records, including printed files and electronic media.
	As Required
	Per standards listed above and DR DM03

	1.5
	Final Inventory of Government-owned Records 
	Deliver to the SSC records manager, 90 days prior to contract completion or termination, a final inventory of Government-owned records.
	One time at contract completion
	DR DM03

	1.5
	Volume Report
	Submit a volume report to accompany the final inventory, indicating the total quantity of records held.  The volume shall be listed in cubic feet for hard copy records, and in megabytes for records in electronic formats.  The SSC Records Manager will provide guidance on how to calculate the volume of hard copy records.
	One time at contract completion
	DR DM03


1.4 Safety and Environmental
The Contractor shall operate Government owned facilities and equipment in a safe manner according to Occupational Safety and Health Administration (OSHA) guidelines, SSC’s Environmental Management System (EMS), and ISO 14000 Standards.  The Contractor shall prevent the unnecessary waste of resources.  Contractor shall ensure that personal work areas present a clean, professional appearance at all times and do not pose safety or security risks.  Contractor will correct safety, security and resource discrepancies immediately, or report the discrepancy to the Government if unable to make the correction.  Contractors will assist the Government in investigating safety or security deviations when related to Contractor functions or personnel.  
The Contractors’ safety program is to be compliant and become registered as part of OSHA’s Voluntary Protection Program (VPP) or equivalent.  This program is an OSHA certification that is designed to enhance the rigor and performance in a safety program.  The Contractor will obtain its OSHA VPP registration or equivalent within two years of contract start.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	1.6
	Mishap Notification, Investigation, and Corrective Action Report 
	Investigate mishaps, incidents, and close calls in accordance with the latest version of NASA guidelines and this contract.  Notify the NASA Safety and Mission Assurance Office of all mishaps (including close calls) immediately, followed by submittal of the initial mishap report (NASA Form 1627) within 24 hours.  Assure that all corrective actions identified in the “NASA approved” corrective action plan are completed.  Report all accidents or mishaps of Type A, B, C & D incidents, close calls, and mission failures.  Incident Reporting Information System (IRIS) is NASA’s provided electronic system to allow for tracking injuries/treatments, illnesses, and other significant losses.

	Per Incident 


	Conformance with DR SA02

	1.6

	Develop Safety Manual in compliance with OSHA and VPP requirements.
The Contractor safety system must be defined in a Safety Manual.

	The Safety Manual must define the type, levels, and inter-relationships of the documentation that defines the safety system as required in DR SA01.
	1 Safety Manual 
	Conformance with Safety Manual.
The Safety Manual and associated operating procedures must be in compliance with OSHA and VPP guidelines/ requirements


1.5 Quality Assurance
Contractor shall provide a quality management manual which will define how quality of performance will be controlled.  The Contractor will follow standards listed under NASA/SSC Quality Management System (ISO Standard 9001). 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	1.7

	Quality Manual

	Develop Quality Manual that defines the Contractor’s quality management system.  The plan shall be in compliance with ANSI/ISO/ASQC Q 9001-2000.   

The Quality Manual must define the type, levels, and inter-relationships of the documentation that defines the organization quality system.  A “tree” diagram showing various types of policies, plans, procedures and work instructions related to one another could be used.
	1 Quality Manual


	The Quality Manual and associated operating procedures must be in compliance with ANSI/ ISO /ASQC Q 9001, 2000 and DR RA01.



1.6 Quality Control
The Contractor will record all performance/surveillance observations in writing.  When an observation indicates defective performance, the Contractor shall identify the deficiency in writing to NASA.  The written response shall contain the action taken to correct the deficiency, the action taken to prevent future occurrences and identify why the Contractor’s Quality Control program failed to detect and fix the deficiency.  NASA may require a meeting with the Contractor to discuss quality assurance issues.  Written minutes of any such meetings shall be recorded in the contract files and acknowledged by the Contractor.  If the Contractor does not concur with any portion of the minutes, such non-concurrence shall be provided in writing to the Contracting Officer within ten working days.  

1.7 Metric Reporting
Contractor shall collect metric data on workload, training provided, customer service and communications systems statistical performance including trends, reliability, utilization, and availability.  Outages caused by other than Contractor actions will be noted.  The Contractor shall assist the Government in identifying ways to improve efficiencies in IT services.  The Contractor shall develop, acquire, maintain, record, and report all metric requirements for designated functional requirements.  These metric and reporting requirements are in addition to other metrics, on-line electronic data, reports, and submittals that are required in the various portions of the PWS or other contract requirements.  The planning and implementation of these contract metrics will be achieved through a Government/ Contractor partnership that will continue throughout the life of the contract.  Metrics reports shall be received by the 10th of each month and per dates required in DR PT01.
1.8 Facilities and Utilities 

The Government will provide facilities and utilities to the Contractor as defined in this Contract.  Government facilities or portions thereof to be made available to the Contractor are identified in Attachment J-8.  The Government will provide all utilities for Government facilities assigned to the Contractor for the performance of services identified in this Contract.  The Contractor shall exercise reasonable efforts to conserve energy and comply with the requirements of the National Energy Conservation Policy Act, EO 12759, Federal Energy Management, E012902, Energy Efficiency, and Water Conservation at Federal Facilities, and Energy Policy Act of 2005. 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	1.10
	Keep Government-furnished facilities in a clean and safe condition and exercise reasonable care, security and protection of same
	Government-furnished facilities are identified in Attachment J-8
When occupied or utilized, comply with all energy and water conservation directives.


	Nothing additional 
	No instances of safety violation, fire protection discrepancy, or energy or water conservation regulation violation


1.9 Information Technology (IT)

The Government shall provide to the Contractor desktop computers, telecommunications, network connectivity, and allied services required in the performance of services covered by this Contract as the Contractor may reasonably request.  This does not include the computer services required for the Contractor’s internal operations such as corporate accounting or other Contract accounting.

The SSC Chief Information Officer (CIO) has responsibility for ensuring that NASA’s information resources are acquired and managed consistent with federal policies, procedures, and legislation.  
1.10 IT and Communication Security

(a) There should be no expectation of privacy for Contractor specific data utilizing the center’s networks and telecommunications systems.
(b) Security of IT resources shall be in adherence to the SSC IT Security standards as outlined in the SPD 2810.1, NPR 2810.1, NPR 1600.1 and Agency/center applicable documents.  The Contractor shall implement and provide evidence of an IT Security Plan and Procedure for all owned, maintained, or operated IT components as required in DR PT02.  All interfaces to Government furnished equipment must be addressed by the Contractor’s IT Security Plan.  Annual review of the Contractor’s IT Security Plan will be conducted.
(c) NASA IT security personnel shall have the authority to conduct security reviews at all Contractor locations that possess or use NASA data/information, or that operate, use, or have access to, NASA information systems on behalf of NASA.  All computer systems must maintain up-to-date virus protection and regular vulnerability scanning.  IT security vulnerabilities must be appropriately identified and remediated.  The Contractor shall assist the Government in maintaining a level of security that minimizes the threat of unauthorized access to IT resources and the destruction of Government data.  The Contractor shall provide reports, plans, guidance, and support to meet the security requirements for IT at SSC as required by the National Security Act, NASA Headquarters, and the Stennis Space Center Information Technology Security Manager (ITSM).  IT security incidents must be properly reported using the NASA documented procedure. 
(d) Office automation support software and services, documents, data-sets, and/or data exchange formats being used by the Contractor to support the SSC mission shall be reviewed and approved by the Contracting Officer.  Electronic data and   information submitted by the Contractor will be in the applicable Agency standard interoperability formats and protocols that are in effect at the time. 
1.11 Desktop Hardware/Software

The desktop IT hardware and software required to support the ITS Contractor will be provided by the Outsourcing Desktop Initiative (ODIN) Contractor or subsequent Contractor Agency Consolidated End User Services (ACES) if the ODIN Contract should expire prior to completion of the ITS Contract.  Access to the Government provided IT resources must be available to the NASA IT support Contractor (i.e. ODIN) as needed for repair, inventory control, and/or configuration management.

1.12 Contractor Human Resource Information and Financial Hardware/Software

The Contractor is required to furnish all hardware and software necessary to meet human resources, corporate accounting, or other contract functions necessary to execute the scope of the ITS Contract.  These systems must meet the IT Security requirements defined above.  Additionally, these systems must adhere to the system administration requirements in this contract.  The ITS Contractor shall ensure that Contractor human resources and financial applications are not hosted on the same hardware as SSC products.  Interfaces between ITS Contractor systems and SSC systems shall be documented in Interface Definition Agreements (IDA).  IDAs shall be signed by the respective system owners with final review and approval by the Contracting Officer’s Technical Representative (COTR).
2 INFORMATION AND TECHNICAL SUPPORT SERVICES 
The Contractor shall provide information and technical support services to the following functional areas: 
	· IT Configuration Management 
	· Public Address Systems 

	· Application Hosting and Data Center Services 
	· IT Security

	· Help Desk Services 
	· IT Security Monitoring Support  

	· Workstation Augmentation
	· Physical Security Technical Support 

	· Application/Database Development and Sustainment
	· CIO Technical Support 

	· Agency Application Support 
	· Records Management and Documentation Control

	· Web Services 
	· Electronic Forms Services 

	· Audio/Visual Services 
· Video Services
	· IT Policies & Procedures Development


For informational purposes, NASA/SSC foresees some reductions to occur as a result of the future I3P contract awards; however, the anticipated timeframe and the extent of the reductions are not known at this time.  The reductions will impact Section 2.1, Application Hosting and Data Center Services, and Section 2.2 Help Desk Services.  The reductions to the work in this section will be incorporated via contract modification at the appropriate time.
2.1 IT Configuration Management
The Contractor shall apply configuration management principles to hardware and software that is developed, implemented and maintained by the Contractor and other SSC provided applications services.  This includes the configuration control of server software, server configuration and application software.  The Contractor shall maintain and utilize the government provided configuration management system, Configuration Control Tracking System (CCTS), for tracking the various components and data elements associated with the systems, components, hardware, and software under the Contractor’s control.  

Examples of the types of information and data that should be contained in the system include: 

· Patches installed 

· Hardware configuration details 

· Versions of installed software and associated documentation 

· Maintenance status 

· Licensing status 

The Contractor shall maintain the CCTS database containing historical configuration tracking information that identifies by date and time all changes, modifications and upgrades that occur on Stennis Data Center (SDC) systems / software.  The Contractor shall coordinate the activities of a Configuration Control Board (CCB), which shall consist of Contractor and NASA representatives.  This board shall exercise comprehensive configuration control of all hardware, software, systems, components, peripherals, and connections within its purview. 
· Ensure that all testing and security checks are completed prior to production release of new applications, application modifications and system changes
· Provide configuration management support for existing hardware, applications and services developed, implemented and maintained by the Contractor and other SSC provided applications and services 
· Configuration control shall be maintained throughout the respective system life cycle and shall be enforced through security configuration settings on all IT system components
· Operate and enhance an automated configuration management system for storing the aforementioned data and tracking all changes made to these components.  The Contractor shall coordinate all changes to the system through a CCB which shall consist of Contractor and NASA representatives 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.1
	Configuration control 
	Maintain accurate information in CCTS automated system.  Establish and maintain baseline configurations and inventories of information systems including hardware, peripherals, applications, file shares, facilities, server software and server instances as required in SSC Information Technology Operations Policy ITOP-0701 

	Approximately:

80 to 130 Applications  

180 to 200 Servers
100 to 160  Hardware items 
	No greater than four erroneous entries quarterly 


2.2 Application Hosting and Data Center Services  
The Stennis Data Center (SDC) is the NASA/SSC central data processing facility providing computing and data storage services to NASA/SSC program and project offices, NASA/SSC administrative offices, NASA/SSC institutional offices and SSC resident agency/reimbursable customers.  
Systems are categorized as High, Moderate, or Low per FIPS PUB 199.  Critical systems are defined as systems, applications, or mass data storage capabilities that are supporting significant processes or functions required by SSC programs, projects, and institutional offices.  Short or long term loss of these systems could result in schedule slip for major SSC activities, damage to or the loss of property and equipment, and potential harm to personnel.  SDC information technology services are hosted on Government furnished data servers and computing platforms operating on Windows, LINUX, and UNIX operating systems.  System functionality includes: 

· Web servers

· Client, commercial off the shelf (COTS) and Government off the shelf (GOTS) application servers

· Database servers

· File servers

· Print servers

· Data backup/archive/disaster recovery systems (including Storage Area Network)

· Information technology security systems

· Authentication systems

· Clustered computing environments

· Server virtualization environments

· Networking components and appliances

Each of these functional areas shall be maintained through development, test, and production environments.  The following locations shall be used to provide hosting services for the SDC:

· Primary data center facility at SSC (approximately 3500 square feet of raised floor hosting space with three air handlers, Uninterruptable Power Supply (UPS) and backup generator).
· Disaster recovery and continuity of operation plan including facilities at SSC and other selected NASA Centers

· Continuity of operation plan facilities at non-NASA locations in the region

· Systems deployed to facilities at other NASA Centers, commercial and academic partner locations.

Hours and Days of Operation (staffing) for this section
· Minimum days and hours of on-site operations and administration staffing support are Monday through Friday from 4:30 a.m. to 10:00 p.m.  
The following parameters are used for calculating availability:  

· Planned outages are not factored into availability (requires NASA system owner approval)

· Outages resulting from third party support or COTS system failures may or may not be factored into availability at the discretion of the NASA system owner

· Planned or unplanned facility, Local Area Network (LAN), and Wide Area Network (WAN) outages are not factored into availability

· Systems included in this category are identified by NASA system owner(s)

· Based on minutes uptime / total minutes in quarter

The requirements stated in the following sections (a, b and c) apply to all SDC system categories identified above and other SSC systems outside of the SDC accreditation boundary.
(a) System Management and Administration:

The Contractor shall:

· Operate, maintain, refresh, secure and modify the configuration (when necessary) of existing hardware and software to ensure the availability and protection of current applications and services

· Monitor user requirements and system performance to plan for enhancements, upgrades, or reconfiguration of system resources.  This includes the consideration of cost, schedule, workflow and impact on users of the system 

· Interface with other IT service providers when necessary to resolve problems 

· Design and implement concepts for consolidation of IT systems at SSC to achieve cost, performance, availability and security efficiencies

· Investigate new technologies and products and assess benefits of use within the system.  Assist NASA in development of plans for implementing these capabilities and in execution of those plans

· Conduct risk assessments and management of risks associated with the system

· Develop and implement in accordance with National Institute of Standards and Technology (NIST) SP800-53 compliant data backup, disaster recovery, IT security, and contingency plans.  Implement solutions required to accommodate requirements stated in these plans

· Ensure separation of duties for personnel performing activities required to maintain and operate the systems

· Ensure that all systems and data are protected in accordance with NIST SP 800-53, NASA NPR 2810.1A, NASA NPR 1600.1 and NPR 2800.1B
(b) Operations and Facility Management

The Contractor shall:

· Use operational procedures to ensure availability of applications and services

· Monitor and maintain use of licenses for all systems and software.  Interface with vendors to develop software maintenance strategies. 

· Interface with network service providers to acquire service and resolve problems 

· Assist system administrators in the development and execution of data backup, disaster recovery, IT security and contingency plans 

· Assist in coordination of procurements for SDC components and consumables required to operate the SDC.  

· Provide recommended updates to standard operating procedures, work instructions, job schedules, equipment and maintenance tracking databases and other related system documentation

· Manage physical, access control, and environmental components of the system including coordination of data center requirements with SSC Facility and Operations Support (FOS) Contractor.  

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.2
	Availability:  Moderate and Low Rated Systems
	The following parameters are used for calculating availability:  

· planned outages are not factored into availability (requires NASA system owner approval)

· outages resulting from third party support or COTS system failures are not factored into availability at the discretion of the NASA system owner

· planned or unplanned facility, LAN,  WAN, and desktop outages are not factored into availability

· systems included in this category are identified by NASA system owner(s)

· based on minutes uptime / total minutes in quarter

Resulting End User Availability: 100% of system users have access to the system 99.93% of the time
	Approximately:

80 to 130 Applications

180 to 200 Servers which includes:
3 - Unix Sun Solaris 10 Servers 

8 - Linux Cent OS 5.3 Servers

81 Windows 2003 servers, 6 Win2K servers, and 15 VMware ESX servers
68 virtualized servers within the SDC
	100% of system users will have access to all moderate and low systems 99.93% of the time.

	2.2
	Availability:  Center Critical Infrastructure and Mission Support Systems.  
	The following parameters are used for calculating availability:  

· planned outages are not factored into availability (requires NASA system owner approval)

· outages resulting from third party support or COTS system failures are not factored into availability at the discretion of the NASA system owner
· planned or unplanned facility, LAN, WAN, and desktop outages are not factored into availability
· systems included in this category are identified by NASA system owner(s)

· based on minutes uptime / total minutes in quarter

· planned outages shall be reduced by implementing technologies that ensure failover/redundancy

Resulting End User Availability: 100% of system users have access to the system 99.99% of the time
	Initially 1-2 systems increasing to an estimated 5-10 systems over term of the contract.  
	100% of system users will have access to all critical infrastructure and mission support systems 99.99% of the time.

	2.2
	Data Recovery
	Daily incremental and weekly full backup of all applications and data.  The Contractor shall provide periodic testing of backup data.  
Two randomly selected systems/data sets shall be tested quarterly.

	Daily and weekly backups
	100% reconstitution of selected systems
  

	2.2
	Failover
	The Contractor shall provide annual testing of failover capability for systems with moderate and high availability ratings.  


	1 test per year.
	100% successful failover to replicated or passive (secondary) system.

	2.2
	Critical Patch Release
	Release of critical system, application, and database patches shall be tracked by the Contractor and reported monthly.  All patches must be tested by developers or administrators prior to production release.
	Approximately 15-25 patches per month
	100% of critical patches successfully deployed within 48 hours of identification or release

	2.2
	SDC applications response time
	SDC applications require a high responsiveness rating per user.
	80-130 applications
	100% of user transactions completed in less than five seconds (exclusive of LAN delays).

	2.2
	Innovative Approach
	Submit proposals for implementing new and innovative technologies and/or approaches for data center systems. 


	Three proposals annually based on emerging technology  
	Technically sound and relevant for implementing new technologies in the SDC.


2.3 Help Desk Services
Help desk services are required for ITS, Agency and other SSC provided applications and services.  NASA/SSC categorizes levels of help desk support accordingly.
· Tier I - Includes the receipt, initial assistance, recording and tracking of all trouble calls.  Additionally, this level provides user account and password support, resolution of basic application functionality issues and triage for determination of appropriate tier II or III support when necessary

· Tier II - Includes the resolution of trouble calls that involve reasonably sophisticated functional and technical issues.  Tier II support is typically provided by application administration level staff or staff which has in depth technical and functional knowledge of a system, application, or service 
· Tier III - Typically involves resolution of technically complex issues that require interaction with the system, application, or service developer.  The developer may be within the ITS contract or an external vendor/provider.
The Contractor shall provide help desk services for the following IT services: 

(1) All SDC Hosted Applications: The Contractor shall provide Tier I, II and III support. 

(2) Agency, Competency Center, I3P and NASA Data Center (NDC) Applications: The Contractor shall provide Tier I and Tier II support.  The Contractor shall coordinate with the NASA competency center and other Agency help desks for their resolution of trouble calls associated with these systems.

(3) Audio Visual and Video Services: The Contractor shall provide Tier I, II and III support for all ITS provided audio visual and video services. 

(4) Other ITS provided equipment/services:  The Contractor shall provide Tier I, II and III support for equipment and services supported by ITS personnel. 

(5) Non-ITS provided applications and services:  The Contractor shall provide Tier I support for items in this category.  

The Contractor shall track all help desk calls, call status, resolution and call details in an automated tracking system.  The Contractor shall provide monthly reporting of statistics from this system as required in DR PT01 Monthly IT Services Metrics. 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.3
	Help Desk Call Resolution
	Resolve Tier I & II calls  


	Estimated 550 calls per month
	Resolve 95% of help desk calls in less than one (1) hour

	2.3
	Help Desk Call Resolution
	Resolve Tier III calls  


	Estimated 10 calls per month
	Respond to Tier III calls within 4 hours

	2.3
	Abandon Rate
	Abandon rate is defined as unanswered calls and when a user terminates communication without resolution and no expectation of a return call.
	Estimated 550  calls per month
	Call abandon rate of less than or equal to 2% of total calls.  


2.4 Workstation Augmentation

There are approximately 100 systems, software packages, and peripheral hardware that exist at NASA/SSC that are not under the auspices of the Outsourcing Desktop Initiative/Agency Consolidated End User Services (ACES) for NASA (ODIN) initiative.  In order to ensure that these systems are fully maintained in accordance with NASA rules and regulations, the Contractor shall provide computing support services (including system administration and hardware and software maintenance) for systems that are either uniquely configured or highly specialized in function. 
This contract provides system administration as a component of integrated support.  Integrated support encompasses all activities necessary to develop, deploy, upgrade, operate and maintain a production system which delivers a specified IT capability.  An example includes, Video Production Services utilizing customized Government owned equipment (workstations) to perform video editing functions.  

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.4
	Workstation Augmentation
	Provide workstation augmentation for non-ODIN systems used as part of, or in support of, systems as described in this PWS.  Augmentation includes patches, software and hardware upgrades 
	Approximately 100 systems are maintained as required
	Upgrades  performed as required


2.5 Application/Database Development and Sustainment

NASA/SSC has several categories of applications software that are used in support of NASA/SSC Institutional and Administrative offices.  These categories historically include, but are not limited to: 

· COTS software, e.g., Windchill; ESRI Arc Geographic Information System (GIS) suite 

· Contractor shall provide support for managing, maintaining, updating and administrating Environmental GIS (EGIS) database and Stennis GIS (SGIS)

· Contractor shall provide support for mapping and modeling for large scale environmental planning and compliance projects (historically 6 projects annually)

· GOTS software, e.g., Tech Doc, NASA Supply Management System (NSMS)
· Locally developed software 
· Ensure that a system is used to control the revision of all software products developed and maintained under this contract.  NASA will conduct semi-annual audits of the version control/archive system.  
The Contractor shall provide application development and sustainment services for each of the categories of software listed in this section.  All software and database development and maintenance activities shall conform to documented software development standards and shall adhere to all applicable NASA, Federal and NASA/SSC policies, and regulations.  The Contractor shall document software assurance activities, all software testing and software audits that are performed.  Software deployments, upgrades, and patches shall be executed according to a schedule approved by the Government.
The Contractor is responsible for estimating, planning, sustaining, scheduling, designing, developing, integrating, testing, and deployment of the software.  The software may be developed for various hardware platforms and operating systems.  NASA/SSC will approve the use of any software development tools and/or languages used for development projects.  Open source and industry standard solutions shall be used if available and when there is no negative impact to project goals and requirements.  Existing software and/or libraries shall be utilized when appropriate.  Examples of tasks to be supported include: software configuration management; corrections to software errors and anomalies; testing and deployment of software modifications; recommending, planning, executing application evolution; and customer interface and support. 

For COTS and non-locally developed applications, the Contractor shall actively monitor availability and install patches and upgrades, evaluate upgrades, recommend the schedule for upgrades and inform customers of impact of upgrade.  SSC developed software shall include support documentation consisting of hardware/operating system requirements, description of major components, installation procedures, additional software/libraries and required user documentation.  Development shall be compliant with all NASA and federal policies and guidelines.  This includes Section 508, Export Control and NASA Internet Publishing Content Guidelines.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.5
	Sustainment of Locally Developed Applications
	Sustainment of client server/web applications


	80-130 existing client server/web applications 
	Zero major defects per release as defined by project or system owner

	2.5
	Application Development
	Provide application development for each of the categories of software listed in this section.

	Approximately eight (8) new applications developed and released to production annually. 
	Zero major defects per release as defined by project or system owner

	2.5
	Innovative Ideas
	Submit innovative application development ideas
	Six (6) new ideas annually
	Proposals shall incorporate new techniques and technologies

	2.5
	Development and sustainment of scientific applications
	Provide support in program and project applications/database development and maintenance
	Approximately 15 Applications and 10 databases
	Zero major defects per release as defined by project or system owner

	2.5
	DDMS Support

(Design and Data Management System)
	Provide SSC DDMS sustainment support in Windchill, work control, ProE and DOORS.
	2-4 Upgrades per year
	Zero major defects per release as defined by project or system owner


2.6 Agency Application Support

Integrate and align SSC applications with the Agency account management and authentication infrastructure.  This infrastructure includes, but is not limited to, the NASA Account Management System (NAMS), the NASA Application Tracking Tool (NATT) and the Agency Website Registration System (AWRS).

The Contractor shall ensure that each new application is integrated and authenticated via relevant technology mandated by the Agency to meet Homeland Security Presidential Directive 12 (HSPD-12) requirements.  Historically the Contractor has established and sustained five (5) interfaces required between SSC and Agency applications.  Interface Definition Agreements (IDAs) for each interface shall be established and maintained by the Contractor.  The Contractor shall provide support in attending meetings and teleconferences to support current and future Agency and Center application initiatives.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.6
	Support Agency Requirements for Applications
	Integrate and align SSC applications with the Agency account management and authentication infrastructure.
	Approximately 8 new applications and 6 web sites per year
	Compliant with all Agency requirements


2.7 Web Services 

Web services performed by the Contractor shall include Web Site Development and Maintenance.  The Contractor shall provide web page design, development, and maintenance service for internal and public web sites using standard markup languages such as Hypertext Markup Language (HTML) and Extensible Markup Language (XML).  Web Site development may also utilize programming languages such as PERL, JAVA, JAVASCRIPT, and ASP.  Web development may also utilize a Content Management System to perform web site creation and updates to content.  
Integrate analysis tools such as Microsoft Excel, Microsoft Access, Math Cad, Math Lab, Simulink, Visual Basic, and FORTRAN into a web portal environment such that a user can launch the analysis tool, use it, save and print the results all from a web portal.  Development shall be compliant with all NASA and federal policies and guidelines.  This includes Section 508, Export Control and NASA Internet Publishing Content Guidelines. 

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.7
	Web Site Development
	Develop new web sites or redesign of existing sites
	Approximately 6 sites per year
	Compliant with standards

	2.7
	Web Site Maintenance
	Sustain  web sites per customer requirements
	Approximately 90 Intranet Web Sites and 15 Public Web Sites
	Compliant with standards


2.8 Audio/Visual Services
The Contractor shall provide audio visual support services for the design, installation, maintenance and operations of conventional and emerging technology support systems to include: 

· Conference Facilities 

· NASA/SSC Visitor Center

· NASA/SSC Auditorium 

· Special Events 

· Video Interactive Teleconferencing System 

(a) Conference Facilities:  The NASA/SSC Conference Facilities currently consist of approximately 5 primary conference rooms in Building 1100 and other departmental conference rooms distributed across the Center.  The Contractor shall maintain in a state of operational readiness the multi-media systems installed in the Conference facilities.  In addition, the Contractor shall be available to perform a functional check prior to use of a conference facility and provide, if requested, instruction and/or operation of the multi-media presentation equipment.  From time to time equipment upgrades shall be incorporated into these facilities and/or new facilities added.  The Contractor shall perform tasks as necessary for the design, installation, and checkout of such upgrades. 

(b) NASA/SSC Visitor Center:  The NASA/SSC Visitor Center currently consists of the launch pad, tour buses, StenniSphere and Public Viewing Area.  The launch pad is located at the I-10 Welcome Center south of Stennis Space Center and is the entry-point for public visitors to NASA/SSC.  Tour buses transport visitors from the launch pad to StenniSphere.  StenniSphere located at SSC in Building 1200, provides information to the public about NASA and Resident Agencies located at SSC through exhibits and kiosks that utilize multi-media presentation equipment, interactive displays and through multi-media presentations in the auditorium.  The public viewing area is utilized during special events when the public is invited to viewing a live engine test.  The launch pad, tour buses, StenniSphere and the Public Viewing Area have public address systems and/or audio visual systems used for communication with tour guides and visitors.  The Contractor shall maintain in a state of operational readiness the multi-media presentation systems, audio systems, video systems and computerized display systems within the Visitor Center including exhibits that are the responsibility of NASA.  From time to time multi-media systems shall be upgraded and new systems added.  The Contractor shall perform system integration, installations, and upgrades as required.  Similar tasks may be required for future visitor facilities. 

(c) NASA/SSC Auditorium:  The NASA/SSC Auditorium located at SSC in Building 1200 is used to present video productions, computer presentations and live stage shows to NASA/SSC public visitors on a daily schedule.  In addition, the auditorium hosts meetings, lectures, presentations, and awards ceremonies for employees of NASA and other resident agencies at NASA/SSC.  The auditorium contains a control booth that is operated by the Contractor during Visitor Center operating hours.  The Contractor shall maintain all of the audio equipment, video equipment and other multi-media presentation equipment required to support the NASA/SSC Auditorium.  From time to time equipment upgrades shall be incorporated into the auditorium.  The Contractor shall perform tasks as necessary for the design, installation, and checkout of such upgrades. 

(d) Special Events:  The Contractor shall provide set-up and operation of portable public address systems and audio/visual equipment to support events at NASA/SSC that is not located in a facility that has existing equipment.  These events may be located indoors or outdoors.  The Contractor shall provide for the operation of an audio/visual equipment loaner pool supporting the temporary audio/visual support requirements of Center personnel on an equipment checkout basis.  The Contractor shall operate and maintain these systems in a state of readiness.  From time to time audio/visual systems shall be upgraded and new systems added.  The Contractor shall perform such installations and upgrades. 

(e) Video Interactive Teleconferencing System:  The Contractor shall provide operation of the Video Interactive Teleconferencing System (VITS) at Stennis Space Center.  Duties include scheduling of VITS conferences, contacting participants, operation of the system during conferences and coordinating maintenance.  An Agency contract performs actual maintenance of the VITS equipment, currently NASA Integrated Services Network (NISN).  There is one primary and two alternate VITS systems in operation.  The primary system must be manned during video teleconferences.  The alternate systems may be setup prior to the event and have operational support available as required. 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.8 
	Audio Visual (AV)
	Contractor will respond to requests for AV support
	Approximately 250 requests per month
	Respond to requests within an appropriate time based on criticality of request.
Respond within 20 minutes of receiving a trouble call for an event in progress.

	2.8 
	Diagnose/Resolve AV equipment malfunctions
	Problems with AV equipment shall be diagnosed with recommended solutions

	Approximately 3 AV equipment failures per month
	Resolution within 48 hours of identification

	2.8 
	Maintain conference facility readiness
	Conference facilities will be inspected for operational readiness 
	Estimated 35 conference facilities to be supported
	Each facility inspected once per month

	2.8
	Innovative Ideas
	Submit new ideas for improvement of the AV services
	Minimum of 3 new ideas annually
	Proposals shall incorporate new techniques and or new technology


2.9 Video Production Services
The Contractor shall provide video support services for NASA and other resident agencies and organizations at SSC.  These services include, but are not be limited to: 

· System Management 

· Production 

· Post-Production 

· Broadcasting
· Asset Management 

· Utility 

· Engineering 

· Maintenance 

· Digital Television (DTV) Transition 

· Digital Cable Television Development System
(a) System Management.  The Contractor shall provide system management services including: planning, scheduling, oversight of all activities and interfacing with all NASA and non-NASA customers at NASA/SSC as well as contacts/customers at other NASA centers and facilities.  The Contractor shall ensure that all tasks and events have adequate resources in order to be accomplished per requirements and within estimated costs and schedule.  The Contractor shall provide management of subscriptions and maintenance contracts and securing support for renting equipment, or supplying temporary manpower. 
(b) Production.  The Contractor shall provide production services that include planning, design, script writing, set-up, teleprompting, lighting, audio acquisition, digital photography and video acquisition.  This function may take place in a studio, auditorium, or remote locations both on-site and off-site using a Government supplied video production vehicle.  This would also include audio visual needs such as rocket engine tests, safety films, and documentation of test stand constructions.

(c) Post-Production.  The Contractor shall provide post-production services that include linear editing, non-linear editing, audio recording/editing, titling, graphics design/creation, incorporation of photography and graphics into video, conversion of data format, compression, DVD authoring and closed captioning services.  Production facility currently includes 1 linear editing system and 2 non-linear editing systems.  Output products include videotape, DVD, CD, streaming video and MPEG. 
(d) Broadcasting.  The Contractor shall provide planning, acquisition, switching, conversion, and routing of video to the site-wide CATV system, NASA TV, or Internet streaming systems for broadcast to user community and/or public.  Source video may be live or pre-recorded.  This function may also involve administration and operation of a video server.

(e) Asset Management.  The Contractor shall provide asset management services that include management and operation of a video library utilizing a variety of media including videotape, DVD, Blu-ray, and electronic files stored in the Stennis Data Center.  Asset management tasks shall include media labeling and filing, maintenance of a database and copy/replacement of expiring media.  Asset management shall also include tracking of all equipment assigned to the Video Services department.
(f) Utility.  The Contractor shall provide general services that include dubbing, copy and duplication, labeling, recording of television news coverage and conversions of media. 

(g) Engineering.  The Contractor shall provide design and product specifications for upgrades, new requirements and future technology such as DTV.  The Contractor shall also provide installation and integration of new equipment.

(h) Maintenance.  The Contractor shall provide a comprehensive preventive maintenance program for all audio and video equipment assigned to video services department.  This service includes minor repair of equipment unless equipment is under warranty or under a maintenance contract in which case the vendor shall provide for repair or replacement.  The Contractor shall recommend to NASA whether repairs and maintenance of equipment shall be accomplished by in-house personnel or outsourced. 

(i) Digital Television (DTV) Transition.  The Contractor shall provide NASA with planning and engineering support for the transition of NASA from analog video production/distribution to the digital environment.  Participation in the NASA DTV Working Group as required including attending meetings and represent NASA/SSC's interests when requested.  In support of the transition from analog television to digital television the Contractor shall provide research, evaluation, testing, and deployment of new technology.  Contractor may also provide operation of new technology such as the digital cable television system during the transition period.
(j) Digital Cable Television System.  A digital cable television system has been developed and is operating in a test environment with approximately 60 users.  The digital system is currently operating in dual mode with the production analog cable television system sharing a common distribution infrastructure.  The Contractor shall operate, maintain, and provide engineering support for the digital cable television system.  The Contractor will also provide planning, engineering and technical services required to transition from the current analog cable television system (see Section 5.2) to the digital cable television system.  The system includes over-air and satellite antennas, head-end equipment, and fiber transmitters.  

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.9
	Video productions delivered to customers
	Productions are fully edited and ready for public viewing or broadcast
	Estimated 3 video productions per month
	95% of video productions delivered to customers on time.

	2.9 
	Digital cable television
	Provide digital cable television services to beta testers
	Estimated 60 active digital cable television outlets at SSC; Estimated 20 digital cable television channels 
	99% cable television channel uptime during core business hours (8:00 am – 4:30 pm)



	2.9 
	Support scheduled video events 
	Number of cameras manned per event:

Training Event 1 camera
All hands meetings 3 cameras
Special Events  4 to 6 cameras
Propulsion Test Events 3-4 cameras

Historical/Technical Documentation 2-3 cameras
	Estimated 10-12 video acquisition events per month
	95% of video footage delivered to customers on time.

	2.9
	Innovative Ideas
	Submit new ideas for improvement of video production services
	Minimum of 3 new ideas annually
	Proposals shall incorporate new techniques and/or new technology


2.10 Public Address Systems 
a) Stennis Emergency Notification System
The Contractor is responsible for providing support to the Stennis Emergency Notification System service which includes operations, maintenance, and sustaining engineering of the emergency warning system infrastructure, not including speaker poles.  This includes validation tests to meet operational and institutional requirements.

b) Interior Building Paging

The Contractor shall maintain the existing Public Address System in the following Buildings:  Bldg. 1201, 8000, and 2201.  
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.10
	System validation tests
	Stennis Emergency Notification  System
	Monthly validation tests
	Operational 
99.9% of the time


2.11 IT Security

The Contractor shall support the NASA/SSC Center IT Security Manager (CITSM) in implementing the NASA Security of Information Technology Program in accordance with NPR 2810.1A.  The CITSM’s role is to develop Center-wide IT security policies and guidance, to provide computer security awareness and training, to maintain an incident response capability and to document, review and report the status of the Center IT Security Program.  The CITSM’s responsibilities are further defined in NPR 2810. 

(a) NASA IT Security Program.  The Contractor shall be responsible for assisting the NASA IT Security Manager in implementing a comprehensive IT Security Program at NASA/SSC.  The Contractor shall provide the following support elements: 
· Staying current on information technologies and/or products 

· Support the Center System Administrators working group 

· Provide updates for maintaining the NASA/SSC IT Security Program Official Web page 

· Conduct training in the various elements of IT security as necessary 

· Represent Center IT Security Manager at meetings when CITSM is unavailable or upon request

· Assist in coordination of all aspects of IT Security training including employee awareness and system administration training

· Provide a trained IT Security Incident Response Team that can investigate causes; preserve evidence, identify potential security breaches, threats and concerns and assist NASA in developing the appropriate reports 

· Respond to NASA requests for information concerning the Center IT Security program

· Maintain and operate a system to distribute and verify security patches 

· Installing encryption software on required systems and provide preliminary training on use of the software

· Provide a full range of IT Security Plan services including risk assessments, vulnerability assessments, system documentation, contingency planning and annual reviews and maintaining the site IT Security plan registry and support local C&A Team

· Interface with the NASA Security Operations Center (SOC)
· Acquire, implement and maintain computer systems and tools for automating IT security functions

· Assist CITSM with coordination of  security activities with other NASA Centers and Headquarters 

· Assist Security Staff in managing classified information and material and Sensitive But Unclassified (SBU) information
· Facilitate the licensing of SSC RF equipment by coordinating with SSC organizations in: 

· Making frequency selections

· Evaluating RF equipment against applicable national and international RF standards

· Performing RF analyses

· Complete frequency authorization applications to the National Telecommunications and Information Administration (NTIA)
· Follow the NASA Policy Directive on Radio Frequency Spectrum Management (NPD-2570.5). 

· Follow the National Table of Frequency Allocations as provided in the NTIA Manual of Regulations & Procedures for Federal Radio Frequency Management. 

· Follow the International Table of Frequency Allocations as provided in the International Telecommunication Union (ITU) Radio Regulations (applicable only for space operations and RF operations taking place outside the United States and Possessions). 

· Follow Applicable Recommendations of the Space Frequency Coordination Group (SFCG) and the ITU. 

· Participate in local, national, and international frequency management coordination groups as appropriate to: 

· Provide representation and cognizance of SSC communications and RF spectrum requirements, 

· Coordinate RF operations

· Protect the integrity of SSC RF operations from harmful inference caused by RF systems of other agencies. 
(b) NASA/SSC Public Key Infrastructure (PKI) Registration Authority (RA).  The Contractor shall support the operation and maintenance of the NASA/SSC Registration Authority for the NASA PKI.  The RA process is governed by very stringent rules and procedures in order to maintain RA certification.  Responsibilities of maintaining and operating the RA include: 

· System Administration 

· Maintaining software upgrades 

· Issuing, maintaining and revoking PKI Certificates 

· Enabling and Disabling Users 

· Managing accounts 

· Re-issue Activation Codes 

· Maintain Authorized hardcopy records in secure location 

· Providing help desk assistance 

· Monitoring the PKI system to ensure functionality 

· Backing up data and information on a daily basis

· Attend meetings and telecons

· Provide reports to Center and Deputy ITSM on user changes

(c) NASA/SSC Classified Communications Security (COMSEC) Program.  The Contractor shall provide NASA/SSC COMSEC account management support and manage the site COMSEC program.  Support shall include: 

· Serve as a COMSEC Account Manager for NASA’s COMSEC program and provide secure storage for classified COMSEC material in accordance with Government regulations

· Administer and maintain the NASA Secure Network 

· Identify the specifications to support any requested classified containers

· Maintain an inventory of keying material and representing NASA during Audits 

· Ensure all encryption devices are current with the appropriate keying material 

· Attend the NASA COMSEC Workshops as necessary 

· Interface with the NASA Central Office of Record (COR) and the National Security Agency (NSA) 

· Provide assistance to Resident Agencies and tenants on a reimbursable basis 

· Provide COMSEC User training and education 

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.11
	Security scans
	Complete requested ad hoc system security scans.

	Typically not exceeding 10 scans per month.
	Complete 100% of requested ad hoc security scans within 48 continuous hours of notification

	2.11
	IT security incidents
	The contractor shall respond within 30-60 minutes of notification for each IT security incident.  

	Respond to approximately 50 potential IT security incidents per month.


	Respond within 30-60 minutes of notification.

	2.11
	Contain or mitigate security events
	The contractor shall mitigate or contain each IT security incident within 12-24 consecutive hours. 

	Approximately 50 potential IT security incidents per month.


	Contain or mitigate within 12-24 consecutive hours

	2.11
	Certification and accreditation of security plans 
	Maintain and assist in development and monitoring of security plans.  Ensure completion of  certification and accreditation of security plans per Center’s schedule
	Approximately 30 IT security plans per year

	Meet the schedule established by ITSM to ensure 100% completion of certification and accreditation of security plans

	2.11
	Frequency Reconnaissance

	Perform frequency reconnaissance for the entire center including wireless frequencies.  Maintain database containing all center assigned Radio Frequencies (RF)

	Database is updated as required.  1 quarterly report and other reports as requested
	100% identification of all active frequencies

	2.11
	PKI Support
	Provide reports to Center and Deputy ITSM on all user changes (add, revoke, expired, recover)

	Monthly Report
	Maintain accountability for 100% users status

	2.11
	Testing COMSEC Devices
	Test all encryption devices 


	Monthly
	100% current with the appropriate keying material


2.12 IT Security Monitoring Support  
The Contractor shall support the NASA/SSC Network Manager (NNM) in the operations of network management and monitoring activities associated with NASA/SSC owned networks.  The current NASA owned and operated network includes the following architectures: Asynchronous Transfer Mode (ATM), 10/100/1000 Ethernet and 10 Gigabit utilizing both single and multimode fiber and unshielded twisted pair (UTP) wiring which conforms to Category 3, 5, 5e and 6 wiring standards.  The IT Monitoring Center (IMC) consists of a variety of Government Furnished Equipment (GFE), both hardware and software, which are used to monitor the network elements to ascertain the performance and status of the network.  The Contractor shall provide the following: 

(a) IMC System Administration: 

· Operate, maintain, secure and modify the configuration (when necessary) of existing IMC hardware and software 

· Install, configure, operate, secure and maintain new IMC hardware and software

· Monitor user requirements and system performance to plan for enhancements, upgrades or reconfiguration of IMC resources.  This includes the consideration of cost, schedule, performance, power, space limitations, networking, workflow and impact on users of the systems
· Diagnose anomalies in the operation of equipment or system software

(b) IMC Operations. 

· Review all network logs, events, alerts, alarms, network element syslogs, daily at a minimum, which are generated by all the network monitoring systems and network equipment.  Report daily to the NNM on status of said reviews.  Disposition all events generated by the IMC systems and report those, which require additional network field resolution to the appropriate SSC Contractor, help desks and contact local Contractor personnel via negotiated contacted method

· Correlate all IMC logs, network element syslogs and IMC events with Intrusion Detection Systems (IDS) and firewall activity.  Analyze and determine any and all patterns associated with network activity and report weekly to the NNM 

· Perform network monitoring and assist the NNM with network analysis of “live” network traffic to detect and determine patterns both acceptable and unacceptable to the network.  
· Perform updates, including additions and deletions, to the IMC system data elements and update all related maps to reflect field changes performed by NASA/SSC Contractors

· Provide IMC element status that includes but is not limited to: uptime, operating system, performance, availability, latency, as determined by the IMC as required in DR PT01 Monthly IT Services Metrics
· Perform analysis on network elements to determine operational issues or under utilization to the NNM on a monthly occurrence 

· Implementing and maintaining a robust vulnerability scanning, identification and mitigation program utilizing the Agency provided vulnerability scanning tool. 
· Maintain and implement an unauthorized modem scanning and identification program 
· Operate and monitor the NASA/SSC intrusion detection system 

· Network Architecture, Engineering and Operations Support: The Contractor shall be prepared to provide expertise in this area.  Interface with NASA NISN (NASA Integrated Services Network), SOC, IPAM (IP Address Management), NCAD (NASA Consolidated Active Directory), NCI (NASA Communications Initiative) and I3P integration 

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.12
	Review System Logs
	Report and document problems requiring action.  Interface with other IT service providers when necessary to resolve problems as required in DR PT01 Monthly IT Services Metrics
	Approximately 5 systems daily
	Daily review of at least 85% of  all IMC generated system logs

	2.12
	Report  IT monitoring
	Provide roll-up reports on IMC element status: daily, weekly, monthly as required in DR PT01 Monthly IT Services Metrics
	Approximately 300 devices to be monitored
	100%  reporting of  IT monitoring

	2.12
	Map updates
	Perform updates, including additions and deletions, to the IMC system data elements and update all related maps to reflect field changes performed by NASA/SSC Contractors
	Approximately 5 per month
	100% complete by next business day


2.13 Physical Security Technical Support
The Contractor shall perform the following physical security technical support services in support of NASA/SSC:  
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.13
	Surveillance
	Assist and provide support concerning surveillance, security systems, Center Declassification Authority certification and information protection programs. 

Maintain Closed Circuit Television (CCTV) surveillance system.  Identify security requirements for visual surveillance, access controls and communication systems including a variety of state-of-the-art Intrusion Detection System (IDS)
	Approximately 290 Cameras

3 Servers

21 Lenel Digital Video Recorders

(LDVRs)

	98% cameras  operational

	2.13
	Physical Access Control
	Assist and provide support concerning physical access controls
	Approximately 272 Door Access Readers
	100% readers   operational

	2.13
	Biometric Equipment Stations
	Maintain 3 biometric equipment stations located at the south gate Reception Center.  Each station consists of PC, fingerprint reader and camera.  The Contractor shall support the SSC Security office with technical and physical access tasks 
	Quarterly updates 
	Keep equipment updated as required by the Agency


2.14 CIO Technical Support  

The Contractor shall provide technical support to the functions and services associated with the Office of the CIO (OCIO).  Support includes researching new technologies and COTS products for possible application and improvements.  The Contractor shall analyze the benefits of the technology, to include process improvements, cost reduction and Rough Order of Magnitude (ROM) estimates to accomplish the proposed solutions.  The Contractor shall also provide support for the center provided IT services.  Technical support shall be provided for the following areas:

(a) IT Governance: The contactor shall provide support in the development and implementation of Information Technology governance and management structures, processes and related tools.  Specific support includes: 

· Policy development and management 

· Center IT strategy and planning processes 

· Activities required to establish and manage organizational structures such as boards and committees in support of CIO activities

· Risk management and performance monitoring
· Capital planning and investment control
(b) Outreach:  Perform outreach activities such as developing OCIO outreach material, interfacing with NASA and tenant organizations and reporting customer service feedback.  The Contractor shall work with designated IT center representatives to support outreach activities and provide recommendations on the implementation of new IT-related business practices.
(c) Agency Strategies/Initiatives:  Assess the impact of Agency strategies and initiatives on current OCIO operations and processes.  Develop approaches for center implementation and coordination on any required modifications.  

(d) IT Service Management:  The Contractor shall review IT service requests for validity, correctness and track orders until completion.  This includes coordinating orders and forwarding to the appropriate organizations for processing and implementation.  On a monthly basis, the Contractor shall provide metrics pertaining to the processing of IT service requests and ad-hoc reports as requested by the OCIO.  
(e) IT Services Verification:  The Contractor shall provide technical support for the verification of provided IT services which includes end user services.  Support will include data collection and verification.  

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.14
	IT Governance
	Support NASA in the establishment and management of IT governance structures such as boards and committees in support of CIO activities 
	Quarterly Center CIO Executive Board Meeting and monthly SSC IT Project & Services Management Board  
	Activities are accurate and distributed on time

	2.14
	Outreach
	Develop OCIO outreach materials, and interface with NASA and tenant organizations
	Yearly OCIO Expo and as required
	Activities are accurate and distributed on time

	2.14
	IT Service Management
	Review IT service requests for validity, correctness and track orders until completion
	1000 orders processed per month.  One overall metric report submitted each month
	Accurate and timely data



	2.14
	IT Service Management
	Provide metrics report pertaining to the processing of IT service requests and ad-hoc reports as requested by the OCIO as required in DR PT01 Monthly IT Services Metrics
	Monthly and as requested
	Accurate and timely data



	2.14
	IT Services Verification
	Provide technical support for the verification of provided IT services
	Monthly
	Accurate and timely data


2.15 Records Management and Documentation Control

The Contractor shall provide support on the operation and oversight of the SSC Records Management Program, Directives Management Program, Agreements Process Management Program and the Records Remediation Program.  The Contractor shall be responsible for customer inquiries, processing, coordination, review, distribution, indexing and filing of records, agreements and directives.  Original files for these functions shall also be maintained by the Contractor in a specified location.  All records and documentation are NASA property and should be filed in accordance with NPR1441.1D, NASA Records Retention Schedule.  The Contractor must maintain compliance with the following processes and procedures:  

· ISO-9000 Quality Management System 

· SPD 1280.1, SSC Management System Policy

· NPD 1420.1 NASA Forms Management

· NPD 1440.6 NASA Records Management 
· NPR 1441.1 NASA Records Retention Schedules 
· NPR 1450.10 NASA Correspondence Management and Communications Standards and Style 
· SPR1280.1 SSC Management System Requirements

· SPR 1400.1 Document Preparation, Numbering and Management 
· SPR 1420.1 John C. Stennis SSC Forms Management
· SPR 1440.1 Records Management Program Requirements

(a) The Contractor shall be responsible for:

· Center records management and operation 

· Agency and Center records management consultation 

· Records processing to Official Archive and Federal Records Center (FRC) 

· Annual inspections and quarterly reviews of records

· Agreement management and operation and maintenance in Tech Doc and official files 

· Agreement processing and routing through SAAM (Space Act Agreement Maker)

· Directives management and operation and maintenance in Tech Doc and NASA Online Directives Information System (NODIS) and official files 

(b) The Contractor shall perform system administration tasks for the NASA/SSC Tech Doc system.  This includes access, account issuance, database, document administration, maintenance, and system monitoring.  This support shall include:

· Respond to the NASA/SSC Help Desk for Tech Doc 
· Provide user training and outreach to the SSC Community 

· Develop and maintain documentation to support NASA/SSC’s use of Tech Doc.  This includes forms, processes, procedures and User’s Guides
· Administer the Master Records Index located in Tech Doc 
· Administer the Stennis Documentation Numbering System (SDNS)
· Scan and upload documents to Tech Doc on special projects approved by the NASA/SSC Records Managers

	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.15
	Record Archive Transmittals (Form SSC-765)


	Contractor shall review all transmittals for correct retention schedules
	Approximately 30 transmittals quarterly
	Review within one week 



	2.15
	Archive Records (Form SSC-765)


	Arrange pickup of records within one week of receipt
	Approximately 30 transmittals quarterly
	Pickup within one week 



	2.15
	Records Management Review
	Review of master records indexes and confirm accuracy with physical records.  Report results to the SSC Records Manager as required in DR PT01 Monthly IT Services Metrics
	6 Reviews per year
	Reviews accomplished in accordance with schedule

	2.15
	Documentation Management
	Review content for accuracy, format and compliance.  Route for review and upload into the TechDoc system.  
	Approximately 75,000 documents are contained in the TechDoc system

Approximately 200 documents are reviewed, processed and uploaded per month
	Reviews are completed within 2 days.

Uploads are performed within 2 days of  receipt of final package

	2.15
	Monthly Report of Agreements and Directives Reviews
	Preparation of expiring or upcoming reviews of all documents in accordance with DR DM04 within 30/60/90 days time frame.
	Same as Above
	Ensure all documents that meet this criteria are identified.

	2.15
	Records Archive Facility
	Process in/out all paper record requests and check in/out of records maintained in the Records Archive Facility.

Perform records remediation activities for abandoned records and end of contract records.
	Approximately 5,000 boxes of records are in archive.

Approximately 10,000 boxes pending remediation.
	Process request within 2 days.

Perform remediation as required.


2.16 Electronic Forms Services
The Contractor shall administer the Center Forms Management Program which includes the development of new forms and adherence to Center and Agency guidelines and procedures (NPD 1420.2, NASA Forms Management).  The Contractor will maintain the central repository for all forms (paper or electronic).  The Contractor shall also serve as the Center representative in the development and implementation of the NASA Electronic Forms (NEF) Management Program. 
	
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.16
	NASA Electronic Forms (NEF) and SSC Forms services

	Design and maintain all “Intelligent” or “Smart” forms as requested.  Design forms in accordance with GSA Forms Management Handbook and NASA Graphic Standards Manual
	Historically 1 to 2 forms per month
	Maintain or update forms within three (3) working days 

	2.16
	Forms Maintenance
	Maintain the original forms in a NASA specified location
	Approximately 200 forms
	Maintain the location of forms 


2.17 IT Policies & Procedures Development

Develop policies, procedures, work instructions, and related documentation as required to support Center and IT requirements.  
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	2.17
	Documentation Preparation
	Documents are written in accordance with NASA Standards listed in section 2.15(a) and Appendix A

	Approximately one document per month
	Accurate and timely


3 TECHNOLOGY SUPPORT SERVICES
The Contractor shall provide support to the following functional areas: 
· Innovative Partnerships Program Support 
· Model and Simulation Development
· Systems Technical Support 

· Center Risk Management Support 
3.1 Innovative Partnerships Program Support
One of NASA’s goals is to develop new technologies to support Agency missions, while simultaneously transferring the results of its research and development efforts to the public and private sectors.  The NASA/SSC Innovative Partnerships Program (IPP) will develop technology with and transfer technology to business/industry, academia, and other groups across the country with some special emphasis on the regional geographic area.  The NASA IPP has three primary program elements: 1) Technology Infusion; 2) Innovation Incubator; and 3) Partnership Development for which SSC tasking involves the first and the last program elements.  The contractor shall provide support to the NASA/SSC Innovative Partnership Program (IPP) office in the implementation of Agency and Center IPP program element activities (refer to HQ IPP website, http://ipp.nasa.gov and the SSC IPP website, http://technology.ssc.nasa.gov).  Activities shall comply with NPD 7500.2 and NPR 7500.1 Technology Commercialization Process.  Tasks include, but are not limited to: 
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	3.1
	Support Technology Infusion.
	Gather and maintain information about SSC technology needs, possible partners, IPP project results, solutions to technology requirements, and new technology implementation plans.  This includes developing and maintaining technology solutions and implementation knowledge & databases.
	Approximately 20 projects each year 
	Databases are kept current and accurate

	3.1
	Support Partnership Development through intellectual property management (IPM) activities
	Gather and process New Technology Reports (NTRs), licenses, software usage agreements, non-disclosure agreements, NASA Tech Brief articles, NASA awards, etc. using NPR 7500.1 processes.
	About 20 NTRs, 2-5 licenses, 15 Tech brief articles and 5-10 other activities per year
	Maintain a 95% success rate in meeting assigned due dates for processing.

	3.1
	Maintain IPP NASA Technology Transfer System (NTTS) and other formal and informal IPP databases, and develop metrics and related reports for SSC and HQ 
	Keep current in the use of the required NASA IPP NTTS and other IT systems; ensure that required or appropriate relevant IPP data is input in a timely manner and maintained; process assorted reports on various metrics and related reporting needs using the databases
	 NTTS requires daily maintenance with approximately 25 reports per year.
	 Reports are accurate and maintain a 95% success rate in meeting assigned due dates.


3.2 Model and Simulation Optimization and Interface Development
The Contractor shall be proficient in the latest modeling interface and optimization tools and techniques.  This shall include: the capability to design and build unique interface and optimization systems in support of models and prototypes to customer requirements; integrate propulsion test analysis tools which may be in Microsoft Excel, Microsoft Access, Math Cad, Math Lab, Simulink, Visual Basic, and FORTRAN into a web portal environment such that a user can launch the analysis tool, use it, save and print the results all from a web portal.  This rocket propulsion test modeling and analysis environment stored on the SDC server would allow the user to access the server, via an approved authentication solution in compliance with NASA standards, from off-site locations.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	3.2
	Upgrade graphical user interfaces and optimize code
	Develop and improve graphical user interfaces to propulsion test models in support of various rocket propulsion testing projects.  Optimize propulsion test model codes.
	Average of 4-6 releases annually
	Zero defects per release.

Meet assigned due dates for deliverables


3.3 Systems Technical Support 
The Contractor shall provide technical services for SSC primarily to the Offices of Procurement, Chief Financial Officer, Safety and Mission Assurance, and Office of Human Capital to support their required functions.  These IT technical services include but are not limited to the items listed below:

· Troubleshoot, validate, test and enter data into associated electronic systems such as System Application Processes (SAP)
· Reports compilation 
· Routing invoices through the Invoice Concurrence System (ICS)
· Provide supporting data for various NASA/Headquarters reports and Center senior management reviews 
· Provide technical assistance to support the NASA Accounts Payable functions 
· Provide technical assistance for the monthly liquidations report and assist with transition of Grants to the NASA Shared Services Center (NSSC)
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	3.3
	Maintain Stennis Request System (SRS)


	Maintain and validate the SSC authorized requester information contained in SRS; provide technical support. 
	Approximately 2-3 new users added per month.
Validate 1 time annually.
	Accurate and timely

	3.3
	Invoice processing and tracking
	Retrieve invoices from the NSSC from SAP and route them within the ICS for concurrence and approval.  Upon completion of the concurrence process, submit to the NSSC Accounts Payable for prompt payment
	Approximately 110 invoices processed per month.
	Accurate and timely

	3.3
	Purchase Card (PC) support 
	Provide technical support to the Center PC Coordinator and card holders in the processing of transactions.  Maintain PC validation process and support purchase card audits
	Approximately 30 accounts.
Assistance provided for approximately 10-15 transactions per month.

Assist with quarterly audits.
	Accurately and timely

	3.3
	SAP support
	Provide technical support, develop end user procedures and provide assistance in the SAP verification and validation process.  Provide SAP training sessions and one-on-one instruction as requested
	Verification and validation support required on average 30 times per month.

Competency center interaction average 4 times per month.

Average of 10 one-on-one training sessions per month.
	Accurate and timely

	3.3
	PRISM support
	Provide verification and validation support, develop end user procedures and provide training assistance
	Verification and validation support required on average 12 times per month.

Competency center interaction average 4 times per month.

Average of 5 one-on-one training sessions per month.
	Accurate and timely

	3.3
	Business Warehouse (BW) Reports 
	Provide BW technical assistance and supporting data for the development of various NASA/HQ reports  
	As required
	Accurate and timely

	3.3
	Contract Deliverable System (CDS) Support
	Provide CDS technical support 
	As required

	Accurate and timely

	3.3
	Next Generation Federal Procurement Data (FPDS-NG) Support
	Provide technical support for the FPDS-NG to include conducting training sessions and one-on-one instruction
	12 times per month

	Accurate and timely

	3.3
	NASA Acquisition Internet Service (NAIS) testing
	Perform validation and end user testing for all new releases of the NAIS software
	12 releases per year
	Accurate and timely

	3.3
	Monitor and input Remedy Service Requests
	Provide input of and monitoring of Service Requests 
	As required

	Accurate and timely

	3.3
	Monitor and input Citrix Service Requests

	Provide Citrix technical support
	Average 8 SRs per month.

	Accurate and Timely

	3.3
	Enhanced Procurement Data Warehouse (EPDW) reports
	Provide EPDW reports
	Average 20 reports per month 

	Accurate and Timely

	3.3
	Validation of BW data 
	Provide data accuracy of BW data loaded into the Integrated Budget Office Toolbox (IBOT)
	Monthly 
	Complete by the 3rd Business Day

	3.3
	Financial Technical Support 
	Provide BW and IBOT data for the monthly financial status reports provided to Center senior management 
	Monthly 
	Complete by the 12th Business Day unless otherwise directed

	3.3
	SAP and Funds Distribution System (FDS) Support
	Provide FDS and SAP technical support 
	Daily / As Required
	Data is accurate and systems balance

	3.3
	IBOT Testing
	Perform validation and end user testing for all new releases of IBOT
	As Required
	Accurate and timely

	3.3
	BW Reports
	Provide supporting data for the required financial status reports 
	Monthly 
	Complete by the 10th Business Day unless otherwise directed


3.4 Center Risk Management Support  
Provide technical and risk management support which includes expert risk management knowledge and strong communication skills in support of the SSC Risk Management Program.  The support also includes technical support and expertise for the software and diagnostic assessment tools utilized for this program.  These applications enable the identification, analysis, tracking, mitigation, and communication of risks for SSC activities.  Currently SSC utilizes the Integrated Risk Management Application (IRMA) as the software assessment tool.  The following services are required to achieve the above objectives:
· Data analysis and integration with system engineering, configuration control and project control
· Risk analysis, tracking metrics and embedded IT risk management processing support activities
· Utilization of IT software risk evaluation to identify and categorize specific project risks emanating from processes, management, resources, and constraints.
· Technical support to SSC for independent and external assessments and reviews
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	3.4
	Center Risk Management Support

	Provide technical, management support and risk management knowledge for the Center’s Risk Management Program.  This includes providing Center IRMA technical support.
	Approximately 60-70 risks are captured and tracked annually
	Risks are accurate and kept up to date


4 SCIENCE AND TECHNOLOGY SERVICES
The Contractor shall provide science and technology services to the following functional areas:
· Applied Science and Technology

· Project Integration Support

· Science Education Support

4.1  Applied Science and Technology
The NASA Applied Sciences Program created the Gulf of Mexico Initiative (GOMI) in 2007 “to enhance the region’s ability to recover from the devastating hurricanes of 2005 and to address its coastal management issues going into the future.”  The Applied Science & Technology Project Office (ASTPO) is charged with the responsibility of managing this activity.  The Gulf of Mexico Initiative is focused on the regional priorities defined by the Gulf of Mexico Alliance (GOMA).  ASTPO works with regional stakeholders to identify application requirements and demonstrate the utility of NASA Earth science products for improved decision making and enhanced coastal resources management.    
The Gulf of Mexico Alliance was established in 2004 by the states of Alabama, Florida, Louisiana, Mississippi, and Texas with the purpose of increasing regional collaboration to enhance the ecological and economic health of the Gulf of Mexico.  There are currently 13 federal agencies participating in GOMA including NASA.  Several priority areas were identified with the intent of promoting partnerships at the local, state, and federal levels.  ASTPO’s involvement in addressing these areas includes projects relating to topics such as water clarity, regional sediment management, and coastal resiliency.

In leading the Gulf of Mexico Initiative, ASTPO will continue the development and demonstration of remote sensing applications that are incorporated by end-users into their decision making processes.  In addition, ASTPO will expand its efforts to address climate change issues related to the Gulf region.  The contractor shall provide support in the following areas:  remote sensing (especially in coastal environments), biological oceanography, marine science, coastal processes, image processing and analysis, visualization, modeling and data assimilation.  The contractor shall provide technical support in these key areas in order to assist NASA in the development of competitive proposals.
To meet these goals, ASTPO utilizes a multiphase development and evaluation process with the following stages: concept definition, feasibility study, pilot project, and funded research project.
Concept Papers

Ideas for potential projects are documented in a very brief concept paper that describes the problem, the current state-of-the-art being used to address the problem, the proposed application, the team required to generate and evaluate the application (including targeted end users), the anticipated improvements, and a ROM cost and schedule for the project.  Concept papers will be evaluated, and those with significant merit may proceed to the next phase.

Feasibility Studies

ASTPO will conduct feasibility studies designed to examine innovative, and high-risk, high-payoff ideas for applications.  In addition, applied research and assessments of potential applications that may not be ready for operational use will be supported.  The results of the feasibility study are used to determine if the project should continue, be modified, or be cancelled.  Feasibility studies typically take 3-6 months.

Pilot Projects

ASTPO will conduct pilot projects in conjunction with partners and end-users.  These are demonstrations of application capabilities; however, they are designed for sustained use by the partners.  The expertise gained by conducting a pilot project should significantly increase a team’s ability to compete for funding.  Pilot projects typically last 6-12 months.

Funded Research Projects

In instances where competitive funding is awarded, ASTPO will create and deploy a full-scale application consistent with the proposal content.  Research projects typically last 12-24 months.
The Contractor shall:

• Be cognizant of the priority issues affecting the Gulf of Mexico and its surrounding regions; identify opportunities to use NASA Earth science assets to address the issues.

• Support Gulf of Mexico Alliance (GOMA) technical working groups where appropriate.

• Assist ASTPO in the development of partnerships with state, local, and federal interests focused on the transition of NASA Earth science assets to meet end-user decision-making needs.

• Provide expertise in the areas of remote sensing as related to its application in the broad fields of oceanography and coastal science.

• Provide technical capabilities to support the use of NASA Earth science assets to investigate priority issues impacting the Gulf.  This includes but is not limited to personnel skilled in one or more the following fields:  coastal processes, marine science, biological oceanography, geomorphology, marine chemistry, image processing and analysis, visualization, modeling, and data assimilation.

• Where appropriate, work with end-users to facilitate transition of NASA Earth science assets to an operational setting. 

• Collaborate with ASTPO personnel in the development of scientific research proposals directed at securing competitive funding for support of technical projects. 

• Work with ASTPO personnel in the generation of research publications for submission to peer-reviewed technical publications. 

• Collaborate with ASTPO in the development of concept papers, feasibility studies, and pilot projects directed at establishing funded research projects through selection of competitive proposals.

• Use Earned Value Management (EVM) and other best practices to monitor technical, schedule, and budget elements of all technical tasking.

• Provide technical and financial reports, presentations, and documentation as requested by ASTPO.

• Provide visualization capabilities for data analysis; maintain and enhance COAST (Coastal Online Assessment and Synthesis Tool)

• Attend workshops, technical meetings, and conferences associated with execution of the Gulf of Mexico Initiative. 

• Support activities associated with predictive modeling and analysis of the physical impacts of sea level and barrier islands.

• Expand core technical capabilities to include proficiency in modeling and data assimilation as related to application in the coastal environment.

• Support ASTPO in activities associated with requirements definition and mission planning for satellite and airborne systems. 

	ITEM
	PERFORMANCE

REQUIREMENT
	RELATED REQUIREMENTS OR

INFORMATION
	WORKLOAD

DATA
	MINIMUM

STANDARD

	4.1
	Assist NASA in the development of scientific research proposals.  
	Collaborate with ASTPO personnel in the development of scientific research proposals directed at securing competitive funding for support of technical projects.
	4 proposals to be submitted in year 1.  Increase 1 per year to a maximum requirement of 6 per year.
	Technically accurate, well written.

	4.1
	Assist in publication of peer reviewed journal articles
	Assist ASTPO in generating peer-reviewed journal articles for submission to technical publications.
	Minimum of 2 to be submitted per year.
	Technically accurate, well written.

	4.1
	Collaborate with ASTPO in the development of concept papers, feasibility studies, and pilot projects
	Papers, studies, and projects should address GOM alliance issues.
	Per Year:

6 Concept Papers

4 Feasibility Studies

2 Pilot Projects
	Technically accurate, well written, and address identified GOM issues.  

	4.1
	Collaborate with ASTPO to conduct funded research projects
	Create and deploy a full-scale application consistent with the funded research project.  Projects typically last 12-24 months.
	Conduct up to 4 concurrent coastal science research projects 
	Meet the technical objectives specified in the project within schedule and budget constraints.

	4.1
	Provide and maintain visualization capabilities for remote sensing and coastal science applications
	Maintenance and development of COAST applications (www.coastal.ssc.nasa.gov).
	Applications developed and/or updated as required.  
	Tasks completed within target budget and schedule.

	4.1
	Provide technical and financial reports, presentations, and documentation.
	Generate and provide reports, presentations, and documentation of the programmatic and technical activities.
	1 Financial Report per week.  1 Technical Status Briefing per month.  
	Documents completed and delivered by the deadline.


4.1 Project Integration Support
The Contractor shall provide support in developing opportunities in scientific research, remote sensing and product characterization, resource management, standardized vector and raster data records management and public outreach.  Opportunities developed may also include other federal Agency solicitations.  Approximately 2 research projects are conducted each year that directly support evolving end user requirements. 
4.2 Science Education Support
The Contractor shall support NASA formal and informal educational programs and initiatives at NASA/SSC with IT, science, engineering and computational resources and technology.  Most of the effort shall be on formal education programs involving kindergarten through postdoctoral educational institutions and participants, with a larger focus on Higher Education level programs.  Some of the effort shall be on informal education programs involving the NASA/SSC Science Education Center and other informal educational institutions with which NASA/SSC collaborates (e.g., planetariums, other science centers, museums).  Some of the tasks shall be carried out as part of the normal duties of the Contractor staff; other tasks shall be on an “as required” basis and described in Stennis Work Requests (SWRs) accordingly.  The Contractor shall support the following types of requirements: 

· Review of applications and reports by individuals from educational institutions for various educational programs using IT, science, engineering and technical computation content expertise resident in the Contractor
· Mentoring of visiting students and faculty/teachers to various degrees during their residence at NASA/SSC in educational programs that may last from a few hours (e.g., high school shadowing programs) to summer periods (e.g., 10-week summer college-level interns) through to multi-year time frames (e.g., postdoctoral researchers)

· Support access to and content area advice about various IT resources associated with our scientific, engineering and technical mission areas (e.g., earth science image processing and geographic information system software, mathematical modeling software and associated hardware infrastructure)
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	4.3
	Provide guidance and information on research projects performed, three (3) semesters out of the year.  (Semesters are 8-10 weeks in length.)
	Mentor/Interface with Students on a weekly basis.

	Historically, ten (10) students, Two (2) projects


	Within budget with zero cost overruns



5.   FUTURE REQUIREMENTS ADDITIONS  
The Contractor shall provide the following future requirements: 
· Cable Plant Services
· Analog Cable Television
· Radio Services
· Telephone Services
· Custom Data Services
These additions will be incorporated into this PWS as the I3P contracts are awarded.  NASA/SSC anticipates requiring the additional scope listed in this section to begin phasing in on November 1, 2011 with full operational responsibility by January 1, 2012.  In the event the future requirements additions do not materialize, contract value will be adjusted accordingly.
5.1
Cable Plant Services

The Contractor is responsible for providing cable plant services which include operations, maintenance, and sustaining engineering of the copper and fiber optic cables, including cable management and support for end-to-end configuration/validation tests to meet operational and institutional requirements.  The cable plant services supports all outside cable plant and fiber optic media that connect 300 plus structures.  This includes all installation and maintenance support, as well as field location support.  An extensive copper and fiber cable plant, with 29,500 copper cable pair miles and 2,600 fiber optic pair miles, is supported via an underground distribution system or duct bank.  Most cable assets are distributed in a star configuration back to the main communications building.  Asbestos trained and certified personnel shall provide cable plant support inside buildings with above-ceiling locations that contain asbestos fibers.
In performance of these services, the Contractor shall: 
a. Perform design and installation of new cabling, equipment, and associated hardware and software to extend and/or enhance existing services.  
b. Provide trenching and digging capabilities.  Obtain necessary permits for trenching, boring, and digging activities.

c. Monitor cable plant activities and excavations.  
d. Coordinate and monitor fieldwork for the placement of new underground communications utilities.

e. Maintain specialized GFE cable support equipment.
f. Maintain manholes (exclusive of structural maintenance), ducts, handholds, and cable pathways.
g. Provide technical support during design and installation phases of new communication infrastructure. 
h. Monitor activities performed by other service providers that may impact communications infrastructure.

i. Provide technical and management expertise for facility premise wiring from the frame to the face plate, frame cross connects, telephone cross connects, circuit protectors, circuit design, and installation.

j. Maintain and update a cable records database for all circuit changes.

k. Maintain and update fiber plant records to reflect all installed fiber cables.

l. Ensure that copper cable, single-mode and multi-mode fiber plant adheres to NASA standards and EIA/TIA industry standards.  
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	5.1
	Cable plant services
	Cable plant services operations, maintenance, and sustaining engineering.  
	Approximately 580 projects per year.
Approximately 4000 network endpoints.
	100% of work performed meets NASA/industry standards.

Project estimates are to be provided to customer within 5 business days.
95% of projects are completed on time.


5.2    Analog Cable Television
The Contractor is responsible for providing cable television services which include operations, maintenance, and sustaining engineering of the analog cable television distribution system.  Video Distribution is provided via the Stennis Video Network (SVN) which is an aging analog cable TV system planned to be replaced with a digital solution in approximately one to two years.  The new digital solution will incorporate the development digital system referenced in Section 2.9(j) of this PWS.  Programming consists of approximately 40 analog channels which include NASA channels, local over-the-air channels, weather information, and some of the major news networks.  The cable lines are currently operating in a hybrid mode which allows outlets with a digital receiver to receive both analog and digital channels.  
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	5.2
	Cable Television Services
	Distribution of cable television channels throughout the site 
	Approximately 60 cable television  installation/ move/add/change requests per year
	100% of moves/adds/ changes are completed within 5 working days of request.

	5.2
	Cable Television Support
	Cable television operations, maintenance, and sustaining engineering
	Approximately two trouble tickets per month; approximately 200 video connections
	99% cable television channel uptime during core business hours (8:00 am – 4:30 pm).


5.3    Radio Services
The Contractor is responsible for providing radio services which include operations, maintenance, and sustaining engineering of the radio infrastructure not including towers.  This includes validation tests to meet operational and institutional requirements.  These services include maintenance of existing capabilities, development, and implementation of enhancements.  The Government shall retain title to the Government frequencies in all radios.  The frequencies are considered part of the Center’s infrastructure with the Contractor responsible for operation and maintenance of radio services. 
Fixed, portable, and mobile radio service is provided to approximately 775 users.  The Government provides engineering, procurement, installation, and operation of transmitters and base stations for trunk radio systems.  These systems provide reliable, two-way, person-to-person or dispatch voice communications and also supports Emergency 911 interface with telephone interconnect.  
Radio devices are purchased and owned by the requiring organization (i.e. NASA or resident agency).  Purchased radios will comply with Contractor supplied specifications to ensure they will be operable at SSC.  Requiring organizations may purchase maintenance agreement from the supplying vendor and the Contractor will be responsible for the coordination of repairs.
The Contractor shall:
a. Provide for physical moves and maintaining the property accountability and tracking including antenna mounts on cars and buildings per SSC policies and guidelines.  
b. Provide a property accountability system which shall include tracking of ownership and assigned users.  This includes arranging for radio maintenance as required.    
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	5.3
	Radio Services and Support
	Radio services operations and sustaining engineering.  
	Approximately 775 radios; 

	Ensure operable radios are available 100% of the time; 

	5.3
	Radio Support
	Radio maintenance and support
	Approximately 6 move/add/change requests per month; 

Approximately 7 support/trouble tickets per month.
	Moves/adds/ changes are completed within 2 business days of requests.  

Group moves/adds/ changes of 6 – 24 completed within 5 business days of requests


5.4    Telephone Services
The Contractor is responsible for providing telephone services which includes the design, installation, operation, maintenance, and sustaining engineering support.  SSC uses the Pointspan Private Branch Exchange (PBX) manufactured by Aastra Intecom Inc.

In performance of these services, the Contractor shall:

a. Operate, configure, maintain, and perform sustaining engineering for the telephone system firewall.
b. Provide operator services including international calls, collect calls, conference calls, other operator-assisted calls, and directory assistance.  Operator services are required Monday-Friday from 6 a.m. to 6 p.m. Central Time Zone.

c. Develop and update employee directory.  The directory shall be published electronically with limited distributed hard copies (which will be specified).
d. Provide logging and blocking security services.  The Contractor shall review the logs and make recommendations to identified NASA telecommunications personnel and implement changes and rule-based policies.  
e. Provide current telephone data for the emergency operations center ANI/ALI database on a weekly basis.  The data shall include the building, room, occupant/assignee, organization and mail code, and directory number(s) for all active ports.  This data, sorted by directory number, shall also be made available electronically to the Government.  
f. Protect the privacy rights of users of the telephone systems by protecting Privacy Act Information (PAI).

g. Provide call detail information in accordance with SSC-Form 770 per request.  
h. Ensure core functions are available to users and activated upon request.  The functions are to be kept at current supportable revision levels including its underlying release software.  The core functions include:  call forwarding, call transfer, three- way conferencing, camp on, redial, hold, call park, incoming caller identification (ID), call waiting, message waiting, call pickup, hunt group, speed call, auto dial, outgoing calling ID and Center-wide calling name delivery.
i. Monitor usage on telephone trunk lines and notify the Government when usage levels approach levels of service degradation.
j. Collect and store relevant call detail information which will be provided to the Government upon request.  Data shall include call durations and outbound dialed number.  This information will be used to allocate charges to the appropriate telephone customers.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	5.4
	Telephone services
	Operate, maintain and sustain the telephone system infrastructure
	All buildings ~ 300+,  provide up to 10,000 numbers on two exchanges approximately 5545 phones and approximately 6200 phone lines
	Infrastructure shall have an uptime of 99.999%

	
	Telephone system firewall
	Operate, maintain and sustain the telephone  firewall system infrastructure
	~6 trunk lines and 48 analog lines from 3rd party telecommunica-tion vendor
	Infrastructure shall have an uptime of 99.99%

	
	Telephone move support

	Provide end-to-end support equipment and services for moves, adds and changes
	Approximately 4000 moves per year
	Moves of 5 phones or less completed within 2 business days of requests.  

Grouped moves of 6 – 24 phones completed within 5 business days of requests

	
	Operator services
	Provide operator services including international calls, collect calls, conference calls, other operator-assisted calls, and directory assistance
	1 call/hr
	Available 6:00 AM to 6:00 PM Monday - Friday

	
	Telephone Call Detail Report 
	Provide report in accordance with Form SSC-770.
	Approximately 1 request per quarter
	Response due within 24 hours of request unless otherwise specified 

	
	Supply operating guides
	Guides will walk users through routine operations for their instrument, including frequently asked questions
	Include in hard copy and electronic phone books
	Accurate data


5.5    Custom Data Services

Custom data services address the “last mile” connectivity from demark to designated end location.  This service is performed as requested. 
The Contractor shall perform custom data services including point-to-point circuits.

a. The Contractor shall provide point-to-point copper and fiber optic circuits on the center to allow for data connections that are not part of the center private network.  
b. The Contractor shall design, install, operate, maintain, and perform sustaining engineering for point-to-point equipment which provides point-to-point copper and fiber optic circuits on the center.
	ITEM 
	PERFORMANCE REQUIREMENT
	RELATED REQUIREMENTS OR INFORMATION
	WORKLOAD DATA
	MINIMUM STANDARD

	5.5
	Custom Data Services
	Provide custom data services for point-to-point circuits 
	Historically this has averaged 4 per month.
	Circuits completed within end dates


	PERFORMANCE REQUIREMENTS SUMMARY

	PWS SECTION 1 – PROJECT MANAGEMENT

	(1)

ITEM

NO.
	(2)

WORK

REQUIREMENT
	(3)

SURVEILLANCE

METHOD
	(4)

STANDARD OF PERFORMANCE

	1
	Ensure contract compliance with Public Laws, Executive Orders, FAR, and NFS contract clauses.  Ensure that all work is conducted within cost and schedule.  Compliance with regulatory requirements as outlined in the SSC Safety Program.  Quality Management System and Environmental Management Systems.  Establish and implement an effective Emergency Management Program.
	Reports received from other sources, such as DOL, OSHA, etc.  Review of Contractor’s monthly metrics; inspection of Contractor’s records, and validated customer complaints.
	No violations of non-compliance of Public Laws, Executive Orders, FAR/NFS contract clauses promulgated by public laws and Executive Orders.

	
	Responsiveness to multiple customers; maintain flexibility in management systems and controls for changing service requirements, and prioritizing tasks to accommodate competing demands.
	Review of Contractor’s monthly metrics; inspection of Contractor’s records, and validated customer complaints.
	No more than 3 customer disruptions/complaints per quarter.  No instances of costs exceeding Stennis Work Request (SWR) without customer approval.

	
	Timely submittal of all documentation ensuring compliance with all federal, state, local and Agency requirements including DRs.
	Review of Contractor’s monthly metrics; inspection of Contractor’s records, and validated customer complaints.
	Documentation shall be accurate and meet due dates 90% of the time.

	
	Satisfy SSC reporting requirements to allow reporting to NASA Headquarters by all of which is associated with the implementation of effective programs:  (1) maintaining documentation with respect to all financial operations and (2) developing and maintaining a comprehensive record and file management program.
	Review of Contractor’s monthly metrics; inspection of Contractor’s records, and validated customer complaints.
	Comply with SSC Other Accumulated Cost (OAC) with no instance of late or inaccurate reports; comply with all established regulations and guidelines.

	2
	Maintain effective safety program designed to identify and correct any non-compliance or work environment prior to personnel injury or equipment damage.  Maintain VPP certification or equivalent.
	Government inspection of Contractor operations and facilities.  Review of Contractor’s monthly metrics; inspection of Contractor’s records, and validated customer complaints.  Occurrences of violations or non-compliances will be an event that is reported from an external source.
	No OSHA violations.  No safety violations.  Maintain certification.

	PWS SECTION 2 – INFORMATION AND TECHNICAL SUPPORT SERVICES

	(1)

ITEM

NO.
	(2)

WORK

REQUIREMENT
	(3)

SURVEILLANCE

METHOD
	(4)

STANDARD OF PERFORMANCE

	1
	Daily incremental and weekly full backup of all applications and data.  The contractor shall provide periodic testing of backup data.
	Contractor supplied metrics.
	Two randomly selected systems/data sets shall be tested quarterly.  Minimum acceptable quality level is 100% reconstitution of systems.

	
	Provide annual testing of failover capability for systems with moderate and high availability ratings.
	Government surveillance.
	100% successful failover to replicated or passive (secondary) system.

	2
	Maintain accurate information in an automated system.  Establish and maintain baseline configurations and inventories of information systems including hardware, peripherals, applications, file shares, facilities, server software and server instances.
	Government shall audit the SDC configuration control system quarterly.
	No more than four erroneous entries per quarter.  

	
	100% of moderate and low systems end user availability resulting in 99.93% of the time.
	Customer feedback received and Contractor supplied metrics.
	100% of system users will have access to all moderate and low systems 99.93% of the time.

	
	100% of critical infrastructure and mission support systems end user availability resulting in 99.99% of the time.  
	Customer feedback received and Contractor supplied metrics.
	100% of system users will have access to all critical infrastructure and mission support systems 99.99% of the time.

	
	Critical system, application and database patches shall be deployed and tracked by the Contractor and reported monthly.  All patches must be tested by developers or administrators prior to production release.
	Customer feedback received and Contractor supplied metrics.
	At least 100% of critical patches successfully deployed within 48 hours of identification/release.

	
	Help Desk Services; Resolve Tier I and II calls.
	Customer feedback received and Contractor supplied metrics.
	Resolve 95% of help desk calls in less than one (1) hour

	
	Sustainment of client server/web applications and provide application development for each of the categories of software listed in this section.
	Customer feedback received and Contractor supplied metrics.
	Zero major defects and compliant with all Agency requirements per release as defined by project or system owner.

	
	Integrate and align SSC applications with the Agency account management and authentication infrastructure.
	Customer feedback received and Contractor supplied metrics.
	Zero major defects and compliant with all Agency requirements per release as defined by project or system owner.

	
	Develop new web sites or complete redesign of existing sites.  Sustain web sites per customer requirements.
	Customer feedback received and Contractor supplied metrics.
	Respond to requests within appropriate time to each.

	
	Maintain conference facility readiness, respond to requests for AV support, and diagnose/resolve AV equipment malfunctions.
	Customer feedback received and Contractor supplied metrics.
	Respond within 20 minutes of receiving a trouble call for an event in progress.

	
	Support scheduled video events.  Productions are fully edited and ready for public viewing or broadcast.
	Customer feedback received and Contractor supplied metrics.
	Video productions delivered to customers on time.

	
	Complete requested ad hoc system security scans.
	Customer feedback received and Contractor supplied metrics.
	Complete 100% of requested ad hoc security scans within 48 continuous hours of notification.

	
	Respond to 100% of IT security incidents and contain or mitigate.
	Customer feedback received and Contractor supplied metrics.
	Respond within 30-60 minutes of notification.  Mitigate or contain within 12-24 hours.

	
	Support surveillance cameras, physical security access controls and biometric equipment.
	Customer feedback received and Contractor supplied metrics.
	Ensure cameras and readers are operational.  Update biometric equipment as required by the Agency.

	PWS SECTION 3 – TECHNOLOGY SUPPORT SERVICES 

	(1)

ITEM

NO.
	(2)

WORK

REQUIREMENT
	(3)

SURVEILLANCE

METHOD
	(4)

STANDARD OF PERFORMANCE

	1
	Process and track new technology reports.
	Monthly reviews with Contractor.
	Process new technology reports within 2 business days after receipt of required information.  NTRs are processed on time.

	
	Upgrade graphical user interfaces and optimize code.
	Government review of each release.
	Zero defects per release.

	
	Systems Technical Support which includes development and distribution of Procurement Reports and Financial Reports.
	Monthly reviews with Contractor.
	Timely and accurate as required by each report.

	
	Center Risk Management Support
	Monthly review of risk database and records.
	Risks are accurate and current.

	PWS SECTION 4 – APPLIED SCIENCE AND TECHNOLOGY SERVICES 

	(1)

ITEM

NO.
	(2)

WORK

REQUIREMENT
	(3)

SURVEILLANCE

METHOD
	(4)

STANDARD OF PERFORMANCE

	1
	Assist NASA in the development of Scientific research proposals, peer-reviewed journal articles, papers, studies, and pilot projects.

Collaborate with ASTPO to conduct funded research projects.

Provide and maintain visualization capabilities for remote sensing and coastal science applications.

Provide technical and financial reports, presentations, and documentation as requested by ASTPO.
	Monthly reviews of Contractor performance.
	Products developed meet established schedules.  Content is technically accurate and require limited modification.


APPENDIX A

The following is a list of applicable documents: 
	Document Number
	Title

	FIPS PUB 199
	Standards for Security Categorization of Federal Information and Information Systems

	HSPD-12
	Homeland Security Presidential Directive

	ITOP-1701
	SSC Information Technology Operations Policy

	NIST SP 800-53
	Information Security

	NPD 1200.1 
	NASA Internal Control and Accountability 

	NPD 1280.1 
	NASA Management System Policy 

	NPR 1371.1 
	Requests For Waivers Of The Residence Abroad Requirements For Exchange Visitors Sponsored By NASA Contractors And Grantees w/Change 1 (Revalidated February 24, 2003) 

	NPR 1371.2 
	Procedural Requirements for Processing Requests for Access to NASA Installations or Facilities by Foreign Nationals or U.S. Citizens Who are Reps of Foreign Entities w/Change 1 (3/29/04) 

	NPD 1371.5 
	Coordination and Authorization of Access by Foreign Nationals and Foreign Representatives to NASA (Revalidated 3/29/04) 

	NPR 1382.1 
	NASA Privacy Procedural Requirements 

	NPD 1382.17 
	NASA Privacy Policy 

	NPD 1383.1 
	Release and Management of Audiovisual Products and Services 

	NPD 1383.2 
	NASA Assistance to Non-Government, Entertainment-Oriented Motion Picture, Television, Video and Multimedia Productions/Enterprises and Advertising (Revalidated 10/4/04) 

	NPD 1420.1 
	NASA Forms Management 

	NPD 1440.6 
	NASA Records Management 

	NPR 1441.1 
	NASA Records Retention Schedules (w/Change 3, 1/31/06) 

	NPR 1450.10 
	NASA Correspondence Management and Communications Standards and Style 

	NPD 1490.1 
	NASA Printing, Duplicating and Copy Management 

	NPR 1600.1 
	NASA Security Program Procedural Requirements w/Change 1 (11/08/2005) 

	NPD 1600.2 
	NASA Security Policy (Revalidated 2/1/2006) 

	NPD 1600.3 
	Policy on Prevention of and Response to Workplace Violence 

	NPR 1620.3 
	Physical Security Requirements for NASA Facilities and Property 

	NPD 1660.1 
	NASA Counterintelligence (CI) Policy (Extended for 1 Year w/admin changes) 

	NPR 1800.1 
	NASA Occupational Health Program Procedures 

	NPD 1800.2 
	NASA Occupational Health Program (Revalidated 3/29/04) 

	NPD 1810.2 
	NASA Occupational Medicine Program (Revalidated 3/29/04) 

	NPD 1820.1 
	NASA Environmental Health Program (Revalidated 3/29/04) 

	NPD 1830.1 
	NASA Employee Assistance Program (Revalidated 3/29/04) 

	NPD 2025.1
	NASA Ombuds Program

	NPD 2092.1
	Royalties and Other Payments Received by NASA from the Licensing or Assignment of Inventions

	NPR 2092.1
	Distribution of Royalties Received by NASA from the Licensing or Assignment of Inventions

	NPD 2110.1
	Distribution of Royalties Received by NASA from the Licensing or Assignment of Inventions

	NPD 2190.1
	NASA Export Control Program

	NPR 2190.1
	NASA Export Control Program

	NPD 2200.1
	Management of NASA Scientific and Technical Information (STI)

	NPR 2200.2
	Requirements for Documentation, Approval and Dissemination of NASA Scientific and Technical Information

	NPD 2210.1
	External Release of NASA Software

	NPR 2210.1
	External Release of NASA Software

	NPD 2521.1
	Communications Material Review

	NPD 2530.1
	Monitoring or Recording of Telephone or Other Conversations

	NPD 2540.1
	Personal Use of Government Office Equipment Including Information Technology

	NPR 2570.1
	NASA Radio Frequency (RF) Spectrum Management 

	NPD 2570.5
	NASA Electromagnetic (EM) Spectrum Management

	NPD 2800.1
	Managing Information Technology

	NPR 2800.1
	Managing Information Technology

	NPD 2810.1
	NASA Information Security Policy

	NPR 2810.1
	Security of Information Technology

	NPD 2820.1
	NASA Software Policy

	NPD 2830.1
	NASA Enterprise Architecture

	NPR 2830.1
	NASA Enterprise Architecture Procedures

	NPD 4100.1
	Supply Support and Material Management Policy

	NPR 4100.1
	NASA Materials Inventory Management Manual

	NPD 4200.1
	Equipment Management

	NPR 4200.1
	NASA Equipment Management Procedural Requirements

	NPR 4200.2
	Equipment Management Manual for Property Custodians

	NPD 4300.1
	NASA Personal Property Disposal Policy

	NPR 4300.1
	NASA Personal Property Disposal Procedural Requirements

	NPD 4300.4
	Use of Space Shuttle and Aerospace Vehicle Materials as Mementos

	NPR 5100.4
	Federal Acquisition Regulation Supplement (NASA/FAR Supplement) [48 CFR 1800-1899]

	NPR 5900.1
	NASA Spare Parts Acquisition

	NPR 6000.1
	Requirements for Packaging, Handling and Transportation for Aeronautical and Space Systems, Equipment and Associated Components

	NPR 6200.1
	NASA Transportation and General Traffic Management

	NPR 7100.1
	Protection of Human Research Subjects

	NPD 7100.8
	Protection of Human Research Subjects

	NPR 7120.6
	Lessons Learned Process

	NPR 7120.7
	NASA Information Technology and Institutional Infrastructure Program and Project Management Requirements

	NPR 7123.1
	NASA Systems Engineering Processes and Requirements

	NPR 7150.2A
	NASA Software Engineering Requirements

	NPD 7500.2
	Technology Commercialization Process

	NPR 7500.1
	NASA Technology Commercialization Process

	NPR 7900.3
	Aircraft Operations Management

	NPD 7900.4
	NASA Aircraft Operations Management

	NPR 8000.4
	Risk Management Procedural Requirements

	NPD 8010.2
	Use of the SI (Metric) System of Measurement in NASA Programs

	NPD 8020.7
	Biological Contamination Control for Outbound and Inbound Planetary Spacecraft

	NPR 8020.12
	Planetary Protection Provisions for Robotic Extraterrestrial Mission

	NPD 8070.6
	Technical Standards

	NPD 8500.1
	NASA Environmental Management

	NPR 8530.1
	Affirmative Procurement Program and Plan for Environmentally Preferable Products

	NPR 8553.1
	NASA Environmental Management System (EMS)

	NPR 8570.1
	Energy Efficiency and Water Conservation

	NPR 8580.1
	Implementing The National Environmental Policy Act And Executive Order 12114

	NPR 8621.1
	NASA Procedural Requirements for Mishap and Close Call Reporting, Investigating and Recordkeeping

	NPD 8700.1
	NASA Policy for Safety and Mission Success

	NPD 8700.3
	Safety and Mission Assurance (SMA) Policy for NASA Spacecraft, Instruments and Launch Services

	NPR 8705.2
	Human-Rating Requirements for Space Systems

	NPR 8705.4
	Risk Classification for NASA Payloads

	NPR 8705.5
	Probabilistic Risk Assessment (PRA) Procedures for NASA Programs and Projects

	NPR 8705.6
	Safety and Mission Assurance Audits, Reviews and Assessments

	NPD 8710.1
	Emergency Preparedness Program

	NPD 8710.5
	NASA Safety Policy for Pressure Vessels and Pressurized Systems

	NPR 8715.2
	NASA Emergency Preparedness Plan Procedural Requirements

	NPR 8715.3
	NASA General Safety Program Requirements

	NPR 8715.5
	Range Safety Program

	NPR 8715.6
	NASA Procedural Requirements for Limiting Orbital Debris

	NPD 8730.1
	Metrology and Calibration

	NPD 8730.2
	NASA Parts Policy

	NPD 8730.5
	NASA Quality Assurance Program Policy

	NPR 8735.1
	Procedures For Exchanging Parts, Materials and Safety Problem Data Utilizing the Government-Industry Data Exchange Program and NASA Advisories

	NPR 8810.1
	Master Planning Procedural Requirements

	NPD 8820.2
	Design and Construction of Facilities

	NPR 8820.2
	Facility Project Implementation Guide

	NPD 8831.1
	Maintenance of Institutional and Program Facilities and Related Equipment

	NPR 8831.2
	Facilities Maintenance Management

	NPD 8910.1
	Care and Use of Animals

	NPR 9501.2
	NASA Contractor Financial Management Reporting

	NPD 9800.1
	NASA Office of Inspector General Programs

	NPD 9910.1
	Government Accountability Office/NASA Office of Inspector General Audit Liaison, Resolution and Follow-up

	SOI_8080-0008
	Documentation and Configuration Control of Test Critical Software

	SOI_8080-0052
	Center Software Life Cycle and Development Process

	SPD_1280.1
	Management System Policy

	SPD_1550.1
	Use of SSC Government Buildings and other property for meetings and non-Government activities

	SPD_2800.1
	Provision of Institutionally funded IT resources and services

	SPD_2810.1
	Information Technology (IT) Network Security

	SPD_5100.1
	Policy for Ordering of Materials and Support Services at Stennis Space Center

	SPD_5150.5
	Industry presentations and related non-disclosure agreements

	SPD_7120.1
	Program/Project Risk Management

	SPD_8715.1
	SSC Operational Readiness program

	SPLN-1040-0006
	NASA/SSC Emergency Management Plan

	SPR_1280.1
	SSC Management System Requirements

	SPR_1400.1
	Document Preparation, Numbering and Management

	SPR_1420.1
	John C. Stennis SSC Forms Management

	SPR_1440.1
	Records Management Program Requirements

	SPR_1600.1
	John C. Stennis Space Center Security Requirements Handbook

	SPR_2810.1
	John C. Stennis Space Center Public Key Infrastructure (PKI) Procedural Requirements

	SPR_5200.1
	Reserve/Neutral Gate Procedures

	
	NASA/SSC Security Manual and DoD 5220.22M

	SPR_7120.1
	SSC Risk Management

	SPR_8500.1
	John C. Stennis Space Center Environmental Management System Procedural Requirements

	SPR_8500.2
	John C. Stennis Space Center Environmental Operations and Implementation Program Procedural Requirements

	SPR_8715.1
	Safety and Health Procedural Requirements

	SPR_8715.2
	John C. Stennis Space Center Operational Readiness Program Procedural Requirements

	SPR_8715.3
	John C. Stennis Space Center Hot Work Permit Program

	SPR_8739.1
	Software Assurance Procedural Requirements

	STD_8719.13B
	Software Safety Standard

	STD_8739.8
	Software Assurance Standard


Appendix  B
Acronym List

	ACES
	Agency Consolidated End User Services

	AIM
	Automated Information Management

	AQL
	Acceptable Quality Level

	ARRA
	American Recovery and Reinvestment Act of 2009

	ASTPO
	Applied Science and Technology Program Office

	ATM
	Asynchronous Transfer Mode

	AV
	Audio Visual

	AWRS
	Agency Website Registration System

	BW
	Business Warehouse

	CATV
	Cable TV

	CCB
	Configuration Control Board

	CCTV
	Closed Circuit TV

	CDS
	Contract Deliverable System

	CGI
	Common Gateway Interface

	CI
	Counterintelligence

	CIO
	Chief Information Officer

	CITSM
	Center IT Security Manager

	COAST
	Coastal Online Analysis and Synthesis Tool

	COMSEC
	Classified Communications Security

	COR
	Central Office of Record

	COTR
	Contracting Officer Technical Representative

	COTS
	Commercial off the shelf

	DBMS
	Data Base Management System

	DDMS
	Design and Data Management System

	DoD
	Department of Defense                                                                                       

	DR
	Data Requirement

	DTV
	Digital Television

	EAST
	Enterprise Applications Service Technologies

	EC
	Equipment Custodian

	EGIS
	Environmental GIS

	EMS
	Environmental Management System

	EPDW
	Enhanced Procurement Data Warehouse

	EVM
	Earn Value Management

	FAR
	Federal Acquisition Regulation

	FDS
	Funds Distribution System

	FOIA
	Freedom of Information Act

	FOS
	Facility and Operations Support

	FIPS PUB
	Federal Information Processing Standards Publication

	FPDS-NG
	Federal Procurement Data System – Next Generation

	FRC
	Federal Records Center

	GFE
	Government Furnished Equipment

	GIS
	Geographic Information System

	GOM
	Gulf of Mexico

	GOMA
	Gulf of Mexico Alliance

	GOTS
	Government off the shelf

	GOV
	Government Owned Vehicle

	GSA
	General Services Administration

	HQ
	Headquarters

	HSPD
	Homeland Security Presidential Directive

	HTML
	Hypertext Markup Language

	I3P
	IT Infrastructure Integration Program

	IBOT
	Integrated Budget Office Toolbox

	ICS
	Invoice Concurrence System

	IDA
	Interface Definition Agreement

	IDS
	Intrusion Detection Systems

	IMC
	IT Monitoring Center

	IP
	Internet Protocol

	IP
	Intellectual Property

	IPAM
	Internet Protocol Address Management

	IPP
	Innovative Partnership Program

	IRIS
	Incident Reporting Information System

	IRMA
	ISS Risk Management Application

	ISO
	International Organization for Standardization

	IT
	Information Technology

	ITS
	Information and  Technical Services

	ITU
	International Telecommunication Union

	ITSM
	IT Security Manager

	LAN
	Local Area Network

	NAIS
	NASA Acquisition Internet Service

	NAMS
	NASA Account Management System

	NASA
	National Aeronautics and Space Administration`

	NATT
	NASA Application Tracking

	NCAD
	NASA Consolidated Active Directory

	NCI
	NASA Communications Initiative

	NDC
	NASA Data Center

	NEDC
	NASA Enterprise Data Center

	NEF
	NASA Electronic Form

	NFS
	Network File System or NASA FAR Supplement

	NISC
	NASA Integrated Communications Services

	NISN
	NASA Integrated Services Network

	NIST
	National Institute of Standards and Technology

	NNM
	Network Manager

	NODIS
	NASA Online Directive information System

	NPD
	NASA Procedural Directive

	NPR
	NASA Procedural Requirement

	NSA
	National Security Agency

	NSSC
	NASA Shared Services Center

	NTIA
	National Telecommunications and Information Administration

	NTR
	NASA Technology Report

	OAC
	Other Accumulated Cost

	OCIO
	Office of the Chief Information Officer

	ODIN
	Outsource Desktop Initiative

	OIG
	Office of Inspector General

	OMB
	Office of Management and Budget

	OSHA
	Occupational Safety and Health Administration

	OWEB
	Online WEB ordering

	PAI
	Privacy Act Information

	PC
	Purchase Card

	PIO
	Project Integration Office

	PKI
	Public Key Infrastructure

	PR
	Purchase Request

	PRA
	Probabilistic Risk Assessment

	PWS
	Performance Work Statement

	RA
	Registration Authority

	RF
	Radio Frequency

	ROM
	Rough Order of Magnitude

	ROSES
	Research Opportunities in Space and Earth Sciences

	SAAM
	Space Act Agreement Maker

	SAP
	System Application Processes

	SBIR
	Small Business Innovation Research

	SBU
	Sensitive but unclassified

	SDNS
	Stennis Documentation Numbering System

	SDC
	Stennis Data Center

	SFCG
	Space Frequency Coordination  Group

	SGIS
	Stennis GIS

	SMA
	Safety and Mission Assurance

	SOC
	Security Operations Center

	SOI
	Stennis Organization Instruction

	SPN
	Stennis Procedural 

	SPR
	Stennis Procedural Requirement

	SRS
	Stennis Request System

	SSC
	Stennis Space Center

	STD
	Standard

	STI
	Scientific and Technical Information

	STTR
	Small Technology Transfer Research

	SWR
	Stennis Work Request

	UTP
	Unshielded Twisted Pair

	VITS
	Video Interactive Teleconferencing System

	UPS
	Uninterruptable Power Supply

	VPP
	Voluntary Protection Program

	WAN
	Wide Area Network

	WEST
	Web Enterprise Service Technologies

	XML
	Extensible Markup Language
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