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Note:  The Work Breakdown Structure (WBS) contained in this Statement of Work describes the products and services required on this contract at the time of contract award.  However, many of these WBSs are impacted by NASA’s Information Technology Infrastructure Integration Program (I3P).  As the agency-wide I3P contracts are awarded, work will transition from this contract to the I3Pcontracts.  Information regarding the I3P contracts may be found at http://i3p-acq.ksc.nasa.gov/i3p/default.cfm
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1.0
GOALS AND OBJECTIVES TC "1.0

GOALS AND OBJECTIVES" \f C \l "1" 
The primary goal of this contract is to provide the highest quality products and services in all areas of information technology, information management, multimedia services and external relations to the NASA Lyndon B. Johnson Space Center, Houston, TX, (JSC) and its associated sites and facilities (White Sands Test Facility, Las Cruces, NM, (WSTF), Ellington Field, Sonny Carter Training Facility (SCTF) and other areas as specified in task orders). Another goal of ITAMS is to provide products and services that result in a high level of customer satisfaction. The objectives related to meeting these goals are to:

· Improve sharing, teaming, and use of common processes 

· Create a shared pool of resources and expertise

· Enhance commonality in approaches to product and service delivery including standards, tool sets, guidelines, training, and consultation

· Leverage efficiencies in service delivery and contract management identifying and prioritizing areas for improvement

· Provide greater accountability and consistent support for end-to-end product and service delivery 

· Partner with our customer community through a well-structured customer service approach 

The requirements described in this Statement of Work apply to all JSC-associated facilities listed above. Under this IDIQ contract, work locations will be specified in task orders. Any reference to JSC in this Statement of Work shall be interpreted to include its associated facilities unless indicated otherwise. 
Policy and procedure documents referenced throughout the Statement of Work may be found in Attachment J-6, Applicable Documents.
2.0
WORK BREAKDOWN STRUCTURE TC "2.0
WORK BREAKDOWN STRUCTURE" \f C \l "1" 
The Work Breakdown Structure (WBS) and the associated reference numbers shown below describe the products and services required on this contract. These WBS numbers will be used in Contractor task orders or work authorizations and in contract planning, cost reporting, scheduling of activities, and status reporting.  
3.0
MANAGEMENT AND ADMINISTRATION TC "3.0
MANAGEMENT AND ADMINISTRATION" \f C \l "1" 
The Contractor shall provide the management and administrative functions required to satisfy the requirements of this contract (DRD-1, Management Plan). The Contractor shall comply with all policies and procedures as included in Attachment J-6, Applicable Documents.  The Contractor shall follow the most current approved document wherever reference is made in this Statement of Work to specific policies, procedures or other documents (e.g., NPR 8715.3).  The Contractor shall comply with all applicable unique work instructions (UWIs). UWIs can be found in the JSC/WSTF Quality Management System.

The Contractor shall assist JSC with the migration of elements of ITAMS to the various Agency-wide IT contracts (currently under the Information Technology Infrastructure Integration Program (I3P)) to ensure the successful transition of affected work. 
The Contractor shall obtain security clearances as required for work on this contract (see Attachment J-15, Security Classification Requirements).

As a result of the nature of the work the Contractor shall accommodate nonstandard working shifts as specified in Attachment J-10, Systems Table. 

The Contractor shall provide all labor and material resources required to perform this contract except items listed in Attachment J-5, List of Installation Accountable Government Property; and Attachment J-11, Software Inventory, Attachment J-13, List of Government Furnished Property, Attachment J-14, List of Government Furnished Property Pursuant to FAR 52.245-2, Attachment J-25, List of Installation Provided Facilities and Services, Attachment J-26, Government Furnished Equipment, and Attachment J-27, Government Furnished Information. The Contractor shall comply with all applicable Mission Focus Reviews (MFRs) (MFR 7, 100, and 137). The Government will notify the Contractor when new mandatory requirements are issued in MFRs.

The Contractor shall provide to the Government all deliverables listed in the Attachment J-2, JSC Data Requirements List (DRL).
The Contractor shall perform this Statement of Work in accordance with Attachment J-28, Contractor Proposed Approaches.
3.1
Safety and Health TC "3.1
Safety and Health" \f C \l "2" 
The Contractor shall perform work in accordance with DRD-9, Safety and Health Plan. The Contractor also shall provide an annual safety and health program self-evaluation per DRD-26, Safety and Health Program Self Evaluation, a monthly safety and health metrics report per DRD-24, Monthly Safety and Health Metrics, and lessons learned per DRD-19, Lessons Learned Documentation, and JPR 2310.1, JSC Organizational Learning Program.  
Contractor personnel required to work in confined spaces on site, in the JSC tunnel system, and in asbestos environments shall attend Government-provided training.

3.1.1
Facility Management TC "3.1.1
Facility Management" \f C \l "3"  

The Contractor shall provide facility management support as directed by the Government. Specialized training will be provided by the Government, and compliance with JPR 1700.1 is mandatory, where applicable. The Contractor-provided primary or alternate facility manager shall perform and coordinate activities necessary to maintain a functional, safe, and orderly work environment. This responsibility extends to the entire facility, not only specified work areas. The Contractor shall report on installation and removal of equipment per DRD-13, Contractor Status Report; MOA46, Memorandum of Agreement between IRD and Facility Engineering Division for Bldg 46; and NF1620, Change Control Request Form. 

3.1.2
Environmental Compliance TC "3.1.2
Environmental Compliance" \f C \l "3" 
All activities, products, and services shall be developed and performed in a manner consistent with JSC’s environmental management system elements and the following NASA JSC directives: JPD 8500.1, JSC Environmental Excellence Policy; JPR 8550.1, JSC Environmental Compliance Procedural Requirements; JPR 8553.1, JSC

Environmental Management System (EMS) Manual; CWI JE9W-06, EMS Aspect/Impact Assessment and EMP Process; NPR 8570.1, Energy Efficiency and Water Conservation; and CWI J69W-03, Energy Conservation, and ISO 14001 for WSTF. The Contractor shall provide data on affirmative procurement, waste reduction activity, energy efficient product procurement, and ozone depleting substances on an Environmental and Energy Consuming Product Compliance Report (DRD-9). To accomplish this, the Contractor shall establish and maintain a comprehensive program that ensures all necessary environmental, safety, and regulatory specifications and criteria are met. The Contractor shall implement this program in a way that protects human life, the environment, and property. The proper handling of chemical waste produced in the photographic laboratory is a principal concern on this contract. As a result, the Contractor shall be required to report any waste generated by the photographic chemical processing system (DRD-9; JPR 8621.1, Johnson Space Center Mishap Response Plan; and JPR 5322.1, Contamination Control Requirements Manual). 
The Government remains the owner and operator of record for all environmental activities conducted at NASA-owned properties unless otherwise documented in a signed agreement between NASA and the Contractor. The Contractor is advised that activities performed at JSC and associated facilities are subject to Federal, state and local regulatory agency inspections to assure compliance with environmental laws and regulations. For on-site issues, JSC's Environmental Office will be the single point of contact with Federal and state regulatory agencies and their representatives unless otherwise directed by the Contracting Officer. The Contractor shall immediately notify the JSC Environmental Office when contacted by external regulatory agency representatives and shall cooperate fully with regulatory agency requests as described in the JSC Environmental System. The Contractor shall complete, maintain, and make available to the Contracting Officer, JSC Environmental Office, JSC Energy Manager, or regulatory agency personnel all documentation relating to environmental compliance matters under applicable laws. The Contractor shall immediately notify the JSC Environmental Office upon issuance to the Contractor of a Notice of Violation or Noncompliance.

Should a Notice of Violation, Notice of Noncompliance, Notice of Deficiency, or similar

regulatory agency notice be issued to the Government as a facility owner/operator on account of the actions or inactions of the Contractor or one of its subcontractors in the performance of work under this contract, the Contractor shall support the Government in correcting any problems and defending against regulatory assessment of any civil fines or penalties arising out of such actions or inactions.

3.2
Resources Management TC "3.2
Resources Management" \f C \l "2" 
The Contractor shall create, modify, maintain, and report resources information in accordance with DRD-5, Resource Management Plan; DRD-6, Resource Management Supplemental Report; and other requests for data requested by the Government.

The Contractor shall conduct an annual internal contract-wide requirements and resource review as defined in DRD-5. The Contractor shall present the results of this review to the Government and shall include recommendations for current and subsequent fiscal year (FY) contract resource requirements (DRD-5). This internal review shall be completed prior to the annual Capital Planning and Investment Control Process (DRD-3, Information Technology (IT) Capital Planning and Investment Control (CPIC)) and the IRD Internal Task Agreement (organizational service level agreements) process.

3.2.1
Operations, Project, and Function Management TC "3.2.1
Operations, Project, and Function Management" \f C \l "3" 
The Contractor shall manage designated production systems (Attachment J-10), ongoing and new projects, and functions and activities required to provide products and services to the JSC customer community in accordance with the Management Plan (DRD-1). The Contractor shall provide operations management for designated facilities (for example, Bldg. 46, the Teague Broadcast Facility, Exhibits shop/warehouse, Media Resource Center, WSTF Rotunda, Hypervelocity Facility) The Contractor shall adhere to Government policies, procedures and standards as referenced in this document and otherwise available to the Contractor through Government sources; and to industry standards. In addition, the Contractor shall attend forums as required (typically 8-10 times each month) to provide background data and expertise in support of the Government’s decision-making process. To effectively manage the work, the Contractor shall perform the following activities:

Review Government-provided policies (e.g., Section 508 of the Rehabilitation Act; NPR 2810.1, Security of Information Technology; Privacy Act of 1974; architectures (e.g., Microsoft Windows Servers/Active Directory); standards (e.g., NASA-STD-2818, Digital Television Standards for NASA); Homeland Security Presidential Directive 12 (HSPD-12)) and procedures affecting this contract and recommend appropriate modifications and implementation strategies.   

· Attend key recurring Government-sponsored meetings/forums, such as the IRD Configuration Control Board, WSTF Configuration Control Board, and the Contractor’s Safety Forum, as described above.

· Create and maintain project plans (DRD-2, Project Plans).

· Create and maintain a Capital Investment Plan (DRD-3). 
· Document Standard Operating Procedures (DRD-10, Standard Operating Procedures).
· Report system and equipment performance in accordance with the performance management plan required by DRD-17, Performance Management and Capacity Plan.

· Create and maintain a preventive maintenance plan, operational readiness documentation and a maintenance agreement and license renewal plan for the hardware and software identified in Attachments J-5, J-10, J-11 (DRD-11).
· Create and maintain deliverables required to support the NASA Certification and Accreditation Process. 
· Create Associate Contract Agreements (ACA) as required (contract clause H.10).

3.2.2
Risk Management TC "3.2.2
Risk Management" \f C \l "3" 
The Contractor shall assess, evaluate, document, and manage risks associated with the performance of this contract. The Contractor shall create, modify, maintain, and implement a contract-wide Risk Management Plan per DRD-2, NPR 7120.7, NASA Information Technology and Institutional Infrastructure Program and Project Management Requirements, and NPR 2810.1. 

3.2.3
Property Management TC "3.2.3
Property Management" \f C \l "3"   

The Contractor shall comply with Government-specified requirements for property management (DRD-25, Financial Reporting Contractor-Held Property, and Sections G and H of the contract) and perform property custodian functions for the Government furnished property per NPR 4200.1, NASA Equipment Management Procedural Requirements, and NPR 4200.2, Equipment Management Manual for Property Custodians w/Change 1. The Contractor shall use a Government specified application as a tool to administer Government property. Per DRD-28, Physical Inventory Plan, the Contractor shall conduct inventories for the Government property and information furnished to the Contractor.

Per DRD-32, Asset Management Planning and Reports, the Contractor shall keep a 100% complete listing of all hardware systems and the software/firmware residing on those systems (e.g., operating systems, middleware, and applications), physical location of those systems, and documentation describing the interrelationships between individual systems and facility infrastructure. The Contractor shall provide a tool (see H.12 of the contract) to establish and maintain an accurate inventory of hardware and software. The system shall be operational at the start of the contract. The system shall be used to provide monthly, quarterly, annual, and multi-year (seven-year projection) reports of hardware and software renewals or replacements (DRD-11, Preventive Maintenance and Operational Readiness Documentation).  

3.2.4
Records Management TC "3.2.4
Records Management" \f C \l "3" 
The Contractor shall maintain records appropriately and administer the disposition of records and non-records in accordance with NASA Records Retention Schedules, which has been approved by NASA and the National Archives and Records Administration. 

3.2.5
Procurement TC "3.2.5
Procurement" \f C \l "3" 
The Contractor shall procure and deliver equipment, materials, IT hardware and license renewals (software, production music, etc.) and media at the request of the Government.  The Contractor shall also purchase hardware maintenance agreements and software support contracts associated with the new IT being purchased. When required, the Contractor shall purchase software licenses and media from vendors that have Enterprise License Agreements (ELA) already established with NASA.  

As part of the procurement activity the Contractor shall ensure that its hardware and software inventory be updated. The Contractor shall ensure that maintenance and obsolescence schedules are updated as changes in the hardware and software 
inventory occur. The Contractor shall ensure additions and deletions are posted to the database within seven calendar days from the change.
The Contractor shall be responsible for the renewal of hardware maintenance, software licenses, and software support contracts for the systems specified in this contract, both IT and multimedia. The Contractor also shall track proofs of purchase for all hardware warranties, software licenses, and software support contracts managed through this contract.  The Contractor shall maintain complete purchasing documentation for all articles purchased under this contract including purchase request, purchase order, contact information, purchasing organization, ITAs, MOUs, other agreements and invoices.
The Contractor shall negotiate and establish maintenance agreements and software license renewals with vendors and report status of this activity in accordance with DRD‑13. The Contractor shall submit a Maintenance Agreement and License Renewal Plan for hardware and software items listed in Attachments J-5, J-10, and J-11 in accordance with the Preventative Maintenance and Operational Readiness Document (DRD-11). The Contractor shall inform the Government a minimum of 90 days prior to expiration of agreements.

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement changes for the hardware and software items maintained in the contractor-provided property management tool as per DRD-11.  

3.3
Configuration Management TC "3.3
Configuration Management" \f C \l "2" 
The Contractor shall provide, maintain and comply with a Government-approved configuration management process (per DRD-1) for all systems defined under this contract. The Contractor shall not change, modify, or relocate Government equipment or systems without prior approval unless otherwise stated in the approved Management Plan (DRD-1).  
For the purpose of configuration management, the Contractor shall provide, revise, and maintain a complete set of engineering and exhibit drawings, hardware and software configurations, specifications, and associated change documentation as directed. The Contractor shall provide maintenance and configuration control for the items identified in Attachments J-5, J-10, J-11, and J-20, Server Inventory and Complexity Matrix. Where baseline configuration information does not exist, the Contractor shall define the baseline and obtain approval from the Government. The Contractor shall provide current configuration documentation for systems under this contract as specified in DRD-10. 
The Contractor shall perform change management and discrepancy reporting as defined by DRD-10.

3.4
Work Authorization TC "3.4
Work Authorization" \f C \l "2" 
The Government will use task orders to authorize work under this contract. The Contractor shall provide an automated system for processing task orders (see H.12) or use an existing system provided by the Government. The JSC Task Order Processing System (JTOPS) is the Government system. The task order will specify requirements, indicate schedules, and identify required quality level.
In addition, the Government will initiate via other methods discrete direction for portions of work already described in existing task orders. Those methods include work requests and an “Authority to Proceed (ATP)” process. Work requests are managed through an IRD customer service system (Government-provided software). The “ATP” process is managed through an automated system provided by the Contractor. The Contractor shall ensure that its internal work management and tracking systems interface seamlessly with the IRD customer service system for the purpose of receiving work requests and providing order status and tracking information to the Government. Projects initiated through the ATP method will be assigned a unique project number. The Contractor shall provide an automated system for tracking the costs associated with these projects including labor, materials, travel, training and other direct and indirect costs and report this information monthly with the NASA Form 533 Supplemental Reports (per DRD-5, Exhibits 1 and 2). 

The Contractor shall work outside of normal business hours when directed by work authorization.

The Contractor shall be held to the performance standards in Attachment J-22, Performance Standards. 
3.5
Quality Management and Control TC "3.5
Quality Management and Control" \f C \l "2" 
The Contractor shall follow the JSC/WSTF Quality Management System (QMS) in its entirety, complying with American National Standards Institute (ANSI)/International Standards Organization (ISO)/American Society for Quality Control (ASQC) Q9001-2008, AS9100 (WSTF).  
The Contractor shall document key processes and procedures using JSC-approved International Standards Organization (ISO) formats where required.

3.5.1
Metrics TC "3.5.1
Metrics" \f C \l "3" 
The Contractor shall provide metrics as defined in DRD-4. Monthly metrics shall be provided and made continuously available in an online system.

3.5.2
Training TC "3.5.2
Training" \f C \l "3" 
The Contractor shall obtain training on systems capabilities, operations, and architectures as required by task order and described in this document. The Contractor shall maintain the skills and expertise necessary to perform the requirements of this contract. 
3.6
Project/System Integration TC "3.6
Project/System Integration" \f C \l "2" 
In accordance with NPR 7120.7, the Contractor shall integrate all multi-disciplinary activities associated with a project. Project development and implementation within this contract often requires contributions from varied technical disciplines. The Contractor shall institute a process that provides a single point of contact (lead) for a particular project as well as help unify all of the varied contributors into a single team. This lead will serve as the primary communications channel to the Government for the implementation of the particular project.
4.0
GENERAL CUSTOMER SUPPORT TC "4.0
GENERAL CUSTOMER SUPPORT" \f C \l "1" 
The Information Resources Directorate provides a broad range of products and services to the JSC community and requires customer-focused service delivery. As such, priorities for the services mentioned in 4.0 are set by the Government and modified as required. 
4.1
Customer Support Center TC "4.1
Customer Support Center" \f C \l "2" 
The Contractor shall operate a Customer Support Center (CSC) based on industry best practices (e.g., those established by the Service and Support Professional Association) that provides users access to information about, assistance with, or distribution of IRD products and services. CSC personnel shall stay apprised of the information that is provided through a recognized Help Desk/Technical Support Professional association and pursue ongoing professionally recognized customer support training and certification. Support Center operations are intended to cover all aspects of IRD products and services. In some instances, other JSC contracts may include a centralized help desk function directly related to their specific contract deliverables. The Contractor shall ensure as part of Support Center operations that procedures and practices are in place to coordinate efforts with other service providers to ensure as seamless an approach as possible to providing an accurate, timely, and professional response to a customer’s request. The Support Center shall provide accurate tracking, routing and reporting of the customer requirements in order to ensure a timely response and to determine the most effective mechanism for future responses to similar requests. As such, the Contractor shall be responsible for the following:

A. Answer all calls into the IRD Customer Support Line, during the hours specified by task order, ensuring where possible that the caller does not have to leave a voicemail. The Contractor shall implement a call logging capability. The Contractor shall respond to voicemail within two business hours and to e-mail within four business hours. 
B. Sort, log, or respond to email received in the Customer Support mailbox.  Email messages requiring a response shall be answered within four business hours.

C. Ensure that all customer requests, where appropriate, are routed to the appropriate solution provider, logged, tracked and completed in the Government-provided help desk tool (currently using Remedy Help Desk). This includes logging of requests and a focus on ensuring that solutions are recorded as part of the closure process of open items. The Contractor shall ensure that system data facilitates easy analysis of the current workload (frequency and type of service) (DRD-12, Problem Reporting/Resolution). The Contractor shall ensure that system data can be used as the core of a knowledge base designed to capture workload metrics as well as information that is useful to Customer Support Office personnel, management, and the JSC community at large (e.g., knowledge base of standard processes, applications of lessons learned to future support).

D. Provide support to customer organizations specified by IRD for the development and processing of service requests. This support includes gathering requirements, submitting requests, tracking, providing status reports to the Customer Service Office and customer. The Contractor shall monitor rejected SRs and notify customers or correct SRs in a timely manner as defined by task order. 

E. Support product testing and user education on IRD-provided products and services. As part of assuming responsibility for informing customers of new or changing aspects of the services provided by IRD, the Contractor shall participate in various testing scenarios and in special teams to assess the capability or impacts of new or changing products and services.

F. Facilitate updates of the IRD Website. The Contractor shall maintain content for portions of the IRD Website and manage the feedback and comments from customers. The Contractor shall ensure the timeliness of information included in the IRD Website both for internal and external use. The priority focus will be on ensuring the JSC community is kept informed regarding IRD-provided products and services. The Contractor shall work with content managers to ensure the quality of the information posted on the IRD Website. 

G. Provide other customer communications. The Contractor shall facilitate the dissemination of IRD information related to new products and services through other communication strategies such as writing JSC Today articles, providing support to Customer Forums (e.g., Logistics), and managing the Customer Forum section of the IRD Website.  

4.2
Specialized Support Services TC "4.2
Specialized Support Services" \f C \l "2" 
As part of the Customer Support Center, the Contractor shall be responsible for several distinct operational activities. As part of the continuing evolution of the products and services delivered by IRD, the list below is inclusive of the specialized functions provided by the Customer Support Center. The Contractor shall ensure that all support center personnel have knowledge available to them to ensure they are capable of helping customers in every area highlighted below. 

A. Public Key Infrastructure:  The Contractor shall provide services and expertise on existing and emerging technologies as they relate to NASA’s Public Key Infrastructure (PKI). The Contractor shall pass and maintain NASA Registration Authority (RA) certification. The Contractor shall maintain PKI systems in accordance with the NASA Registration Authority (RA) Operations Manual (RAOps6v(2.3)), X.509 Certificate Policy for NASA PKI, NASA Certification Authority Certification Practice Statement, NASA computer security policies (see Attachment J-6, Applicable Documents), NASA PKI Practices Document, and JSC PKI Procedures (JSC29829). The Contractor shall provide identity checks of PKI recipients; maintain a knowledge base database for PKI digital certificates in accordance with JSC and NASA PKI practices and policies; and provide technical information to customers who have questions or problems with the PKI software suite. When required, the Contractor shall test PKI software installation packages for the supported PKI client software. The Contractor shall also, when required, analyze and diagnose problems affecting customers as well as develop, enhance, and maintain PKI at JSC.

B. Senior Management Support:  The Contractor shall provide one-on-one customer service for specified senior managers and their staff (for example, in-person workstation configuration and assistance) that fall outside the responsibility of the standard service provider.
C. Customer Service System Operations:  The Contractor shall provide technical assistance for the Customer Service System (e.g., Remedy’s Action Request System). The Contractor shall maintain expert knowledge and understanding of use of the Customer Service System including its related interfaces to other Contractor and IRD databases. The Contractor shall provide user help, documentation, training, and shall be responsible for logging and keeping track of all discrepancies and changes reported or requested to the system. The Contractor shall assume responsibility for leading efforts to improve and enhance the system based on information gathered from support desk calls.

D. Data Management Support:  The Contractor shall provide data analysis and management where required, but primarily focused on the data that resides within the Customer Service System. The Contractor shall maintain a comprehensive understanding of the database operations of the Customer Service System as well as the help desk tool and enter and retrieve data as required. The Contractor shall perform data gathering, entry, and analysis tasks to ensure that a customer’s entitlement to IRD products and services is documented. The Contractor shall be responsible for ensuring the effectiveness of the various reporting aspects available from the Customer Service System and shall define and retrieve data from the help desk tool. Additionally, the Contractor shall collect, create, analyze, and report information necessary to produce Fiscal Year Internal Task Agreements (ITA) for organizations outside of IRD. Some of this data may be developed from sources other than the Customer Service System, for example, requirements meetings with customers and vendor changes.  

E. Software Distribution and Remote Network Access Instruction:  The Contractor shall provide a software distribution capability for specific software products available to Center employees for take-home use (e.g., Antivirus software). The Contractor shall also be knowledgeable and provide instruction to users about all aspects of using the various remote access technologies used at the Center.  

F. Electronic Information Management Systems:  The Contractor shall provide specialized customer service specific to the Electronic Document Management System (EDMS) and the Design and Data Management System (DDMS). These systems are described under the Information Technology section of the Statement of Work.

G. Satellite Customer Service Areas:  The Contractor shall provide support in locations, where required, outside the customer support center as defined by task order. The focus in these areas is more directly related to work order receipt and tracking and specific product distribution than it is support for center operations. Examples include the photo and video customer support areas in Building 8 and the graphics customer support area in Building 227. The Contractor shall ensure in these areas that practices and procedures are consistent with overall support center practices (e.g., those established by the Service and Support Professional Association). 

H. SharePoint:  Users of the SharePoint system will be developing content and storing assets on the SharePoint server. The Contractor shall provide extended services and expertise to support SharePoint users. This shall include user training, assistance in building SharePoint sites, and troubleshooting.

I. Help Desk Support:  The Contractor shall provide support for the operation of the local JSC Help Desk and user consultations for Center, Integrated Enterprise Management Program (IEMP), and e-GOV applications. 

J. Government Specified Applications:  The Contractor shall provide help desk support for Government specified applications. See Attachment J-21, Government Specified Applications, for a list of applications to be supported. 

4.3
Customer Service Agent TC "4.3
Customer Service Agent" \f C \l "2" 
The Contractor shall provide a Customer Service Agent function to support designated JSC organizations and Customer Relationship Managers. This activity requires an understanding of IRD products and services, knowledge of IT concepts, principles, methods, and practices; requirements analysis principles and methods; commercial off the shelf (COTS) products and components used at JSC; cost-benefit analysis principles and methods; internet technologies; project management principles and methods; acquisition management policies and procedures, and IT security principles and methods.

5.0
INFORMATION TECHNOLOGY TC "5.0
INFORMATION TECHNOLOGY" \f C \l "1" 
5.1
Application Services TC "5.1
Application Services" \f C \l "2" 
The Contractor shall provide applications services and systems management including end–to-end system lifecycle support for new and existing application capabilities, database and database product administration, and middleware in accordance with NPR 7120.7, NASA Information Technology and Institutional Infrastructure Program and Project Management Requirements. NPR 7120.7 describes application lifecycle phases such as requirements definition, design, programming, prototyping, testing, documentation, customer acceptance, deployment, training, installation, operations, repair, sustaining engineering, and retirement.  When specified by task order, the Contractor shall develop applications in accordance with the SEI Capability Maturity Model Integrated (CMMI) level 3 processes as directed by task order. CMM level 3 certification is not required. In year two of this contract the Contractor shall assist IRD in Level 3 certification. In instances when CMMI level 3 is requested, the Contractor shall follow the appropriate level of the JSC Software Engineering Process Group (NPR 7150.2).  Typically, software developed and maintained by this Contract will be classes E through G. In rare instances when directed by the Government, the Contractor shall use a streamlined development methodology to quickly develop or provide updates to systems as described in the IRD Project Lifecycle Guidelines. Federal law and guidance relating to Information Technology security issues, certification and accreditation (C&A), accessibility, privacy and application portfolio management (APM) shall be addressed in each phase of the lifecycle. 

The Contractor shall deliver an assessment and recommendation for each new patch or update to be applied for all ITAMS supported platforms within 30 days of vendor release of the updates or patches, in accordance with IRD’s Server Operations Management Plan. The Contractor shall provide system deliverables per DRD-2, Project Plans, prior to implementation of any software release. The Contractor system maintenance shall conform to IRD or customer configuration management processes.
The JSC application environment consists of a variety of COTS and internally built applications as well as web-based applications and utilities. Software applications are predominantly web‑based with a database back end; with less frequent requests for new non-web (e.g., workstation, client/server, and mainframe) applications. Various architectures will be used for development and, if required, called out in task orders as part of the requirement, e.g., Service Oriented Architecture (SOA). The Contractor shall create a system to manage and disposition discrepancy reports and change requests for ITAMS systems. 

The Contractor is encouraged to use existing systems and /or code to satisfy new requirements. The Contractor shall coordinate across other contracts and within its own contract to accomplish some tasks; for example, middleware or application administration on a machine not under the purview of ITAMS.

The Contractor shall provide sustaining engineering which includes implementing limited new capabilities, monitoring system performance, capacity utilization to identify, recommend and implement system enhancements, bug fixes, coordination of testing in response to new hardware and or operating system, and system releases. The Contractor shall ensure that existing and modified systems comply with NASA requirements, and applicable standards, policies, and directives (Attachment J-6, Applicable Documents).


When performing sustaining engineering the Contractor shall make every effort to avoid disruption of system availability during normal working hours. Unless specified by the Government, changes that require production outages shall be scheduled with the customer at least one week in advance of the outage. In the event the outage is an emergency, the Government shall be notified immediately and be kept informed of the progress and expected time of availability. The Contractor shall coordinate with all relevant entities, such as the application-hosting Contractor, the Customer Support Center, or the customer directly, as required.  

The Contractor shall provide data management support activities in the following areas:

· Support data conversion activities to migrate to new Center, IEMP and e-Gov modules as required during this performance period.

· Support configuration and maintenance of the Hyperion (Brio) Intelligence server used by the JSC reporting applications.

· Human resources hardware/software support, training facilities support, and laptop and peripherals loaner pool operations.

The Contractor shall provide support to the computer training classrooms supported by the Human Resources Systems Office (HRISO), JSC Language Education Facility, and JSC Gilruth Conference Facility. The Contractor shall respond to requests for assistance in such a manner as to not interfere with the class and shall ensure smooth operations. Examples include the Gilruth center conference and training rooms, Gilruth Wellness Center, JSC foreign language classrooms, Engineering software training room, special student programs training rooms, and the end user training rooms. 

5.1.1
Commercial Off-the-Shelf (COTS) Development TC "5.1.1
Commercial Off-the-Shelf (COTS) Development" \f C \l "3" 
The Contractor shall provide software, product-level administration, customization, trouble shooting, and technical support for various COTS applications (see Attachment J-11, Software Inventory). The Contractor shall train system users, and clarify customer requirements.  Where applicable, this work shall be conducted in concert with the Customer Support Center. The Contractor shall provide application and process-level development, such as Java- or Oracle-based development, XML technology integration, content and data management, and other related application services. For Windchill or its equivalent development, the Contractor shall maintain an in-depth understanding of Engineering (Organization code: EA) lifecycle processes with an emphasis on reusability of existing system modules where appropriate.  

The Contractor shall coordinate with other Government entities and application vendors to apply fixes of defects in COTS products, and ensure that version upgrades to COTS software are applied.  

5.1.2
eForms Development TC "5.1.2
eForms Development" \f C \l "3" 
The Contractor shall operate and maintain JSC electronic forms. The Contractor shall provide electronic forms development and maintenance utilizing the Agency and JSC standard forms products (Attachment J-11). These typically involve a back-end database for the storage of information entered through the electronic form, with a website for tracking signature and location status.   

5.1.3
Web Development TC "5.1.3
Web Development" \f C \l "3"  
The Contractor shall design, develop and maintain websites and applications hosted on Unix, Linux, Apple and Windows systems. The Contractor shall develop and maintain applications and scripts built using commonly available web development tools and formats (e.g., extensible mark-up language (XML), hypertext mark-up language (HTML), transition of HTML to XML (XHTML), Cold Fusion, Perl, C++, PHP, .NET, Javascript, Flash, Flex, Java, and wireless mark-up language (WML)). When developing Websites or Web applications, the Contractor shall, where required, facilitate interactions with other COTS hardware and software, peripheral hardware, and web applications (e.g., printers, network multicast, wireless devices, etc.). 

5.1.4
Custom Applications Development TC "5.1.4
Custom Applications Development" \f C \l "3" 
The Contractor shall provide custom application support services. These services include end-to-end support for stand-alone executable and client-server based applications. Typical languages include Perl, Java, C, C++, and Delphi. 

5.2
Technical Assistance TC "5.2
Technical Assistance" \f C \l "2" 
IRD is responsible for assuring the implementation of both Center and Agency IT policy. Multiple boards and processes have been developed and implemented to assist with this task. The Contractor shall support these boards and processes with the tasks and activities listed below:  

1. IRD Administrative Support

2. Web site Registration Process Support

3. IT Policy Waiver tracking and reporting

4. Capital Planning and Investment Control (CPIC) Support
5. Privacy Support

6. IT Asset Management Support

7. Section 508 Support
8. Data Call Support
9. Support of the JSC IT Governance Structure
5.2.1
IRD Administrative Support TC "5.2.1
IRD Administrative Support" \f C \l "3" 
The Contractor shall provide administrative support for various IRD meetings such as IT governance boards, control boards, technical forums, regular internal IRD meetings, and ad hoc meetings (as specified by task order). Support for ad hoc meetings will be addressed with the Government on a case-by-case basis. The Contractor shall write meeting agendas, schedule meeting rooms and related facilities including telecommunications services, security processing of meeting visitors, provide both electronic and paper distribution of meeting agendas, minutes and related meeting materials, and track action items.

The Contractor shall be the primary technical point of contact to Service Request (SR) writers and other customers of the appropriate Boards. The Contractor shall work with customers to ensure that the technical specifications of the SR may be implemented within the context of the security systems architecture. The Contractor shall also review an SR to determine its readiness for the board. The Contractor shall recommend the appropriate disposition for an SR to the Board members.

5.2.2
Website Registration Process Support TC "5.2.2
Website Registration Process Support" \f C \l "3" 
The Agency Web Site Registration System (AWRS) is a centralized, Web-based system for conducting Web site registration and Web/FTP server inventory. Functions include:

· Registration of public and private Web sites with NASA content (whether hosted by NASA or by external partners) and not fully integrated in the NASA Web Portal infrastructure.

· Inventory of NASA Web and FTP servers (hosts) located anywhere in the Agency that serve Web sites which require AWRS registration.

· Web site reviews by Center Subject Matter Experts (if required) for policy compliance and site content.

· Agency-level and Center-level reports.

As specified by task orders and following the direction of the applicable control boards, the Contractor shall assist JSC organizations in following the steps necessary for completing the web registration process for websites through AWRS. This includes completing the AWRS registration form, assuring that the website complies with Section 508 (36 CFR Part 1194, Electronic and Information Technology Accessibility Standards) and other IT Policies (Attachment J-6), and obtaining necessary signatures from designated IRD personnel. The Contractor shall also generate reports from AWRS as specified in the task order.

5.2.3
IT Policy and Waiver Tracking and Reporting TC "5.2.3
IT Security Policy and Waiver Tracking and Reporting" \f C \l "3" 
The Contractor shall implement the IT Policy process as described by IRD’s Policy and Requirements web page (Attachment J-6). This involves reviewing new or revised Headquarters’ policy, OMB policy, and other policies as appropriate. The Contractor shall facilitate the drafting of policy, reviewing and disseminating new JSC policies or revisions, and providing weekly management reports of policies, actions, and change requests. The Contractor shall provide assistance in processing policy through the Agency and JSC policy review process. The Contractor shall provide support in summarizing policy and ensuring timely and accurate policy notification is provided via the IRD website. 
The Contractor shall support the annual IRD IT policy review. This involves supporting the review of IRD IT policy and ensuring all policy is brought into compliance with the most current requirements.
The Contractor shall implement the IT Policy waiver process by following the current IRD Waiver Process described on IRD’s Policy and Requirements Waivers web page (see Attachment J-6). The Contractor shall facilitate the development and revision of the policy waiver forms and policy waiver requirements as required. The Contractor shall assist JSC organizations through the waiver process including assisting in wording and processing of the waivers. The Contractor shall work with the appropriate IRD boards and working groups in support of implementing the waiver process. The Contractor shall maintain an on-going log of waivers status. The Contractor shall ensure proper implementation of the waiver process including final signature authority from the CIO. The Contractor shall facilitate the auditing of waivers by identifying expired waivers and ensuring the appropriate action is taken to bring configurations into compliance.
5.2.4
Capital Planning and Investment Control (CPIC) Support TC "5.2.4
Capital Planning and Investment Control (CPIC) Support" \f C \l "3" 
Each Federal agency must establish and maintain a CPIC process that links mission needs, information, and information technology in an effective and efficient manner. The Center’s IRM strategy must align with NASA’s vision, mission, and strategic goals.
The CPIC process defines how NASA will select IT capital investments; how capital investments, once initiated, will be controlled to achieve intended cost, schedule, and performance outcomes; and how NASA will continue to evaluate performance once a project is operational.  

The Contractor shall support the tasks described below in accordance with IRD CPIC processes, policies, and procedures relating to Agency IT management, budget execution and Office of Management and Budget (OMB) reporting requirements (OMB Circular No. A-130, Management of Federal Information Resources).  

5.2.4.1
Exhibit 300 Support TC "5.2.4.1
Exhibit 300 Support" \f C \l "4" 
An Exhibit 300 is an OMB IT budgetary requirement that provides an extensive narrative of a specific IT investment (system) which includes, for example, the IT investment’s mission, goals, risk management, financial, enterprise architecture, and budgetary requirements.  

The Contractor shall review all JSC and Kennedy Space Center (KSC) submitted Exhibit 300 documentation for quality control in accordance with OMB Circular No. A-11, Part 7, Section 300-Planning, Budgeting, Acquisition, and Management of Capital Assets (Attachment J-6), and shall document all findings and recommendations for improvement. The Contractor shall provide subject-matter expertise to JSC and KSC organizations responsible for developing Exhibit 300s.  

5.2.4.2
Summary Investment Business Case (SIBC) Support TC "5.2.4.2
Summary Investment Business Case (SIBC) Support" \f C \l "4" 
Summary Investment Business Cases (SIBCs) are IT investment data entered into the Agency IT Investment Management System (currently Prosight) as described in the OCIO Investment Management System (IMS) and IT Summary Investment Business Case (SIBC) User Guide (Attachment J-6). All financial data entered into the system are strategic in nature and multi-year covering the current and the next six fiscal years.

The Contractor shall compare current year SIBC data with prior year SIBC data and document those differences.  

The Contractor shall provide subject-matter expertise to JSC organizations responsible for developing SIBCs.  
5.2.4.3
IT Planning Support TC "5.2.4.3
IT Planning Support" \f C \l "4" 
The Contractor shall support the JSC IT planning process by assisting JSC organizations in developing their yearly IT plans in conjunction with their CPIC inputs in accordance with OMB Circular No. A-130 (Attachment J-6). The Contractor shall build and populate databases that represent each JSC organization’s IT Plan for the upcoming fiscal year. The Contractor shall update SIBCs when developing these IT Plans.  

Once the plans have been approved, the Contractor shall track organizational adherence with the plans, report compliance to IRD and assist IRD in ensuring that the JSC organizations follow the IT governance process for obtaining approval on any new requirements.

5.2.5
Privacy Support TC "5.2.5
Privacy Support" \f C \l "3" 
Under the oversight and guidance of the Center Privacy Act Manager (PAM) and in accordance with NPR 1382.1, NASA Privacy Procedural Requirements, the Contractor shall support Center organizations in complying with the Privacy Act of 1974, the privacy provisions of the Electronic Government Act of 2002, the Children’s Online Privacy Protection Act (COPPA), and the Office of Management and Budget (OMB) guidance on privacy. 

The Contractor shall complete JSC responses to data calls and audits related to privacy to assist the Government in meeting all requests from NASA Headquarters and other federal government entities (OMB, OIG, OPM, etc.). The Contractor also shall support the completion of Information and Privacy Threshold Analyses (IPTA) and Privacy Impact Assessments (PIA) as described in NPR 1382.1 for Center organization IT systems and applications.  

The Contractor shall support the completion and publication of System of Records Notices (SORNs) as described in NPR 1382.1 for identified Privacy Act Systems of Records.  
The Contractor shall support activities related to reducing the JSC’s use of personally identifiable information (PII) and eliminating its use of social security numbers (SSNs) as 
described in ITS-PLAN 1382.1, NASA Plan for Reviewing and Reducing Personally Identifiable Information (PII) and Eliminating Unnecessary Use of Social Security Numbers (SSNs). 
In the event of a suspected or actual security breach affecting PII, the Contractor shall support activities associated with the Center’s Breach Response Team (BRT) related to matters associated with privacy. 

5.2.6
IT Asset Management Support TC "5.2.6
IT Asset Management Support" \f C \l "3" 
Under the oversight of the JSC IT Asset Manager (ITAM), the Contractor shall develop and maintain JSC policies, standards, processes, systems, and metrics that enable effective management of IT assets (hardware and software) with respect to risk, cost, control, governance, compliance, and business performance objectives.  

The Contractor shall utilize a Government-provided software inventory tool to build and update an inventory of all commercial-off-the-shelf (COTS) software in use at JSC, as well as detailed system information about the hardware systems on which the software resides. The Contractor shall build an IT asset repository that stores IT asset inventory, software license, contractual, financial, and key personnel information about JSC’s IT assets. At a minimum, this asset repository shall be updated on a quarterly basis.

The Contractor shall provide data/information to support the Center’s response to all Government, Agency, and Center data calls related to IT Asset Management using the IT asset repository as the initial basis for that response. Under the oversight of the Center ITAM, the Contractor shall monitor compliance of JSC organizations with all Agency and Center enterprise software license agreements.

The Contractor shall participate in all Agency IT Asset Management periodic and ad hoc teleconferences and face-to-face meetings as directed by task order.

5.2.7
Section 508 Support TC "5.2.7
Section 508 Support" \f C \l "3" 
The Rehabilitation Act Amendments of 1998 cover access to federally-funded programs and services. The law strengthens Section 508 of the Rehabilitation Act and requires access to electronic and information technology provided by the Federal Government. Federal agencies must ensure that this technology is accessible to employees and members of the public with disabilities to the extent that it does not pose an “undue burden”.

Under the oversight of the Center Section 508 Coordinator, the Contractor shall support activities associated with Section 508 of the Rehabilitation Act at the JSC. This includes working with JSC organizations to complete a periodic Section 508 self-evaluation survey from the Department of Justice (DOJ) and assuring that these organizations fully comply with Section 508 when developing, maintaining, and procuring new electronic and information technology (E&IT) products and services. The Contractor shall assist the JSC organizations in determining whether an E&IT product or service under review complies with the technical standards of Section 508. The Contractor shall provide guidance to JSC organizations in matters related to Section 508.
5.2.8
Data Call Support TC "5.2.8
Data Call Support" \f C \l "3" 
The Contractor shall assist government personnel in completing all requests for data/information from or through NASA Headquarters and external Federal Government entities (OMB, OPM, OIG, etc.). The Contractor shall log and track all data call products and provide final dispositions to IRD for reporting to Headquarters.  
5.2.9
Support of the JSC IT Governance Structure TC "5.2.9
Configuration Management" \f C \l "3" 
Under the direction of the Government, the Contractor shall support the Government in planning, implementing and operating a comprehensive IT Governance structure at JSC. This structure ensures the implementation of Federal, Agency and JSC IT policy requirements in support of JSC Program and Project requirements. The core areas of emphasis to be addressed within the JSC IT Governance structure include documentation, processes and procedures, boards and working groups, roles and responsibilities, decision authorities, resources, implementations, training, and communications.

The Contractor shall be responsible for the following:  

· Updating the IT Governance structure documentation at JSC 

· Updating the IT Governance processes and procedures 

· Updating the board and working group charters and their respective processes 

· Performing  IT Governance operations which includes: recording meeting minutes, assigning tasks per the board direction, and auditing and closing actions from meetings, change management tracking system, waiver tracking management system, Configuration Management Item (CMI) Tracking System, and IRD Action Tracking System; 
· Implementing all requirements for the Configuration Management (CM) Receipt Desk, including periodic review of the CM tool and existing or new requirements to ensure that IRD CM requirements are met; and
· Implementing and maintaining a CM Communications Plan.  
5.3
Enterprise Architecture TC "5.3
Enterprise Architecture" \f C \l "2"  

Enterprise Architecture (EA) is the OMB-mandated effort to formalize and document the structure of the agency’s services, data structures, and system implementations as well as to align them to support the Agency as a single enterprise. The JSC EA program is developing the JSC enterprise architecture to support the Center’s specific goals and objectives as well as to integrate with those of the Agency.

The Contractor shall support the following enterprise architecture activities in accordance with NPR 2830.1, NASA Enterprise Architecture Procedures.
5.3.1
Enterprise Architecture Development TC "5.3.1
Enterprise Architecture Development" \f C \l "2" 
The Contractor shall collect baseline information (artifacts and relationships) on JSC business activities, data, and supporting applications and technologies. The Contractor shall assist the JSC CEA in documenting, modeling, and analyzing the broad range of artifacts and relationships to identify opportunities for streamlining, collaboration, and consolidation. The Contractor shall maintain these artifacts in the Agency’s proposed EA Repository. The Contractor shall document both the current (As-Is) as well as the desired future (To-Be) business and IT environments across JSC. The Contractor shall complete a gap analysis between the current state and the desired state. The Contractor shall develop transition plans resulting from the completion of EA gap analyses.
5.3.2
EA and IT Portfolio Management Integration TC "5.3.2
EA and IT Portfolio Management Integration" \f C \l "3" 
Under the oversight of the JSC CEA, the Contractor shall document the relationships between the business process and the technology assets managed in IT Portfolios defined by the CIO Office (i.e., create linkages between business objectives and IT objectives). The Contractor shall work with the JSC CEA to create metrics that accurately measure the impacts of architectural efforts on business operations, organizations, and JSC as a whole.  

5.3.3
EA Review Support TC "5.3.3
EA Review Support" \f C \l "3" 
The Contractor shall work with the JSC CEA in coordinating and supporting Center and Agency Enterprise Architecture reviews for major IT projects and activities per NPR 7120.5, NASA Space Flight Program and Project Management Requirements and NPR 7120.7 as described in NPR 2830.1. 

5.3.4
Response to Agency Actions TC "5.3.4
Response to Agency Actions" \f C \l "3" 
The Contractor shall support the JSC CEA with responding to Agency EA initiatives and actions through data collection and integration.

5.4
IT Systems Engineering, Installation, Maintenance and Operations TC "5.4
IT Systems Engineering, Installation, Maintenance and Operations" \f C \l "2" 
The Contractor shall engineer, install, operate, and maintain computer systems and provide system administration. This activity shall be performed for Contractor-managed systems identified in Attachments J-10, Systems Table, J-11, Software Inventory, and J-20, Server Inventory and Complexity Matrix, of the contract. During the term of the contract, the number and type of systems the Contractor shall support may change. The Contractor shall ensure additions and deletions are posted within 7 calendar days from the change. 

The Contractor shall use Government-provided tools to administer and manage the systems and applications for which it is responsible. The Contractor may recommend alternate tools for Government consideration. These include, for example:  inventory and asset management, systems management automation, performance data analysis and capture. The Contractor shall provide the Government full access to these tools and data. The Contractor shall provide all data to the Government at the end of the contract, as well as any tools that would allow the data to be readable.


The Contractor shall coordinate system maintenance with the Government according to DRD-11, Preventive Maintenance and Operational Readiness Documentation. The Contractor shall coordinate system administration schedules with the Government. In addition, the Contractor shall provide online system status for all systems managed under this contract. The Contractor shall provide full administrator or root-level access to the Government or authorized Contractors for all systems managed under this contract as approved by the Government and documented via an IRD service request (SR).


System Administrators shall also comply with personnel security investigation requirements as specified in NPR 2810.1, Security of Information Technology. The Contractor’s system administrators shall acquire IT security training in accordance with NPR 2810.1.
The Contractor shall perform IT systems engineering, installation, maintenance and operations as described in the following sections in accordance with DRD-10, Standard Operating Procedures.
5.4.1
Engineering and Installation TC "5.4.1
Engineering and Installation" \f C \l "3" 
The Contractor shall engineer new and re-engineer existing IT Server and Storage Systems as projects managed according to NPR 7120.7. IT Server and Storage Systems shall be engineered to ensure that safeguards for the protection of the confidentiality, integrity, and availability of unclassified IT resources are integrated into and support NASA’s missions, functional lines of business, and infrastructure based on risk-managed, cost-effective IT principles and practices.  

The Contractor shall execute the project plan by installing and integrating any system components as necessary into the existing network. The Contractor shall document the system architecture (including diagrams), create or modify security plans, write user’s guides, and write operating procedures.
The Contractor shall implement projects for engineering and installation of IT Server and Storage Systems covered in the following sections.

5.4.1.1
Planning and Estimating TC "5.4.1.1
Planning and Estimating" \f C \l "4" 
The Contractor shall develop and define project plans for new or existing IT systems supported under this contract. For each project or sustaining engineering task, the Contractor shall follow NPR 7120.7, where applicable.  

5.4.1.2
System Development TC "5.4.1.2
System Development" \f C \l "4" 
The Contractor shall implement approved project plans following the guidelines and policies set in NPR 7120.7, where applicable.
5.4.2
Data Center Management TC "5.4.2
Data Center Management" \f C \l "3" 
The Contractor shall perform configuration management of the Building 46 Data Center as well as facilitate modifications. The Contractor shall initiate and track implementation of facility requests, perform safety inspections, and coordinate the installation and removal of systems.  

The Contractor shall:

Plan, organize, and coordinate Data Center activities;

Develop detailed project plans for Data Center related projects (infrastructure upgrades/improvements);

Maintain effective communications with customers, vendors, and other contractors associated with the facility;

Maintain and update the Data Center design and layout; and

Lead in the resolution of Data Center related problems/issues.

The Contractor shall recommend modifications to or upgrades for the physical facility. For example, the Contractor shall be responsible for analyzing and recommending proposed configuration changes to the following:

Electrical systems and Power Distribution Units (PDUs);

Power generation and Uninterruptible Power Supply (UPS) systems;

Heating, Ventilating, and Air Conditioning (HVAC) systems;

Fire suppression, water detection, and alarm systems;

Data Center design and layout;

Data Center environmental conditions (temperature and humidity).

In addition to the Data Center, the contractor shall perform power capacity planning for redundant network systems located in other buildings. This activity includes baseline configuration analysis, power monitoring, power impacts due to installation and removal of equipment, and coordination of outages with facilities, IRD, and customer personnel.

The Contractor shall be responsible for monitoring Data Center systems, as well as notifying IRD and Facility Operations, when appropriate, of any abnormal situation.  

The Contractor shall monitor the following:

· Power systems (UPS, PDU), as well as other systems in which power data is available, (e.g., modular power, branch circuits, rack PDU, etc);

· Cooling systems;

· Temperature and

· Humidity.

The Contractor shall maintain an awareness of the modifications made to the layout of the Data Center facility and systems located in other buildings. The Contractor shall identify and document any changes made to the physical configuration of systems, particularly with respect to power management. Facility Layout Drawings shall be provided and maintained by the Contractor as specified in DRD-27, Data Center Reports.

The Contractor shall coordinate the installation and removal of systems and equipment in the Data Center.  Removal shall include deletion of all sensitive data. Installation and removal activities require coordination with the COD Facility Engineering Electrical Branch, the property custodian, and Organizational Computer Security Officer (OCSO). Coordination is also required with system administrators to assure compliance with JSC29638, Server Operations Management Plan (SOMP), including NASA tagging of equipment and cables, logistics of delivery, placement, or removal of equipment. The Contractor shall coordinate and facilitate all under-floor work, including excess cable removal. In addition, the Contractor shall be responsible for initiating, tracking, and facilitating work performed by the Contractor, COD or other parties.

5.4.3
Server Administration TC "5.4.3
Server Administration" \f C \l "3" 
The Contractor shall be responsible for the administration and operation of systems managed under this contract to achieve system availability and performance as specified in Attachment J-20.
The individual components of a server system include server hardware, direct-access storage devices, racks, power distribution units (PDU), system software, virtual devices (servers, workstations, etc.), monitors, LCDs (liquid crystal display), power transfer switches, load balancer switches, and keyboard-video-mouse (KVM) switches. Some of these components may be combined into “clusters” to enhance system availability.

The Contractor shall provide, install, maintain, and upgrade middleware used by the applications defined in Attachment J-11, to achieve the system availability and performance requirements specified in Attachment J-20.  Middleware support may require assistance from system administration outside this contract to accomplish these tasks. 

The Contractor shall be responsible for completing server administration duties such as:

· Installing and configuring servers;

· Maintaining latest NASA-approved software/firmware patches on systems to remain current with vendor recommended compliance;

· Updating Operating System (as necessary) to remain fully compliant with vendor supported software as well as maintain application functionality.

· Managing a Hypervisor-based virtualization infrastructure;

· Configuring secure systems based on current NASA security requirements;

· Setting up the server file directory structure;

· File and share access provisioning;

· Creating and maintaining user accounts (Domain and Local);

· Configuring servers to support data transmission among systems;

· Monitoring and tuning servers for optimal performance;

· Maintaining and reviewing logs;

· Monitoring, creating, and deleting network printer queues;

· Backup and restoring files/databases;

· Scanning for viruses;

· Identifying and resolving problems;

· Documenting and maintaining server configuration management, such as operating system changes;

· Completing and documenting root-cause analysis to determine cause of an unscheduled outage within seven working days of outage;

· Complying with all NASA IT Security policies (NPR 2810.1, FIPS PUB199, Standards for Security Categorization of Federal Information and Information Systems); 

· Implementing all appropriate NASA IT Security procedures (NPR 2810.1, FIPS-199).
All server administration processes and procedures shall adhere to NASA and JSC policies and procedures as outlined in the IRD SOMP. 

5.4.4
Storage Administration TC "5.4.4
Storage Administration" \f C \l "3" 
The Contractor shall be responsible for the administration and operation of IRD-managed storage systems to achieve system availability and performance as specified in Attachment J-20.
The individual components of a storage system include storage arrays, physical tape libraries, virtual tape libraries; master backup servers, media servers, Fibre Channel switches, related Fibre Channel cables, backup tapes, storage management software (Attachment J-11), and backup software.

The Contractor shall be responsible for completing storage administration duties such as:

· Implementing NASA-approved storage requests;

· Provisioning storage within 5 business days of Service Request (SR) approval;

· Coordinating storage activities with other Contractors as required;

· Migrating data files between storage allocations;

· Managing zones on storage fabrics to maintain the network traffic isolation between storage resources and their related end-user systems;

· Maintaining the configuration-managed architecture diagrams of the storage and backup systems; any changes to the architecture shall be documented within 5 business days;

· Backup and restoring all systems and servers as defined in Attachment J-20 per the IRD SOMP;

· Adhering to the standard IRD practices and procedures as outlined in the IRD SOMP;

· Documenting and maintaining storage device configuration management, such as firmware level. Any changes to the documentation shall be made within 5 business days;

· Completing and documenting root-cause analysis to determine cause of an unscheduled outage as defined in SOW Section 3.0;

· Complying with all NASA IT Security policies (NPR 2810.1, FIPS PUB199); 

· Implementing all appropriate NASA IT Security procedures (NPR 2810.1, FIPS PUB199);

· Maintaining an off-site storage facility for backup recovery tapes;

· Maintaining a physical inventory of the backup tapes, clean cartridges, related cables, switches, and Host Bus Adapters (HBAs) for storage; and coordinate storage support activities with the Government. The Contractor shall provide full administrator or root-level access to the Government or authorized Contractors for all storage managed under this contract as approved by the Government.
All storage administration processes and procedures shall adhere to NASA and JSC policies and procedures as outlined in the IRD SOMP. 

5.4.5
Database Administration TC "5.4.5
Database Administration" \f C \l "3" 
The Contractor shall provide Database Administration (DBA) for supported applications and database environments as provided in Attachment J-11. This includes product level software installation and configuration, user identification (ID) management, release testing and verification, problem resolution, tuning, upgrading, patching, and startup and shutdown of the databases and backups. Support for planning and integration of activities with other contractors (e.g., ODIN) may be required. Examples of databases to be managed include Oracle, Microsoft SQL Server, Microsoft Access, and MySQL.

The Contractor shall be responsible for completing database administration duties such as:

· Installing new software such as new versions of the database management system (DMBS) software, application software, and other software related to DBMS administration;

· Working with the server administrator and storage administrator to properly configure the hardware and software;

· Monitoring and administering DBMS security which includes adding and removing users, administering quotas, auditing, and checking for security problems;

· Analyzing data stored in the database and making recommendations related to database performance and efficiency;

· Participating in the preliminary design of a database by pointing out potential problems;

· Modeling data for the purpose of system optimization;

· Administering existing databases; and

· Analyzing, designing, and creating new databases.

5.4.6
Multimedia Engineering, Installation and Maintenance
 TC "5.4.6
Multimedia Engineering, Installation and Maintenance" \f C \l "3" 
The Contractor shall perform all the requirements of this section in order to implement, maintain and operate all multimedia systems identified in Attachment J-10. All multimedia engineering projects within this area shall comply with NPR 7120.7. This document describes lifecycle phases such as requirements definition, design, programming, prototyping, testing, documentation, customer acceptance, deployment, training, installation, operations, repair, sustaining engineering, and retirement. In rare instances designated by the Government the Contractor shall use a streamlined development methodology to quickly develop or provide updates to systems.

All multimedia engineering installations, maintenance and operations and service activities shall be conducted in accordance with the DRD-1, Management Plan, and shall be reported in accordance with DRD-13, Contractor Status Report. The Contractor shall ensure that all work described in this section conforms to applicable industry and Government standards, policies and practices for performance, quality, workmanship and safety (Society of Motion Picture and Television Engineers (SMPTE), Electronic Industries Association (EIA), and International Standards Organizations (ISO)). All multimedia engineering installations, maintenance, operations and service activities shall be conducted in accordance with NASA requirements for IT security (NPR 2810.1).
5.4.6.1
Multimedia Engineering and Installation TC "5.4.6.1
Multimedia Engineering and Installation" \f C \l "4" 
The Contractor shall perform minor and major multimedia engineering and installation projects, provide sustaining engineering and development engineering for multimedia systems as described in the following sections.

5.4.6.1.1
Planning and Estimating TC "5.4.6.1.1
Planning and Estimating" \f C \l "5" 
The Contractor shall work with customers in the development and definition of project requirements for minor and major projects and sustaining engineering in cooperation with the designated Government project lead. For efforts which require an initial estimate, the Contractor shall provide brief requirements analysis and rough order of magnitude (ROM) cost estimate for the project (defined in DRD-2).

For each minor or major project, sustaining or development engineering task the Contractor shall provide either an abbreviated or complete Engineering Project Plan (EPP), as specified by the Government, (defined in DRD-2). 
5.4.6.1.2
Minor Projects TC "5.4.6.1.2
Minor Projects" \f C \l "5" 
The Contractor shall perform minor multimedia engineering and installation projects. Minor projects are smaller tasks that typically do not require significant planning, design or component fabrication effort. A minor project is typically one requiring 20 or less hours to complete and the material cost is valued at less than twice the cost of the associated labor. Typical minor projects include efforts to provide, assemble, install, and test certain small items of audio, video or still imaging equipment (e.g., receiver/monitors and player/recorders) in offices, conference rooms, lobbies and laboratories. Minor projects could involve the modification, relocation or removal of existing multimedia systems or equipment. Minor projects may also require connections or changes to JSC audio and video networks.

5.4.6.1.3
Major Projects TC "5.4.6.1.3
Major Projects" \f C \l "5" 
The Contractor shall perform major multimedia engineering and installation projects. Major projects are those tasks that require significant planning and effort to design, assemble, install and test multimedia systems. These systems may consist of many components including cameras, monitors, scanners, printers, player/recorders, imaging or signal processing systems, control systems, television production equipment and other electronic or mechanical parts. Projects may also include major changes or additions to audio and video networks or require integration with computer, network-based systems or applications.  Most project components are commercially available, but some may have to be specially designed and constructed.  


The Contractor shall implement major projects. Testing shall be performed as needed to confirm the proper operation of components and complete systems and that project operational requirements are satisfied. Clear and complete operating instructions shall be prepared and provided to the NASA customer. Major projects are considered complete upon Government approval of the Project Completion Review documentation (NPR 7120.7).

5.4.6.1.4
Sustaining Engineering TC "5.4.6.1.4
Sustaining Engineering" \f C \l "5" 
The Contractor shall provide sustaining engineering services for JSC multimedia systems. Sustaining engineering is required to ensure that systems continue to perform to meet existing, modified or proposed requirements when existing hardware or software becomes inadequate, obsolete or fails and a simple maintenance replacement is not available or possible. These services may include an analysis and review of existing systems, system modifications, an evaluation of prospective new hardware or software, or the design and build up of a prototype solution. Sustaining engineering services also include procuring and integrating equipment into existing systems. Sustaining engineering efforts shall be documented in the Project Completion Review documentation (NPR 7120.7).  

5.4.6.2
Multimedia Maintenance TC "5.4.6.2
Multimedia Maintenance" \f C \l "4" 
The Contractor shall perform maintenance of JSC multimedia systems as described in the following sections. 

5.4.6.2.1
Preventive Maintenance TC "5.4.6.2.1
Preventive Maintenance" \f C \l "5" 
The Contractor shall perform preventive maintenance (PM) on specific JSC multimedia equipment and systems (Attachment J-10). The Contractor shall provide analysis to NASA for identifying systems and equipment that require PM. The Contractor shall plan, establish, and conduct a PM program to ensure the reliable operation of all identified items and that the systems are functioning within required specifications, particularly for items related to human spaceflight mission operations. The Contractor shall determine the PM requirements for the identified items, including activities to be performed and schedules for those activities to be accomplished. The Contractor shall include these items in its Preventive Maintenance Plan and Preventive Maintenance Report (DRD-11). The Contractor shall review the PM program and amend or update the plans or procedures as required (DRD-11). The Contractor shall submit a copy of these PM plans and procedures to NASA for review and approval, when they are initially prepared and when they are revised (DRD-11). 

The contractor shall develop an obsolescence plan for multimedia equipment and systems. The plan shall identify and address equipment systems that will become unsupportable during the period of execution of the contract. The plan shall identify what upgrades are necessary to maintain the functionality of the system or suggest a replacement system. The Contractor shall submit a copy of the obsolescence plan to NASA for review and approval, when initially prepared or revised (DRD-11). 

5.4.6.2.2
Repair TC "5.4.6.2.2
Repair" \f C \l "5" 
The Contractor shall repair JSC multimedia systems, equipment and networks. Some identified items shall be repaired or replaced as needed to restore full operational capability in a timely manner. The Contractor shall notify NASA when the repair of an item is not considered to be cost effective and recommend if the item should be replaced. The Contractor shall also acquire and manage third party maintenance agreements as defined in WBS 3.2.5. 

The Contractor shall repair items used to support operational space flight mission requirements immediately if notification occurs during periods of Contractor mission staffing. If Contractor mission staffing is other than 24/7, repairs shall be initiated at the beginning of the next supported shift or as directed by the Government for unusual and compelling circumstances.

5.5
System Capacity Planning and Performance Management TC "5.5
System Capacity Planning and Performance Management" \f C \l "2" 
The Contractor shall perform capacity planning and performance management for systems identified in Attachments J-10, J-11, and J-20. System performance shall be quantified in terms of large and small transactions, as well as end-to-end transaction performance as measured from the end-user workstation to the host or data system. System capacity planning is a focus on ensuring systems will remain within acceptable performance constraints. Additionally, system capacity planning is charged with ensuring that additional capacity is added in advance of the point it is needed. Examples of system performance measurements include application resources and licenses, related equipment (e.g., servers, physical storage space), and network bandwidth (e.g., television distribution network). In addition, the contractor shall analyze the environment to detect any systems that have experienced significant performance anomalies or an increase or decrease in resource utilization relative to previous baselines.

The Contract shall provide recommendations for improving any outstanding performance issues or capacity shortfalls and recommendations for systems reconfiguration or consolidation that reduce operating costs or improve resource availability (DRD-17, Performance Management and Capacity Plan).

The Performance Management and Capacity Plan shall be prepared and delivered on a periodic basis for supported systems, as determined by DRD-17. In addition, the data shall be provided electronically in Open Format defined as a format for an electronic data file that is non-proprietary. Examples of non-proprietary data file formats include: comma delimited, tab delimited, text and rich text formats.
The Contractor shall document all system and component-level capacity planning and monitoring activities to ensure that adequate capacity and performance margins for new or modified systems are met.

In addition, the Contractor shall monitor the online system availability status for all systems managed under this contract.

The Contractor shall perform the following:

1. Server and Storage Performance Monitoring

2. Network Performance Monitoring

3. Application Monitoring

5.5.1
Server and Storage Performance Monitoring TC "5.5.1
Server and Storage Performance Monitoring" \f C \l "3" 
The Contractor shall use the Service Performance Monitoring system to collect performance data from the server operating system and, in some cases, the hosted application. 

The Contractor shall keep associated alert distribution lists and availability monitoring lists current, and shall tune thresholds as needed.

The Contractor shall deploy and troubleshoot agents and scripts on IRD-owned, ODIN-owned and other IRD customer-owned servers. The Contractor shall work with server owners when deploying and troubleshooting agents and scripts on all monitored servers.  

The Contractor shall install the console for the Server Performance Monitoring application on designated workstations. Additionally, the Contractor shall provide access to a console for all system owners and system administrators of monitored servers. 

5.5.2
Network Performance Monitoring TC "5.2.2
Network Performance Monitoring" \f C \l "3"  

The Contractor shall monitor performance, analyze traffic, test, and troubleshoot problems within the JSC institutional network, which includes SCTF, Ellington Field and WSTF. The Contractor shall perform the WSTF performance monitoring functions remotely from JSC. The Contractor shall use Government-provided network monitoring and troubleshooting tools. The Contractor shall provide performance and trend analysis data for traffic shaping or network architecture changes to be included in the Network Performance Report as specified in DRD-13.  

The Contractor shall provide technical support to various IRD review boards such as the Network Access Control Board (NACB), the IRD Control Board (ICB), and others. The Contractor shall assist the Government in preparing presentations in support of these boards.

The Contractor shall work with personnel from IRD customer organizations to understand and report on detailed computer network connectivity requirements, as well as to troubleshoot network problems. The Contractor shall comply with all NASA and JSC IT Policies defined in Attachment J-6. The Contractor shall obtain IRD management approval through the TMR before any information is disseminated external to IRD.  

The Contractor shall work with network personnel from the NASA Integrated Services Network (NISN) and network personnel from other NASA centers to troubleshoot connectivity issues between JSC and other Centers.

The Contractor shall attend conferences and training as required by task order and specified by the Government.

The Contractor shall be responsible for the completion and submission to the Government of the following deliverables:

· Project Status as specified in DRD-13;

· Troubleshooting Request electronic reports, as well as status reports on efforts spent analyzing and resolving issues.

· Network performance electronic reports using the network traffic monitoring tools provided by the Government.  The report shall contain metrics data as specified by task order in accordance with DRD-13, Contractor Status Report 

The Contractor shall maintain the hardware and software associated with network performance monitoring located in Attachment J-11 and J-20.

5.5.3
Application Monitoring TC "5.5.3
Application Monitoring" \f C \l "3" 
The Contractor shall use a Government-provided application monitoring tool to ensure availability of the application to the users and minimize downtime. The Contractor shall use real-user monitoring to measure the performance and availability experienced by actual users, diagnose individual incidents, and track the impact of a change.

5.6
IT Security Services TC "5.6
IT Security Services" \f C \l "2" 
The Contractor shall provide IT Security Services that safeguard confidentiality, integrity, and availability of unclassified IT resources that are integrated into and support NASA’s missions, functional lines of business, and infrastructure based on risk-managed, cost-effective IT security principles and practices. All IT security services shall be delivered in accordance with NPR 2810.1.
5.6.1
IT Security Engineering TC "5.6.1
IT Security Engineering" \f C \l "3" 
The Contractor shall engineer new and re-engineer existing IT Security Systems as projects managed according to NPR 7120.7. The Contractor shall include quality of vendor customer support and documentation, National Information Assurance Partnership (NIAP) Common Criteria Evaluation and Validation Scheme (CCEVS) / Cryptographic Module Validation Program (CMVP) validation, and the ability to adapt to evolving security threats among requirements evaluated when producing a System Concept Review (see Attachment J-6). 

The Contractor shall execute project plans by installing and integrating any system components as necessary into the existing network. The Contractor shall document the system architecture (including diagrams), create or modify security plans, write user’s guides, and write operating procedures.

5.6.2
IT Security Maintenance and Operations TC "5.6.2
IT Security Maintenance and Operations" \f C \l "3" 
The Contractor shall be responsible for the maintenance and operations of the following JSC Institutional IT Security Systems per NASA and IRD policies and procedures (Attachment J-6):

1. Perimeter Firewall Systems

2. Content Monitoring and Filtering Systems

3. Network Intrusion Detection and Prevention Systems

4. Traffic Capturing and Analysis Systems

5. IT Security Support Systems

6. Vulnerability and Discovery Scanning Systems

7. Consolidated Logging Systems

8. Remote Access Systems

9. Public Key Infrastructure Registration Authority and Roaming Profile Systems

10. Security Information Management Systems

At a minimum, maintenance and operation duties include the following:

· Performing system and application installations and upgrades across the security systems listed above.  

· Performing configuration changes (e.g., signature files, firewall rules, proxy database, etc.) across security systems.

· Maintaining complete, accurate, and up-to-date documentation for these systems.

· Monitor IT security system performance to minimize impact to the network environment.

· Collecting and analyzing data from IT security systems, such as packet capture, session (for example, TCP and HTTP sessions), statistical, and alert data for indicators and warnings to detect and escalate IT Security Incidents, including abuse of IT resources as defined by NASA and JSC Internet Usage policies, or to recommend improvements to security controls and practices.

5.6.2.1
Perimeter Firewall Systems TC "5.6.2.1
Perimeter Firewall Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor the JSC and WSTF perimeter firewall systems (Attachment J-20).  The Contractor shall perform firewall rule set administration—including the implementation of approved firewall rule changes — and configuration management of the JSC Institutional Firewall Systems per document JSC 29173, IRD Configuration Management Plan, Appendix A to safeguard the network from intentional or unintentional intrusion and to maintain and enhance the performance, fault-tolerance, and functionality of the firewall.  

5.6.2.2
Content Monitoring and Filtering Systems TC "5.6.2.2
Content Monitoring and Filtering Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor the JSC Content Monitoring and Filtering Systems (Attachment J-20), a suite of tools capable of filtering access to Internet and internal content made by JSC devices, of caching content so as to reduce access latency, of logging content access requests to support investigations and application troubleshooting, and of detecting abuse of IT resources as defined by NASA and JSC Internet usage policies (Attachment J-6).  

5.6.2.3
Network Intrusion Detection and Prevention Systems TC "5.6.2.3
Network Intrusion Detection and Prevention Systems" \f C \l "4" 
The Contractor shall operate, maintain, monitor, and tune the Network Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) (Attachment J-20) consisting of hardened central management consoles, hardened IDS sensors, and hardened IPS filters placed on secure monitoring segments with access to key areas of network infrastructure to collect network traffic and tuned to avoid packet loss and to minimize disruption. The Contractor shall maintain knowledge of systems functionality in order to research the unique properties of suspicious traffic in order to write effective signatures to exclusively detect and prevent malicious or unauthorized activity unique to JSC. 

5.6.2.4
Traffic Capturing and Analysis Systems TC "5.6.2.4
Traffic Capturing and Analysis Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor the Traffic Capturing and Analysis Systems (Attachment J-20) consisting of hardened sensors placed on secure monitoring segments with access to key areas of network infrastructure to collect packet capture data, session data (for example, TCP and HTTP sessions), and URL requests and tuned to avoid packet loss.  

5.6.2.5
IT Security Support Systems TC "5.6.2.5
IT Security Support Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor security tools and data archival on IT Security Support Systems (Attachment J-20) consisting of hardened servers placed on secure segments with adequate storage and processing resources for the analysis and archival of IT security data.

5.6.2.6
Vulnerability and Discovery Scanning Systems TC "5.6.2.6
Vulnerability and Discovery Scanning Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor the Vulnerability and Discovery Scanning Systems (Attachment J-20) consisting of hardened scanners and sensors fixed or rendered mobile to perform vulnerability, network discovery, Certification and Accreditation (C&A), ad hoc, wireless, and perimeter scanning. The Contractor shall assist with periodic scanning report creation using scripting and data correlation. The Contractor shall maintain knowledge of JSC networks, research the unique properties of vulnerabilities affecting widely-installed software, and optimize the scanner configuration in order to minimize disruption of daily operations for targeted systems and to minimize false positives and false negatives.

5.6.2.7
Consolidated Logging Systems TC "5.6.2.7
Consolidated Logging Systems" \f C \l "4" 
The Contractor shall operate, maintain, monitor, and tune the Consolidated Logging System (Attachment J-20) consisting of a hardened central management console and fault-tolerant hardened data collectors placed on secure monitoring segments with access to key areas of network infrastructure to archive computer and network device logs, and tuned to avoid data loss. The Contractor shall maintain knowledge of monitored systems and research the unique properties of suspicious traffic to create alert conditions to exclusively detect malicious or unauthorized activity unique to JSC.

5.6.2.8
Remote Access System TC "5.6.2.8
Remote Access System" \f C \l "4" 
The Contractor shall operate and maintain the Remote Access Systems (Attachment J-20), consisting of hardened Virtual Private Network (VPN) Gateways using tunneling and proxy services to provide scalable, secure authentication and content encryption for thousands of remote users over the public Internet. The Contractor shall create, test, and manage custom profiles against requirements to provide non-JSC personnel (foreign nationals, university researchers, NASA personnel at other centers) secure access only to specific resources. The Contractor shall maintain multiple Secure Socket Layer (SSL) certificates for VPN Gateways. The Contractor shall incorporate the use of new authentication and encryption algorithms where appropriate. The Contractor shall perform Tier 2 troubleshooting to assist system administrators and users with the diagnosis and analysis of VPN problems. Tier 2 support is defined as a level of support beyond the scope of basic Help Desk service, requiring a subject matter expert.
5.6.2.9
Public Key Infrastructure Registration Authority and Roaming Profile Systems TC "5.6.2.9
Public Key Infrastructure Registration Authority and Roaming Profile Systems" \f C \l "4" 
The Contractor shall operate, maintain and monitor the Public Key Infrastructure (Attachment J-20) consisting of hardened Registration Authorities and Roaming Profile Servers which interoperate with the JSC Certificate Directory and the U.S. Treasury Certificate Authorities, providing scalable and distributable identification, authentication, non-repudiation, data integrity, and key recovery services for electronic transactions and communications. The Contractor shall implement and test PKI client software installation packages. The Contractor shall perform Tier 2 troubleshooting to assist enrollment agents and users with the diagnosis and analysis of faulty PKI operations.

5.6.2.10
Security Information Management Systems TC "5.6.2.10
Security Information Management Systems" \f C \l "4" 
The Contractor shall operate, maintain, monitor and tune the Security Information Management (SIM) Systems (Attachment J-20) consisting of a hardened central management console and hardened sensors placed on secure monitoring segments with access to key areas of network infrastructure to provide continuous collection of network traffic directly and indirectly from institutional or organizational data sources (for example, DHCP servers, Syslog servers, DNS servers, Active Directory Domain Controllers, and potentially any other IT Security System). The SIM is a JSC custom application employing a database, web interface, scripted loaders, and fuzzy logic. Data loss shall be avoided by adapting the SIM configuration to continue to accept data as the locations and formats of data sources change. The Contractor shall augment and enhance SIM capabilities to support new technologies (for example, IP version 6), interpret data from new sources, and provide simpler, more intuitive operation (for example, adopting Universal Time and improving the user interface). The Contractor shall support ad hoc report generation for data calls, IT Security incident response or auditing, and other information gathering activities using the SIM Application Programming Interface (API).

5.6.3
IT Security Administration TC "5.6.3
IT Security Administration" \f C \l "4" 
The JSC IT Security Administration program consists of the following:

1. Consultation 
2. Forum/Board Participation
3. Organizational Computer Security Official – Representative (OCSO-R) Duties
The Contractor shall administer the JSC IT Security Program in accordance with NPR 2810.1 (Attachment J-6).
5.6.3.1
Consultation TC "5.6.3.1
Consultation" \f C \l "4" 
The Contractor shall accept and respond to IT security-related requests by providing technical support to customers with the development of requirements for IT security solutions (e.g., designing firewall rules).

5.6.3.2
Forum/Board Participation TC "5.6.3.2
Forum/Board Participation" \f C \l "4" 
The Contractor shall provide technical expertise at both formal and ad hoc board meetings (for example, the Network Access Control Board (NACB) and IRD Control Board (ICB)), forums, and working groups as required to assist the Government’s decision-making process.
5.6.3.3
Organizational Computer Security Official – Representative (OCSO-R) Duties TC "5.6.3.3
Organizational Computer Security Official – Representative (OCSO-R) Duties" \f C \l "4" 
The Contractor shall be responsible for performing OCSO tasks and activities as identified in NPR 2810.1 with the exception of determining policy.

5.6.4
Vulnerability Management TC "5.6.4
Vulnerability Management" \f C \l "3" 
The Contractor shall conduct scans of the JSC network and campus (including Sonny Carter Training Facility, WSTF and Ellington Field), such as network discovery scans, vulnerability scans, ad hoc scans, network perimeter scans, and wireless scans in accordance with NPR 2810.1. The Contractor shall coordinate with JSC organizations to remediate vulnerabilities and perform follow-up scans to validate remediation.

The Contractor shall use capabilities within the scanning software or other techniques to generate output for use by the Government.

5.6.4.1
Vulnerability Assessment TC "5.6.4.1
Vulnerability Assessment" \f C \l "4" 
The Contractor shall use Government-furnished software and hardware as listed in Attachment J-20, to perform monthly vulnerability scans of all devices connected to the JSC network (or incorporate results of scans performed by other organizations behind their firewalls) in accordance with NASA requirements on vulnerability remediation as specified in NPR 2810.1. The Contractor shall use scripting and data correlation to create periodic scanning reports.  

The Contractor shall conduct vulnerability assessment and compliance scanning as defined by task order in support of Certification and Accreditation (C&A) activities. 

The Contractor shall conduct ad hoc vulnerability and configuration scanning of systems or websites to assess risk of IT security threats before attaching a system or website to the JSC network. 

The Contractor shall administer the wireless intrusion detection system (WIDS) to detect rogue access points, ad hoc networks, other violations of IT policy (e.g., access points not configured with encryption as defined by JSC standards), and access point leakage. For those areas not covered by the WIDS, the Contractor shall conduct manual monthly wireless scans. The Contractor shall identify the physical location (within a room on a floor plan or with latitude/longitude on a map), network location, and attributes (i.e., vendor, SSID, MAC address, signal strength, channel, encryption type, network protocol/standard) of rogue access points and ad hoc networks.  

The Contractor shall conduct monthly network discovery scanning to detect rogue IT assets which are not declared in IT Security Plans. 

The Contractor shall conduct monthly vulnerability and compliance scanning of all externally-facing (perimeter) hosts which are allowed inbound access through the JSC Institutional firewalls. 

5.6.4.2
Vulnerability Remediation TC "5.6.4.2
Vulnerability Remediation" \f C \l "4" 
The Contractor shall coordinate with JSC organizations to remediate vulnerabilities and perform follow-up scans to validate that the JSC organization has completed actions to repair vulnerabilities or to accept and document vulnerabilities that cannot be repaired.  

5.6.5
IT Security Monitoring TC "5.6.5
IT Security Monitoring" \f C \l "4" 
The Contractor shall collect and analyze packet capture data, session data, statistical data, and alert data for indicators and warnings to detect and escalate IT Security Incidents or to recommend improvements to IT Security controls and practices.
5.6.6
IT Security Incident Response TC "5.6.6
IT Security Incident Response" \f C \l "3" 
The Contractor shall participate in IT security incident response as members of the JSC Incident Response Team as defined by the JSC IT Security Incident Response Plan (Attachment J-6). The Contractor shall provide on-call IT security incident response 24 hours per day, 7 days a week.
The Contractor shall meet Service Level Agreements defined in the JSC IT Security Incident Response Plan for daytime/nighttime response, notification, and resolution.

The Contractor shall participate with system personnel (both civil service and contractor) when responding to an incident.  

The Contractor shall provide detailed documentation of actions taken and the conclusions drawn from analysis. The Contractor shall protect all documentation and communications associated with incidents in accordance with Agency requirements for Controlled Unclassified Information (CUI) data at a minimum (Attachment J-6).  

5.6.7
Certification and Accreditation Consulting and Auditing Services TC "5.6.7
Certification and Accreditation Consulting and Auditing Services" \f C \l "3" 
The Contractor shall support JSC organizations in performing their Certification and Accreditation (C&A) tasks and activities in accordance with NPR 2810.1 requirements. The Contractor shall:  

· Maintain an expert knowledge of new NIST & NASA requirements and understand their security implications in order to instruct JSC organizations on how to effectively implement security controls;

· Possess a thorough understanding of NIST’s C&A processes in order to interpret policy, processes, and procedures;

· Train JSC organizations on how to perform C&A activities; 

· Review the security controls of JSC IT Systems;

· Assist JSC organizations with managing their C&A packages in the C&A repository; 

· Provide C&A repository training;

· Critique C&A documentation and provide feedback to the owning organization;

· Assist in performing pre-certification and perform Security Testing and Evaluation (ST&E);

· Assist with certifications and/or audits by outside parties; 

· Perform audits to verify the completion of the Plan of Action and Milestone (POAM); 

· Consult with system owners or designees in their performance of continuous monitoring (security control testing); and 

· Attend appropriate control boards as directed by the Government, reporting on the meeting results and making recommendations to the JSC Certification and Accreditation Official (CAO).
5.7
Planning and Integration TC "5.7
Planning and Integration" \f C \l "2" 
The Contractor shall conduct planning for the development and implementation of new system capabilities; perform studies, market surveys, and benchmarking as directed; and make recommendations for new and improved capabilities, as well as for obsolescence management. The Contractor shall regularly evaluate all Government-provided tools and recommend changes.

Planning and Integration shall involve all disciplines within IRD and associated IT and multimedia components.  

When requested by the Government, the Contractor shall provide technology assessments, proposals, and/or cost estimates. These may address a state of technology, infrastructure or application enhancements, service concepts, etc. The Contractor shall follow NPR 7120.7 during system engineering efforts.  

Several WBS areas within this contract require the implementation of projects.  In each WBS area, specific steps are provided to allow tracking and review of the implementation of these projects to assist NASA with an understanding of resource utilization, cost and other factors. To reduce duplication of effort, only a specific set of milestones shall be rolled up into an integrated plan. The Contractor shall be responsible for the delivery of this integrated plan per DRD-2.
The Contractor shall perform integration analyses and make recommendations to the Government regarding technology selection and implementation alternatives to ensure the compatibility of developed systems with applicable JSC and NASA standards for software and IT security. 

The Contractor shall assess, design, and implement network architecture changes involving the JSC IT security infrastructure.
6.0 
MULTIMEDIA OPERATIONS AND SERVICES TC "6.0 
MULTIMEDIA OPERATIONS AND SERVICES" \f C \l "1" 
The Contractor shall provide multimedia products and services to support JSC in meeting institutional and program requirements, e.g., engineering analysis, mission operations and Public Affairs activities.  Multimedia products and services are distributed through the JSC audio, video, and telecommunication (telecom) networks; NASA Television; the JSC and NASA computer intranet; and the Internet. They are also distributed on media such as audio or videotapes, compact discs (CDs), digital versatile discs (DVDs), photographic prints, and digital files.  

The Contractor shall perform multimedia operations as described in the following sections in accordance with Government-approved Standard Operating Procedures as produced in accordance with DRD-10, Standard Operating Procedures, and WBS 5.4.6 Multimedia Engineering, Installation and Maintenance.

6.1
Imagery Acquisition TC "6.1
Imagery Acquisition" \f C \l "2" 
The Contractor shall provide motion, still and high-speed imagery acquisition. Specifically, the Contractor shall provide still and motion video/digital/photographic services for Human Spaceflight missions; engineering, testing and JSC institutional and training activities. The Contractor shall use applicable analog, digital, and film based formats as determined by individual project requirements.

Additional examples of imagery acquisition include: digital photography, digital high speed photography (~ 2 million fps), high speed video (60 to 120,000 fps), non-visible spectrum photography, pulse (time-lapse) imaging, infrared video, ultraviolet/infrared photography, Borescope imaging, remote operation of photo and digital video systems, aerial photography and macro photography. 

6.1.1
Engineering Testing Support TC "6.1.1
Engineering Testing Support" \f C \l "3" 
The Contractor shall set up and operate video systems, electronic still cameras, film-based imaging systems, high speed imaging systems, and other imaging systems for instrumentation or documentation activities for engineering testing at JSC or other locations as required. The Contractor shall acquire imagery in pressure chambers (requiring specialized protective equipment), high-performance test aircraft, and laboratories using testing methods that require special safety or hazardous training provided by the Government. The Contractor may be required to use special image capture formats and processes (e.g. high-speed, time-lapse, different frame rates) to meet specific engineering testing needs or for data and information gathered in laboratory or hazardous environments. 

Additionally, the Contractor shall prepare and operate television monitoring and recording systems for engineering testing activities at the Center. The Contractor shall provide routine system operations in the test facilities located in JSC buildings 7, 32, and 49. As requested by the Government (on average twice per year), the Contractor shall provide video monitoring services in other Government-owned facilities located at JSC and other locations as required. The imagery acquisition process includes signal processing, distribution, signal validation, video monitoring, and documentation. Video recording tapes provided by the Contractor to produce original (master) recordings or duplicate recordings (dubs) shall be of the highest commercial quality available for videotape recordings to ensure high, video-quality imagery with prolonged storage life.  

The Contractor shall perform image capturing for test and training activities conducted during flight in Government-operated aircraft. These Contractor employees shall be required to pass an annual Air Force Class III physical and applicable flight training provided by the Government.

6.1.2
JSC Institutional and Mission Support TC "6.1.2
JSC Institutional and Mission Support" \f C \l "3" 
The Contractor shall provide still and motion imagery acquisition for JSC institutional, program, and training activities. The Contractor shall set up and operate video systems, electronic still cameras, and film-based imaging systems for the documentation of routine, non-mission activities conducted in JSC facilities. Examples of these activities are classroom training, field training, site surveys, procedure development, film tests, dignitary visits, accident investigations, and special events. The Contractor shall also provide image acquisition services in confined spaces on site and in the JSC tunnel system.

The Contractor shall provide mission imagery documentation of flight crew training and Flight Control Room activities. In the event of a spaceflight contingency, the Contractor shall comply with JSC 27847, Imagery Operations Shuttle Contingency Action Plan, including travel to domestic or overseas landing and recovery sites, if required. 

6.2
Human Spaceflight Multimedia Operations TC "6.2
Human Spaceflight Multimedia Operations" \f C \l "2" 
The Contractor shall provide mission imaging operations for motion and still imagery, including the processing of mission downlink and returned imagery. These systems are designed to receive, adjust, switch, record, playback, and distribute mission television, audio, and still imagery. This effort shall include operating the Video Downlink Record and Playback System (VDRPS), the Master Record and Playback Area (MRPA), the Signal Validation and Adjustment System (SVAS), the Digital Imaging Laboratory (DIL), and the DIL Annex.

For International Space Station, Shuttle and Constellation program flight missions, the Contractor shall generate the mission imagery and support plans that identify the photographic and television products required for each mission as defined in the DRD‑14, Mission Support Planning Documents. These documents shall be created from data derived from the ISS Increment Data Requirements Document Annex 3, ISS Increment Data Requirements Document Annex 5, the Space Shuttle Program Mission Integration Plan, SSP Flight Specific, Flight Requirements Document and Constellation Program mission requirements documents. The imagery plans shall be reviewed and approved in accordance with DRD-14, prior to each ISS Increment, Space Shuttle mission, Constellation mission, other downlink event or document revision. The Contractor shall submit a Mission Imagery Processing Plan as specified in DRD-14. This plan shall define the processing of both still and motion imagery for real-time and post-mission activities. A post-flight imaging report defining the type, quantity, labeling, and disposition of returned imagery media will be included as part of this plan.

The Contractor shall participate in mission simulations. These functions include the processing, monitoring, recording, and distribution of all video and still imagery downlinks and the switching to backup circuits or equipment if a device in the system malfunctions.  

The Contractor shall verify the nominal operation and readiness of the JSC multimedia systems and associated networks, systems, and interfaces, for human spaceflight-related activities via periodic or scheduled readiness checks per DRD-11, Preventive Maintenance and Operational Readiness Documentation. The Contractor shall test and verify signal paths, ascertain and adjust the technical quality of the signals to meet broadcast or industrial standards as required, validate internal cable TV channels, and verify the integrity of data in the vertical interval of the television signal. These readiness checks include audio, video, still, and digital systems, operations involving data transfer, switching circuits and equipment, and retrieval and playback of video recordings.

6.2.1
Real-Time/Mission Processing, Recording, and Distribution TC "6.2.1
Real-Time/Mission Processing, Recording, and Distribution" \f C \l "3" 
The Contractor shall process, monitor, validate, record, adjust, and distribute mission- related audio, video, and still imagery, which may originate from the Space Shuttle, ISS, International Partners and Participants, Constellation vehicles, satellite downlink, or interfaces to external sources.

During missions, the Contractor shall provide electronic imaging to the DIL Annex located in the Mission Control Center (MCC). As such, the Contractor shall provide real-time processing of electronic still camera imagery; transferring images and audio for web-based distribution; and manipulating files, printing digital images, and distributing imagery through networks and servers to other JSC and NASA locations and addresses.

6.2.2
Post-Mission Processing, Recording, and Distribution TC "6.2.2
Post-Mission Processing, Recording, and Distribution" \f C \l "3" 
The Contractor shall process, monitor, validate, record, adjust, and distribute mission- related audio, video and still imagery, which originates from videotapes, film or digital media returned to JSC after a mission. Processing may include, as an example, transferring imagery to an archive medium, logging content information, and distributing imagery to program, institutional, and international customers.  

6.3
General Photographic Operations and Services TC "6.3
General Photographic Operations and Services" \f C \l "2" 
The Contractor shall provide film and paper processing, process digital imagery, duplicate photographic products, transfer and distribute imagery, manipulate files, perform film testing and certification, perform photographic discharge management, and package and deliver photographic products. Photographic laboratory operations include, for example, production of the following products:  


A. Paper prints


B. Film processing-color positive, black & white and color negative (35mm – 4x5 inches)


C. Transparent material


D. Flat-art scanning of originals up to 4’ x 6’


E. Film scanning from 35mm to 9 x 9 inches original negatives or positives and long roll scanning


F. CDs/DVDs and other electronic media


G. Motion picture long roll handling, splicing and cleaning

6.3.1
Film Processing and Scanning TC "6.3.1
Film Processing and Scanning" \f C \l "4" 
The Contractor shall provide products and services for the processing of film-based imagery. The processing may include standard chemical processing or may require special processing due to film or exposure deviations. Film processing includes, for example, 35mm, 70mm, 4x5 inches, positive, and negative media. 

The Contractor shall scan all processed, film-based imagery to digital files for retention, printing, and distribution. The Contractor shall operate a variety of film scanning devices for the creation of digital files.

6.3.2
Digital Imaging and Products TC "6.3.2
Digital Imaging and Products" \f C \l "3" 
The Contractor shall perform still digital imaging operations and provide products. The Contractor shall provide a color management system that encompasses all still digital imaging systems. The choice of system requires approval by the Government. A color management system is defined here as a system through which accurate color reproduction can be implemented across many devices and systems. The color management system will tie together all input devices (scanners, cameras, etc.), displays (monitors), output devices (printers), and independent devices (not linked to any specific device – used as a reference or storage profile). The color management system must conform to the ICC Color Management – Industry Best Practices (ICC Standard). 

The Contractor shall transfer still and motion imagery from one format or medium to another.  Media include 16mm motion picture, DVD, CD, digital files, and other film- and non-film-based media.  Additionally, the Contractor shall transfer still imagery to and from a Government-provided, web-based server for distribution to customers. 

The Contractor shall provide image file manipulation to digitally enhance the image quality, contrast, and color balance and to set the image resolution at multiple levels and multiple file formats when requested and where appropriate.  The Contractor shall request Government approval for any manipulation that alters the original intent of the image. 

6.3.3
Flight Film Certification TC "6.3.3
Flight Film Certification" \f C \l "3" 
To verify the film meets the manufacturer’s specifications for speed and tone reproduction characteristics, the Contractor shall perform certification testing on the photographic film to be flown, certifying each film type and emulsion separately. Certification shall be performed on all new film emulsions as well as on re-certifications. The Contractor shall verify the film using both the film’s sensitometric curves and the manufacturer’s control strips. A record shall be kept of each certification. Use of the certifications in processing the flight film is documented in an SOP in accordance with DRD-10. 
6.3.4
Photographic Chemical Processing TC "6.3.4
Photographic Chemical Processing" \f C \l "3" 
The Contractor shall perform chemical storage, chemical mixing, plumbing, chemical processors, and the maintenance and operation of the zero-discharge hazardous waste processing system according to JPR 8550.1, JSC Environmental Compliance Procedural Requirements. A current listing of hazardous materials is provided in Attachment J-16, Hazardous Materials List. 


The contractor shall report to the NASA Environmental Office on photography chemical handling and disposal in accordance with DRD-9, Safety and Health Plan.

The Contractor shall be responsible for the following activities:

Chemical Mixing:  The Contractor shall be responsible for the chemical mixing, analysis, storage, and inventory of all photographic chemicals, providing and maintaining current Material Safety Data Sheets (MSDS) on all chemicals used. Data on types and quantities of chemicals produced shall be provided to the JSC Environmental Office when requested in accordance with DRD-9 and JPR 5322.1, Contamination Control Requirements Manual. 

Zero Discharge System Maintenance and Operations:  The Contractor shall be responsible for the daily operation and maintenance of the zero-discharge hazardous waste system. The Contractor shall manage the disposition of photographic waste including silver sludge waste, scrap paper and film waste.

6.4
General Video Operations and Services TC "6.4
General Video Operations and Services" \f C \l "2" 
The Contractor shall operate the television systems and facilities for JSC and NASA programs, projects, and institutional activities. This includes the processing, conversion, recording, and distribution of video and audio content, the transfer of film imagery to video and data file formats and the creation of requested video products. The Contractor shall utilize the following network technologies to transfer video and audio signals: single and multi-mode fiber optic cable, coaxial copper cable, twinax cable, triaxial camera cable, cable television (CATV) cable, point-to-point and omni-directional microwave systems, twisted pair audio cable, internet protocol over computer wired, wireless and optical computer networks. The Contractor shall utilize video tape formats such as Digital Betacam, Beta SP, 1-inch SMPTE Type C, ¾ inch U-matic, HDV, DVCPRO100, and HDCAM. The contractor shall utilize other optical, solid state and file-based video formats such as Digital Versatile Disc-Video (DVD-Video), Blu-Ray Disc, P2, MPEG, formats required to support the NASA STD-2804, Minimum Interoperability Software Suite (e.g., Quicktime and Windows Media.)


Programs shall be distributed through the JSC base-band audio and video system, the JSC cable TV system, the JSC omni-directional microwave system, JSC computer network, NASA multi-channel DTV system, videotapes, digital files or optical media. The Contractor shall operate the Video Control Center (VCC), located in Building 8. 

6.4.1
Processing, Recording and Distribution TC "6.4.1
Processing, Recording and Distribution" \f C \l "3" 
The Contractor shall process, monitor, validate, record, adjust, and distribute non-mission-related video, which may originate from satellite downlinks, test, training, institutional activities, International Partners, or interfaces to external sources.

The Contractor shall operate JSC television and video systems (Attachment J-10, Systems Table). These systems are connected to the VCC and are routinely interconnected (switched) to mutually monitor tests, training, and mission simulations.

The Contractor shall schedule programming and operate television distribution systems including distribution of the NASA TV programs to the commercial media trailers. Program sources include the JSC satellite receivers, NASA inter-center networks, spacecraft, direct satellite broadcast receivers, playbacks from within the VCC, off-air antennas for local programming, JSC test and training facilities, and educational television microwave feeds.

The Contractor shall verify the nominal operation and readiness of the JSC television systems and associated audio systems, networks, and interfaces via periodic or scheduled verification checks. The Contractor shall test and verify signal paths, ascertain and adjust the technical quality of the signals to meet broadcast or industrial standards as required, validate internal cable TV channels, and verify the integrity of data in the vertical interval of the television signal. This activity includes audio and video operations involving switching circuits and equipment, and retrieval and playback of video recordings. 

6.4.2
Video Products TC "6.4.2
Video Products" \f C \l "3" 
The Contractor shall provide editing, transfer, and reproduction services as needed to create video and television products for JSC, NASA, and external customers. 
As part of the effort the Contractor shall perform the following functions:


A. Editing:  The Contractor shall edit raw material to create usable quality video products. Editing may be performed as simple cuts-only, (e.g., with no special transitions required between segments), or may involve more complex transitions between scenes, depending on the product requirements. Scene-to-scene color correction or other image enhancement will be performed as required. Some products also will require slates, titles, graphics, effects or audio to complement the edited video segments. 


B. Format and Media Transfer:  The Contractor shall transfer raw or edited motion imagery from one format or medium to another. Accompanying audio will be synchronized with the video imagery as required. This transfer process may also include encoding and authoring. Formats and media include motion picture film, videotape, optical discs and digital files. Additionally, the Contractor shall distribute transferred motion imagery, such as to and from JSC or NASA intranet or Internet-based servers, to make the products available to customers.


C. Reproduction:  The Contractor shall produce copies of NASA video products as required. This reproduction process also includes standards conversion, video and audio mixing, labeling and packaging as needed. Media formats for copies include videotape or optical disc. A full range of formats are used such as D-2, Digital Betacam, BetacamSP, HDCAM, DVCPRO, DVCAM, Mini DV, 8mm, HDV, and VHS. Disc formats include DVD, Blu-Ray, and removable hard disk. Standards conversion activities include to-or-from National Television Standards Committee (NTSC), PAL, SECAM, SDTV, and HDTV formats. Additionally, the Contractor shall operate a capability for managing the distribution of the copies produced.

6.5
Video Teleconferencing, Meeting and Presentation Support, Multimedia Equipment Loan Pool TC "6.5
Video Teleconferencing, Meeting and Presentation Support, Multimedia Equipment Loan Pool" \f C \l "2" 
The Contractor shall schedule and operate the audio and video equipment in video teleconference (VTC) rooms (Attachment J-10) in addition to the system distribution equipment that interfaces with the NASA Integrated Systems Network (NISN) and other associated networks. The Contractor shall operate the conference facilities either for the full duration of the video teleconference or long enough to brief participants on how to operate the controls. This effort shall include nontraditional teleconferencing application and techniques such as video-over-IP, desktop teleconferencing, and any other approaches developed under this contract or provided by NISN. The Contractor also shall produce and maintain standard operating procedures for all supported video teleconferencing facilities (DRD-10).  

The Contractor shall deliver, set up, and operate audiovisual equipment and systems for conferences, symposia, educational courses, and other meetings held both on and off site. Requests for off-site support require approval. Audiovisual equipment includes audience and presenter microphones, audio and video mixers and switchers, loudspeakers, video and computer screen projectors; Web cast systems, and audio/ video recorders/playback equipment.  

The Contractor shall provide the integration capabilities between the user-provided laptop and the multimedia equipment. The Contractor is not responsible for the content of the presentation, but shall provide technical assistance to customers, e.g., informing them of supported formats and software, and the setup of the customer’s laptop. Neither nonstandard-load software nor formats will be provided under this contract, but must be provided by the customer. The Contractor shall interface with all elements responsible for an event to ensure coordinated delivery of all products and services.  

The Contractor shall provide specialized services for senior management conference rooms that may require coordination of audio/visual presentations and collaborative software applications (e.g., Group Systems software, presentation and VTC support).

The Contractor shall operate an audio/visual equipment loan pool to provide short-term equipment loans to JSC and on-site Contractor personnel for on-site and off-site use. The pool may consist of equipment such as microphones, speakers, audio mixers, lecterns, slide projectors, screens, video player/recorders, television receiver/monitors, video/computer projectors, camcorders, and video equipment stands. The Contractor shall deliver, set up, take down, and pick up equipment when required.

The Contractor shall coordinate with the customer representative for requirements.

7.0
INFORMATION MANAGEMENT TC "7.0 
INFORMATION MANAGEMENT" \f C \l "1" 
7.1
Document and Data Management TC "7.1
Document and Data Management" \f C \l "2" 
The Contractor shall provide access to and maintain legacy electronic and hardcopy document collections and engineering data as required by task order. The Contractor shall ensure the accuracy, currency, and comprehensiveness of JSC holdings at all times. The Contractor shall implement processes that can be transitioned to an electronic data management system as approved by the Government. The Contractor shall clearly identify and mark materials as “Property of the U.S. Government.” The Contractor shall maintain reports containing statistics on the use of supported collections and facilities, and shall provide this information per DRD-13, Contractor Status Report. The Contractor shall be responsible for maintaining and processing new materials where required and for preserving identified physical collections. The Contractor shall ensure that information is stored under appropriate conditions based on the information format and according to NASA policies (e.g., NPR 2810.1, Security of Information Technology).

7.1.1
Electronic Document Management Systems TC "7.1.1
Electronic Document Management Systems" \f C \l "3"  

The Contractor shall be responsible for product and process-level operations for the creation and maintenance of new and legacy document collections (e.g., Document Index System (DIS)). Currently, a collection of over 100,000 documents resides in a vault in Building 45.

The Contractor shall implement a “scan-on-demand” capability whereby these hardcopy documents are digitized upon request and made available in an electronic repository. The Contractor shall develop and maintain process documentation and shall plan and conduct user training as necessary.

7.1.2
Content Management System (CMS) TC "7.1.2
Content Management System (CMS)" \f C \l "3" 
The Contractor shall implement and sustain a Content Management System on a Government-provided environment as specified by task order. The Contractor shall ensure that the data stored within the system conforms to the JSC Taxonomy per WBS 7.2.4. The Contractor shall provide recommendations to the Government on existing data or document collections to be migrated or linked to the content management system. The Contractor shall develop and implement processes and procedures for the creation and maintenance of new content as well as the migration of existing content. The Contractor shall develop and maintain Interface Control Documents for each existing data collection/repository that is linked to the CMS.

7.1.3
Engineering Drawing Control Center (EDCC) TC "7.1.3
Engineering Drawing Control Center (EDCC)" \f C \l "3" 
The EDCC is an on-site repository for hardcopy, microform, and electronic drawings.  Microform materials are no longer produced, although a large quantity of microform materials is housed within the EDCC. Supported collections include: released JSC Engineering hardware drawings and computer-aided drafting (CAD) files; hardcopy and digitized JSC Facility drawings; the collection of Facility Maintenance and Operations (M&O) equipment data and specifications; and the collection of Facility Housing Plans and Center Telephone System engineering drawings. The EDCC supports and uses several electronic systems, including the EDCC Drawing Repository, Electronic Drawing Review System (EDRS) and DDMS. The Contractor shall, where applicable, create engineering parts in the DDMS system as a result of the Engineering hardware drawing release process. The Contractor shall perform drawing release processes as outlined in JPR 8500.4, JSC Engineering Drawing System Manual.

The Contractor shall provide research and reproduction services for EDCC collections.  The Contractor shall keep records of drawing numbers assigned, data released, and data received. The Contractor shall validate documentation and maintain master reproducible drawings and aperture cards if required. Duplicate and backup copies of Center facility drawings are maintained in electronic format.  The EDCC coordinates with the Emergency Operations Center (EOC) to provide duplicates of all necessary facility drawings in the event of damage by weather or man-made threat (DRD-20, Emergency Plan). The Contractor shall transition paper and microform-based technical data repositories to the DDMS as needed when directed by the Government.  

7.1.4
JSC Quality Documentation TC "7.1.4
JSC Quality Documentation" \f C \l "3" 
The Contractor shall issue, revise, review, and verify authorization of changes to JSC Quality Documentation and transition the documents into the CMS. The Contractor shall author and review ISO documents as directed by the Government and in accordance with JPR 1281.5, Document and Data Control. The Contractor shall coordinate periodic document reviews; review, evaluate, and recommend the disposition of change requests; summarize change requests for management review; and finalize change requests based upon official disposition. The Contractor shall develop user aids, provide technical assistance for the development of official documentation, serve as primary point of contact for quality systems master list matters, and conduct training classes for ISO master list custodians. The Contractor shall ensure that requested information is provided within schedule guidelines and establish, document, and maintain a process to control all ISO System Level Procedures.

The Contractor shall support the IRD- and AC-sponsored Directives-QMS Document Merger working group, helping to create definitions for data and document, and evaluating sample document categories to determine the scope of a new center document governance structure. The Contractor shall reformat, consolidate and update QMS documents for inclusion in the directives system.  

7.1.5
Forms TC "7.1.5
Forms" \f C \l "3" 
The Contractor shall maintain a JSC website, a forms repository and a forms database which provide user access to all electronic forms, information on forms available in hard copy format only, and forms change-history information for management purposes. User training and assistance shall be performed during normal working hours. The Contractor shall distribute hard copy forms and execute all necessary reordering and restocking as described in NPD 1490.1, Printing, Duplicating, and Copy Management.

7.1.6
Document and Data Scanning TC "7.1.6
Document and Data Scanning" \f C \l "3" 
The Contractor shall provide scanning of original documentation to electronic portable document format (PDF), or tagged image file format (TIFF) at the request of the customer, for storage and distribution on such media as computer networks and compact discs. The contractor shall index the compact discs and shall make the PDF files searchable.  

Originals include documents, fiche, aperture cards and engineering drawings (electronic drawings released from the EDRS database; electronic PDF files are resized and manipulated). Electronic originals may require conversion from one file format to another.

7.2
Library and Multimedia Repository Management TC "7.2
Library and Multimedia Repository Management" \f C \l "2" 
The Contractor shall, where applicable, ensure that management and operations of the main library, remote libraries and multimedia repositories are consistent with industry standard library practices and procedures. These standard practices shall be used when applicable and shall include, for example:


A.  Circulation and Support:  The Contractor shall provide check-out services for customers’ requests for library materials (including digital files), and process returned materials, renewals and holds. The Contractor shall maintain a circulation database, where required, for all holdings, including customer, request, response, and usage data. As required, the Contractor shall monitor the database of materials on loan and prepare and issue overdue notices.  


B.  Cataloging and Processing:  The Contractor shall provide cataloging and processing services where required. The Contractor shall catalog imagery by providing unique ID numbers and sufficient descriptive textual data for retrieval. Examples of cataloging activities include describing video recording content and still imagery indexing. All multimedia collections shall use metadata tags and structures sufficient to permit access and control that conform to appropriate standards and SP-1998-7501, NASA Thesaurus.  The Contractor shall produce and maintain descriptions of all significant scenes contained in mission video downlink and on-board video recordings in the Video Asset Mission Imagery Management System (MIMS).    


C.  Reference and Research:  The Contractor shall provide reference and research as required. Requests for reference and research for multimedia resources may include JSC organizations, news media, educational organizations, media production companies, and other specialized organizations. When appropriate, the Contractor shall facilitate access to collections and materials for customers to conduct research. Materials shall be provided on loan or permanent retention as required.


Whenever practical, electronic systems shall be used as a primary method of providing information acquisition, management, and delivery services to customer desktops. The Contractor shall install, configure, facilitate access to, maintain, and enhance a full range of electronic services direct to customers, including CD-ROM and DVD databases, online services, Internet and Intranet database access, end-user document delivery, and other appropriate electronic resources. Collections shall be organized and accessible through an integrated searchable web-based interface.


The Contractor shall provide end-user instruction for library and multimedia repository services as required. One-on-one instruction shall be provided as necessary, including orientation classes and group instruction. The Contractor shall develop outreach and instructional materials and guides for meeting the needs of customers working in concert with the Customer Support Center where appropriate.


The Contractor shall follow Government-provided instructions to provide information requested under the Freedom of Information Act. The Contractor does not respond directly to FOIA requestors, but to the Government which will respond to the requestor. 
7.2.1
JSC Library Operations TC "7.2.1
JSC Library Operations" \f C \l "3" 
The Contractor shall perform the following Building 45 library functions:

A.  Provide customers with services offered from the Building 45 library.

B.  Provide instruction for and assistance with electronic resources as well as managing any remaining hard copy collections.

C.  Support, where required, inclusion of electronic documents into the Electronic Document Management System, identifying hard copy candidates for scan-on-demand inclusion in the document management system.

D.  Curate the library website, keeping current any library transition news or specific information related to available services.

E.  Provide information to the Human Resources Office for employee termination clearances.

F.  Provide courier services for JSC receipt and return of hard-copy University of Houston, Clear Lake (UHCL) library items.


G.  Create and sponsor library outreach activities, including hosting Scientific and Technical Information Center (STIC) Open Houses, disseminating STIC information at Total Health and Safety Day, and hosting Center for AeroSpace Information (CASI) representatives for periodic training sessions on CASI services and databases. 
H.  Control the assignment of JSC document numbers; physically maintain all hard copies and maintain the accuracy, currency and comprehensiveness of the JSC document collection in the JSC Document Index System (DIS).

I.  Process and track STIC subscriptions, electronic journals, database services, and other publications. Complete and comprehensive subscription records shall be maintained, with any missed issues being reclaimed as necessary. The Contractor shall maintain an accurate, current and comprehensive holdings list for STIC subscriptions in the NASA online catalog and on the STIC web page, unless otherwise designated.

7.2.2
Satellite Library Operations TC "7.2.2
Satellite Library Operations" \f C \l "3" 
The Contractor shall provide complete library services in satellite locations as required by the requesting organization. Currently there are two satellite locations at JSC: the ISS Library located in Building 4 South and the Space and Life Sciences Library located in Building 37.

7.2.3
Multimedia Repository Management TC "7.2.3
Multimedia Repository Management" \f C \l "3" 
The Multimedia Repositories used by internal and external JSC customers comprise several different media collections that include audio, motion, and still imagery produced at JSC and acquired from other sources. All audio and imagery meeting the criteria for permanent or temporary retention, recorded, created, or acquired at JSC, shall be maintained per the standards set forth in Section 6.0 of the Statement of Work, Multimedia Operations and Services. Media acquired from other NASA Centers or other NASA-sponsored projects shall be included in the collection when appropriate. The Contractor shall ensure that imagery products are maintained in the formats and quantities necessary to fulfill requests from JSC and NASA projects, programs, and internal and external customers.  

7.2.4
Taxonomy Discovery and Formulation TC "7.2.4
Taxonomy Discovery and Formulation" \f C \l "3" 
Working with guidance provided by the Office of the Chief Knowledge Officer, the Contractor shall formulate a common taxonomy for use across Center institutional organizations. The Contractor shall lead the effort to develop an Information Resources Directorate (IRD) taxonomy for use in support of records, documents, imagery and information sharing within IRD. This taxonomy is to be used for tagging electronic information for improved search ability and categorization.  

To develop this taxonomy the Contractor shall analyze existing JSC taxonomies used in support of records, documents, imagery and information sharing within IRD, across other directorates, and with the Jet Propulsion Laboratory. 

The Contractor shall recommend a strategy for implementing the IRD taxonomy and a workflow process for tagging electronic data in repositories, including for example, the STIC repositories, history portal, imagery repositories, and document indexes. The Contractor shall also recommend a strategy for implementing the common taxonomy across institutional directorates.

7.3
Records Management TC "7.3
Records Management" \f C \l "2" 
IRD is responsible for providing leadership and policy development for Records Management at JSC. In addition, IRD is responsible for helping JSC customers with the organization and disposition of record materials including submitting and retrieving record materials to and from the Federal Records Center (FRC), (36 CFR, XII, Subchapter B) and coordination of location changes and disposal notices.

The Contractor shall provide records management briefings as required to JSC civil service or contractor employees for educational purposes (NPR 1440.6, NASA Records Management.  

The Contractor shall also respond to routine employee requests for records management services or guidance on any aspect of records management, referring non-routine queries to the JSC Records Manager (NPD 1440.6, NASA Records Management; NPR 1441.1, NASA Records Retention Schedules). The Contractor shall log and status customer service requests for workload tracking purposes.

As part of coordinating the movement of records shipments to and from the FRC and the JSC Onsite Storage Facility, the Contractor shall:

A.
Complete necessary shipping paperwork to obtain accession numbers; ship records to and from their destination; request retrievals; and notify custodians of accession numbers, record locations in the FRC, and arrival of retrieved records.


B.
Coordinate with JSC Shipping, the FRC, records custodians, and JSC records management staff to accomplish proper records traffic.


C.
Track records accessions, entering information at each stage of movement into the JSC records management database.


D.
Query the JSC records management database for unreturned retrievals JSC has made and issue calls to custodians for the records to be returned.

As part of coordinating the location and disposition of records at the FRC, the Contractor shall

A.
Enter location changes into JSC records management database, and notify records custodians of change.

B.
Coordinate with the FRC, records custodians, and JSC records management staff to accomplish approval of records disposals and transfers.

Additionally, the Contractor shall provide Special Collection Archival Support which encompasses managing the STS-107 Archives database including maintaining a comprehensive inventory of all records received in support of the STS-107 Investigation and subsequent accident investigations.
7.4
History Support TC "7.4
History Support" \f C \l "2" 
The Contractor shall operate and manage the JSC History program, and perform the duties of a JSC Historian as described below to preserve and interpret the historical record of JSC:

A.
Serve as primary point of contact and coordinate history-related matters

B.
Coordinate and oversee the Oral History Project, including reviewing and recommending interview candidates and integrating the activities of researchers (primarily interns) with Oral History production activities

C.
Coordinate and facilitate the JSC/UHCL History Archive partnership (NNX07AU86A, NASA Grant/Cooperative Agreement)

D.
Provide community outreach services for the JSC History Program

E.
Identify and develop historical materials

F.
Provide inputs to planning and budgeting activities

The Contractor shall maintain the content of the JSC History database. The Contractor shall plan, organize, conduct and transcribe interviews with individuals for the JSC Oral History Project. The Contractor shall compile research, known as “Data Books” (see Attachment J-6, Applicable Documents). The Contractor shall deliver to the designated JSC contact audio recordings of interviews on both digital tape and CD and transcripts in both hardcopy and electronic format. After JSC verification, the recordings and transcripts shall be provided to the History Archive at the UHCL Alfred R. Neumann Library. Those Oral History interview requirements originating with the NASA HQ History Office require similar preparations and deliverables to be forwarded to that office. A hardcopy transcript and CD will come to JSC to be placed in the History Archive.

7.5 
Writing, Editing and Graphics TC "7.5 
Writing, Editing and Graphics" \f C \l "2" 
The Contractor shall provide writing, editing, and graphic services to produce materials in hard copy and electronic formats. Resulting products range from technical to journalistic, and may include graphical design and publication capabilities.

7.5.1
Writing and Editing TC "7.5.1
Writing and Editing" \f C \l "3" 
The Contractor shall provide technical writing and editing services required to produce scientific and technical reports, mission support documents, operational plans and procedures, systems briefs, speeches, newsletters, brochures, presentations, manuals, audio transcriptions, journal articles, and other related documentation. The Contractor shall edit documents based on guidelines specified in The Gregg Reference Manual, published by Glencoe McGraw-Hill and in the version of the SP-1999-7602, NASA Publications Guide for Authors, developed specifically for editors and writers. Document edits shall be based on defined levels for language and format specified in Jet Propulsion Laboratory Publication 80-1, The Levels of Edit.  The Contractor shall adhere to the following quality standards: NASA SP-7084, Grammar, Punctuation and Capitalization: A Handbook for Technical Writers and Editors; NPR 2200.2, Guidelines for Documentation, Approval, and Dissemination of NASA Scientific and Technical Information (STI), as revised; Merriam Webster’s Collegiate Dictionary, latest version; the United States Government Printing Office Style Manual (International Standard Book Number (ISBN) 0-16-050082-6; NASA STI Program direction at http://www.sti.nasa.gov; TM-105419, Technical Report Writing, as revised; and NASA Communications Materials Review System Style Guide, as revised. The Contractor shall retain the author's original intent and meaning, using the author's original language where possible. The majority of writing and editing tasks require a high level of skill in manipulating and working with electronic formats.

The Contractor shall comply with the quality standards specified in the preceding paragraph and with copyright laws. 

7.5.2
Graphics TC "7.5.2
Graphics" \f C \l "3" 
The Contractor shall provide graphics services that rely on traditional techniques as well as electronic creation and manipulation of graphics to produce products that satisfy the requirements of the JSC user community. The majority of work in graphics requires specialized skills for creating and manipulating electronic formats. The Contractor shall meet all Government and NASA regulations and policies in final products (e.g., NASA Insignia policy; Section 508 policy; GPO3006-8-011, Graphics Standard; Best Practices for Preparing & Submitting Electronic Design & Prepress Files; GPO300.6, The GPO Preflight Guide, NASA Communications Material Review Web Site).

The Contractor shall interpret, incorporate, and analyze customer requirements to produce engineering drawings, oversized artwork, facility drawings, software engineering releases and analyses, performance specifications, design review materials, precise dimensional layouts and figures, technical charts and graphs, maintenance and operations manuals, and technical illustrations and diagrams constructed to scale.


The Contractor shall provide complex visual designs and art products generally intended for orienting external audiences to NASA’s programs and mission. These designs include conceptual designs, abstract renderings using mixed media, program logos and emblems, formal documents, brochures, educational packages, exhibit design and display boards. The Contractor shall maintain close coordination as defined by work authorization with the customer when producing more complex products to assure quality results.

The Contractor shall provide presentation and general artwork requiring conceptual design, composition and balance, color use, and space relationship. Products and services shall include simple to complex PowerPoint presentations, simple layouts, filling out templates with basic text for certificates and award presentation pieces, mounting, matting and framing of artwork, manual and electronic tracing, electronic scanning, placards and other miscellaneous display art.

The Contractor shall produce and update all graphics and information products using the appropriate media including the Web. The Contractor shall develop new content and features utilizing current JSC themes, policies, messages, and IT security requirements (NPR 2810.1) and ensuring these are present and consistent in all products.

The Contractor shall participate in customer meetings and other activities as necessary to capture, consolidate, and document design concepts and requirements that may be generated by the customer orally, electronically, visually, or in writing. The Contractor shall maximize the use of customer-supplied material (e.g., video clips, graphics, photographs, fact sheets, scripts, interviews, information summaries, documents/reports) in the design and production of their product. 

The Contractor shall provide production artwork involving the manual and electronic integration of design elements (camera-ready art) for all types of reproduction such as photographic imaging, electronic publishing, offset printing, and silk-screen. Camera-ready art includes all reproduction elements necessary for the printer/publisher to thoroughly understand and execute the requirements. Reproduction elements refer to all the components, electronic or otherwise necessary to construct a printed or reproducible product. The Contractor also shall evaluate page proofs and conduct other printing production reviews. Prior to publishing, the Contractor shall obtain approval from Government.

The Contractor shall be responsible for coordinating delivery of all products and information to the appropriate NASA customer. Additionally, the Contractor shall ensure the Center’s graphics production systems are operating in accordance with NASA policies as described in Attachment J-6. The Contractor shall also be responsible for the filing, archiving, and data management of all products to facilitate retrieval.
8.0 
EXTERNAL RELATIONS SUPPORT SERVICES TC "8.0 
EXTERNAL RELATIONS SUPPORT SERVICES" \f C \l "1" 
8.1
Public Affairs Multimedia Services TC "8.1 
Public Affairs Multimedia Services" \f C \l "2" 
The Contractor shall provide products and services in support of the Office of Public Affairs and Communications’ mission to disseminate information about NASA and JSC activities and programs. Products and services in this area are produced or performed in accordance with broadcast industry standards, Society of Motion Picture and Television Engineers (SMPTE) standards, and UWIs in Attachment J-6, Applicable Documents.
8.1.1
Television Production TC "8.1.1
Television Production" \f C \l "3" 
The Contractor shall plan and execute live mission and institutional television programming as required during human space flight activity and non-mission events. Mission programming activities generally consist of live television program control, audio program control, recording mission-related audio circuits, televised briefings, and in-flight crew events. Non-mission television generally includes briefings, live television of events and institutional activities, and interviews at JSC or elsewhere. 

The Contractor shall provide live television programming from the Program Control Room (PCR) in the Teague Broadcast Center for uplink and distribution on NASA Television via MultiChannel Digital Television (MCDTV), satellite and locally via closed circuit. Local distribution includes three additional isolated feeds, PAO-1, PAO-2, and HDTV which shall be coordinated and switched for media requirements. Video sources for the broadcasts and isolated feeds include mission downlink, Mission Control Center (MCC) views, graphics, animation, video feeds from other NASA centers, recorded video segments and productions, live briefings and studio-based programs.
The Contractor shall generate, maintain, and distribute documentation of research and planning efforts (e.g., the NASA TV schedule of televised mission events and summary of in-flight special events) as described in the DRD-14, Mission Support Planning Documents.
Additionally, the Contractor shall provide mission and non-mission audio and video operations from the Teague Broadcast Center or remotely. Support shall include routing of video and audio sources and signals, playback of imagery from tape-based and non tape-based media, and coordination via internal and external intercom circuits with the PAO, media personnel, and other support.

8.1.1.1
Briefings TC "8.1.1.1
Briefings" \f C \l "4" 
The contractor shall produce live multi-camera television briefings. This effort requires a producer/director and staff that plans, writes, schedules, and creates graphics, outlines, treatments and scripts. Also the producer/director directs a technical director, audio technicians, camera operators, lighting, studio technicians, graphic and videotape operators. This effort also requires coordinating satellite transmissions, NASA MCDTV, (SD/ HD), Wide Area Network (WAN) transmissions, foreign language interpretations, Section 508 compliance and integrating remote telephone, audio and video sources into the briefing. Briefings include NASA institutional and mission-related press conferences. The briefings are to inform the media and public and /or NASA internal audiences. Most briefings are moderated by a NASA Public Affairs Officer and may include graphics, imagery, animation, and multi-center telephone audio participation from remote locations such as NASA centers and international venues. 

8.1.1.2
In-Flight Events TC "8.1.1.2
In-Flight Events" \f C \l "4" 
The Contractor, in a collaborative effort with PAO, shall provide planning, scheduling, and execution of live interactive broadcast events between crewmembers in orbit and participants on the ground—usually news media, VIPs and education audiences. In-flight events shall be conducted in accordance with UWI-AP141-001, Scheduling ISS Crew In-Flight Events. In addition, downlink messages for specific clients may be requested as part of the in-flight event capability. Such events typically consist of two-way audio between the spacecraft in orbit and remote locations around the world and include live downlink television from the spacecraft. This effort requires close interaction with ground-based customers and the flight control team. When planning these events, the Contractor shall receive a list of approved event candidates from PAO or may be asked to solicit candidates for the events. The number of events shall be dictated by the crew’s flight-specific or weekly timeline. For Space Shuttle missions, the Contractor shall identify in the TV schedule, opportunities when such events may be scheduled. For ISS in-flight events, the Contractor shall attend the ISS weekly long-range planning meeting to obtain or negotiate updates to the dates and times of events and ensure that PAO is informed and in agreement. This support also shall extend to PAO’s coordination of ISS in-flight events on behalf of the International Partners when the crew complement expands to a multinational six-person crew. The Contractor shall contact the customer promptly after having received the event information from PAO to discuss the event’s technical configuration for audio and video circuits and the topics to be discussed during the event.  The Contractor shall send the customer biographical information about the crew, a mission synopsis, an interview protocol, and other pertinent information to ensure a successful interview.
8.1.1.3
Live Interviews and Appearances TC "8.1.1.3
Live Interviews and Appearances" \f C \l "4" 
The Contractor shall produce live interviews using satellite or ground-based links to transmit audio and video to selected customers, which may include news and educational organizations. Typically, the customer receiving the transmission will ask questions via a phone line configured to the interviewee through the Audio Control Room. The on-camera interviewee is usually an astronaut, scientist, or NASA manager addressing current issues and situated in the studio, briefing room, a remote van, or certain on-site facilities that can be configured to the television control rooms. The Contractor shall solicit customers for interviews and produce interview and appearance sessions that may include multiple customers per session. Typically, these sessions occur on anniversaries of historic NASA events, when NASA programs reach important development milestones, or when the news media are interested in an interview.
8.1.2
Audio Program Control, Recording and Products TC "8.1.2
Audio Program Control, Recording and Products" \f C \l "3" 
The Contractor shall provide a variety of audio program control, recording, and production services for both mission and non-mission activities. The Contractor shall control multiple simultaneous audio programs during missions and during mission simulations from the JSC Audio Control Room. Programming shall include mixing multiple audio sources for live distribution. These sources consist of various Constellation, Space Shuttle Air-to-Ground (A/G) circuits, ISS Space-to-Ground (S/G) circuits, PAO commentary, audio playback, telephone and satellite circuits, dedicated four-wire circuits, briefing room and studio microphones or other sources. The Contractor shall mix audio for press briefings held at JSC and other NASA Centers and synchronize audio to video for all program feeds. The Contractor shall distribute programs to news media, JSC personnel, and NASA personnel at other centers and, if requested, will accommodate specific high-quality audio capability for individual customer needs. Audio programs consist of NASA Television audio, mission audio, inter-center audio, and PAO feeds. During ISS and certain international missions, additional audio circuit configuration may be required to broadcast and record interpretation to and from foreign languages.
Throughout the duration of human spaceflight missions for Space Shuttle, Constellation, ISS and for institutional activities, the Contractor shall record for archival, production, and distribution purposes a variety of audio circuits. The Contractor shall catalog, index, and archive recordings.  The Contractor shall make use of automated audio indexing and search technology. The Contractor shall duplicate certain portions of the audio mission recordings for distribution to the news media and other users. When NASA’s international partners participate in flights, the Contractor shall record additional audio circuits containing foreign language translation. To maintain the capability to play back and copy historic NASA audio recordings, the Contractor shall maintain operationally-unique recording/playback audio equipment such as the 30-track and 7-track recorders. The Contractor shall, on an ongoing basis, transfer these historic recordings onto current digital format media to assure their preservation.
8.1.3
Mission Commentary TC "8.1.3
Mission Commentary" \f C \l "3" 
The Contractor shall provide mission commentary from Mission Control or a remote facility, giving audio broadcast quality descriptions of mission events for distribution to the media and public. Mission commentary requires in-depth knowledge of human space flight systems and operations as well as the use of sound judgment in complex situations. The Government will provide training in mission commentary procedures and practices.
8.1.4
Video and Multimedia Production TC "8.1.4
Video and Multimedia Production" \f C \l "3" 
The Contractor shall produce television productions, programs, features, video files, video news releases, video for Internet, and multimedia presentations required to publicly communicate JSC and NASA programs. This effort requires activities such as planning; writing outlines, treatments, and scripts; directing various activities; acquiring necessary footage; creating still graphics and animation; recording all necessary audio elements; and performing off-line and on-line edits. All products shall be Section 508 compliant. Requirements may range from a simple one-camera video documentation to a more complex multi-camera, fully-scripted studio production. Projects may require set construction.  Multimedia products shall be distributed through the JSC cable TV system, Internet Protocol Television (IPTV), the JSC Omni-directional microwave system, NASA Television, MCDTV, video tapes, digital files, or other media formats. The Contractor shall format productions for potential additional use on the Web, or other electronic outlets.  
For multimedia projects, the Contractor shall submit a written production plan and budget within two weeks of receiving the production request as described in DRD-15, Television Productions Deliverables (Example Production Estimate). Upon completion, the Contractor shall submit a final report and collect and store all project documentation in a permanent file in a Government-provided repository. For all projects, the Contractor shall assign a producer to work with the client throughout development, production, delivery, and final approval of the product. The Contractor shall provide status updates to customers.

The Contractor shall operate the facilities and equipment to accomplish all objectives of the SOW and be able to adapt to new or changing technologies as appropriate. The Contractor shall provide sustaining engineering including delivery of a Preventive Maintenance and Obsolescence Plan (DRD-11, Preventive Maintenance and Operational Readiness Documentation) for systems and equipment supporting television and multimedia production, and develop and update a strategic plan for technology infusion. The Contractor shall provide broadcast digital video engineering capability annually certified by the AVID Corporation to be full Systems Administrator-level for the JSC PAO AVID system with Unity and accessories. The capability shall include current year AVID certification at the 3rd level of technical competence for on-site repairs and triage. See J-10, Systems Table, for specific availability and performance requirements. 
8.2
External Relations, Information and Communications TC "8.2
External Relations, Information and Communications" \f C \l "2" 
Under the oversight of the Government, the Contractor shall use a strategic communications approach to planning and implementing outreach activities to inform a broad public audience and specific target audiences regarding NASA’s programs and activities. The Government will provide top-level objectives and the Contractor shall develop plans and execute campaigns and specific activities to accomplish those objectives. The planning activity shall include elements such as defining communications goals, selecting a target audience, developing messages, choosing a media strategy and defining required products. After review and approval by the Government, the contractor shall execute the outreach campaigns and activities using methods such as exhibits, attendance at public events, internet-based activities and Web presence, imagery-based multimedia products and print materials of various types. Where practical, the Contractor shall develop and use objective measures of effectiveness as approved by the Government for outreach activities and provide the results to the Government. All communications products including exhibits shall be produced in compliance with the NASA Communications Material Review (CMR) Process and the NASA Style Guide available at: http://communications.nasa.gov/portal/site/osc.
8.2.1
Exhibits Program, Outreach Campaigns and Events TC "8.2.1
Exhibits Program, Outreach Campaigns and Events" \f C \l "3" 
The Contractor shall produce, maintain, store, transport and schedule exhibits for NASA-sponsored outreach campaigns and events as well as in response to requests from customers to showcase NASA programs and technologies. Exhibits also may include display of human spaceflight program hardware at selected events or at a NASA Visitor Center. All Exhibits program activities shall be in accordance with NPR 1387.1, NASA Exhibits Program.
8.2.1.1
Traveling Exhibits TC "8.2.1.1
Traveling Exhibits" \f C \l "4"  

The Contractor shall implement the traveling exhibits program (JPD 1387.1, JSC Public Exhibits Program). Work to be performed includes activities such as supporting NASA outreach campaigns and events, developing event plans, and providing logistics coordination, which includes shipping/receiving of exhibit materials, assembly of the exhibits, inventory record-keeping, and scheduling of exhibit event locations and dates. The Contractor shall respond to requests for exhibits from external customers, processing requests, warehousing and shipping exhibits. Lunar sample displays are included in the exhibits to be managed. The contractor shall maintain all appropriate records including schedules, exhibition files, documentation and reports.

For outreach events for which NASA requires staffing, the Contractor shall be responsible for purchasing materials and for arranging for exhibit logistics services. The Contractor shall travel to exhibit locations for the purpose of assembling and dismantling exhibits including traveling trailer exhibits, and staffing the exhibit to disseminate information and respond to inquiries about NASA programs. For NASA exhibits mounted in towable trailers, the Contractor may be required to tow the trailer with a Contractor-provided vehicle to and from the display location.
8.2.1.2
Exhibit Production and Refurbishment TC "8.2.1.2
Exhibit Production and Refurbishment" \f C \l "4" 
The Contractor shall design, fabricate, maintain, refurbish, and warehouse PAO exhibits for use at JSC, other NASA Centers and exhibit locations as specified by the Government. To accomplish this, the Contractor shall operate an exhibits shop. This effort requires activity such as operating large power tools including table saws, band saws, planers and other tools to fabricate exhibits from wood, metal, plastic and composites; using small power tools and hand tools; operating fork lifts to move heavy pallets of printed materials; operating painting and finishing equipment; drawing and designing exhibits; and lifting and carrying moderately heavy materials, building stock, storage crates, and other items. The Contractor shall fabricate models using materials such as fiberglass, metal and wood. The Contractor shall provide and maintain audiovisual equipment associated with exhibits.

The Contractor shall collaborate with NASA staff to develop strategic communications approaches for exhibit graphics, images, and messages. The Contractor shall develop and update presentational narratives, research and prepare text, and select photographs for the existing exhibits in the JSC inventory and new exhibits that may be designed and produced.  
The Contractor shall refurbish existing exhibits for JSC, other NASA centers and Space Center Houston. Refurbishment of exhibits consists of reconfiguring existing exhibit structures, providing new informational material on that structure and adding new interactive or electronic elements. The exhibits inventory consists of over 400 displays, including artifacts, scale models of spacecraft, static panel exhibits, mobile trailers, and dynamic exhibits containing both audio and projection systems, most of which are designed to be packed and shipped in fitted crates. (Attachment J-5, List of Installation Accountable Government Property)
8.2.1.3
Artifact and Exhibits Management/Maintenance TC "8.2.1.3
Artifact and Exhibits Management/Maintenance" \f C \l "4" 
The Contractor shall store, catalog, and transfer NASA artifacts, both for temporary loan and for final disposition (NPR 4310.1, Identification and Disposition of NASA Artifacts). The Contractor shall store and eventually transfer space hardware selected by the Smithsonian Institution as an “artifact.” The Contractor is responsible for material from receipt until shipment to the Smithsonian Institution or other designated locations. The Contractor shall store, secure, ship, and maintain artifacts at JSC. The Contractor also shall maintain NASA space flight artifacts at Space Center Houston. Artifacts are identified in Attachment J-5. Maintenance of artifact exhibits consists of minor repairs to make the exhibit show-ready for its next event.

8.2.2
Outreach Program TC "8.2.2
Outreach Program" \f C \l "3" 
The Outreach Program is designed to inform the public about NASA programs and activities, share the excitement of NASA’s mission with the public audience, build cooperative relationships with communities and generally increase public awareness of NASA’s activities. The outreach program includes public relations campaigns, event campaigns, the Speakers Bureau, special events, exhibitions, the Information Service Center, cooperative projects with community organizations and other activities. The Outreach Program uses a variety of communications approaches including traditional media, social media, viral marketing, strategic partnerships, written and other communication products, grassroots-level marketing and other services and resources to implement a comprehensive program. The Government provides policy and strategic guidance for those elements of the outreach program operated by the Contractor.
8.2.2.1
Protocol and Guest Operations TC "8.2.2.1
Protocol and Guest Operations" \f C \l "4" 
The Contractor shall perform protocol operations for special guests of JSC. Special guests include high-ranking officials of the United States and foreign governments, heads of state, congressional office-holders and staff, cabinet-level officials, diplomatic personnel, guests of senior management and others as identified by the JSC External Relations Office. Protocol operations shall include activities such as planning, coordination, and preparation of visit agendas; scheduling facilities and presenters; and arranging transportation, photographers, informational materials, and presentation items. The Contractor shall provide planning and implementation for mission-related activities such as Mission Control guest programs at JSC, JSC guest programs at KSC, and crew return ceremonies. The Contractor shall arrange on-site and near-site transportation for guests attending special programs.
8.2.2.2
Information Service Center TC "8.2.2.2
Information Service Center" \f C \l "4" 
The Contractor shall respond to requests for information and materials in various media from JSC, other NASA Centers and the general public. The Contractor shall assemble, package, and disseminate NASA program and educational materials in paper and electronic form to fulfill requests, and shall prepare special replies to a variety of specific information requests, conducting the necessary research. On occasion, large-scale preparation of information packages shall be required to send to NASA-supported conventions, conferences, and educational events. The Contractor shall keep a record of requests and the disposition of requests.

The Contractor shall acquire, warehouse and maintain inventories of educational and public information publications and products in electronic and hard copy form. The Contractor also shall develop a method to archive, catalog and retrieve all PAO materials in electronic and hard copy form. The Contractor shall make the archives accessible to JSC employees in hard copy form and on the Internet.

The Contractor shall produce information products including written documents and schedules, information packages, press releases and articles, NASA/JSC customer or visitor listings, graphic materials, and develop and maintain mailing lists and labels. The Contractor shall perform this activity in accordance with policy and reference documents described in WBS 7.5.1.
The Contractor shall assess and propose approaches and systems to provide information and education materials via electronic means such as the Internet to increase the availability of materials and decrease printing, storage, and distribution costs. If innovations are acceptable to the Government, the Contractor shall implement new systems.
8.2.2.3
Speakers Bureau Program TC "8.2.2.3
Speakers Bureau Program" \f C \l "4" 
The Contractor shall operate the JSC Speakers Bureau Program in accordance with JPR 1385.1, Official JSC Public Speaking Engagements. Responsibilities include developing outreach plans to inform organizations about speaker opportunities, recruit and train speakers, identify and prepare presentation tools, implement a Speakers Bureau Recognition Program, receive and process written and verbal requests for speakers, arrange travel, and develop and track metrics for the program.   
8.2.2.4
Event Planning and Coordination TC "8.2.2.4
Event Planning and Coordination" \f C \l "4" 
Under the oversight of the Government, the Contractor shall plan and implement outreach campaigns to identify, engage, and inform selected internal and external audiences. The Contractor shall create, plan, coordinate, publicize and staff special outreach events, including crew debriefings, auditorium-type programs, and special events both on and off site. The Contractor shall organize campaigns and events to reach audiences as identified in Public Affairs strategic communications plans. Planning typically will include identifying appropriate audiences, designing campaigns and events, and coordinating all logistics requirements. All plans shall be reviewed and approved by the Government before being implemented by the Contractor. Publicity includes selecting a target audience, designing methods to reach that audience, and the design, writing, graphics, production and distribution of publicity materials. Staffing actions include assigning contractor staff, volunteer recruitment and scheduling both civil service and aerospace contractor volunteers. The Contractor shall implement a recognition program for event volunteers.  

8.2.3
Communications TC "8.2.3
Communications" \f C \l "3" 
The Contractor shall provide a variety of communications and media services designed to inform and engage internal and external audiences. The services include strategic communications planning, internal and external communications products and activities, newsroom staffing, distribution of imagery and informational materials, assistance to visiting media, and advanced communications techniques involving the Web, text messaging, social media, and electronic systems. Distribution of information to the media and public shall be in accordance with JPD 1382.1, Release of Information to News Media.

8.2.3.1
Internal Communications TC "8.2.3.1
Internal Communications" \f C \l "4" 
The Contractor shall provide services for internal communications programs and activities including production of the employee newspaper (Roundup), a daily e-mail-based employee information service (JSC Today), an on-line feature story Web site (JSC Features) with feature stories, photo and awards pages and other new products and services that may be developed to communicate with employees and other internal NASA audiences.

Production of the Roundup, JSC Today, JSC Features and other products shall encompass all phases of production including communications strategy, planning, writing, editing, layout, design, working with printers or Web technical staff, and all other elements needed to carry the product from concept to completion. The Contractor shall use writing, editing and graphic styles appropriate for the type of publication or product and audience.

The Contractor shall use other forms of internal communication as available and as appropriate for the communications objectives. These may include writing, editing and preparation of announcements for the JSC closed-circuit television system, fliers, posters, brochures, fact sheets and other media.

The Contractor shall develop and execute internal communications plans for such activities as publicity for special events and employee awareness campaigns that consider the appropriate strategy for communicating with the target audiences including use of available internal media, messages, timing and other factors.

8.2.3.2
External Communications TC "8.2.3.2
External Communications" \f C \l "4" 
The Contractor shall provide strategy recommendations, creative capability, and services for a variety of communications activities and products designed to inform external audiences of JSC and NASA programs as described below. All activities shall be reviewed and approved by the Government prior to implementation.
8.2.3.2.1
Strategic Communications Activities TC "8.2.3.2.1
Strategic Communications Activities" \f C \l "5" 
Under the oversight of the Government, the Contractor shall develop and execute external communications plans that focus on delivering information to the public including specific external audiences in the most effective way possible. Both newly-developed and existing communications activities should be considered. These communications activities, including development and execution of strategic outreach and media campaigns, typically will use strategic communications methods to develop plans to select target audiences, define messages, choose a media strategy, develop products (news releases, features, fact sheets, fliers, brochures, posters and other collateral materials) and distribute these products in the most effective and efficient manner. Communications projects often will involve electronic products including development of content, managing on-going story and activity for Web sites, and creating material for stories using multimedia formats (written, still photo, video and audio formats). All communications plans shall be reviewed and approved by the Government before implementation. The Contractor shall distribute and promote the use of products such as public service announcements and other NASA materials.  The Contractor shall identify and use quantitative and qualitative measures of effectiveness for communications activities (e.g., audience size, web page views, and event attendance).
8.2.3.2.2
Public Affairs Internet Content Operations TC "8.2.3.2.2
Public Affairs Internet Content Operations" \f C \l "5" 
The Contractor shall produce or update information products for use on the Internet, making maximum use of other products developed for PAO (e.g., video, audio, fact sheets, scripts, interviews, graphics, photographs, and captions). Other files such as JPG, Shockwave/Flash File (SWF), Motion Picture Experts Group (MPEG), and advanced systems and software will be used in NASA websites including blogs and webcasts and third party sites such as YouTube, MySpace, and others.

The Contractor shall utilize PAO themes and messages and ensure that these are present and consistent in all Internet materials. The Contractor shall coordinate routine delivery of raw materials or data used to update PAO Internet products from other JSC provider organizations. Content shall meet prevailing World Wide Web (Internet) publishing standards, NASA policies for Web content and NPR 2810.1, Security of Information Technology.  

For PAO Web initiatives, the Contractor shall:

· Generate and update content for all Space Shuttle and Constellation flights and significant ISS events. In the event of contingencies, the Contractor shall post appropriate updates to the development server within one (1) hour of notification. 

· Develop and generate new Web features and content to increase visibility and public participation in plans and activities of the Constellation Program.

· Develop new content and features for the JSC public Web site and all its subsections, the spaceflight Web site, related portions of the One NASA Web Portal, and various internal PAO Web sites. Video, photos, graphics and interactive components will be used extensively in new content and features.

· Propose, develop and execute new formats and systems that take advantage of growth of new sites such as YouTube, MySpace, Face Book, Twitter, and other social media. New formats may include animation. The contractor shall identify new methods for creating and publicizing sites including viral marketing.

· Coordinate with PAO staff and other organizations (e.g., the MCC and JSC Mission Television group) to arrange for delivery of real-time content. 
8.2.3.3
General Media Support Services TC "8.2.3.3
General Media Support Services" \f C \l "4" 
The Contractor shall provide services to facilitate media coverage of JSC and NASA programs and activities. The Contractor shall provide products and services to the news media, educational organizations, media production companies (NPD 1383.2, NASA Assistance to Non-Government, Entertainment-Oriented Motion Picture, Television, Video and Multimedia Productions/Enterprises, and Advertising), other specialized organizations and individuals seeking acquisition of imagery and information about the space program. Products and services include operation of the Media Resource Center, media technical assistance, Public Affairs information products and services, document development, and Newsroom support services. 
8.2.3.3.1
Media Resource Center Operations TC "8.2.3.3.1
Media Resource Center Operations" \f C \l "5" 
The Contractor shall operate the Media Resource Center to provide imagery and multimedia products to news media and other customers as defined by PAO. The functions of the Media Resource Center include customer service, research, caption writing, cataloging and indexing, filing, records maintenance, order processing and shipping and inventory management. Still photograph caption information shall be written for selected imagery and maintained in a computerized database and shall be provided with the requested images. Imagery and information products are provided without charge to some internal and external customers (e.g., news media, educators, and other non-profit organizations). The Government will approve exceptions to this policy.  .
8.2.3.3.2
Media Technical Assistance TC "8.2.3.3.2
Media Technical Assistance" \f C \l "5" 
To facilitate the media’s acquisition of JSC imagery, the Contractor shall escort visiting news media and production crews in training facilities and other areas not accessible to the public. The Contractor shall coordinate access to the desired sites with the responsible facility managers and JSC Security.

The Contractor also shall facilitate the scheduling of astronaut interviews with news media, coordinate logistics arrangements such as badge processing for visiting media, and maintain statistical data and other media information on human spaceflights.
During human spaceflight missions and other high-interest activities the Contractor shall provide support to newsroom operations for answering queries from the media and public, distributing informational products, and providing general assistance to media over the telephone or in person.
8.2.4
Education Support Services TC "8.2.4
Education Support Services" \f C \l "3" 
The Contractor shall deliver products and services in support of JSC and NASA’s Education programs including Distance Learning and other learning technologies, activities, education outreach and events.
8.2.4.1
E-Learning TC "8.2.4.1
E-Learning" \f C \l "4" 
The Distance Learning Project consists of the development and distribution of NASA educational materials and curriculum support modules via an E-Learning mechanism.  The process for delivery is primarily through the use of video conferencing, Webcasting, and Web-based media.

The Contractor shall schedule, coordinate and conduct weekly E-Learning events. This effort includes activities such as developing content specific to the NASA Mission Directorates and linked to National Education Standards. The Contractor also shall recruit subject matter experts for specific events, produce unique products for special events (e.g., Space Day, World Space Week, and Aquarius), produce video teleconferences and Webcasts, and promote E-learning events to participants, determining the correlation of events to required curriculum. The Contractor shall handle all pre- and post-event requirements.  
8.2.4.2
Education Outreach TC "8.2.4.2
Education Outreach" \f C \l "4" 
The Contractor shall provide logistics and operational services to educational outreach programs including scheduling and coordinating visits by educators and students; responding to requests for educational outreach events; and preparing and presenting professional development sessions using NASA education materials at education workshops, conferences and related events. The Contractor shall schedule special appearances and other volunteer work performed by JSC volunteers including yearly recruitment for SciAd and Education Outreach volunteers. The Contractor shall maintain metrics on numbers of events per year and volunteer data. The Contractor shall provide services for the JASON Project educational program. Specifically, the Contractor shall participate in the "train the trainers" workshop, lead teacher training activities at JSC, recruit area teachers to participate, conduct activities with students participating in the JASON Project broadcasts, coordinate administrative activities, and record data in the NASA Education Evaluation Information System (NEEIS)/Education Computer Aided Tracking Systems (EDCATS) database. In addition, the Contractor shall act as the JSC point of contact and backup point of contact to NEEIS.

Events include classroom visits/presentations, assembly presentations, science fairs, career days/shadowing, National Engineers Week, tutoring assignments and mentoring.
8.2.4.3
JSC Education Program Support TC "8.2.4.3
JSC Education Program Support" \f C \l "4" 
The Contractor shall plan and implement a variety of educational programs such as teacher workshops, educator conferences, and student competitions held at JSC. The number of programs varies each year with the average of six programs per year. Education programs range in duration from one-day to two-week events.

Overall operation of these programs includes developing and executing project plans that cover development of promotional materials, advertising, logistics (e.g., security, presenters, and buildings), volunteer solicitation, establishing a judging committee, developing program content and content delivery.

The Contractor shall provide services for educational tours of JSC as identified by the Education and Student Programs Branch. Services include planning, coordinating, and preparing tour agendas; scheduling facilities and presenters; and arranging transportation, informational materials, and escorts.
[END OF SECTION]
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