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ADDENDUM TO 52.212-4, CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS

52.204-7 Central Contractor Registration. (DEC 2012)
52.212-4 Contract Terms and Conditions - Commercial Items. (FEB 2012)

52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders -
Commercial Items. (JAN 2013)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses,
which are incorporated in this contract by reference, to implement provisions of law or Executive
orders applicable to acquisitions of commercial items:

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).
[ ] Alternate I (Aug 2007) of 52.222-50 (22 U.S.C. 7104(g)).
(2) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(3) 52.2334, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. 108-77,
108-78).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting
Officer has indicated as being incorporated in this contract by reference to implement provisions
of law or Executive orders applicable to acquisitions of commercial items: Contracting Officer
check as appropriate.

[ 1(1) 52.203-6, Restrictions on Subcontractor Sales to the Government (SEP 2006), with
Alternate I (OCT 1995) (41 U.5.C. 253g and 10 U.S.C. 2402).

[ 1(2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)(Pub. L.
110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

[ 1(3) 52.203-15, Whistleblower Protections under the American Recovery and
Reinvestment Act of 2009 (TUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to
contracts funded by the American Recovery and Reinvestment Act of 2009.)

X(4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards
(AUG 2012) (Pub. L. 109-282) (31 U.S.C. 6101 note).

[ 1(5) 52.204-11, American Recovery and Reinvestment Act--Reporting Requirements
(JUL 2010) (Pub. L. 111-5).

X(6) 52.209-6, Protecting the Government's Interest When Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment (DEC 2010) (31 U.S.C.
6101 note).

[ J(7) 52.209-9, Updates of Publicly Available Information Regarding Responsibility
Matters (FEB  2012) (41 U.S.C. 2313).

[ 1(8) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (MAY
2012) (section 738 of Division C of Pub. L. 112-74, section 740 of Division C of Pub. L.,
111-117, section 743 of Division D of Pub. L. 111-8, and section 745 of Division D of
Pub. L. 110-161}.
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[ 1(9) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15
U.8.C. 657a).

[ 1(10) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (JAN 2011) (if the offeror elects to waive the preference, it shall so indicate in
its offer) (15 U.S.C. 657a).

[1(11) (Reserved)

X(12)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.5.C.
644).

[ 1(ii) Alternate I (NOV 2011).
[ ](iii) Alternate IT (NOV 2011).

[ 1(13)(i) 52.219-7, Notice of Partial Small Business Set-Aside (JUN 2003) (15 U.S.C.
644).

[ 1(ii) Alternate I (OCT 1995) of 52.219-7.
[ ] (iii) Alternate II (MAR 2004) of 52.219-7.

[ 1(14) 52.219-8, Utilization of Small Business Concerns (JAN 2011) (15 U.S.C. 637
(d)(2) and (3)). '

[ X15)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2011) (15 U.S.C.
637{d)(4).

[ 1(ii) Alternate I (OCT 2001) of 52.219-9.
[ 1(iii) Alternate I (OCT 2001) of 52.219-9.
[ 1(iv) Alternate III (JUL 2010) of 52.219-9.

X(16) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)).

[ 1(17) 52.219-14, Limitations on Subcontracting (NOV 2011} (15 U.S.C. 637(a)(14)).

[ J(18) 52.219-16, Liquidated Damages--Subcontracting Plan (JAN 1999) (15 U.8.C.
637(D(AXFX1)).

[ 1(19)(3) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged
Business Concerns (OCT 2008) (10 U.S.C. 2323)(if the offeror elects to waive the
adjustment, it shall so indicate in its offer.)

[ ](ii) Alternate I (JUN 2003) of 52.219-23.

[ 1(20) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged
Status and Reporting (DEC 2010) (Pub. L. 103-355, section 7102, and 10 U.S.C, 2323).

[ 1(21) 52.219-26, Small Disadvantaged Business Participation Program--Incentive
Subcontracting (OCT 2000) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[ 1(22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside
(NOV 2011) (15 U.5.C. 6571).



NNK13470854Q
Page S of 14

[X1(23) 52.219-28, Post Award Small Business Program Rerepresentation (APR 2012)
(15 U.S.C. 632(a)(2)).

X(24) 52.219-29, Notice of Set-Aside for Economicaily Disadvantaged Women-Owned
Small Business (EDWOSB) Concerns (APR 2012) (15 U.S.C. 637(m)).

[ 1(25) 52.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB)
Concerns Eligible Under the WOSB Program (APR 2012) (15 U.S.C. 637(m)).

X(26) 52.222-3, Convict Labor (JUN 2003) (E.Q. 11755).

X(27) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (MAR 2012)
(E.O. 13126).

X(28) 52.222-21, Prohibition of Segregated Facilities (FEB 1999),
X(29) 52.222-26, Equal Opportunity (MAR 2007) (E.O. 11246).
[ 1(30) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

X(31) 52.222-36, Affirmative Action for Workers with Disabilities (OCT 2010) (29
U.S.C. 793).

[1(32) 52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212).

[ 1(33) 52.222-40, Notification of Employee Rights Under the National Labor Relations
Act (DEC 2010) (E.O. 13496).

[ }(34) 52.222-54, Employment Eligibility Verification (JUL 2012). (Executive Order
12989). (Not applicable to the acquisition of commercially available off-the-shelf items
or certain other types of commercial items as prescribed in 22.1803.)

[ 1(35)i) 52.223-9, Estimate of Percentage of Recovered Material Content for
EPA-Designated Items (MAY 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the
acquisition of commercially available off-the-shelf items.)

[ ](ii) Alternate 1 (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not
applicable to the acquisition of commerciaily available off-the-shelf items.)

[ 1(36) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007) (42
U.S.C. 82590).

[ {37)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal
Computer Products (DEC 2007) (E.O. 13423).

[ 1(ii) Alterate I (DEC 2007) of 52.223-16.

X(38) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving
(AUG 2011). (E.O. 13513).

[1(39) 52.225-1, Buy American Act - Supplies (FEB 2009) (41 U.S.C. 10a-10d).
[ 1(40)(i) 52.225-3, Buy American Act-Free Trade Agreements-Israeli Trade Act (NOV

2012} (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.8.C. 3805
note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53,
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109-169, 109-283, 110-138, 112-41, 11242, and 11243},
[ 1(ii) Alternate I (MAR 2012) of 52.225-3.
[ 1(iii) Alternate II (MAR 2012) of 52.225-3.
[ J(iv) Alternate III (NOV 2012) of 52.225-3,

[ 1(41) 52.225-5, Trade Agreements (NOV 2012) (19 U.S.C. 2501, ef seg., 19 U.S.C.
3301 note).

X(42) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

[ 1(43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (NOV 2007) (42
U.S8.C. 5150).

[ 1(44) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area
(NOV 2007) (42 U.5.C. 5150).

[ 1(45) 52.232-29, Terms for Financing of Purchases of Commercial Items {(FEB 2002)
(41 U.S.C. 255(), 10 U.S.C. 2307(f)).

[ 1(46} 52.232-30, Installment Payments for Commercial Items (OCT 1995) {41 U.S.C.
255(f), 10 U.S.C. 2307(f)).

X(47) 52.232-33, Payment by Electronic Funds Transfer - Central Contractor
Registration (OCT 2003) (31 U.S8.C. 3332).

[ 1(48) 52.232-34, Payment by Electronic Funds Transfer - Other than Central
Contractor Registration (MAY 1999) (31 U.S.C. 3332).

{ 1(49) 52.232-36, Payment by Third Party (FEB 2010) (31 U.S.C. 3332).
[ 1(50) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

[ 51)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels
(FEB 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631).

[ 1(ii) Alternate I (APR 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items: (Contracting Officer check as appropriate.)

[ 1(1) 52.222-41, Service Contract Act of 1965 (NOV 2007) (41 U.8.C. 351, et seq.).

[ 1(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 1989) (29
U.5.C. 206 and 41 U.S.C. 351, et seq.).

[ }(3) 52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment
{Multiple Year and Option Contracts) (SEP 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et

seq.).
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[ 1(4) 52.222-44, Fair Labor Standards Act and Service Contract Aci--Price Adjustment
(SEP 2009) (29 U.S.C. 206 and 41 U.8.C. 351, et seq.).

[ 1(5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts
for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (NOV
2007) (41 U.S.C. 351, et seq.).

[ )(6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts
for Certain Services--Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

[ 1(7) 52.222-17, Nondisplacement of Qualified Workers (JAN 2013) (E.O.13495).

[ 1(8) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR
2009) (Pub. L. 110-247).

[ 1(9) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C.
5112(pX1)).

{d) Comptroller General Examination of Record. The Contractor shall comply with the provisions
of this paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the
simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -
Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor's
directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after
final payment under this contract or for any shorter period specified in FAR Subpart 4.7,
Contractor Records Retention, of the other clauses of this contract. If this contract is
completely or partially terminated, the records relating to the work terminated shall be
made available for 3 years afier any resulting final termination settlement. Records
relating to appeals under the disputes clause or to litigation or the settlement of claims
arising under or relating to this contract shall be made available until such appeals,
litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require
the Contractor to create or maintain any record that the Contractor does not maintain in
the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), {(c), and (d) of this
clause, the Contractor is not required to flow down any FAR clause, other than those in this
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the
extent of the flow down shall be as required by the clause--

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)
{(Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

(ii) 52.219-8, Utilization of Small Business Concerns (DEC 2010) (15 U.S.C.
637(d)(2) and (3)), in all subcontracts that offer further subcontracting
opportunities. If the subcontract (except subcontracts to small business
concerns) exceeds $650,000 ($1.5 million for construction of any public
facility), the subcontractor must include 52.219-8 in lower tier subcontracts
that offer subcontracting opportunities.
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(iii) 52.222-17, Nondisplacement of Qualified Workers (JAN 2013) (E.Q.
13495). Flow down required in accordance with paragraph (1) of FAR clause
52.222-17.

(iv) 52.222-26, Equal Opportunity (MAR 2007) (E.O. 11246).
(v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities {OCT 2010)
(29 U.S.C. 793).

(vii) 52.222-40, Notification of Employee Rights Under the National Labor
Relations Act (DEC 2010) (E.O. 13496). Flow down required in accordance
with paragraph (f) of FAR clause 52.222-40,

(viii) 52.222-41, Service Contract Act of 1965 (NOV 2007) (41 U.S.C. 351, et
seq.).

(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C.
7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to
Contracts for Maintenance, Calibration, or Repair of Certain
Equipment--Requirements (NOV 2007) (41 U.S.C. 351, et seq.).

(xi) 52.222-53, Exemption from Application of the Service Contract Act to
Contracts for Certain Services-Requirements (FEB 2009)(41 U.S.C. 351, et

seq.).
(xii) 52.222-54, Employment Eligibility Verification (JUL 2012).

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations.
(MAR 2009) (Pub. L. 110-247). Flow down required in accordance with
paragraph (e) of FAR claunse 52,226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels
(FEB 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required
in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracis for commercial
items a minimal number of additional clanses necessary to satisfy its contractual
obligations.
{(End of clause)
52.219-28 Post-Award Small Business Program Rerepresentation. (APR 2012)
‘(a) Definitions. As used in this clause -
"Long-term contract” means a contract of more than five years in duration, including options.
However, the term does not include contracts that exceed five years in duration because the period

of performance has been extended for a cumulative period not to exceed six months under the
clause at 52.217-8, Option to Extend Services, or other appropriate authority.
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"Small business concern” means a concern, including its affiliates, that is independently owned
and operated, not dominant in the field of operation in which it is bidding on Government
contracts, and qualified as a small business under the criteria in 13 CFR part 121 and the size
standard in paragraph (c) of this clause. Such a concern is "not dominant in its field of operation”
when it does not exercise a controlling or major influence on a national basis in a kind of
business activity in which a number of business concerns are primarily engaged. In determining
whether dominance exists, consideration shail be given to all appropriate factors, including
volume of business, number of employees, financial resources, competitive status or position,
ownership or control of materials, processes, patents, license agreements, facilities, sales territory,
and nature of business activity.

(b) If the Contractor represented that it was a small business concern prior to award of this
contract, the Contractor shall rerepresent its size status according to paragraph (e) of this clause or,
if applicable, paragraph (g) of this clause, upon the occurrence of any of the following:

(1) Within 30 days after execution of a novation agreement or within 30 days afier
modification of the contract to include this clause, if the novation agreement was
executed prior to inclusion of this clause in the contract.

(2) Within 30 days after a merger or acquisition that does not require a novation or within
30 days after modification of the contract to include this clause, if the merger or
acquisition occurred prior to inclusion of this clause in the contract.

(3) For long-term contracts -
(i) Within 60 to 120 days prior to the end of the fifth year of the contract; and

(ii) Within 60 to 120 days prior to the date specified in the contract for
exercising any option thereafter.

(c) The Contractor shall rerepresent its size status in accordance with the size standard in effect at
the time of this rerepresentation that corresponds to the North American Industry Classification
System (NAICS) code assigned to this contract. The small business size standard corresponding to
this NAICS code can be found at http://www.sba.gov/content/table-small-business-size-standards.

(d) The small business size standard for a Contractor providing a product which it does not
manufacture itself, for a contract other than a construction or service coniract, is 500 employees.

(e) Except as provided in paragraph (g) of this clause, the Contractor shall make the
rerepresentation required by paragraph (b) of this clause by validating or updating all its
representations in the Online Representations and Certifications Application and its data in the
Central Contractor Registration, as necessary, to ensure that they reflect the Contractor's current
status. The Contractor shall notify the contracting office in writing within the timeframes specified
in paragraph (b) of this clause that the data have been validated or updated, and provide the date of
the validation or update.

(f) If the Contractor represented that it was other than a small business concern prior to award of
this contract, the Contractor may, but is not required to, take the actions required by paragraphs (e)
or (g) of this clause.

(g) If the Contractor does not have representations and certifications in ORCA, or does not have a
representation in ORCA for the NAICS code applicable to this contract, the Contractor is required
to complete the following rerepresentation and submit it to the contracting office, along with the
contract number and the date on which the rerepresentation was completed:
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The Contractor represents that it is, _ is not a small business concern under NAICS Code
[insert NAICS Code] assigned to contract number [insert contract number]. (Contractor to sign
and date and insert authorized signer's name and title).

(End of clause)
52.247-34 F.o0.b. Destination. (NOV 1991)
52.252-2 Clauses Incorporated by Reference. (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full
text of a clause may be accessed electronically at this/these address{es): For Federal Acquisition Regulation
(FAR)clauses, see https://www.acquisition.gov/far/index.html.

For NASA FAR Supplement (NFS) clauses, see

http://www.hq.nasa gov/office/procurement/regs/nfstoc. htm.

(End of clause)
1852.215-84 Ombudsman. (NOV 2011)

(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns from
offerors, potential offerors, and contractors during the preaward and postaward phases of this
acquisition. When requested, the ombudsman will maintain strict confidentiality as to the source
of the concern. The existence of the ombudsman is not to diminish the authority of the contracting
officer, the Source Evaluation Board, or the selection official. Further, the ombudsman does not
participate in the evaluation of proposals, the source selection process, or the adjudication of
formal contract disputes. Therefore, before consulting with an ombudsman, interested parties must
first address their concerns, issues, disagreements, and/or recommendations to the contracting
officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact the
installation ombudsman, whose name, address, telephone number, facsimile number, and email
address may be found at:
http://prod.nais.nasa.gov/pub/pub_library/Omb.html. Concems, issucs, disagreements, and
‘recommendations which cannot be resolved at the installation may be referred to the Agency
ombudsman identified at the above URL. Please do not contact the ombudsman to request copies
of the solicitation, verify offer due date, or clarify technical requirements. Such inquiries shall be
directed to the Contracting Officer or as specified elsewhere in this document.

(End of clause)

1852.216-78 Firm Fixed Price. (DEC 1988)

The total firm fixed price of this contract is $[Insert the appropriate amount].

(End of clause)

1852.223-72 Safety and Health (Short Form). (APR 2002)
(a) Safety is the freedom from those conditions that can cause death, injury, occupational illness;
damage to or loss of equipment or property, or damage to the environment. NASA's safety priority

is to protect: (1) the public, (2) astronauts and pilots, (3) the NASA workforce (including
contractor employees working on NASA contracts), and (4) high-value equipment and property.
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(b) The Contractor shall take all reasonable safety and occupational health measures consistent
with standard industry practice in performing this contract. The Contractor shall comply with all
Federal, State, and local laws applicable to safety and occupational health and with the safety and
occupational health standards, specifications, reporting requirements, and any other relevant
requirements of this contract.

(c) The Contractor shall take, or cause to be taken, any other safety, and occupational health
measures the Contracting Officer may reasonably direct. To the extent that the Contractor may be
entitled to an equitable adjustment for those measures under the terms and conditions of this
contract, the equitable adjustment shall be determined pursuant to the procedures of the Changes
clause of this contract; provided, that no adjustment shall be made under this Safety and Health
clause for any change for which an equitable adjustment is expressly provided under any other
clause of the contract.

(d) The Contracting Officer may notify the Contractor in writing of any noncompliance with this
clause and specify corrective actions to be taken. In situations where the Contracting Officer
becomes aware of noncompliance that may pose a serious or imminent danger to safety and health
of the public, astronauts and pilots, the NASA workforce (including Contractor employees
working on NASA contracts), or high value mission critical equipment or property, the
Contracting Officer shall notify the Contractor orally, with written confirmation. The Contractor
shall promptly take and report any necessary corrective action. The Government may pursue
appropriate remedies in the event the Contractor fails to promptly take the necessary corrective
action.

(¢) The Contractor (or subcontractor or supplier) shall insert the substance of this clause, including
this paragraph (e) and any applicable Schedule provisions, with appropriate changes of
designations of the parties, in subcontracts of every tier that exceed the micro-purchase threshold.

(End of clause)

1852.225-70 Export Licenses. (FEB 2000)

() The Contractor shall comply with all U.S. export control laws and regulations, including the
International Traffic in Arms Reguiations (ITAR), 22 CFR Parts 120 through 130, and the Export
Administration Regulations (EAR), 15 CFR Parts 730 through 799, in the performance of this
contract. In the absence of available license exemptions/exceptions, the Contractor shall be
responsible for obtaining the appropriate licenses or other approvals, if required, for exports of
hardware, technical data, and software, or for the provision of technical assistance.

(b) The Contractor shall be responsible for obtaining export licenses, if required, before utilizing
foreign persons in the performance of this contract, including instances where the work is to be
performed on-site at [insert name of NASA installation), where the foreign person will have access
to export-controlled technical data or software.

(c) The Contractor shall be responsible for all regulatory record keeping requirements associated
with the use of licenses and license exemptions/exceptions.

(d) The Contractor shall be responsible for ensuring that the provisions of this clause apply to its
subcontractors.

(End of clause)
1852.227-86 Commercial Computer Software - Licensing. (DEC 1987)

(a) Any delivered commercial computer software (including documentation thereof) developed at
private expense and claimed as proprietary shall be subject to the restricted rights in paragraph (d)
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of this clause. Where the vendor/contractor proposes its standard commercial software license,
those applicable portions thereof consistent with Federal laws, standard industry practices, the
Federal Acquisition Regulations (FAR) and the NASA FAR Supplement, including the restricted
rights in paragraph (d) of this clause, are incotporated into and made a part of this purchase
order/contract.

(b) Aithough the vendor/contractor may not propose its standard commercial software license until
after this purchase order/contract has been issued, or at or after the time the computer software is
delivered, such license shall nevertheless be deemed incorporated into and made a part of this
purchase order/contract under the same terms and conditions as in paragraph (a) of this clause. For
purposes of receiving updates, correction notices, consultation, and similar activities on the
computer software, the NASA Contracting Officer or the NASA Contracting Officer’s Technical
Representative/User may sign any agreement, license, or registration form or card and return it
directly to the vendor/contractor; however, such signing shall not alter any of the terms and
conditions of this clause.

{(c) The vendor's/contractor's acceptance is expressly limited to the terms and conditions of this
purchase order/contract. If the specified computer software is shipped or delivered to NASA, it
shall be understood that the vendor/contractor has unconditionally accepted the terms and
conditions set forth in this clause, and that such terms and conditions (including the incorporated
license) constitute the entire agreement between the parties concerning rights in the computer
software.

(d) The following restricted rights shall apply:

(1) The commercial computer software may not be used, reproduced, or disclosed by the
Government except as provided below or otherwise expressly stated in the purchase
order/contract.

(2) The commercial computer software may be -

(i) Used, or copied for use, in or with any computer owned or leased by, or on
behalf of, the Government; provided, the software is not used, nor copied for
use, in or with more than one computer simultaneously, unless otherwise
permitted by the license incorporated under paragraphs (a) or (b} of this clause;

(ii) Reproduced for safekeeping (archives) or backup purposes;

(iii) Modified, adapted, or combined with other computer software, provided
that the modified, combined, or adapted portions of the derivative software
incorporating restricted computer software shall be subject to the same restricted
rights; and

(iv) Disclosed and reproduced for use by Government contractors or their
subcontractors in accordance with the restricted rights in subparagraphs (d) (2)
(D, (ii), and (iii) of this clause; provided they have the Government's permission
to use the computer software and have also agreed to protect the computer
software from unauthorized use and disclosure.

(3) If the incorporated vendor's/contractor's software license contains provisions or rights
that are less restrictive than the restricted rights in paragraph (d) (2) of this clause, then
the less restrictive provisions or rights shall prevail.

(4) If the computer software is published, copyrighted computer software, it is licensed to
the Government, withont disclosure prohibitions, with the rights in paragraphs (d) (2) and
(3) of this clause.
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(5) The computer software may be marked with any appropriate proprietary notice that is
consistent with the rights in paragraphs (d) (2), (3), and (4) of this clause.

(End of clause)

1852.237-73 Release of Sensitive Information. (JUN 2005)

(a) As used in this clause, "Sensitive information” refers to information, not currently in the public
domain, that the Contractor has developed at private expense, that may embody trade secrets or
commercial or financial information, and that may be sensitive or privileged.

(b) In accomplishing management activities and administrative functions, NASA relies heavily on
the support of various service providers. To support NASA activities and functions, these service
providers, as well as their subcontractors and their individual employees, may need access to
sensitive information submitted by the Contractor under this contract. By submitting this proposal
or performing this contract, the Contractor agrees that NASA may release to its service providers,
their subcontractors, and their individual employees, sensitive information submitted during the
course of this procurement, subject to the enumerated protections mandated by the clause at
1852.237-72, Access to Sensitive Information.

() (1) The Contractor shall identify any sensitive information submitted in support of this
proposal or in performing this contract. For purposes of identifying sensitive information, the
Contractor may, in addition to any other notice or legend otherwise required, use a notice similar
to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not disclose outside the
Agency and its service providers that support management activities and administrative functions.
To gain access to this sensitive information, a service provider's contract must contain the clause
at NFS 1852.237-72, Access to Sensitive Information. Consistent with this clause, the service
provider shall not duplicate, use, or disclose the information in whole or in part for any purpose
other than to perform the services specified in its contract. This restriction does not limit the
Government's right to nse this information if it is obtained from another source without restriction.
The information subject to this restriction is contained in pages [insert page numbers or other
identification of pages). Mark each page of sensitive information the Contractor wishes to restrict
with the following legend:

Use or disclosure of sensitive information contained on this page is subject to the restriction on the title
page of this proposal or document,

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular
information is "sensitive." This evaluation shall consider the time and resources
necessary to protect the information in accordance with the detailed safeguards mandated
by the clause at 1852.237-72, Access to Sensitive Information. However, unless the
Contracting Officer decides, with the advice of Center counsel, that reasonable grounds
exist to challenge the Contractor's claim that particular information is sensitive, NASA
and its service providers and their employees shall comply with all of the safeguards
contained in paragraph (d) of this clanse.

(d) To receive access to sensitive information needed to assist NASA in accomplishing
management activities and administrative functions, the service provider must be operating under
a coniract that contains the clause at 1852.237-72, Access to Sensitive Information. This clause
obligates the service provider to do the following:
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(1) Comply with all specified procedures and obligations, including the Organizational
Conflicts of Interest Avoidance Plan, which the contract has incorporated as a
compliance document.

(2) Utilize any sensitive information coming into its possession only for the purpose of
performing the services specified in its contract.

(3) Safeguard sensitive information coming into its possession from unauthorized use and
disclosure.

(4) Allow access to sensitive information only to those employees that need it to perform
services under its contract.

(5) Preclude access and disclosure of sensitive information to persons and entities outside
of the service provider's organization.

(6) Train employees who may require access to sensitive information about their
obligations to utilize it only to perform the services specified in its contract and to
safeguard it from unauthorized use and disclosure.

(7) Obtain a written affirmation from each employee that he/she has received and will
comply with training on the authorized uses and mandatory protections of sensitive
information needed in performing this contract.

(8) Administer a monitoring process to ensure that employees comply with all reasonable
security procedures, report any breaches to the Contracting Officer, and implement any
necessary corrective actions.

() When the service provider will have primary responsibility for operating an information
technology system for NASA that contains sensitive information, the service provider's contract
shall include the clause at 1852.204-76, Security Requirements for Unclassified Information
Technology Resources. The Security Requirements clause requires the service provider to
implement an Information Technology Security Plan to protect information processed, stored, or
transmitted from unauthorized access, alteration, disclosure, or use. Service provider personnel
requiring privileged access or limited privileged access to these information technology systems
are subject to screening using the standard National Agency Check (NAC) forms appropriate to
the level of risk for adverse impact to NAS A missions. The Contracting Officer may allow the
service provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures.

(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act.
(g) The Contractor shall insert this clanse, including this paragraph (g), suitably modified to reflect
the relationship of the parties, in all subcontracts that may require the furnishing of sensitive

information.

{End of clause)



