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DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

{Tha requiomants of the Dol Indusirial Security ianual apply

1. CLEARANCE AND SAFEGUARDING

& FACILITY CLEARAHGE REQUIRED
SECRET

"D, LEVEL OF SAFEGUAtDING REGUIRED

e ———

o FINAL {Completa Hem & in = ccass)

]

j_=

o all secuilly aspucis of ihiz eifot )
2. THIS 511 iR Y’Lm |5 FOR! (x mnd complete aa applic:bs) 2. THIS SPECIFIGATION 152 (xand compiite o5 eppiisable)
® DATE {YY/JaiLD)
a. ORIGRA!, (Complete date I all cagas) TED
b, SUBCONTRACT NUm3ER b. REVISET (Suparzedss | Revision ip, DATE (7Y 440D
D all previous secs)
¢ SOLICIT.ATION OR OTHER NUATBER DUE DATE (Y YAZMOD) DATE (Y MiZDD)

4. THIS IS A FOLLOW-ON GONTRACT? [X] vis

Clanaifled material recelvwid or gensreted undor

I ] NOQ. W Yea, compiets i fellowing:

{FPraceding Cnadract Number) is baradecred 19 this foflowon conitract,

§. IS THIS A FINAL DD FIORM 2547

n respones (o the contractors cequest dated

—
[ fves DXl so. ieves, coimplete th fellowing:

reiwniion of the identified ¢lassifled matartel is suthorized for e pardad of

. CONTRACTOR (includs Commarcial end Government Erity (CAGE) Goule)

a NAME, ADDRESS, /\ND ZIP CODE

TED

b.  CAGE CQDE

TBD

<. .COGNIZANT SECURITY OFFIGE (Warms, Addrees, and 2o Cods)

7. BUBCONTRACTOR

& WAME, ADDRESS, /iD ZIP CODE

b. CAGE CCDE & COGNIZZNT SZCURITY OFFICE (Nome, Adirets, and Zip code)

8. ACTUAL PERFORMANCE

5. LOCATION
NASA GODDARD SFAGCE FLIGHT CENTER
GREENBELT, M2

MNASA HEADGUARTERS

WASHIMGTOR, DC

b. C/GE CODE ¢. COGNIZ®NT GECURITY OFFICE{Name, /ddress, znd Zip Gode)

9, GENERAL IDENTIFICATION OF THIS PROCUREMENT

Program Analysis and Conirol PAAT 1V

10. THIS CONTRACT WILL REQUIRE ACCRSS TO: | ves 10 | 11, N PERFCIEMING TS CONTRART, THE CONTRASTOR WILL: wes | wWo
iy n = : =
&, COMRINICATIONS SECURITY (COMSEG) INFORATION X ;':gf_;ﬁ%—fs CATSBITD NFOMATION ONLY AT ARCTHER CONTRACTORS |~ B

b. RESTRICTZD DATA

s

RECEVE CLASSIFIED DOCUMESTS ONLY

X

. RECEIVE AND GENERATE CL~SSIFIED MATERIAL

. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
d. FORMERLY RESTRICTSD DATA '
e, [4TELLIGENCE [MFORMATIO:N;

LA X

{1) Smsith: Compartmented Information (SCI)

d. FABRICATE, MTDIFY, CR 8TCRE CLASSIFIED HAADWARE

« PERFORI: SERVICED ONLY

T. HAVE ACCESS TO U.8. CLABSIF:2D IFORM-TION OUTSIDE THE U, 1
PUERTO RICO, U.8. POSBESRBIONS AND TRUST TERRITORIES

D]DLDDI:EI

— i | 9 BE AUTHONIZED TO UE% THE SERVICES OF DZFENSE TECRAIGAL INFORNATION
(2) Nor w2 GENTER (OTIC) OR QTH=R SECONDARY DISTRICUTION CESITER
C |
. SPECIAL ACCESS NFORKATION X! | h REQUINT A CCAIBEG ACCOLST
9. HATO IKFORMATION X | I HeE TEMPES T REQUIREMENTS ] {

)

h. FOREIGN GOVERHMENT IMFORNETION

J: HAVE OPERATIONS SECURITY (OPSEC) REQUIRENENTS

|. LINITED DISSEMIAATION SHIFORMATION

k. BE AUTZIQRIZED TO USE THE DEFXNSE COURIER SERVICE

ooiooooc cooogs

j. FOR OFF.CIAL USE OWLY INFORMATICH
K OTHER [Specij

.
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|‘.:g;

I. OTHER
Contrzct Spacialict and COTR
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12, PUBLIC RELEASE., Any irformation (wsssifed or unclasaliad) pertairing to lhis conlraat shall not be released for public dissertinatian except a8 provided by the INISPOM
or unfess it has been approved for public release by appropriata U.5. Government authority. Proposed public relaases ahafl be Submiited for appreval prior to releasa

[ owrec: X Theougn rspeciy:

NASA PUBLIC AFFAIRS DFFICE, 8800 GREENBELT RD, GREENBELT, MD
To the Oce of Public Affairs, Nstional Asronastic: snd Space Mninlstﬂtlon. Wa=ahington, DG 20548, for review.

13. SEGURITY GUIDANCE. Tha security classification guidanca needsd for this dassified effort is identifled below. f any difficulty | encountered In epplying this guldance or if any ofher
contribding factor indicates a need for changes in this guidance, the contravior is authorized and encouraged {o Arovida recommended changes; fo challengs tha guidance or the classifioation
essigned to any information or material fumished or generated under this gontract and %o submit any questions for ntarpretation of this guidanca to tha official Jdentified below. Pending flnal

The contractor must have sufficient cleared employees’ assigned duties under this contract to be able to
complete all classified wori assignments up to and including SECRET.

1. DoD 5220.22-M Nationai Industrial Security Program Operating iManual (NISPOM) dated 2/28/06
2. NASA Space Network Security Classification Guide datad 01/01/10
3. GPR 1600.1A, GSFC Security Requirements dated 4/03/08
4. WPR 1800.1, MASA Security Program Procedural Requirements w/Change 2 dated 4/01/08
- NPD 1600.2E, MASA Security Policy, Revalidated 4/1/09 '
. NPL 1660.1B, NASA Counterintelligence (CI) Policy dated 11/18/08
- NPR 1660.1B, NASA Counterintelligence (Cl) and Counterterrorism (CT) dated 11/11/11
. NPR 2810.1A, NASA Security of Information Technology, Re-validated with Change 1, dated 5/19/11
. NPD 2810.1D, MASA Information Security Policy dated 5/09/09
10. OMB Circular A.130 Appendix I'l, Security of Federal Autometed Information Resources
11. Feceral Information Security Managemeni Act 2002
12. Computar Security Act of 1887 as amended
13. Homeland Security Presidential Cirective/HSPD-5, National Incident Mzanagement System
14. Homeland Security Presidentizl Directive/HSPD-7, Criiical |nfrastructure Identification , Prioritization, and
Protection
15. Horeland Security Presidential Directive/HSPD-8, National Preparedness
18. Homeland Security Telecommunications Systems Security HSPD-12, Policy for a Common Identificatior:
Standard for Federal Employees and Contractors

DO~ dn

14, ADDITIONAL SECURITY hEQUIREN!E NTS. Requirements, In acdiiion to NISPOM requiraments, are established for this contrect {If Yas, fdentify the T ves e g™
perfinent contractusl clawses in the confract document ieelf oF provide any approprisle statemant which dentifies fiv adkions! requirsmants, Frovide
& copy of the recwineinents fo the cognizant security offive. Usa fem 13 ¥ adkditionaf space is needad’)

16. INSPECTIONS. Elomants of this contract are oulsids the ispecton resporalsity of the cogrizant securlty office. {if Yas, axpiain and enify spociic 7 vee E_ No
areas or elemen:s carved out end the aciivity responsibie for inspections. Use llem 13 1f adolional space is needed.)

18. CERTIFICATION AND SIGHATURE. Security roquircmonts cteted hersin are complete and adaquab for safeouarding the clzesifiad
- Information to be relessed or generated undor thi: classifiod effort, All quastions shall b2 referrad to the officicl rzmed below,

a TYFED NAME CF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (inciuds Area Codi)
Jeffrey W Barrett Industriaf Security Representstive 3C1-286-0725

————
d.  ADDRESS (fnclude Zip Code) 17. REGUIRED DISTRIBUTION
NASA 2 2 2 FORMCHECKBOX L b. SUBCONTRAGTOR
8800 GREENBELT RD =
GREENBELT, MD 20771 b. SUBCONTRACTOR

E e. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

Fi
= —SIGNATURE— 1 7 [ us ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
! 0
W -, g;ﬁg¢£ DX o. ADMMSTRATIVE CONTRACTING OFFICER

E f. OTHERS AS NECESSARY
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Any employee, who observes ot bscomes awers of the deliberais or suspected
coapromise of, elaseified national szeurity information, shall promptiy report such

information personally to the GSFC Security Division. If unclasaified but sensitive
information eppears compromised by or on Lshaif of Forsign or domestic powers,
organizations or parscns, employess shall report such information to the GSFC Security
Division, Office. I an eraployes besomes aware of faformaiion periaining to

intersaiionai or domestic tarrorist activities, epicyses shall 2lzc report to the GSFC
Securily Office. If ke information indicatss a compniter compromise or other cyber
-

intrusion, the Office of Inspector Ceneral shall ba promptly notified.




