JSC DATA REQUIREMENTS DESCRIPTION (DRD)

(Based on JSC –STD-123.  See work page for instructions.)


	1.  DRD Title
	2. Date of current version
	3. DRL Line Item No.
	RFP/Contract No. (Procurement completes)

	Annual Physical Security Assessment 
	7/27/11
	020
	NNJ11367009R

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category:  (check one)

	To assist JSC and WSTF/WSC management in ensuring that all safeguards are in place and functioning properly and to identify areas of needed improvement
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	Technical

Administrative

SR&QA

	6.  References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	NPR 1600.1, NASA Security Program Procedural Requirements, NPR 1620.2, Physical Security Vulnerability Risk Assessments and NPR 1620.3, Physcial Security Requirements for NASA Facilities and Property. 
	PWS Paragraphs 3.8, 4.1.12, 4.1.13 5.1.11 & 5.1.12.

	8.  Preparation Information (Include complete instructions for document preparation)

	Frequency of Submission:  Studies are due 12 months after contract start and every October 1st thereafter. 

Distribution:  JSC  – COTR (1 hard copy & 1 electronic) & CO (1 electronic) and WSTF - Alternate COTR ( 1 electronic)
Remarks:  Applies to JSC and WSTF/WSC and component facilities.

Format:  One electronic copy and one hardcopy for each location.  The document will be protected in accordance with NPR 1600.1 

8.1
SCOPE:  The contractor shall conduct an annual comprehensive physical security assessment of installations, buildings, perimeter fencing, and areas at JSC and WSTF/WSC for the purpose of identifying security weaknesses and vulnerabilities, and recommend countermeasures.  The contractor shall propose security solutions for identified vulnerabilities.  Contractor will adhere to policy as set forth in NPR 1600.1, NPR 1620.2 and NPR 1620.3.

8.2
CONTENTS:  Provide a comprehensive report with color photographs and in-depth descriptions of the areas of probable security breaches, deficiencies, vulnerabilities, and other discrepancies.  The reports will also contain suggested countermeasures as well as recommended corrections.



Page 1 of 1


