JSC DATA REQUIREMENTS DESCRIPTION (DRD)

(Based on JSC –STD-123.  See work page for instructions.)


	1.  DRD Title
	2. Date of current version
	3. DRL Line Item No.
	RFP/Contract No. (Procurement completes)

	Protective Services Security Reports
	7/27/11
	016
	NNJ11367009R

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category:  (check one)

	To document criminal activities, noncompliance Inquires & security incidents at JSC, EF, SCTF and WSTF/WSC. 
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	Technical

Administrative

SR&QA

	6.  References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	     
	PWS sections 4.111 & 5.1.10

	8.  Preparation Information (Include complete instructions for document preparation)

	Frequency of Submission:  Frequency of Reports described in this DRD are as they occur or detailed in this Section.
Distribution:  JSC – COTR & CO and WSTF - Alternate COTR
Remarks:  Investigators shall us disciplined and logical tools of investigation to include, initial information gathering, interviewing, documents analysis, development and control of evidence, and document activities.

Format:  Report formats shall be directed by the COTR at JSC and Alternate COTR at WSTF.

8.1  SCOPE:  These events may include but are not limited to: criminal events, survey reports for lost property, accidents, suspicious activities, criminal intelligence data, wanted person’s information or terrorist threat information, employee misconduct, work place violence, employee searches, foreign national compliance with access control plans and other events having Protective Services interest.  

All reports shall be documented in a daily topical and chorological events blotter.

8.2   APPLICABLE DOCUMENT:  NPR 1600.1, NASA Security Program Procedural Requirements
8.3   CONTENTS:

Report of Investigation (ROI) and  Noncompliance Inquire (NCI)

JSC and WSTF/WSC reports shall include complete information (report control number, date of report, period of report, investigator(s) involved & monetary cost of lost/damage) with supporting documentation with control numbers if available, all supporting data such as photographs, witness statement(s), subject interview(s), diagrams, record(s) checks, searches, evidence collected .  Reports shall document the matter investigated, identification of victim(s), complainant(s) and subject(s) (employee JSC/NASA mail code, organization, address, telephone number and any other pertinent information); full information of missing property (NASA/ODIN Tag number, description, manufacture, model, serial number & value), and places associated with incidents including the circumstances surrounding the incident.  Reports shall answer the basic questions of who, what, when, where, how and why.  Preliminary ROI & NCI reports shall be due within 12 hours following the occurrence of an incident.  The contractor shall have 4 weeks to actively complete these investigations.  Final reports are not complete until the JSC or respective WSTF Chief of Security Office signs/approves the final document.  When this action is not possible, coordination will be made with the JSC COTR or WSTF/Alternate COTR.  

Security Incident Summary Report (SISR)

JSC and WSTF/WSC reports shall include the same type of complete information documented for ROI & NCI reports.  SISR reports shall be available in draft format within 4 hours following the incident and in final format including supervisor and management approvals within 24 hours or the end of the next business day.  

Accident Reports

Reports shall include the same type of complete information documented for ROI & NCI reports.  These reports and photographs data shall meet the same reporting time requirements as documented in SISR paragraph.

Close Call Reports

These reports are forwarded to the Security Office by the JSC or WSTF/WSC Close Call Administrator.  The contractor shall ensure that these reports are investigated and written responses submitted within 3 days of receipt of close call assignment to the JSC or respective WSTF/WSC Security Chief for final approval and/or as specified by the Center organizations.  The reports may include, but are not limited to, safety, pedestrian, and traffic improvements or changes needed or identified in the close calls.  In addition, the contractor shall submit any required forms or work requests and track accomplishments of required improvements or changes resulting from the close call reports and maintain quarterly metrics in chart forms (pie charts, etc.) to reflect close call trends.

Vehicle Inspection Reports 

These reports shall be completed as required and include, but not limited to, the "who, what, when, where"; mail code, organization, or address; telephone numbers, identification/return of any confiscated evidence, and any other pertinent information.  These reports shall be submitted to the JSC or WSTF/WSC Security Chief and COTRs/ALTERNATE COTRs at the end of each shift or no later than 7:30 a.m. on the following workday.  

Daily Security Gate/Events Logs for JSC  

These documents/logs shall contain information, instructions, and disposition pertaining to, but not limited to, suspended drivers, escort requirements, and/or special events, large meetings, or visit information provided by the JSC Gilruth Center or Public Affairs Office which require no badging requirements.  The documents/logs shall be submitted to JSC Security, COTR, EOC/EDC, and Contractor Badging Supervisor no later than 6 a.m. on the following work day.  The Contractor Badging Supervisor shall ensure that all security gates receive copies of these logs no later than 6 a.m. on the following work day.

Other miscellaneous Reports for JSC

Include Badge Check Reports, Daily/Loss Injury Reports, and/or Activity Reports.  These reports/forms must be completed and include, but not limited to, the "who, what, when, where"; mail code, organization, or address; telephone numbers and points of contact; and any other pertinent information.  These reports shall be submitted to the JSC Security Chief and COTR at the end of each shift or no later than 7:30 a.m. on the following work day.




Page 1 of 2


