JSC DATA REQUIREMENTS DESCRIPTION (DRD)

(Based on JSC –STD-123.  See work page for instructions.)


	1.  DRD Title
	2. Date of current version
	3. DRL Line Item No.
	RFP/Contract No. (Procurement completes)

	Information Technology Systems Security Plan
	7/27/11
	006
	NNJ11367009R

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category:  (check one)

	To develop, document, maintain, and manage operational and technical IT system security polices.
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	Technical

Administrative

SR&QA

	6.  References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	     
	PWS Paragraphs 3.11

	8.  Preparation Information (Include complete instructions for document preparation)

	Frequency of Submission:  During the IT system initiation phase for both new systems and re-certification/accreditation of existing systems.  Certification and Accreditation shall be performed at least once every three years or following a major change to the system.

Distribution:  JSC – CO, COTR, OCIO, ITSM; WSTF Alternate COTR
Remarks:  IT System Security Plans shall be approved by the JSC OCIO and ITSM with concurrence from the CO.  The approved plan shall be incorporated into the Contract as Attachment J.17.
Format:  Electronic

8.1
SCOPE: The contracts shall integrate the IT security polices, procedures, and control measures into their full life cycle, and shall test and perform annual reviews for all system in accordance with NPR 2810.1, Security of Information Technology.
8.2
APPLICABLE DOCUMENT:  OMB Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources

NASA Far Supplement 1852.204-76 Security requirements for Unclassified Information Technology Resources

Procurement Notice 04-25, Security Requirements for Unclassified Information Technology Resources

NPR 2810.1A Security of Information Technology

NIST SP 800-26 Security Self Assessment Guide for IT systems

NIST SP 800-30 Risk Management Guide for IT systems  

8.3
CONTENTS:  The System Security Plan shall include the following:  System and Application Life cycle, Security Awareness Training, Security Risk Assessment, Design Review (Hardware & Software), Security Reviews for New or Modified Hardware and Software, Security Training, Systems Security Controls for Network Access, Systems Security Controls for C&A, Management Controls, Operational Controls including system contingency Planning and Emergency Preparedness, System Monitoring, IT Security Reporting Requirements.

8.4
REPORTS:  In addition to the systems security plan the contractor shall provide;

Information on Employees in sensitive AIS Position/Assignment Report

Report shall include information for personnel screening as required by Procurement Information Circular (PIC) 02-04, NPR 2810.1, Security of Information Technology, and NPR 1600.1, NASA Security Program Procedural Requirements, on position risk. Submittals 30 days after contract start and updated annually.

A list of all lead system administrators shall be provided to the Contracting Officer and OCIO.  Submittals 30 days after contract start and updated annually.
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