

PART II

SECTION I – CONTRACT CLAUSES
I.1
CLAUSES INCORPORATED BY REFERENCE (52.252-2) (FEB 1998) 

NOTICE:  This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es): For Federal Acquisition Regulation (FAR)clauses, see http://www.acqnet.gov/far/

For NASA FAR Supplement (NFS) clauses, see
http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm


(End of clause)

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)

CLAUSE

NUMBER

DATE


TITLE
52.202-1

JUL 2004
DEFINITIONS

52.203-3 

APR 1984
GRATUITIES 
52.203-5 

APR 1984
COVENANT AGAINST CONTINGENT 






FEES 

52.203-6

SEP 2006
RESTRICTIONS ON SUBCONTRACTOR 




SALES TO THE GOVERNMENT 
52.203-7 

OCT 2010
ANTI-KICKBACK PROCEDURES 
52.203-8 

JAN 1997
CANCELLATION, RESCISSION, AND






RECOVERY OF FUNDS FOR ILLEGAL OR 





IMPROPER ACTIVITY
52.203-10 

JAN 1997
PRICE OR FEE ADJUSTMENT FOR 






ILLEGAL OR IMPROPER ACTIVITY 
52.203-12 

OCT 2010
LIMITATION ON PAYMENTS TO 






INFLUENCE CERTAIN FEDERAL 






TRANSACTIONS 
52.203-13 

APR 2010
CONTRACTOR CODE OF BUSINESS 






ETHICS AND CONDUCT 
52.204-2

AUG 1996
SECURITY REQUIREMENTS

52.204-4 

MAY 2011
PRINTED OR COPIED DOUBLE-SIDED 





ON POSTCONSUMER FIBER CONTENT 





PAPER 

52.204-7 

APR 2008
CENTRAL CONTRACTOR REGISTRATION 
52.204-9 

JAN 2011
PERSONAL IDENTITY VERIFICATION OF 





CONTRACTOR PERSONNEL 
52.204-10

JUL 2010
REPORTING SUBCONTRACT AWARD

52.209-6 

DEC 2010
PROTECTING THE GOVERNMENT'S



INTEREST WHEN SUBCONTRACTING 


WITH CONTRACTORS DEBARRED, 



SUSPENDED, OR PROPOSED FOR 



DEBARMENT 
52.211-15 

APR 2008
DEFENSE PRIORITY AND ALLOCATION





REQUIREMENTS 
52.215-2 

OCT 2010
AUDIT AND RECORDS - NEGOTIATION 
52.215-8 

OCT 1997
ORDER OF PRECEDENCE – UNIFORM





CONTRACT FORMAT

52.215-11 

OCT 2010
PRICE REDUCTION FOR DEFECTIVE 






CERTIFIED COST OR PRICING DATA - 





MODIFICATIONS 
52.215-13 
OCT 2010
SUBCONTRACTOR CERTIFIED 


COST OR PRICING DATA - 



MODIFICATIONS. 
52.215-21 

OCT 2010
REQUIREMENTS FOR CERTIFIED COST 





OR PRICING DATA AND DATA OTHER 





THAN CERTIFIED COST OR PRICING 






DATA - MODIFICATIONS (ALTERNATE IV)







Insert (a)  Submission of certified cost or 






pricing data is not required.  (b) Provide data 






described below:  “access to records 







necessary to permit an adequate evaluation 






of the proposed price in accordance with 






15.403-3.”

52.216-18

OCT 1995
ORDERING






Insert “10/01/12” through 09/30/13” in 

paragraph (a)
52.216-19

OCT 1995
ORDER LIMITATIONS

Insert “$100 in paragraph (a); Insert 
$250,000 in paragraph (b)(1); Insert 
$500,000 in paragraph 
(b)(2).
Insert 3 working days in paragraph (b)(3)

Insert 3 working days in paragraph (d)

52.217-8

NOV 1999 
OPTION TO EXTEND SERVICES
Insert “30 days.”
52.217-9
MAR 2000 
OPTION TO EXTEND THE TERM OF THE 

CONTRACT
Insert “30 days” and “60 days” respectively in paragraph a. Insert "5 years" in paragraph (c).
52.219-6

NOV 2011
NOTICE OF TOTAL SMALL BUSINESS 
SET-ASIDE

52.219-8 

JAN 2011
UTILIZATION OF SMALL BUSINESS 






CONCERNS
52.219-14 

NOV 2011
LIMITATIONS ON SUBCONTRACTING
52.219-16

JAN 1999
LIQUIDATED DAMAGES – 







SUBCONTRACTING PLAN
52.219-28

APR 2009
POST-AWARD SMALL BUSINESS 






PROGRAM REPRESENTATION
52.222-1

FEB 1997 
NOTICE TO THE GOVERNMENT OF 






LABOR DISPUTES
52.222-3

JUN 2003 
CONVICT LABOR
52.222-21

FEB 1999
PROHIBITION OF SEGREGATED 






FACILITIES
52.222-26 

MAR 2007
EQUAL OPPORTUNITY 

52.222-35 

SEP 2010
EQUAL OPPORTUNITY FOR SPECIAL 





DISABLED VETERANS, VETERANS OF 





THE VIETNAM ERA, AND OTHER 






ELIGIBLE VETERANS
52.222-36 

OCT 2010
AFFIRMATIVE ACTION FOR WORKERS 





WITH DISABILITIES
52.222-37

SEP 2010
EMPLOYMENT REPORTS ON VETERANS 

52.222-41

NOV 2007
SERVICE CONTRACT ACT OF 1965
52.222-43 

SEP 2009 
FAIR LABOR STANDARDS ACT AND 






SERVICE CONTRACT ACT - PRICE 






ADJUSTMENT (MULTIPLE YEAR AND 






OPTION CONTRACTS)
52.222-50

FEB 2009 
COMBATING TRAFFICKING IN PERSONS
52.223-3 

JAN 1997
HAZARDOUS MATERIAL IDENTIFICATION 





AND MATERIAL SAFETY DATA. 






ALTERNATE I JUL 1995 Insert "ammunition 





and weapon cleaning solvents" in paragraph 





(b).
52.223-5

MAY 2011
POLLUTION PREVENTION AND RIGHT-





TO-KNOW INFORMATION ALTERNATE I & 





II AUG 2003 

52.223-6 

MAY 2001
DRUG-FREE WORKPLACE
52.223-10 

MAY 2011
WASTE REDUCTION PROGRAM
52.223-18

AUG 2011
ENCOURAGING CONTRACTOR POLICIES TO 




BAN TEXT MESSAGING WHILE DRIVING
52.224-1

APR 1984
PRIVACY ACT NOTIFICATION

52.224-2

APR 1984
PRIVACY ACT

52.225-1 

FEB 2009
BUY AMERICAN ACT - SUPPLIES 

52.225-13

JUN 2008
RESTRICTIONS ON CERTAIN FOREIGN 





PURCHASES
52.227-1 

DEC 2007
AUTHORIZATION AND CONSENT
52.227-2 

DEC 2007
NOTICE AND ASSISTANCE REGARDING 





PATENT AND COPYRIGHT 







INFRINGEMENT 

52.227-14 

DEC 2007
RIGHTS IN DATA—GENERAL As modified 





by 1852.227-14 NASA FAR Supplement 

(OCT 1995)
52.228-5 

JAN 1997 
INSURANCE - WORK ON A 







GOVERNMENT INSTALLATION
52.228-8

MAY 1999
LIABILITY AND INSURANCE LEASED 






MOTOR VEHICLES

52.229-3 

APR 2003
FEDERAL, STATE, AND LOCAL TAXES 

52.232-1

APR 1984
PAYMENTS
52.232-8 

FEB 2002
DISCOUNTS FOR PROMPT PAYMENT
52.232-9 

APR 1984
LIMITATION ON WITHHOLDING OF 






PAYMENTS
52.232-11

APR 1984 
EXTRAS
52.232-17

OCT 2010
INTEREST
52.232-18

APR 1984
AVAILABILITY OF FUNDS
52.232-23

JAN 1986
ASSIGNMENT OF CLAIMS
52.232-25

OCT 2008
PROMPT PAYMENT
52.232-33 

OCT 2003
PAYMENT BY ELECTRONIC FUNDS 





TRANSFER - CENTRAL CONTRACTOR




REGISTRATION
52.233-1 

JUL 2002
DISPUTES - ALTERNATE I (DEC 1991) 

52.233-3 

AUG 1996
PROTEST AFTER AWARD
52.233-4 

OCT 2004
APPLICABLE LAW FOR BREACH OF 






CONTRACT CLAIM 

52.237-2 

APR 1984
PROTECTION OF GOVERNMENT 






BUILDINGS, EQUIPMENT, AND 






VEGETATION
52.237-3 

JAN 1991
CONTINUITY OF SERVICES 
52.239-1

AUG 1996
PRIVACY OR SECURITY SAFEGUARDS

52.242-13 

JUL 1995
BANKRUPTCY
52.243-1 

AUG 1987
CHANGES - FIXED-PRICE - ALTERNATE II 





(APR 1984) 

52.244-2 

OCT 2010
SUBCONTRACTS
(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting Officer's written consent before placing the following subcontracts: Any subcontract valued at $1,000,000 or more 
(j) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were evaluated during negotiations: [Contracting officer to fill in prior to award]
52.244-5

DEC 1996
COMPETITION IN SUBCONTRACTING
52.244-6

DEC 2010
SUBCONTRACTS FOR COMMERCIAL 





ITEMS
52.245-1

AUG 2010
GOVERNMENT PROPERTY
52.245-2

AUG 2010
GOVERNMENT PROPERTY 







INSTALLATION OPERATION SERVICES 





(e)  See Section J Attachment J.04 pages 





J.24-J.33 and Section J Attachment J.05 





page J.9.


       52.245-9

AUG 2010
USE AND CHARGES

52.246-25

FEB 1997
LIMITATION OF LIABILITY-SERVICES

52.249-2

MAY 2004
TERMINATION FOR CONVENIENCE OF 





THE GOVERNMENT (FIXED PRICE)
52.249-8
APR 1984
DEFAULT (FIXED-PRICE SUPPLY AND 

SERVICE)

52.251-1
AUG 2010
GOVERNMENT SUPPLY SOURCES

52.253-1
JAN 1991
COMPUTER GENERATED FORMS
II.
NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

CLAUSE

NUMBER

DATE


TITLE

1852.219-74
SEP 1990
USE OF RURAL AREA SMALL 







BUSINESSES

1852.219-75
MAY 1999
SMALL BUSINESS SUBCONTRACTING 





REQUIREMENTS

1852.223-74 
MAR 1996
DRUG-AND ALCOHOL-FREE 







WORKFORCE 

1852.237-70 
DEC 1988
EMERGENCY EVACUATION 







PROCEDURES
(End of clause)

I.2
APPROVAL OF CONTRACT (FAR 52.204-1) (DEC 1989) 

This contract is subject to the written approval of the JSC Procurement Officer and shall not be binding until so approved. 

(End of clause)

I.3
STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (52.222-42) (MAY 1989) 

In compliance with the Service Contract Act of 1965, as amended, and the regulations of the Secretary of Labor (29 CFR Part 4), this clause identifies the classes of service employees expected to be employed under the contract and states the wages and fringe benefits payable to each if they were employed by the contracting agency subject to the provisions of 5 U.S.C. 5341 or 5332.

This Statement is for Information Only:
It is not a Wage Determination
Employee Class




Monetary Wage - Fringe Benefits
[See Section J, Attachment J.08 ]




[ ]

(End of clause)
I.4
AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (52.232-19) (APR 1984) 

Funds are not presently available for performance under this contract beyond September 30, 2013. The Government's obligation for performance of this contract beyond that date is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise for performance under this contract beyond September 30, 2013, until funds are made available to the Contracting Officer for performance and until the Contractor receives notice of availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

I.5
OMBUDSMAN (1852.215-84) (OCT 2003) (ALT I) (JUN 2000)
(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns from offerors, potential offerors, and contractors during the preaward and postaward phases of this acquisition. When requested, the ombudsman will maintain strict confidentiality as to the source of the concern. The existence of the ombudsman is not to diminish the authority of the contracting officer, the Source Evaluation Board, or the selection official. Further, the ombudsman does not participate in the evaluation of proposals, the source selection process, or the adjudication of formal contract disputes. Therefore, before consulting with an ombudsman, interested parties must first address their concerns, issues, disagreements, and/or recommendations to the contracting officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact the installation ombudsman, which is posted at http://prod.nais.nasa.gov/pub/pub_library/Omb.html. 
Concerns, issues, disagreements, and recommendations which cannot be resolved at the installation may be referred to the NASA ombudsman, the Director of the Contract Management Division, at 202-358-0445, facsimile 202-358-3083, e-mail agency-procurementombudsman@nasa.gov. Please do not contact the ombudsman to request copies of the solicitation, verify offer due date, or clarify technical requirements. Such inquiries shall be directed to the Contracting Officer or as specified elsewhere in this document.

(End of clause)

I.6
NASA 8 PERCENT GOAL (1852.219-76) (JUL 1997) 

(a) Definitions.

"Historically Black Colleges or University," as used in this clause, means an institution determined by the Secretary of Education to meet the requirements of 34 CFR Section 608.2. The term also includes any nonprofit research institution that was an integral part of such a college or university before November 14, 1986. 

"Minority institutions," as used in this clause, means an institution of higher education meeting the requirements of section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1135d-5(3)) which for the purposes of this clause includes a Hispanic-serving institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C. 1059c(b)(1)).

"Small disadvantaged business concern," as used in this clause, means a small business concern that (1) is at least 51 percent unconditionally owned by one or more individuals who are both socially and economically disadvantaged, or a publicly owned business having at least 51 percent of its stock unconditionally owned by one or more socially and economically disadvantaged individuals, and (2) has its management and daily business controlled by one or more such individuals. This term also means a small business concern that is at least 51 percent unconditionally owned by an economically disadvantaged Indian tribe or Native Hawaiian Organization, or a publicly owned business having at least 51 percent of its stock unconditionally owned by one or more of these entities, which has its management and daily business controlled by members of an economically disadvantaged Indian tribe or Native Hawaiian Organization, and which meets the requirements of 13 CFR 124.

"Women-owned small business concern," as used in this clause, means a small business concern (1) which is at least 51 percent owned by one or more women or, in the case of any publicly owned business, at least 51 percent of the stock of which is owned by one or more women, and (2) whose management and daily business operations are controlled by one or more women.

(b)
The NASA Administrator is required by statute to establish annually a goal to make available to small disadvantaged business concerns, Historically Black Colleges and Universities, minority institutions, and women-owned small business concerns, at least 8 percent of NASA's procurement dollars under prime contracts or subcontracts awarded in support of authorized programs, including the space station by the time operational status is obtained. 

(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best efforts to award subcontracts to such entities to the fullest extent consistent with efficient contract performance.

(d) Contractors acting in good faith may rely on written representations by their subcontractors regarding their status as small disadvantaged business concerns, Historically Black Colleges and Universities, minority institutions, and women-owned small business concerns.
(End of clause)
I.7

ACCESS TO SENSITIVE INFORMATION (NFS 1852.237-72) (JUN 2005)
(a)
As used in this clause, “sensitive information” refers to information that a contractor has developed at private expense, or that the Government has generated that qualifies for an exception to the Freedom of Information Act, which is not currently in the public domain, and which may embody trade secrets or commercial or financial information, and which may be sensitive or privileged.  

(b)
To assist NASA in accomplishing management activities and administrative functions, the Contractor shall provide the services specified elsewhere in this contract.  

(c)
If performing this contract entails access to sensitive information, as defined above, the Contractor agrees to – 

(1) Utilize any sensitive information coming into its possession only for the purposes of performing the services specified in this contract, and not to improve its own competitive position in another procurement.

(2) Safeguard sensitive information coming into its possession from unauthorized use and disclosure. 

(3) Allow access to sensitive information only to those employees that need it to perform services under this contract.  

(4) Preclude access and disclosure of sensitive information to persons and entities outside of the Contractor’s organization.

(5) Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in this contract and to safeguard it from unauthorized use and disclosure.  

(6) Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.

(7) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions.

(d)
The Contractor will comply with all procedures and obligations specified in its Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a compliance document.

(e)
The nature of the work on this contract may subject the Contractor and its employees to a variety of laws and regulations relating to ethics, conflicts of interest, corruption, and other criminal or civil matters relating to the award and administration of government contracts.  Recognizing that this contract establishes a high standard of accountability and trust, the Government will carefully review the Contractor’s performance in relation to the mandates and restrictions found in these laws and regulations. Unauthorized uses or disclosures of sensitive information may result in termination of this contract for default, or in debarment of the Contractor for serious misconduct affecting present responsibility as a government contractor.

(f)
The Contractor shall include the substance of this clause, including this paragraph (f), suitably modified to reflect the relationship of the parties, in all subcontracts that may involve access to sensitive information.

(End of clause)

I.8
RELEASE OF SENSITIVE INFORMATION (1852.237-73) (JUN 2005) 

(a)
As used in this clause, "Sensitive information" refers to information, not currently in the public domain, that the Contractor has developed at private expense, that may embody trade secrets or commercial or financial information, and that may be sensitive or privileged. 

(b)
In accomplishing management activities and administrative functions, NASA relies heavily on the support of various service providers. To support NASA activities and functions, these service providers, as well as their subcontractors and their individual employees, may need access to sensitive information submitted by the Contractor under this contract. By submitting this proposal or performing this contract, the Contractor agrees that NASA may release to its service providers, their subcontractors, and their individual employees, sensitive information submitted during the course of this procurement, subject to the enumerated protections mandated by the clause at 1852.237-72, Access to Sensitive Information.

(c)
(1) The Contractor shall identify any sensitive information submitted in support of this proposal or in performing this contract. For purposes of identifying sensitive information, the Contractor may, in addition to any other notice or legend otherwise required, use a notice similar to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not disclose outside the Agency and its service providers that support management activities and administrative functions. To gain access to this sensitive information, a service provider's contract must contain the clause at NFS 1852.237-72, Access to Sensitive Information. Consistent with this clause, the service provider shall not duplicate, use, or disclose the information in whole or in part for any purpose other than to perform the services specified in its contract. This restriction does not limit the Government's right to use this information if it is obtained from another source without restriction. The information subject to this restriction is contained in pages [Offeror fill in - insert page numbers or other identification of pages]. Mark each page of sensitive information the Contractor wishes to restrict with the following legend:

Use or disclosure of sensitive information contained on this page is subject to the restriction on the title page of this proposal or document.

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular information is "sensitive." This evaluation shall consider the time and resources necessary to protect the information in accordance with the detailed safeguards mandated by the clause at 1852.237-72, Access to Sensitive Information. However, unless the Contracting Officer decides, with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor's claim that particular information is sensitive, NASA and its service providers and their employees shall comply with all of the safeguards contained in paragraph (d) of this clause.

(d)
To receive access to sensitive information needed to assist NASA in accomplishing management activities and administrative functions, the service provider must be operating under a contract that contains the clause at 1852.237-72, Access to Sensitive Information. This clause obligates the service provider to do the following:

(1) Comply with all specified procedures and obligations, including the Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated as a compliance document.

(2) Utilize any sensitive information coming into its possession only for the purpose of performing the services specified in its contract.

(3) Safeguard sensitive information coming into its possession from unauthorized use and disclosure.

(4) Allow access to sensitive information only to those employees that need it to perform services under its contract. 

(5) Preclude access and disclosure of sensitive information to persons and entities outside of the service provider's organization.

(6) Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in its contract and to safeguard it from unauthorized use and disclosure. 

(7) Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.

(8) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions.

(e)
When the service provider will have primary responsibility for operating an information technology system for NASA that contains sensitive information, the service provider's contract shall include the clause at 1852.204-76, Security Requirements for Unclassified Information Technology Resources. The Security Requirements clause requires the service provider to implement an Information Technology Security Plan to protect information processed, stored, or transmitted from unauthorized access, alteration, disclosure, or use. Service provider personnel requiring privileged access or limited privileged access to these information technology systems are subject to screening using the standard National Agency Check (NAC) forms appropriate to the level of risk for adverse impact to NASA missions. The Contracting Officer may allow the service provider to conduct its own screening,  provided the service provider employs substantially equivalent screening procedures.

(f)
This clause does not affect NASA's responsibilities under the Freedom of Information Act.

(g)
The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect the relationship of the parties, in all subcontracts that may require the furnishing of sensitive information. 

(End of clause)
I.9
INDEFINITE QUANTITY (FAR 52.216-22) (OCT 1995) 

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in the Schedule up to and including the quantity designated in the Schedule as the "maximum." The Government shall order at least the quantity of supplies or services designated in the Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on the number of orders that may be issued. The Government may issue orders requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be completed by the Contractor within the time specified in the order. The contract shall govern the Contractor's and Government's rights and obligations with respect to that order to the same extent as if the order were completed during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries under this contract after September 30, 2013.
(End of clause)
I.10
AUTHORIZED DEVIATIONS IN CLAUSES (FAR 52.252-6) (APR 1984) 

(a)
The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR 
Chapter 
1) clause with an authorized deviation is indicated by the addition of 
(DEVIATION) after the date of the clause.

(b)
The use in this solicitation or contract of any NASA FAR Supplement (48 CFR 18) clause 
with an authorized deviation is indicated by the addition of (DEVIATION) after the name 
of the regulation.

(End of clause)
I.11
SECURITY CLASSIFICATION REQUIREMENTS (NFS 1852.204-75)

(SEP 1989) 

Performance under this contract will involve access to and/or generation of classified information, work in a security area, or both, up to the level of “TOP SECRET.”  See Federal Acquisition Regulation clause 52.204-2 in this contract and DD Form 254, Contract Security Classification Specification, Section J, Attachment J.07. 

(End of clause) 

I.12
SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION


TECHNOLOGY RESOURCES (1852.204-76) (JANUARY 2011)

(a)
The contractor shall protect the confidentiality, integrity, and availability of NASA Electronic Information and IT resources and protect NASA Electronic Information from unauthorized disclosure.

(b)
This clause is applicable to all NASA contractors and sub-contractors that process, manage, access, or store unclassified electronic information, to include Sensitive But Unclassified (SBU) information, for NASA in support of NASA's missions, programs, projects and/or institutional requirements. Applicable requirements, regulations, policies, and guidelines are identified in the Applicable Documents List (ADL) provided as an attachment to the contract. The documents listed in the ADL can be found at: http://www.nasa.gov/offices/ocio/itsecurity/index.html. For policy information considered sensitive, the documents will be identified as such in the ADL and made available through the Contracting Officer.

(c)
Definitions.


(1) IT resources means any hardware or software or interconnected system or subsystem of equipment, that is used to process, manage, access, or store electronic information.


(2) NASA Electronic Information is any data (as defined in the Rights in Data clause of this contract) or information (including information incidental to contract administration, such as 

financial, administrative, cost or pricing, or management information) that is processed, managed, accessed or stored on an IT system(s) in the performance of a NASA contract.


(3) IT Security Management Plan--This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract. Unlike the IT security plan, which addresses the IT system, the IT Security Management Plan addresses how the contractor will manage personnel and processes associated with IT Security on the instant contract.


(4) IT Security Plan--this is a FISMA requirement; see the ADL for applicable requirements. The IT Security Plan is specific to the IT System and not the contract. Within 30 days after award, the contractor shall develop and deliver an IT Security Management Plan to the Contracting Officer; the approval authority will be included in the ADL. All contractor personnel requiring physical or logical access to NASA IT resources must complete NASA's annual IT Security Awareness training. Refer to the IT Training policy located in the IT Security Web site at https://itsecurity.nasa.gov/policies/index.html.

(d)
The contractor shall afford Government access to the Contractor's and subcontractors' facilities, installations, operations, documentation, databases, and personnel used in performance of the contract. Access shall be provided to the extent required to carry out a program of IT inspection (to include vulnerability testing), investigation and audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of NASA Electronic Information or to the function of IT systems operated on behalf of NASA, and to preserve evidence of computer crime.

(e)
At the completion of the contract, the contractor shall return all NASA information and IT resources provided to the contractor during the performance of the contract in accordance with retention documentation available in the ADL. The contractor shall provide a listing of all NASA Electronic information and IT resources generated in performance of the contract. At that time, the contractor shall request disposition instructions from the Contracting Officer. The Contracting Officer will provide disposition instructions within 30 calendar days of the contractor's request. Parts of the clause and referenced ADL may be waived by the contracting officer, if the contractor's ongoing IT security program meets or exceeds the requirements of NASA Procedural Requirements (NPR) 2810.1 in effect at time of award. The current version of NPR 2810.1 is referenced in the ADL. The contractor shall submit a written waiver request to the Contracting Officer within 30 days of award. The waiver request will be reviewed by the Center IT Security Manager. If approved, the Contractor Officer will notify the contractor, by contract modification, which parts of the clause or provisions of the ADL are waived.

(f)
The contractor shall insert this clause, including this paragraph in all subcontracts that process, manage, access or store NASA Electronic Information in support of the mission of the Agency.
(End of clause)

[End of Section]








