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CONTRACT OVERVIEW 


The purpose of the Stennis Protective Services Contract (SPSC) is to provide security services 
including: physical security operations, personnel security, access control, badging, 911 dispatch 
center, access monitoring, traffic control and locksmith services.  


The Contractor shall be responsible for the security and integrity of Stennis Space Center (SSC) 
without compromise, at all times, and make every effort to protect the people, assets, information, and 
operations within the SSC boundaries comprising of over 144,000 acres.  The Contractor shall perform 
all duties required at SSC for the physical protection of the installation/assets and for the safety of the 
public and employees. 


The Contractor shall provide and maintain all management, supervision, labor, training, equipment 
(with some exceptions as indicated in the PWS and/or attachments), supplies, licenses, permits, 
certificates, insurance, pre-employment screenings, reports, and files necessary to accomplish security 
services as described and required in this PWS.  


The Contractor shall ensure that necessary management emphasis is placed on safety and health 
through a comprehensive safety and mission assurance program. That emphasis shall be reflected in all 
company policies and through adherence to standard practices and procedures. 


The SPSC contractor shall support surges of activities and tasks that are considered normal workload 
fluctuations and are captured in the provided annualized Workload Indicators identified in Attachment 
J-02. Certain events or activities [e.g. mutual aid to surrounding community and emergency assistance 
to other National Aeronautics and Space Administration (NASA) Centers] may necessitate the 
issuance of a contract modification.  


The Contractor shall establish and maintain team-oriented working relationships with the Government 
at all levels in the organization. Through frequent interaction, both formal and informal, the Contractor 
shall work with government counterparts to ensure requirements are clearly communicated, mutually 
understood, and satisfied. The Contractor shall ensure timely, accurate, and thorough response to the 
Government’s requests for information. The Contractor shall work cooperatively with other SSC 
contractors to ensure timely and effective execution of mission requirements.  
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1.0 General Requirements and Standards of Performance 
 
1.1 Performance 
 


This PWS encompasses the general requirements and standards of performance to be met by 
the Contractor for SSC security functions.  The Contractor shall perform these functions as 
specified and shall comply with the Performance Standards set forth in Attachment J-03. 


1.2 Staffing 
 
1.2.1 The Contractor shall provide a staff, fully capable of executing contract responsibilities and 


responding to requirements. 
 
1.2.2 All security officers and personnel security assistants must be United States citizens. 
 
1.2.3 The Government Printing Office (GPO) requires a segregated staff [Contract Line Item 


Numbers (CLINs) 0002, 1002, 2002, and 3002].  Employees assigned duty stations at GPO 
shall not be swapped with employees assigned duty stations elsewhere on the contract 
without the approval of the Contracting Officer (CO) and the Contracting Officer Technical 
Representative (COTR).  Minimum GPO staffing shall include the following: 
 
• Shift Supervisor capable of performing supervisory duties and who is 


accessible/responsible during core hours to the Program Manager (PM) and GPO 
management 


• Posts 3 and 3A, 2 walking patrols, 24/7  
• Post 1, Control Center Dispatch , 24/7 
• Post 2, 6:00 am – 6:00 pm, M-F, excluding federal holidays  
• Post 4, Loading Dock, 7:00 am- 4:00 pm, M-F, excluding federal holidays 


1.2.4 The Naval Oceanographic Office (NAVO) requires access management/monitoring services 
at B-1002 [reception desk and Fixed Post (FP) – 5] (CLINs 0003, 1003, 2003 and 3003)  


 
1.3 Command Structure 


  The Contractor shall provide a hierarchical command structure for security officers with full 
authority to respond to the requirements of this contract.  


 
1.4 Analytical Support, Developmental Engineering, and Independent Study 
 
  The Contractor may be required to provide analytical support, developmental engineering, 


and independent study and analysis on an as-needed basis to address evolving requirements 
resulting from NASA-specific threats and from the implementation of new federal mandates 
related to counterterrorism and homeland security.   
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1.5 Support for Policy, Guidance, Advice and Assistance 
 
  The Contractor shall support the NASA Security Office to include policy formulation, 


guidance, advice, and assistance to the Security Office.  Support shall include initiatives 
designed to protect SSC personnel (including on-site contractors and visitors), Classified 
National Security Information (CNSI), and physical assets.  


 
1.6 Security Functions 


1.6.1 The Contractor shall provide all personnel, resources, materials and services necessary to 
perform security services.  Such services shall include, but is not limited to, all security 
operations, investigations, crash-response, emergency preparedness, Continuity of 
Operations Planning (COOP), special events, contingency planning and incident response, 
new threat response capability, locksmithing, and property inspections.  The performance of 
this PWS shall require that contractor personnel process, update, and maintain 
information/data utilizing provided databases/automated data systems. 


1.6.2 The Contractor shall be responsible for the protection of CNSI in their possession, in all 
forms and mediums including when it is processed and maintained on Information 
Technology (IT) systems and other electronic formats. 


1.6.3 The Contractor shall support Agency initiatives to detect, deter, and neutralize espionage, 
other intelligence activities, or sabotage conducted for or on behalf of foreign powers, 
organizations or persons, or international terrorist activities.  


2.0 Program Management 
 
2.1 General 
 
2.1.1 Subject Matter Expertise 
 
  The Contractor shall provide subject matter expertise to advise the NASA Security Office in 


the implementation of security services.  The Contractor shall recommend potential security 
solutions adaptable to a wide variety of research and scientific environments, including 
business office, highly secure installation, campus, and factory industrial settings.  The 
Contractor shall remain abreast of current security issues, trends, laws, regulations, and 
technologies. 


 
2.1.2 Identification of Weaknesses and Vulnerabilities 
 
  The Contractor shall provide continuous assessment and evaluation in and around SSC to 


identify security weaknesses and vulnerabilities and recommend appropriate corrective 
action. 


 
  







NNS11367739R (SPSC) Performance Work Statement Attachment J-01 
 


5 
 


2.1.3 Operating Procedures 
 


2.1.3.1 The Contractor shall develop internal Standard Operating Procedures (SOP) for its 
operations conducted under this PWS.  Copies of such SOPs shall be furnished to the NASA 
Security Office for review and concurrence in accordance with (IAW) Data Requirement 
(DR) MA-03, Operations Procedures.  Security officers shall be required to perform a 
variety of security-related duties and assignments as defined in DR MA-03. Security officers 
shall be thoroughly familiar with the post orders at all posts where they are assigned to 
work. 
 


2.1.3.2 The Contractor shall be required to conduct periodic reviews and revisions (if required) of 
the SSC Security Requirements Handbook, SPR 1600.1 IAW DR MA-04, SSC Security 
Requirements Handbook, SPR 1600.1. 


 
2.1.4 Workload Fluctuations 
 
  Workload fluctuations shall not require modification to the contract.   
 
2.1.5 Supplies and Materials 
 
  The Contractor shall be responsible for purchasing supplies and equipment not otherwise 


provided for under this contract as government furnished to fulfill the requirements of this 
contract.  


 
2.1.6 Vehicles 
 
2.1.6.1 The Government shall provide and maintain all vehicles necessary to perform this contract. 


   
2.1.6.2 The Contractor shall provide, install and maintain vehicle accessories/equipment as stated in 


Attachment J-11.1, Vehicle Equipment Standards.  
 
2.1.6.3 Fuel and provisioning of fuel used by the Contractor during the contract period will be 


provided by the Government. 
 
2.1.6.4 Contractors shall operate vehicles in such a manner to ensure availability and reliability.  
 
2.1.6.5 The Contractor shall assure that all vehicle operators are appropriately licensed in the state. 
 
2.1.7 Government Furnished Supplies and Equipment 
 
2.1.7.1 The Contractor shall be responsible for the proper care, custody, accountability and 


maintenance of all government furnished supplies and equipment as provided for in the 
contract. 
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2.1.7.2 The Contractor shall control the receipt, issuance, and tracking of all keys, “key cards,” lock 
combinations, etc.  Security officers shall not be permitted to remove keys and other access 
control devices from the Center. 


 
2.1.7.3 Missing, lost, unusable, and/or stolen keys or access control devices shall be immediately 


reported to the security officer’s supervisor as soon as a loss or problem is detected by the 
security officer.   


 
2.1.8 Training and Certification 


2.1.8.1 The Contractor is required to establish and maintain an adequate workforce which is trained, 
educated, equipped, proficient and capable of performing tasks mandated by law, required 
by NASA Policy Directives (NPDs) and NASA Procedural Requirements (NPRs). All NPR 
and NPD references apply. 


2.1.8.2 The Contractor shall provide certified personnel from the first day of performance through 
completion of the contract IAW the PWS and any other mandatory federal, state, and local 
laws and regulations, as applicable.  Performance of this work must be carried out in such a 
manner that causes minimal interruption to or interference with proper execution of 
government business. 


2.1.8.3 Best practices and prevailing industry practices shall be considered as a minimal standard 
when contract specific standards are not established.  


2.1.8.4 The Contractor shall report on employee training IAW DR MA-05, Training Program Plan. 


2.1.8.5 Certification records shall be maintained by the Contractor in a NASA/SSC electronic 
database. 


2.1.8.6 All other training records shall be maintained in an electronic data base and be available for 
inspection. 


2.1.8.7 Navy/SSC Range Operations 


2.1.8.7.1 The Contractor shall provide National Rifle Association (NRA) certified firearms 
instructor(s) to oversee the firearms training program and conduct weapons qualification as 
outlined in NPR 1600.1. 


2.1.8.7.2 The Contractor shall conduct firearms range operations during course of fire as necessary to 
maintain the required qualification and proficiency.   


2.1.8.7.3 The Contractor shall ensure safety during range operations and shall conduct operational or 
safety reviews as necessary. 


2.1.8.7.4 The Contractor shall ensure firearm range is left in “as found” condition.   


2.1.8.7.5 Contractor shall be required to coordinate access for use of the range with Navy personnel.  
(i.e. Naval Special Warfare Group 4 – NSWGRP4.) 
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2.1.8.7.6 The Contractor is required to ensure the safety, serviceability and proper maintenance of all 
firearms, ammunition and related equipment utilized.   


2.1.8.8 NASA Required Training and Recertification 


 The Contractor shall ensure the completion of all applicable security services training and 
recertification (if required) as detailed in NPR 1600.1 and Attachment J-12, Training 
Requirements. 


 
2.1.8.9 Security Briefings   


 
2.1.8.9.1 The Contractor shall provide and/or support security education, annual and periodic security 


briefings to both internal and external personnel. Examples include periodic traffic safety 
advisories and training to all SSC employees through the use of classes, presentations, 
bulletins, flyers, or any other method deemed effective. 


2.1.8.9.2 The CO, COTR, Chief of Center Security (CCS), or any designated representative of the CO 
shall have the express authority to observe any briefing sponsored or provided by the 
Contractor without any advance notice. 


2.1.8.10 Additional Training Opportunities  


 On occasion the Contractor may be directed by NASA to attend training.  Such training will 
be handled as a Special Event (Reference Section 3.1.)  All contract requirements must be 
met at all times to include providing backfill for absences (i.e., training, vacation, sick leave, 
etc.). 


 
2.1.9 Weapons 
 
2.1.9.1 General 


 
2.1.9.1.1 Weapons and ammunition shall not leave SSC without the written consent of the CO. 
 
2.1.9.1.2 The Contractor shall provide both training and duty ammunition for all assigned weapons 


sufficient to equip each security officer.  
 
2.1.9.1.3 All weapons and associated ammunition shall be stored within government furnished 


weapons storage containers as specified in NPR 1600.1. 
 


2.1.9.2 Firearms  
 


2.1.9.2.1 Firearms (Glock .40 caliber) and magazines will be provided by NASA as Government 
Furnished Equipment (GFE).  The Contractor shall ensure each security officer is issued a 
handgun and three magazines that are to be loaded to capacity while on duty.  The 
Contractor shall ensure that all handguns are carried holstered with a round in the chamber.   
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2.1.9.2.2 Firearms shall be cleaned and oiled as necessary to ensure optimum operating conditions.  
Firearms maintenance shall be conducted by a qualified armorer. 


 
2.1.9.2.3 Firearms shall be handled in a safe and prudent manner. Loading and unloading of 


ammunition, and the cleaning of firearms, shall take place in the armory. (Firearms safes and 
clearing barrels to be government furnished.) 


 
2.1.9.2.4 The Contractor shall obtain and maintain on file NASA Form 699A and/or 699B, Certificate 


of Authority to Carry Concealed Firearms and Certificate of Authority to Carry 
Unconcealed Firearms respectively, for all employees carrying weapons.  The original 699A 
and 699B certificates shall be issued to the employee and shall be retained in the employee’s 
possession while on official duty. 
 


2.1.9.3 Intermediate Force Weapons 
 
  Intermediate force weapons are required IAW NPR 1600.1.  A Collapsible Baton and OC 


Spray (1% CS and 1% OC which is rated at 2,000,000 SHU) will be carried by all 
uniformed security officers while on duty.  These intermediate weapons shall be provided by 
the Contractor.  A NASA Protective Services Training Academy (NPSTA) approved 
training curriculum will be used for instruction for all intermediate force weapons.   


 
2.2 Contingency Operations 
 
2.2.1 Deployment 


 
2.2.1.1 The Contractor shall be prepared to deploy a security team(s) capable of performing security 


duties for a period of 7 days, or until relieved, to any NASA Center and respond to 
unforeseen contingencies and emergencies such as environmental and weather disasters, 
incidents of national significance, terrorist incidents and other catastrophic events that 
require security services.   


2.2.1.2 The Contractor shall maintain the capability to deploy under this requirement within 12 
hours of notification.   


2.2.1.3 Such deployments under this requirement shall be authorized and negotiated under a 
separate CLIN by the Contracting Officer. 


2.2.2 Enhanced Security Safeguards 


 The Contractor shall be prepared to increase and enhance security safeguards and/or 
countermeasures in the event of an increased security threat based on the Department of 
Homeland Security National Threat Advisory or other credible threat indicators.   


 
2.3 National Security Clearance Level 
 
2.3.1 The National Security Clearance level of the Contractor shall be for Secret (S).  (Reference 


Attachment J-19, Contract Security Classification Specification.) 
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2.3.2 The required facility clearance level for the Contractor shall be obtained prior to any work 


being performed on the contract.   
 
2.3.3 The Contractor shall ensure all contract personnel have a security clearance commensurate 


with the highest level of classified information to which they have access. 
 
2.4 Compliance 
 
2.4.1 Statutory and Regulatory Compliance 
 
2.4.1.1 All services called for in the PWS shall be performed in compliance with applicable federal 


and state laws, NASA regulations and policies.   


2.4.1.2 Specific reference is made to the provisions of law included in Section 922 Title 18, United 
States Code (USC), concerning the prohibition of firearms possession for individuals 
convicted or indicted under charges of a felony or misdemeanor crime of domestic violence. 


2.4.2 Agency Compliance 


2.4.2.1 The Contractor shall ensure compliance with Agency Standards, this PWS, and all 
attachments to include the following not referenced elsewhere: 


• J-04 – Reference and Compliance Documents 
• J-07 – Officer Uniforms and Equipment Requirements 
• J-08 – Screening Requirements 
• J-09 – Physical Fitness Requirements 
• J-10 – Security Officer Qualifications 
• J-11.1 – Vehicle Equipment Standards 


 
2.5 Contractor Roles and Responsibilities 
 
2.5.1 General 


The Contractor shall propose, identify, and provide to the Government, at a minimum, an 
experienced PM, Operations Manager (OM), and Training/Safety Specialist. 


2.5.2 Project Manager 


2.5.2.1 The Contractor shall identify, in writing within 10 days of start of contract performance, the 
PM and Alternate (APM) with contract phone numbers for on and off duty hours.  Both the 
PM and APM shall have complete contractual authority and autonomy of the Contractor, to 
include signature authority.  The duties of the PM shall not under any circumstances be 
delegated below the supervisory level.  
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2.5.2.2 The PM shall be on site during normal working hours.  After normal duty hours or on 
weekends and holidays, the PM shall be on site within two (2) hours when requested by CO, 
COTR or CCS.    


 
2.5.2.3 In the unforeseen absence of the PM and the APM, the Contractor shall define a chain of 


authority to ensure that supervisory channels are clear. 
 
2.5.3 Facility Manager  


2.5.3.1 A Facility Manager (FM) Program exists at SSC which establishes a single point-of-contact 
at each NASA SSC facility for addressing general facility and/or safety issues.  The FM 
assignment for the following facilities will be the responsibility of the SPSC: 


• B-3101, South Reception Center 
• B-3103, South Gate 
• B-5500, Mainline Gate 
• B-7001, North Reception Center 
• B-7003, North Gate 
• B-8200, Saturn Drive Gate 
 
Note:  Attachment J-14, Government Furnished Facilities, identifies facility space assigned 
to the SPSC.  


 
2.5.3.2 Safety is the number one goal of the FM Program.  As the single point-of-contact for the 


facility, the FM should address and mitigate issues with safety, health, fire protection, 
emergency preparedness, parking, etc.  A FM should be knowledgeable of his/her facility, 
its utilization, potential hazards, planned maintenance/repairs, and environmental concerns.  
The FM should communicate to the occupants any issues/concerns by which an occupant 
may be affected.  The FM should promote safety through frequent walkthroughs of their 
facilities.   
 


2.5.4 Security Supervisor 
 
2.5.4.1 The Contractor shall provide supervisory level authority for each shift on a 24 hour, 7 day 


per week basis. 
 


 
2.6 Standards of Conduct 
 
2.6.1 Employee Conduct 
 
2.6.1.1 Security contractor personnel have a crucial and highly visible role in the NASA/SSC 


Security mission.  They are usually the first (and sometimes only) contact visitors have with 
NASA/SSC, and they are almost always the first line of defense in a SSC-controlled facility.  
Visitors, contractors and employees do not always distinguish between NASA security staff 
and contractor security officers.  To them, contractor security officers appear as NASA 
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personnel.  Therefore, it is crucial that the Contractor ensure that their employees realize the 
importance of their role, know their duties, and perform their duties courteously and 
professionally at all times.   


 
2.6.1.2 The Contractor shall be responsible for maintaining satisfactory employee conduct, 


integrity, and appearance.  The Contractor shall be responsible for initiating and 
administering disciplinary action to its employees, as may be necessary.  


 
2.6.1.3 The Contractor shall not condone personal neglect or dereliction of duties.  This includes, 


but is not limited to, sleeping, listening to or watching unauthorized electronic devices 
and/or unauthorized programs, conducting gate operations with hands in pockets, using 
profanity, reading books, newspapers and other material not connected with official duties 
(e.g., post orders), smoking in and around fixed posts or during roving patrols, and in 
unauthorized areas as specified by Stennis Policy Directive (SPD) 1800.1, Smoke Free 
Workplace.  In addition, there shall be no misuse/damage of government property, theft, 
unreasonable delays or failure to carry out assigned tasks, conducting personal affairs during 
duty hours, and refusing to render assistance or cooperate in upholding the intent of worksite 
security or failure to cooperate in quality assurance and/or safety inspections or other 
investigations conducted by the Government. 
 


2.6.1.4 Refrain from discussions concerning duty assignment(s), particularly manpower, weapons, 
security precautions, or procedures, except with those persons having a need-to know.  


 
2.6.2 Dress Code 


2.6.2.1 The Contractor shall implement and enforce a standard dress code policy to ensure that 
contract employees wear either appropriate civilian attire or the prescribed duty uniform 
while on duty. 


2.6.2.2 Positions that require public interface shall wear a standard uniform.  (Reference Attachment 
J-07, Officer Uniforms & Equipment Requirements.)  


2.6.2.3 Examples of improper appearance include unclean, ill-fitting or un-pressed clothing; dirty or 
un-shined shoes; incomplete, ill-fitting, or improperly worn uniforms; and any other facet of 
appearance that would reasonably create a negative perception to the public. 


2.6.2.4 While on duty, officers and supervisors shall not wear any exposed jewelry (i.e., in nose, eye 
brows, ears, etc.), with the exception of stud earrings that may be worn by female armed 
security officers with pierced ears. Necklaces, beads, chains, bracelets, religious insignia, 
etc., are prohibited. Ornaments, other than those described, shall not be worn on the uniform. 


 
2.6.2.5 Rings shall be limited to wedding rings, engagement rings and/or class rings. Wristwatches 


may be worn with the exception of “ornamental” and loose fitting watches. 
 


2.6.2.6 Cleaning, pressing, and repair costs of uniforms shall be the responsibility of the Contractor.  
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2.7 Use of Corporate Logo 
 
 The Contractor is prohibited from displaying any corporate logo, trademark, badge, patch, 


decal, or other wording/marking, on any credential, duty uniform, security vehicle or 
document, other than standard internal management documents and records, which would 
identify the Contractor’s company affiliation.   


 
2.8 Business and Financial Management  
 
2.8.1 The Contractor shall perform all business and administrative functions related to successful 


implementation of the contract.   
 
2.8.2 The Contractor shall provide on-going business analysis and respond to inquiries from the 


Government relating to budget, schedule, and performance.  
 


2.8.3 Demand services requested of the contractor will be provided and processed through the 
SSC Material and Work Ordering System's, Service Request System (SRS) IAW SPD 
5100.1, Policy for Ordering of Materials and Support Services at Stennis Space Center. 


2.8.4 The Contractor shall report cost data on open work orders that are at least 85% complete 
IAW DR MF-02, Work Order Status Report. 


 
2.8.5 The Contractor shall provide a monthly electronic flat file containing work hours and cost 


for the current fiscal month IAW DR MF-03, Electronic Monthly Cost Data Report. 
 


2.8.6 The Contractor shall provide a status of contractor’s monthly and fiscal year-to-date cost and 
workforce as compared to the fiscal year operating plan IAW DR MF-04, Contract Monthly 
Operating Status Report.  


2.8.7 The Contractor shall provide notice to the Government IAW DR MF-01, Notification of 
Potential Labor Dispute and Contingency Strike Plan.  


2.8.8 The Contractor shall provide a Government Property Management and Inventory List per 
DR LS-01.  Refer to the following attachments: 


• J-15.1 – Installation Accountable Government Property 
• J-15.2 – Other Agency Provided Equipment  
• J-16    – Contractor Accountable Property  


  
2.9  Information Technology Security  


 
2.9.1 The Contractor is not responsible for providing administrative or engineering desktops, 


workstations, or laptops for their use in the performance of this contract, as they are 
government-provided.  The Contractor shall comply with all NASA NPR’s and NPD’s 
related to IT security under this contract.  Similarly, the Contractor shall comply with SSC 
directives, policies, and procedures relating to IT security. 
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2.9.2 The Contractor is responsible for preparing and updating the Information Technology 
Security Management Plan IAW DR MA-12. 


 
2.9.3 The Contractor is responsible for providing monthly information for the SSC IT security 


metrics IAW DR MA-11, IT Security Monthly Training Report. 
 
2.10 Safety, Health and Environmental (SHE)   


 
The Contractor shall establish and implement a safety, occupational health, and 
environmental program that (1) prevents and reduces injuries and occupational illnesses 
(including fatalities) to employees of the company and the serviced location, (2) prevents 
and reduces damage to all property and (3) prevents and reduces the damage to the 
environment through the ongoing planning, implementation, integration and management 
control of these programs IAW DR SA-01, Safety, Health and Environmental (SHE) Plan.   


2.10.1 Safety and Health 
 
2.10.1.1 The Contractor shall conduct monthly safety inspections of all SPSC-occupied facilities. 


The inspections shall be formally documented and all findings tracked to closure. 
 


2.10.1.2 Mishaps, as defined in NPR 8621.1, NASA Procedural Requirements for Mishap and Close 
Call Reporting, Investigating, and Recordkeeping, shall be reported to the SSC Safety and 
Mission Assurance Office IAW DR SA-02, Mishaps and Safety Statistics Report.  The 
Contractor shall utilize the Incident Reporting Information System (IRIS) to electronically 
report mishaps and close calls as defined by NPR 8621.1.  
 


2.10.1.3 Voluntary Protection Program (VPP) 


2.10.1.3.1 Develop, implement, and maintain a safety and health program that is compliant with the 
Occupational Safety and Health Administration (OSHA) VPP IAW the requirements of 
OSHA Instruction Cooperative and State Program (CSP) 03-01-003, Voluntary Protection 
Program: Policies and Procedures Manual.  


 
2.10.1.3.2 Submit a VPP Application per CSP 03-01-003 to OSHA and NASA as part of the 


implementation of a safety and health program within 15 months of contract start.  An on-
site review shall be conducted within18 months and VPP Star achievement obtained within 
24 months.    


 
2.10.1.3.3 Submit quarterly reports regarding readiness of the safety and health program until 


submission of VPP Application. NASA will assess and audit the Contractor’s 
implementation for compliance with VPP and any discrepancies shall be addressed by the 
Contractor within six months. 


 
2.10.1.4 The Contractor shall participate in the monthly NASA Safety Management Review (SMR) 


and attend all Site Safety & Training/Certification Meetings. 
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2.10.2 Environmental 
 
2.10.2.1 The Contractor shall ensure that its operations align with applicable NASA Headquarters 


directives IAW NPD 8500.1, NASA Environmental Management, NPR 8570.1, Energy 
Efficiency and Water Conservation, and federal, state, and local environmental laws, 
regulations, and executive orders. 


 
2.10.2.2 Comply with NASA environmental requirements IAW Stennis Procedural Requirements 


(SPR) 8500.2, Environmental Operation and Implementation Procedural Requirement. 
 
2.10.2.3 Comply with NASA’s Sustainable Acquisition Program for SSC procurements IAW NPR 


8530.1, Affirmative Procurement Program and Plan for Environmentally Preferable 
Products. 


 
2.10.2.4 Support NASA’s Environmental Management System (EMS) IAW NPR 8553.1, NASA 


Environmental Management System and SPR 8500.1, Environmental Management 
Procedural Requirements. 


 
2.10.2.5 Identify, interpret, and apply new and existing environmental requirements with respect to 


SSC operations. Report potential impacts to the Government. 
 


2.10.2.6 Respond to NASA Environmental Office data calls, including chemical usage and storage, 
pollution prevention, and sustainable practices. The data shall be entered into electronic 
databases, spreadsheets, or other formats provided by the Government. 


 
2.11 Quality Assurance Plan 
 
2.11.1 The Contractor shall orchestrate a Quality Assurance program and submit a Quality 


Assurance Plan IAW DR QA-01.  The Contractor’s Quality Assurance Plan shall include 
providing the details of the Quality Management System (QMS) that will be used to control 
the products and services required as part of the PWS.  The Contractor’s Quality Assurance 
Plan shall detail the policy, processes, procedures, and techniques used to assure compliance 
to contractual requirements. 


 
2.11.2 The Contractor shall accommodate NASA participation in contractor and subcontractor 


quality system assessments.  NASA insight will consist of monitoring assessments with the 
Contractor’s auditors/inspectors.  This will provide NASA the insight necessary to gain an 
overall understanding of the effectiveness of the Contractor’s quality system. 


 
2.11.3 The Contractor shall participate in the Government Industry Data Exchange Program 


(GIDEP).   
 
2.12 Reporting 
 
2.12.1 The Contractor shall ensure timely submission of Data Requirements (DRs) listed in 


Attachment J-06, Data Procurement Document (DPD).  In addition, each DR submission 
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shall include the following information:  Contract No., DR No., DR Description (DRD), and 
Date the DR is submitted. 


2.12.2 The Contractor shall electronically maintain all reportable/deliverable data, to include all 
DRs. The Contractor shall make such data available in a secure manner to NASA officials as 
approved by the COTR.  Distribution of reports and DRs will be restricted to data/report 
query or other acceptable electronic distribution approved by the COTR.  
 


2.12.3 The Contractor shall submit all DRs to the Government via the electronic Stennis Contract 
Deliverable System (SCDS). 


 
2.12.4 The Contractor shall provide and maintain a secure incident reporting system with 


centralized data management.  The system shall be used to report phone and radio logs, daily 
blotter, incident report, traffic accident reports, physical security report, replies, and audits, 
fire alarm responses, reports of unsolicited contacts, and any additional reports as developed 
or required.  The system shall be maintained IAW Security of Information Technology, NPR 
2810.1 and reports distributed IAW DR MA-02, Incident/Complaint, and Motor/Vehicle 
(M/V) Accident Report. 


 
2.12.5 Provide monthly metrics of all traffic enforcement activities, to include citations issued with 


breakdown of violations, number of accidents worked, and number of persons injured IAW 
DR MA-07, Monthly Activity Report. 


 
2.12.6 Security officers must report all serious or potentially serious problems to dispatch before 


responding so that they may receive all necessary backup and support necessary to lessen or 
eliminate the potential threat. The Contractor shall verbally report threatening circumstances 
and potentially threatening activities they observe while on duty to the COTR.   


 
2.12.7 The Contractor shall provide quarterly metrics IAW DR MA-10, Self Assessment and 


Metrics Report. 
 
2.12.8 The Contractor shall compile a quarterly report IAW DR MA-06, Center Law Enforcement 


and Security Activities Report.   
 


2.13 Records Management 
 
2.13.1 The Contractor shall maintain a records management program IAW NPR 1441.1, NASA 


Records Retention Schedule; NPD 1440.6, NASA Records Management; and SPR 1440.1, 
Records Management Program Requirements. 


 
2.13.2 The Contractor shall submit a records management plan IAW DR DM-01, Records 


Management Plan. 
 
2.13.3 The Contractor shall manage legacy federal records (data created for Government use and 


delivered to, or falling under the legal control of, the Government) inherited from previous 
contracts. 
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2.13.4 At the completion or termination of this contract, the Contractor shall leave all government-
owned data at the Center.  The Contractor shall deliver government-owned data to Center 
Records Manager or other party as designated by the COTR.  


 
2.13.5 The Contractor shall provide NASA or authorized representative access to all Government 


records.  The Government reserves the right to inspect, audit and copy record holdings. 
 
3.0 Security Services 
 
 All requirements contained within this PWS are considered to be within the day-to-day 


baseline effort, with the exception of the Special Events section below. 
 
3.1 Special  Events 
 
3.1.1 The Contractor shall provide security services for Special Events which are considered 


within the baseline effort, as requested by the COTR and for a maximum of 500 man-hours 
per contract year.  Examples include, but are not limited to, picnics, Special Olympics, 
Safety Day, open-house events, Change of Commands, Reserve/Neutral Gate 
Implementation (reference section 3.2.4.3), visits by domestic and/or senior foreign 
dignitaries, and engine testing open to the general public and/or special guests.  The 
Contractor shall be required to provide timely and responsive support for such events.  
Special Events shall not necessitate contract modification and shall be considered to be 
within scope.  Contractor performance of Special Events will be initiated via written 
direction of the Contracting Officer. Special Event services in excess of the aforementioned 
500 man-hours per contract year shall be subject to contract adjustment.  


 
3.2 Physical Security 
 
3.2.1 Resource Protection 
 
3.2.1.1 The Contractor shall operate comprehensive and integrated systems that utilize both 


personnel and equipment to safeguard people, physical assets, and information. 
 
3.2.1.2 The Contractor shall provide security services to support NASA Priority/Critical Resources 


and Critical Assets. 
 


3.2.1.3 The Contractor shall deploy teams to evaluate and report on installation protection needs and 
requirements based on the current threat. 


 
3.2.2 Inspections, Audits, Assessments  
 
3.2.2.1 The Contractor shall conduct physical security inspections, audits and assessments of 


installations, buildings, or areas for the purpose of identifying security weaknesses and 
vulnerabilities, and recommending countermeasures. 
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3.2.3 Physical Security Support 
 
3.2.3.1 The Contractor shall execute and sustain a comprehensive physical security protection 


program utilizing physical measures designed to safeguard people, prevent unauthorized 
access to equipment, facilities, material, and documents, and to safeguard them against 
damage and loss. 


 
3.2.3.2 The Contractor shall support security studies, recommend security solutions, write reports, 


conduct briefings, respond to user inquiries, evaluate statistical data and execute additional 
or enhanced physical security measures during periods of increased threat.  


 
3.2.3.3 The Contractor shall provide priority attention and added protection to NASA Mission 


Essential Infrastructure (MEI) assets and conduct MEI assessments as required by NPR 
1600.1.  The Contractor shall adhere to policy as set forth in NPR 1620.2, NPR 1620.3 and 
NPR 1600.1. 


 
3.2.4 Access Control Program  
 
3.2.4.1 The Contractor shall manage and operate the physical and mechanical systems used to 


control access to installations, areas, and facilities.  This may include walls, fences, gates, 
doors, electronic and mechanical locks and bollards. 


3.2.4.2 The Contractor shall provide access control, (ingress and egress),  ensuring all occupants are 
properly vetted for entry at the following posts:   
 
• FP - 2, North Gate, 24/7  
• FP-3, South Gate, 24/7  
• FP-4, Saturn Drive Gate (Internal gate with entry to Test Complex), 5:00 am - 7:00 pm, 


M-F, excluding federal holidays 
• FP-6, National Center for Critical Information Processing and Storage (NCCIPS), 24/7 
• FP-7, Main Line Road Gate (Employee gate only), 5:30 am to 8:30 am and 3:00 pm to 


6:00 pm, M – F (not opened during federal holidays, increased threat, severe weather 
and/or strikes) 


• Post 2, GPO, front access, 6:00 am – 6:00 pm, M-F, excluding federal holidays 
• Post 4, GPO, loading dock, 7:00 am – 4:00 pm, M-F, excluding federal holidays 


  
 Access into the Test Complex shall be conducted IAW current Test Complex Procedures.   


3.2.4.3 During periods in which labor-management disputes or impasses result in picketing at SSC, 
the Contractor shall implement reserve and neutral gate procedures IAW SPR 5200.1. 


 
3.2.5 Uniformed Operations 
 
3.2.5.1 The Contractor shall provide armed security officers to perform tasks such as responding to 


emergencies; enforcing NASA regulations; conducting personnel, vehicular (personal and/or 
commercial), package and parcel inspections; and controlling access, crowds, parking and 
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traffic.  Admittance shall be denied to those persons refusing to submit to a voluntary 
inspection.  Security officers should operate traffic control points and identify, delay, and 
detain all suspicious vehicles and personnel as necessary to maintain a level of security 
sufficient to ensure the safety and protection of all personnel, property, and resources. In 
addition, the Contractor shall patrol public areas, roadways, barge/tug docks and piers; staff 
gates; establish roadblocks; report fires, water leaks, environmental threats, and other 
hazards; lock and unlock buildings and rooms; conduct flag protocols; safeguard critical 
assets; provide motorist assistance; and escort persons and equipment. The Contractor’s 
security activities shall be reported IAW DR MA-02, DR MA-03 and DR MA-08, 
Investigative Report.   


 
3.2.5.2 The Contractor shall ensure that all security officers have an interim SECRET Security 


Clearance prior to active duty and a SECRET Security Clearance within 6 months of hiring 
date. 


 
3.2.5.3 The Contractor shall provide administrative security support to programs such as driving 


suspensions and appeal responses. 
 
3.2.5.4 The Contractor shall review and process security violations, incident/complaint reports and 


traffic accident reports. Process traffic violations/notices and maintain the point assessment 
program.  Prepare and provide copies of all Incident/Complaint Reports and other required 
documents IAW DR MA-02. 


 
3.2.5.5 The Contractor shall provide a central point for safekeeping of personal property found on 


SSC (Lost and Found) and turned into Security by site personnel.  Property shall be returned 
to its rightful owner upon confirmation of ownership.  


 
3.2.5.6 The Contractor shall ensure that patrols respond expeditiously to requests for assistance and 


emergencies and/or alarms. Examples include, but are not limited to unlock requests, 
unsecured area alarms, duress alarms, panic button, credit union/bank alarms, fire alarms, 
environmental and oxygen sensor alarms, hazardous incidents, and medical emergencies.  
The Contractor shall respond within five minutes for all emergency calls, alarm activations 
or other situations where life or property is endangered.  Delays in excess of five minutes 
shall be noted in the daily blotter. Non-emergency responses shall be within 20 minutes. 


 
3.2.5.7 The Contractor shall escort persons being removed from the Center for security reasons. 
 
3.2.5.8 The Contractor shall provide motorist assistance within the SSC boundaries, such as jump 


starts and emergency unlocking of vehicles. (Release of Liability signatures will be required 
for these services.) 


 
3.2.5.9 The Contractor will be responsible for humanly euthanizing injured and wounded animals.   
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3.2.6 Flag Patrols 
 
3.2.6.1 Security officers shall raise, lower, fold, and store the United States Flag, Mississippi, and 


NASA flags (and other flags as authorized) IAW all applicable NASA regulations, 36 USCS 
§ 174, and post orders.   


 
3.2.6.2 Flags shall be raised no later than 7:00 a.m. and lowered at sunset on a daily basis.  During 


NASA orbiter missions, the Contractor shall raise the appropriate orbiter pennant 
underneath the NASA flag on the yardarm of the flagpole east of Building 1100, and at the 
North and South Gates once the orbiter has achieved its designated orbit.  The flags and 
pennants shall be flown 24 hours/day until the orbiter lands.   


 
3.2.6.3 The Contractor shall procure, provide, and/or replace flags as necessary.  
 
3.2.7 Explosive/Chemical/Biological Hazmat Recognition 


 
  The Contractor shall recognize and report the presence of explosives, chemicals, biological 


agents, or radiological hazards that may affect personnel/assets. 
 
3.2.8 Executive Protection 
 
  The Contractor shall provide executive protection for important government officials, 


distinguished visitors, and others as designated by the COTR or CCS. 
 
3.2.9 Locksmith 
 
3.2.9.1 The Contractor shall provide a full range of locksmith services IAW NPR 1620.3 and SPR 


1600.1, to include lock and key management, data control, installation and repair of 
mechanical and electronic locks and locking devices, and evaluation and repair of safes.  
The Contractor shall perform emergency openings, set and change combinations, re-key 
locks, fabricate and issue keys, issue and control padlocks, and maintain work order 
information. 


 
3.2.9.2 The Contractor shall ensure all key locks are compatible with the existing master key 


system.  Locksmith shall respond to lock outs on doors, safes, padlocks, cabinets, desks and 
cipher locks.  Locksmith services include supply and installation of new lock cores.   


 
3.2.9.3 The Contractor shall complete Standard Form (SF) 700, Security Container Information, for 


all combination locks, including but not limited to, safes, padlocks, cipher locks, 
Yaletronics, Mas-Hamilton X-07, X-08 and X-09, Codetronics, Best Lock and Simplex 
locks.   


 
3.2.9.4 The Contractor shall maintain a database of all building, office, and high-security keys 


issued, lock cores installed and on-hand, key and combination padlocks, and building or area 
key custodians.  The Contractor shall manage the annual lock and key accountability 
inventory. 
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3.2.9.5 The Contractor is responsible for any supplies and equipment not expressly stated in the 


Installation Accountable Government Property (IAGP) List, Attachment J-15.1. 
 
3.2.9.6 The Contractor shall expeditiously complete all locksmith work orders and key requests, 


normally within 48 hours of receipt.  The regular hours of operation for the Locksmith 
services shall be 7:30 a.m. to 4:00 p.m., Monday through Friday excluding federal holidays.  
A SECRET security clearance is required to perform these tasks. 


 
3.2.9.7 The Contractor shall advise and consult with maintenance, operations, engineering, and 


Resource Protection personnel regarding locking devices and other keying material when 
necessary.  


 
3.2.9.8 The Contractor shall recommend appropriate devices, upgrades, and procedure changes to 


enhance site security and support new construction or rehabilitation project designs by 
specifying appropriate locks required and meeting with design engineers as necessary. 


 
3.2.9.9 Approval must be granted by the COTR or CCS for issuance of any master key. 
 
3.2.10 Identity, Credential, and Access Management  
 
3.2.10.1 The Contractor shall manage and operate systems used to identify and badge employees, 


contractors, and visitors.  The Contractor shall utilize the NASA Common Badging and 
Access Control System (CBACS) and the Personal Identity Verification (PIV) system to 
issue and record the issuance of badges, and other facility access credentials.  


 
3.2.10.2 The Contractor shall adhere to the requirements of Homeland Security Presidential Directive 


12 (HSPD-12), Identity, Credential and Access Management (ICAM) and applicable NASA 
regulations.  The Contractor shall manage the Identification (ID) management databases 
which contain Personally Identifiable Information (PII).  


 
3.2.10.3 The Contractor shall perform identity and credential management services IAW NPR 


2841.1. 
 


3.2.10.3.1 Identity management services support identity life-cycle management, identity maintenance, 
and directory services. 


3.2.10.3.2 Credential management services support credential life-cycle management and certificate 
management. 


3.2.10.4 The Contractor shall receive, control and process ID credentials from personnel upon 
termination of employment or as directed. 


 
3.2.10.5 The Contractor shall issue badges at two reception centers (North and South) from 6:30 am 


– 4:00 pm, Monday through Friday, excluding federal holidays.  PIV II credentials will be 
processed and issued at the security office located in the Emergency Operations Center 
(EOC), Bldg. 8000, from 7:30am to 3:30pm Monday through Friday, excluding federal 
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holidays.  Staffing level shall be maintained to ensure that customers are served within 20 
minutes of arrival. 


 
3.2.10.6 The Contractor is responsible for access management at the NAVO, building 1002, 


reception desk, 6:30 am - 5:00 pm, M-F, excluding federal holidays.  


3.2.10.7 Blank PIV-II card stock will be provided by the Government as GFE.  Ancillary badge 
material such as non PIV-II card stock, printer cartridges, laminate, pouches, lanyards and 
clips shall be provided by the Contractor and in compliance with Federal Information 
Processing Standards (FIPS) 201.  The Contractor shall maintain complete accountability of 
all badging card stock.  


3.2.10.8 The Contractor shall coordinate with appropriate agency sponsor(s) for access to the Center 
and provide directions for visitors to the offices/facilities being visited. 


3.2.10.9 The Contractor may be required to receive solicitation packages on behalf of the 
Government.  The Contractor shall record the delivery date, delivery time and signature of 
receipt on any and all solicitation packages received.  


3.2.10.10 When elevated Force Protection Condition (FPC)/Threat Condition levels are imposed the 
Contractor shall operate IAW NPR 1600.1 and SPR 1600.1. 


3.2.10.11 The Contractor shall administer the SSC Safety and Security Orientation via Digital 
Versatile Disk (DVD) (provided by NASA), to all personnel obtaining either a permanent 
badge, a test complex unescorted badge, or a temporary badge in excess of 14 days.  Roster 
data should be recorded and entered into the NASA electronic training database. Submit 
monthly attendance rosters (SSC Form 724C) IAW DR SA-04, SSC Safety and Security 
Orientation Video Report.  


3.2.10.12 The Contractor shall verify request for Test Complex access with the Test Complex 
Authorized Personnel List (APL) for those persons who will be authorized to grant 
permanent and temporary access to SSC propulsion test facilities and test support areas. 


3.2.10.13 The Contractor shall maintain a list of all persons granted permanent and/or temporary 
access to SSC propulsion test facilities and test support areas.   


3.2.10.14 The Contractor shall issue appropriate color-coded backdrops for Test Complex Access, 
IAW with current Test Complex, Security and Safety procedures. 


3.2.10.15 The Contractor shall coordinate and schedule maintenance of the badge printing stations. 


3.2.10.16 The Contractor shall maintain the Stennis Badging System database.  Database maintenance 
shall include base tables as well as badged employee and visitor records.  Addition and 
deletion of employees in the database shall conform to established employee check-
in/check-out procedures.  Modifications to data fields shall be performed when necessary to 
ensure the accuracy of the data.   
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3.2.10.17 Request for temporary handicap stickers will be processed through the CCS or designee.  
Once approved, the Contractor shall process and issue the temporary handicap sticker.  


3.2.11 Dispatchers – Security Services Communications Center (FP-1, GPO Post 1, and FP-5) 


3.2.11.1 FP-1:  The Contractor shall provide personnel to operate the emergency dispatch center 
located at B-8000, Emergency Operations Center, containing administrative telephones, a 9-
1-1 emergency telephone system, the Telephone Device for the Deaf (TDD), access control 
systems, fire and security alarm systems, Closed Circuit Television (CCTV) systems, 2-way 
radio base stations with multi-net/bridging capabilities, emergency warning systems, and 
CCTV recording and voice recording systems IAW Federal Communications Commission 
(FCC) Regulations and the Security Officer Assignment Record (DR MA-03).  Monitor the 
Lightning Detection System and the National Warning System (NAWAS) and activate the 
Emergency Notification System (ENS).   


3.2.11.2 GPO Post 1:  The Contractor shall provide personnel to operate the dispatch and alarm 
monitoring post at the GPO located in B-9101.  Duties include monitoring closed circuit 
televisions, emergency communications, fire, smoke, water flow, and duress alarms; 
dispatching security personnel and first responders; making public service, security and 
emergency public address announcements; and conducting weekly intrusion detection alarm 
system tests. 


 
3.2.11.3 NAVO, FP-5:  The Contractor shall provide personnel for access monitoring at NAVO, B-


1002, 2:30 pm – 7:00 am M-F, and 24 hours/day on weekends and federal holidays. 
 


3.2.11.4 The Contractor shall document a continuous chronological listing of events during response 
activities to include all dispatches, incoming calls, status of roving patrols, and other 
incidents noted in paragraph 3.2.11.1.  


 
3.2.11.5 The Contractor shall coordinate emergency and non-emergency response activities to onsite 


and offsite entities, to include providing responders with updated information vital to 
decision making and notify appropriate personnel as necessary.  Emergency notifications 
shall be coordinated with the Facility Operating Services Contract (FOSC) Energy 
Management and Control System (EMCS) office.   


 
3.2.11.6 The Contractor shall not disengage, shut off, remove, reposition, obstruct, or in any way 


interfere with the Government video surveillance cameras/systems. 
 


3.2.11.7 A SECRET security clearance is required to perform these tasks. 
 
3.3 Personnel Security 
 
3.3.1 Security Records Management Systems 
  The Contractor shall maintain and operate the following systems of records: 
 


• Access control records 
• National Security Clearance Records 
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• USC (re: Position Risk Designations) and HSPD 12 related records 
• Other records as specified by the COTR 


 
3.3.2 The Contractor shall support the processing of background investigations to ensure currency 


and types of investigations are commensurate with risk for the entire SSC workforce.  
Specifically, the Contractor shall: 
 


3.3.2.1 Maintain a system of records on all civil servants and contractors requiring Center access 
greater than 6 months in duration.   
 


3.3.2.2 Ensure records are maintained, retained, and destroyed IAW NPR 1441.1. 
 


3.3.2.3 Simple adjudications (i.e. no issues or no actionable items) shall be completed within 5 
business days of receipt from the Office of Personnel Management (OPM).  A completed 
investigation form, INV Form 79A, Report of Agency Adjudication Action on OPM 
Personnel Investigations, shall be sent electronically to OPM. 


 
3.3.2.4 Provide data entry for SSC cases in the NASA Clearance Tracking System and other 


authoritative source database designated by NASA. 
 


3.3.2.5 Provide database inquiries for new hires for reciprocity. 
 


3.3.3 The Contractor shall perform database inputs and queries of other federal agencies for 
information related to personnel security matters utilizing e-QIP, OPM, Defense Central 
Index of Investigations (DCII), National Crime Information Center (NCIC), Federal Bureau 
of Investigation (FBI), Central Intelligence Agency (CIA), Joint Personnel Adjudication 
System (JPAS), Personnel Investigations Processing System (PIPS) and Immigration and 
Naturalization Service (INS) and other similar systems. 


 
3.3.4 The Contractor shall utilize the NCIC and provide a Terminal Area Coordinator (TAC). 


 
3.3.4.1 The TAC must be familiar with all aspects of the operation of NCIC and the Mississippi 


Justice Information Center (MJIC) Network. 
 
3.3.4.2 The TAC shall be trained and certified and is responsible for training and certifying all 


NCIC users IAW MJIC policies.   
 
3.3.4.3 The TAC is responsible for maintaining the integrity of the NCIC system.  
 
3.3.5 International Visits Coordinator (IVC) 
 
3.3.5.1 The Contractor shall process Foreign National (FN) visitors, foreign representatives, and 


dignitaries according to the current NASA NPR 1371.2, Procedural Requirements for 
Processing Requests for Access to NASA Installations or Facilities by Foreign Nationals or 
U.S. Citizens who are Reps of Foreign Entities, and NPR 1600.1.  
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3.3.5.2 The Contractor shall fabricate and issue temporary passes, picture badges/credentials, area 
permits and temporary area authorizations as well as necessary technology control plans. 
(Refer to DR MA-10, Self Assessment and Metrics Report.) 


 
3.3.5.3 The Contractor shall establish coordination processes with NASA Headquarters, Office of 


External Affairs for all Center foreign travel issues. 
 


3.3.5.4 Process official government passports for NASA personnel.   
 
3.3.5.5 The Contractor shall monitor and ensure all pre-travel screenings and briefings are 


accomplished. 
 
3.3.5.6 The Contractor shall maintain files on all correspondence and cables for all processed 


travelers and be familiar with utilization processes for the NASA bReady Enterprise Portal. 
 
3.3.5.7 The Contractor shall coordinate approval and registration of all SSC FN visitors (short or 


long-term) with appropriate agency, Contractor, or University, and Center Export 
Administrator (CEA); issue appropriate FN badges, and maintain a log tracking the visit of 
each FN authorized entry to SSC.  


 
3.3.5.8 Request for visit(s) shall be entered into the Identity Management and Account Exchange 


(IdMAX) system for concurrence and approval IAW NPG 1371.2, Procedures and 
Guidelines for Processing Requests for Access to NASA by Foreign Nationals or 
Representatives, and NPD 1371.5, Coordination and Authorization of Access by Foreign 
Nationals and Foreign Representatives to NASA. 


 
3.3.5.9 Prepare and provide a quarterly report of all FN visitors IAW DR MA-06. 
 
3.3.6 Personnel Security Systems Administration  


3.3.6.1 The Contractor shall continuously update NASA databases containing background 
investigation and security clearance information. 


3.3.6.2 The Contractor shall provide personnel security support services to the NASA Shared 
Services Center (NSSC) IAW NPR 1600.1 and local directives. 


 
3.3.7 Electronic Questionnaires for Investigations Processing (e-QIP) 
 
  The Contractor shall initiate and process background investigations and re-investigations 


utilizing e-QIP.  Access to e-QIP for new hires shall be initiated within one business day of 
notification from NASA.  


 
3.3.8 Adjudications 
 
  The Contractor shall support government adjudicators in making contractor suitability for 


access determinations. 
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3.3.9 CNSI/Suitability Investigations 
 
  The Contractor shall assist and support the Center Personnel Security Officer and/or Human 


Resources (HR) personnel in the identification of the type of personnel investigation 
required for each position, including updating or upgrading clearance requirements. The 
type of investigation to be conducted is a product of the risk level designation of a position. 


 
3.3.10 Inquiries 
 
  The Contractor shall conduct interviews with personnel during the processing of security 


background investigations to resolve any issues. 
 
3.3.11 Records Checks 
 
  The Contractor shall conduct records checks to collect criminal and security information. 
 
3.3.12 Risk Determinations  
 
  The Contractor shall provide support to process appropriate security investigation as 


determined by level of risk determination. 
 
3.3.13 Fingerprinting 
 
  The Contractor shall process electronic/manual fingerprints, biometric scanning and 


associated data inputs for facility access and security background investigations.  
 
3.3.14 Personnel Security Data Management  
 
  The Contractor shall create and securely maintain all personnel security investigative and 


screening records on all NASA and NASA contract personnel security cases. 
 
3.4 Information Systems Security (INFOSEC) 
 
3.4.1 NASA/SSC activities span the classification domain from unclassified, sensitive but 


unclassified, collateral CNSI [Confidential, Secret and Top Secret (TS)] and Special Access 
Programs through Top Secret/Special Compartmented Information (TS/SCI).   


 
3.4.2 The information security activities of the Contractor will be guided by the regulations, 


policies, procedures and requirements identified in documents such as the Information 
Security Oversight Office (ISOO), National Industrial Security Program Operating Manual 
(NISPOM), NISPOM Supplement (NISPOMSUP), the Department of Defense Overprint to 
the NISPOMSUP, Joint Air Force-Army-Navy (JAFAN) manuals (6/1, 6/3, 6/4, 6/9), 
Director of Central Intelligence Directives (DCID), National Security Telecommunications 
and Information Systems Security Advisory Memorandum (NSTISSAM) TEMPEST/2-95 
manual, NPD 1600.2 NASA Security Policy, NPR 1600.1 NASA Security Program 
Procedural Requirements, Executive Order 12958. 
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3.4.3 Document Storage and Accounting 
 
  The Contractor shall be responsible for storing various levels of sensitive but unclassified 


and classified documents up to the Secret level in government furnished storage containers 
and devices according to applicable policies and procedures.   


 
3.4.4 Sensitive But Unclassified (SBU), For Official Use Only (FOUO), Administratively 


Controlled Information (ACI), and Successor Terminology 
 
3.4.4.1 The Contractor shall comply with the Computer Security Act of 1987, Public Law (PL) 100-


235.  PL 100-235 defines "sensitive information" as "any information, the loss, misuse, or 
unauthorized access to or modification of which could adversely affect the national interest 
or the conduct of federal programs, or the privacy to which individuals are entitled under 
Section 552a of Title 5, United States Code (the Privacy Act) but which has not been 
specifically authorized under criteria established by an Executive Order (EO) or an act of 
Congress to be kept secret in the interest of national defense or foreign policy."  NASA 
previously identified this information as “FOUO” with a subsequent change to the term 
“ACI” for added clarity.  However, recent attempts to provide uniform markings across the 
Government have led NASA to utilize the term “SBU”.  SBU data, as identified in NPR 
1600.1, Chapter 5.24, requires various markings and protections to prevent unauthorized 
disclosure.   


 
3.4.5 Mandatory Training (Executive Order 12958) 
 
3.4.5.1 The Contractor shall comply with EO 12958.  EO 12958 prescribes a uniform system for 


classifying, safeguarding, and declassifying national security information.   
 
3.4.5.2 The Contractor shall develop, implement and maintain a program to ensure that all 


personnel granted a security clearance are trained to comply with EO 12958 and are aware 
of the penalties associated with non-compliance.  


 
3.4.5.3 The Contractor shall provide training prior to access to classified information and shall 


obtain a signed acknowledgement, that the training was received, from the trained 
individual.   


 
3.4.5.3.1 When a person no longer has need for an active security clearance, a clearance is suspended, 


or a person ends their service with certain classified activities, the Contractor shall debrief 
the person to make them aware of any continued requirements for the protection of the 
information to which they previously had access and a reminder of associated penalties for 
non-compliance.   


 
3.4.5.3.2 The debriefing shall include a signed acknowledgement from the person being debriefed.   
 
3.4.5.3.3 The Contractor shall store the signed acknowledgements for durations consistent with 


applicable policies and procedures. 
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3.5 Security Operations 
 
3.5.1 Investigations 
 
3.5.1.1 The Contractor shall provide in-depth fact finding capability using the disciplined, logical, 


and intuitive tools of the investigative arts, including interviewing, documents analysis, and 
a thorough understanding of state and federal rules of investigative procedure, to identify 
offenders, acquire and control evidence, and document activities. 
 


3.5.1.2 The Contractor shall conduct investigations of missing property and complete detailed 
investigative reports with recommendations to prevent recurrence.  The Contractor may be 
required to visit off-site businesses to determine if Government property is being illegally 
received or sold.  


 
3.5.1.3 The Contractor shall conduct follow-up investigations on reports of incidents to determine 


facts concerning specific events.   
 
3.5.1.4 The Contractor shall conduct preliminary investigations and submit reports on lost or stolen 


property, suspicious activity, and other incidents.  Preliminary investigations shall be 
conducted on the reported day and a preliminary report submitted to the SSC CCS via e-mail 
by 9:00 a.m. the following workday.  Preliminary investigations shall be followed up in a 
timely manner with a detailed investigation.  The Contractor shall ensure that reports are 
detailed, accurate and timely.   


 
3.5.1.5 The Contractor shall provide a liaison with local, state, and federal law enforcement 


agencies and NASA Office of Inspector General (OIG), as required, in the conduct of 
investigations.   


 
3.5.1.6 The Contractor shall provide an aggressive theft/conversion prevention and detection 


program with specific responsibilities to include such activities as inspections and 
documentation of SSC areas and buildings for property theft hazards, providing 
recommendations for improvements, conducting investigations and preparing Reports of 
Investigation, and making NCIC inquiries.  The Contractor shall submit Reports of 
Investigation (ROI) to the SSC CCS. 


 
3.5.1.7 The Contractor shall provide documentation and/or reports generated by the above listed 


activities.  The reports shall be complete, concise, accurate, and typed in appropriate formats 
and report forms; and shall be provided as specified in DR MA-08, Investigative Report. 
The Contractor shall maintain files for all such documentation and/or reports. 


 
3.5.1.8 With the concurrence of the NASA Security Office, the Contractor shall provide assistance 


and/or requested information to the COTR, NASA Inspector General, and other authorized 
federal agencies or representatives, to include law enforcement personnel.  
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3.5.2 Patrol Operations 
 


3.5.2.1 Security officers shall make patrols IAW routes and schedules established in the DR MA-
03, Operations Procedures.  The Contractor shall develop and employ a patrol plan that 
deploys security officers for maximum effectiveness and efficiency. They shall tour or 
inspect assigned areas with special emphasis on hazardous and unsecured conditions, taking 
preventive action in any situation, emergency, or otherwise.  Contractor shall also observe, 
detect, report, and respond to all suspected or apparent security violations. In addition, the 
Contractor shall conduct building security checks at least once per evening/night within the 
assigned area of responsibility.  
 


3.5.2.2 Roving security officers shall be responsible for maintaining logs, reports, and files of all 
incidents and occurrences encountered during the patrol tour.   


 
3.5.2.3 Patrol duties shall be performed in a professional manner, with the security officers 


responsible for observing the environment, and, when necessary, questioning those persons 
whose activities arouse suspicion.   
 


3.5.2.4 Security officers shall serve as the first responder to all security alarms and emergency 
situations occurring within the area of assignment.   


3.5.2.5 The Contractor shall provide detection and prevention, detain personnel, respond to 
emergencies and provide roadway and parking area safety through the application of 
directed enforcement techniques using observation and technical means to detect and cite 
violators.   


 
3.5.2.6 The Contractor shall provide and utilize “in-car” video systems.  The Contractor shall also 


utilize “in-car” audio systems and speed detection devices (GFE). 
 
3.5.2.7 The Contractor shall provide services and support for administering emergency first aid, and 


conducting bomb threat search and area management, surveillance, scene management and 
evacuations, and assistance to the NASA OIG. 


 
3.5.2.8 Control traffic in the areas assigned for fire run and/or other emergency condition.  Escort 


ambulance runs on the installation. 
 


3.5.2.9 If requested check classified containers in assigned area(s). 
 


3.5.2.10 Provide standby service during helicopter operations. 
 


3.5.2.11 Place and remove barriers for traffic control, special non-emergency and emergency 
conditions. (i.e. Hurricanes, Special Events, Engine Testing, etc.) 


 
3.5.2.12 NAVO, FP-5:  The Contractor shall provide additional personnel as necessary to maintain 


FP-5 while conducting safe checks and building patrols on 2nd and 3rd shifts.  Patrols shall 
include Buildings 1001, 1002 and 1003.  
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3.5.2.13 NCCIPs, FP-6:  The Contractor shall utilize personnel assigned to FP-6 as necessary to 
conduct a minimum of 2 interior and 2 exterior patrols per shift.  Patrols shall include all 
buildings in the NCCIPS complex.  (i.e. Buildings 9323, 9324, 9325 and 9353.)  


 
3.5.3 Traffic Accident Investigation 
 
3.5.3.1 The Contractor shall provide in-depth fact finding capability using the disciplined, logical, 


and intuitive tools of observation, including interviewing, scene and damage analysis, and a 
thorough understanding of state or federally adopted traffic rules. 
 


3.5.3.2 The Contractor shall respond within 5 minutes to vehicle accidents occurring on government 
maintained roadways, including outside the “Fee Area” (South Gate to I-10 and North Gate 
to Santa Rosa.) 


 
3.5.3.3 The Contractor shall control and enforce all parking regulations on SSC, direct and control 


traffic, and provide continuous surveillance and enforcement of SSC traffic regulations as 
specified in SPR 1600.1.  Contractor shall operate traffic control points and identify, delay 
and detain all suspicious vehicles and personnel as necessary to maintain a level of security 
sufficient to ensure the safety and protection of all personnel, property and resources within 
the site. 


 
3.5.3.4 The Contractor shall issue and process traffic citations, investigate traffic accidents, and 


complete detailed accident reports.   
 


3.5.3.5 The Contractor shall make all incident reports and traffic accident reports available in 
computerized form, including all photographs, signed statements, custody documents, other 
attachments or exhibits. (Cameras will be provided as GFE.)  


 
3.5.3.6 The Contractor shall provide a monthly accident summary IAW DR SA-03, Site Vehicle 


Accident Experience Report. 


3.5.4 Incident Reports/Records 
 


  The Contractor shall provide complete reports on incidents reported and maintain records 
IAW applicable federal law and NASA regulations.  


 
3.5.5 Testify in Court/Other Official Hearings 
 
  In the event that contract personnel are called or otherwise required to testify in judicial 


proceedings on behalf of the Government pertaining to any action, arrest, or use of force 
exercised in pursuant to 14 Code of Federal Regulations (CFR) Parts 1203a and 1203b the 
Contractor shall give direct evidence in the form of sworn testimony, to identify legal issues, 
establish facts, and identify procedures in judicial and non-judicial settings.  The Contractor 
shall also provide advanced notification to the CO prior to all such court-related 
appearances.  


 
  







NNS11367739R (SPSC) Performance Work Statement Attachment J-01 
 


30 
 


3.5.6 Evidence Collection & Storage 
 
  The Contractor shall apply Federal Rules of Evidence to identify, protect, and retain 


evidence so as to maintain integrity and establish chain of custody. 
 
3.5.7 Standard Blotter and Reports 
 
  The Contractor shall provide a daily topical and/or chronological record of activities 


associated with incidents, life safety, and general security IAW DR MA-01, Daily Activity 
Report. 


 
3.5.8 Detained Person(s) 
 
  The Contractor shall provide security and protection to detained persons pending further 


detention, release or transfer to another jurisdiction. 
 
3.5.9 Federal, State & Local Liaison 
 
3.5.9.1 The Contractor shall establish and maintain a cordial and professional working relationship 


with various levels of federal, state and local law enforcement agencies, whose jurisdictions 
include, abut, impinge or are excluded from specific areas of operation. 


3.5.9.2 The Contractor Operations Manager or designated contractor representative shall participate 
in the Gulf Coast Force Protection Working Group, the SSC Quarterly Security Officers 
Meeting, and the annual OPS Training Management Meeting. 
 


3.5.9.3 The Contractor shall coordinate law enforcement issues with the Hancock County Sheriff’s 
Office, NASA OIG, FBI, and other local, state, and federal agencies as required. 


 
3.5.10 Incident Scene Protection 
 
3.5.10.1 The Contractor shall respond to and protect the physical area associated with incident(s) 


likely to provide valuable information to the investigative process. 
 
3.5.10.2 The Contractor shall guard and maintain the legal and physical integrity of evidence from 


destruction, tampering, or loss.  
 
3.6 Special Programs  
 
3.6.1 Special Access Program (SAP) and Sensitive Compartment Information (SCI) Operations 
 
  The Contractor shall provide support services to NASA’s special access and sensitive 


compartment information programs, which is governed by NPR 1600.1. 
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3.6.2 Technology Protection Program (TPP) 
 
  The Contractor shall provide support services to the NASA TPP (also known as Program 


Security) in support of NASA's acquisition programs/projects IAW NPR 1600.1, Chapter 8. 
The Technology Protection task areas include: 1) Task Management, 2) TPP Planning and 
Implementation, 3) Input to Security Policy and Procedure Development, and 4) Security 
Awareness Training. 


 
3.6.3 Operations Security (OPSEC) 
 
  The Contractor shall provide support services to the NASA OPSEC program, which is 


governed by NPR 1600.1. 
 
3.7 Emergency Management 


 
3.7.1 The Contractor shall participate in the annual review of the SSC Emergency Management 


Plan (SPLN-1040-0006) IAW DR GA-01, Emergency Management Plan. 
 


3.7.2 The Contractor shall submit a status report of emergency management training IAW DR 
MA-09, Emergency Management Training Requirements for Security Officers. 


3.7.3 The Contractor shall provide support services relevant to the efficient, effective and 
obligatory capabilities supporting the framework by which NASA prepares for, responds to, 
recovers from, and mitigates the impacts of a wide variety of emergencies and natural and 
technological disasters that could adversely affect the health and safety of people, the 
continuity of mission essential operations and infrastructure, and the environment 


 
3.7.4 The Contractor shall provide EOC support, and will take the lead on security related 


incidents, IAW SPLN-1040-0006. 
 
3.7.5 The Contractor shall support short and long term COOP planning. The Contractor shall 


support the coordination of Test Training and Exercise (TT&E) activities to address NASA 
and external requirements demonstrating the Center’s capabilities in readiness and 
continuity. 


 
3.8 Emergency Operations 
 
3.8.1 Emergency Operations Center Staffing 


 
3.8.1.1 The Contractor shall staff and assist in the operation of the EOC and related equipment 


(computer systems/software and communications equipment) as needed, in addition to being 
capable of supporting security services at an alternate facility under continuity of operations 
planning.   


 
3.8.1.2 In the event of a major security incident, the Contractor shall staff the Incident Command 


Post (ICP) in the EOC.  
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3.8.1.3 (GPO Only) In the event of an emergency, the Contractor shall be required to secure the site 
for the duration of the situation. The Contractor will:  


 
• Immediately secure the facility until the Government initiates the “All Clear”  
• Account for assets within the facility 
• Conduct a walk-through to ascertain the status of the facility, assets and any damage  


 
3.8.2 Incident Command Structure 
 
  The Contractor shall conduct emergency operations (whether NASA direct or interagency 


under plan or mutual aid agreement) consistent with standard practices for response and 
recovery protocol, the incident command structure and the National Incident Management 
System (NIMS). 


 
3.9 Continuity of Operations (COOP) 
 
3.9.1 Planning Requirements 
 
3.9.1.1 The Contractor shall support developing, maintaining and evaluating plans and operations, 


to ensure the required COOP capability exists IAW DR GA-02, Continuity of Operations 
Program (COOP) Plan.  


 
3.10 Test, Training & Exercise (TT&E) 
 
  The Contractor shall participate in activities designed to test, train and exercise emergency 


management and continuity capabilities essential to demonstrate, evaluate, and ultimately 
improve the ability to execute the planned capabilities. 


  





		Attachment J-01

		2.0 Program Management

		2.6.1.1 Security contractor personnel have a crucial and highly visible role in the NASA/SSC Security mission.  They are usually the first (and sometimes only) contact visitors have with NASA/SSC, and they are almost always the first line of defense in a S


		2.6.1.2 The Contractor shall be responsible for maintaining satisfactory employee conduct, integrity, and appearance.  The Contractor shall be responsible for initiating and administering disciplinary action to its employees, as may be necessary.



		3.0 Security Services

		All requirements contained within this PWS are considered to be within the day-to-day baseline effort, with the exception of the Special Events section below.

		3.1 Special  Events

		3.1.1 The Contractor shall provide security services for Special Events which are considered within the baseline effort, as requested by the COTR and for a maximum of 500 man-hours per contract year.  Examples include, but are not limited to, picnics, Spec�

		3.2 Physical Security

		3.2.1 Resource Protection

		3.2.1.1 The Contractor shall operate comprehensive and integrated systems that utilize both personnel and equipment to safeguard people, physical assets, and information.

		3.2.1.2 The Contractor shall provide security services to support NASA Priority/Critical Resources and Critical Assets.

		3.2.1.3 The Contractor shall deploy teams to evaluate and report on installation protection needs and requirements based on the current threat.

		3.2.2 Inspections, Audits, Assessments

		3.2.9.7 The Contractor shall advise and consult with maintenance, operations, engineering, and Resource Protection personnel regarding locking devices and other keying material when necessary.

		3.2.9.8 The Contractor shall recommend appropriate devices, upgrades, and procedure changes to enhance site security and support new construction or rehabilitation project designs by specifying appropriate locks required and meeting with design engineers a�

		3.2.9.9 Approval must be granted by the COTR or CCS for issuance of any master key.






NNS11367739R (SPSC) Workload Indicators Attachment J-02 
 


 
 
 
 


NNSXXXXXXXX 
 
 


STENNIS SPACE CENTER 
PROTECTIVE SERVICES  


CONTRACT 
 
 


WORKLOAD INDICATORS 
 


Attachment J-02 







FY12 FY13 FY14 FY15 FY16 COMMENTS
Training


2.1.8 SOFCC Course (Course Offerings at SSC) 2 1 1 1 1 1 time requirement to be held at SSC for all armed security officers.  (Approx. 80 hours)


2.1.8 SOFCC Refresher Training (Beginning FY13) * * * * * Course Schedule currently not available.  Required every 2 years for all armed security 
officers beginning FY13 to be held at SSC. (Approx. 24 hours.)


2.1.8 SOFCC Instructor Certification (KSC Course Offerings) 1 1 0 0 0 1 time requirement for Training Specialist to be held at KSC  (Approx. 40 hours.)


2.1.8 FAA (KSC Course Offerings) 6 5 5 5 5 1 time requirement for all Management and Supervisory Personnel to be held off-site.  
(Approx. 152 hours.)


2.1.8 FAA Refresher Training (SSC Course Offerings) 1 0 1 0 1 Required every 2 years for all Management and Supervisory Personnel to be held off-site.  
(Approx. 40 hours.)


3.3.4.2 NCIC TAC Training * * * * * Initial certification (approx. 24 hours of training off-site) with recertification every 2 years 
(approx. 1 hour online).


3.3.4.2 NCIC User Training * * * * * Initial certification (approx. 3 hours of training plus a 1 to 1-1/2 hour online test) with 
recertification every 2 years (approx. 1 hour online).


2.1.8 Firearms Qualification/Requalification * * * * * Every 6 months


2.1.8 Sensitive But Unclassified Training * * * * * All Employees (Annual Requirement and within 30 days of employment) Online, 
continually offered in SATERN


2.1.8 IT Security Training * * * * * All Employees (Annual Requirement and within 30 days of employment) Online, 
continually offered in SATERN


2.1.8 New Employee Safety and Health Orientation (NESHO) Training 
(Course Offerings) 12 12 12 12 12 All Employees (1 Time Requirement - within 30 days of employment).  Offered on-site, the 


first Monday of each month from 8:00 am to 11:30 am.


2.1.8


Area Access Training


* * * * *


Required for employees needing access to the test complex and must be obtained prior to 
performing duty assignments within specific work areas (A/B/G/E).  
(G) - General Training.  One time requirement administered at South Reception area.           
(Approx. 14 minute video).  
(A) and (B) - A/B Test Complex orientation is a one time requirement administered at B-
3225 every Tuesday morning at 9:30 am (Approx. 1 hour)
(E) - E-complex orientation is a one time requirement administered at the E-Complex 
Control Center (Approx. 30 minute video).


2.1.8 Asbestos in the Workplace Training * * * * * (NOTE:  Required every 3 years for OSHA/VPP) Online, continually offered in SATERN 


2.1.8 Electrical Safety Awareness Training * * * * * (NOTE:  Required every 3 years for OSHA/VPP) Online, continually offered in SATERN 


2.1.8 SSC Hazard Communications for Office Workers Training * * * * * (NOTE:  Required every 3 years for OSHA/VPP) Online, continually offered in SATERN 


2.1.8 SSC Office Ergonomics Training * * * * * (NOTE:  Required every 3 years for OSHA/VPP) Online, continually offered in SATERN 


2.1.8 Personnel trained annually as Hurricane Coordinators (SSC 
Course Offering)


1 1 1 1 1 1 time requirement per year for SSC Building/Facility Managers and Operations Manager


2.1.8 GPO Initial Training * * * * * Required for all new employees.  (Approx. 8 hours)


2.1.8 GPO Refresher Training * * * * * One hour refresher training required for PM and supervisor(s) semi-annually.  3 hour 
refresher training required for all officers semi-annually. 


Security alarm points monitored 24/7


3.2.11 Base * * * * * 73 PTZ cameras, 244 fixed cameras, 329 card readers (2 - 42" camera moniotors with 1 
Pelco keyboard) and 35 panic buttons.


3.2.11 GPO 58 58 58 58 58 GPO - 32 Camera Screens (4 fixed screens and 16 revolving screens)
3.2.11 NAVO (zones) 181 181 181 181 181


Electronic security activations (Unintentional)
3.5.2 / 3.2.11 Base 400 400 400 400 400
3.2.11 GPO 1,040 1,040 1,040 1,040 1,040 Receive an average of 4 unintentional alarms daily (mainly M-F)
3.2.11 NAVO 800 800 800 800 800


Electronic security activations (Intentional)
3.2.11/3.5.2 Base 44 44 44 44 44
3.2.11 GPO 23,400 23,400 23,400 23,400 23,400 Approximately 90 alarms are activated each day (M-F) to ensure operation. 


WORK 
REQUIREMENT TITLE


ANNUAL WORK LOAD DATA







3.2.11 NAVO 4 4 4 4 4


3.2.11 Fire Alarm Points monitored 1,025 1,025 1,025 1,025 1,025


Security incidents reported
3.2.11 Base 170 170 170 170 170 In CY2010, 142 Incident Reports and 25 Property Reports
3.2.11 GPO 2 2 2 2 2
3.2.11 NAVO 20 20 20 20 20


NCIC inquires 
3.3.2 /3.5.1.6 NCIC inquires (Sent) 2,000 2,000 2,000 2,000 2,000 Including checks in support of background investigations
3.3.2 /3.5.1.6 NCIC inquires (Received) 2,000 2,000 2,000 2,000 2,000 Including checks in support of background investigations


Fire incidents processed
3.2.11 GPO 2 2 2 2 2


Security Meetings
3.5.9.2 OPS Training Management Meeting 1 1 1 1 1 Located at KSC, 5-days (M-F)
3.5.9.2 SSC Quarterly Security Officers Meeting 4 4 4 4 4
3.5.9.2 Gulf Coast Force Protection Working Group 4 4 4 4 4 3-5 hours/each


Safety Meetings
2.10.1.4 Contractor Safety Meeting 12 12 12 12 12
2.10.1.4 Striving To Achieve Real Safety (STARS) Group 12 12 12 12 12


2.10.1.4 Motivating OSHA VPP Employee Readiness Successfullly 
(MOVERS) Group


12 12 12 12 12


2.10.1.4 SSC Safety and Health Council 4 4 4 4 4


Safety Working Groups
2.10.1.4 Certification Board 12 12 12 12 12


Executive Safety Councils
2.10.1.4 Safety Management Review 12 12 12 12 12


2.10.1.1 Safety Inspections 12 12 12 12 12 One Safety Inspection per SPSC facility per month.


Vehicle crash investigations 
3.2.5/3.5.3 Accident Reports (Other than Deer Strikes) 27 27 27 27 27
3.2.5/3.5.3 Deer Strikes 16 16 16 16 16
3.2.5.9 Injured Animals that are Euthanized 2 2 2 2 2


3.5.3.4 SSC Citations 560 560 560 560 560


3.5.1 Investigations 58 58 58 58 58


Flags


3.2.6 Flags to be purchased 60 60 60 60 60 Fair wear and tear quarterly replacements.  NOTE:  There are currently (23) 4' x 6' flags and 
(1) 3' x 5' flag.  (NYL-GLO or equal) 


3.2.6 Flag Patrols 6,954 6,935 6,935 6,935 6,954 Flags on 18 poles are lowered daily with one additional flag lowered daily when an 
American is on the International Space Station.


3.2.9 Design Reviews 5 5 5 5 5


3.2.2 Vulnerability Assessments 4 4 4 4 4


Locksmith Services
Workload data unavailable for facilities previously residing in the Mississippi Army 
Ammunition Plant (MSAAP)


3.2.9 Install locks and locking devices (both mechanical and electronic 
key/touch pad) 435 435 435 435 435







3.2.9 Repair locks and locking devices (both mechanical and electronic 
key/touch pad) 240 240 240 240 240


3.2.9 Set and Change combinations of safes 20 20 20 20 20
3.2.9 Fabricate and Issue Keys 1,370 1,370 1,370 1,370 1,370
3.2.9 Issue and Control Padlocks 50 50 50 50 50 An average of 50 were issued over the last 3 years. 
3.2.9 Fabrication of Cores 420 420 420 420 420
3.2.9 Core Destruction 420 420 420 420 420
3.2.9 Key Destruction 945 945 945 945 945
3.2.9 Evaluate, Maintain and Repair Safes, Vaults, Cabinets 28 28 28 28 28


3.2.9 Annual Preventive Maintenance - Number of Walk-in Vault Locks 18 18 18 18 18 Inclusive in workload data for line above.
3.2.9 Lost Key Incidents 2 2 2 2 2
3.2.9 Key Audits with Resource Protection and Key Custodians 1 1 1 1 1


3.5.2.9 Classified containers 5 5 5 5 5


3.3.5 Foreign Visitors processed annually 830 830 830 830 830


Background Investigations 
3.3.10 Interviews performed annually 3 3 3 3 3


NASA Badge Transactions (Enrollments, Encoding, 
Finalization, Issuances) 


3.2.10 Issue Badges - North Reception Center 6,800 6,800 6,800 6,800 6,800
There are approx. 68,000 badges issued total between the north and south reception areas.  
(Assuming 10% at north reception center and 90% at south reception center.)


3.2.10 Issue Badges - South Reception Center 61,200 61,200 61,200 61,200 61,200
There are approx. 68,000 badges issued total between the north and south reception areas.  
(Assuming 10% at north reception center and 90% at south reception center.)


3.2.10 Issue PIV-II credentials - B-8000 715 715 715 715 715


3.2.10 Issue Badges - GPO, Post 2 780 780 780 780 780
Approximately 15 visitors require GPO visitor badges upon entering each year.  There are 
20 visitor badges available for re-use.  


3.2.10 SSC Temp Pass 66,780 66,780 66,780 66,780 66,780
Temporary passes are included in the workload indicator for badges issued. (i.e. ~98% of 
badges issued are temporary passes/visitor badges.)


3.2.10 SSC Resident Badges 1,845 1,845 1,845 1,845 1,845
3.2.10 Test Area Access Backdrops (Permanent) 240 240 240 240 240
3.2.10 Test Area Access Backdrops (Temporary) 10,800 10,800 10,800 10,800 10,800
3.2.10 Test Area Access (PRP) 30 30 30 30 30


3.2.10 NAVO badging 6500 6500 6500 6500 6500 Approximately 6500 visitors require NAVO visitor badges upon entering B-1002 each year. 
3.3.5 FN badges 830 830 830 830 830


Access Control (Average vehicles per day, M-F)
3.2.4.2 FP-2 (North Gate) 1800 1800 1800 1800 1800
3.2.4.2 FP-3 (South Gate) 3300 3300 3300 3300 3300
3.2.4.2 FP-4 (Saturn Drive/Test Complex Gate) 1100 1100 1100 1100 1100
3.2.4.2 FP-7 (Mainline Road) 100 100 100 100 100


Access Control 
3.2.4.2 GPO, Post 4 (Annual qty. of deliveries, M-F) 400 400 400 400 400


3.3.13 Fingerprint Requests 5 5 5 5 5


3.2.11 Secure Telephones Installed 3 3 3 3 3


1.4
Analytical support, developmental engineering, and 
independent study and analysis 2 2 2 2 2


3.5.2.1 Building Checks/Inspections 54000 54000 54000 54000 54000


2.2.1 Deployments * * * * * Highly unlikely and to be treated as a Contract Mod







2.8.2
Government Inquiries related to Budget, Schedule and/or 
Performance 6 6 6 6 6


2.5.3 Facility Managers Responsibilities (manhours) 80 80 80 80 80


2.1.6 GSA Vehicle Replacments (average number of vehicles) 3 3 3 3 3


*   See Comments for Additional Information
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ATTACHMENT J-03 – PERFORMANCE STANDARDS 
 
PERFORMANCE 
REQUIREMENT 


TITLE PERFORMANCE STANDARD 


PWS 2.12, Reporting DR Submissions 100% of DR submissions shall be submitted within the 
DR due dates 


PWS 3.2.5, 
Uniformed 
Operations 


Patrol Response 
Time 


Respond to routine/non-emergency calls anywhere 
within the fee area within ten (10) minutes.  Respond to 
911/emergency calls anywhere within the fee area within 
five (5) minutes. 


PWS 3.2.9 
Locksmith 


Locksmith 
Service 


Locksmith shall make initial contact with customer to 
determine the job scope within 4 business hours of 
receipt of request 


PWS 3.2.9 
Locksmith 


Locksmith 
Service 


Locksmith shall complete routine requests (rekeys, re-
cores, key duplications, etc.) within 2 business days of 
receipt of request 


PWS 3.2.9 Locksmith Locksmith 
Services 


Locksmith shall complete all non-routine requests (lock 
installation, safes, vaults, etc.) within 3 business days of 
receipt of request 


PWS 3.2.10 Identity, 
Credential, and 
Access Management  


Credential 
Issuance 


Complete PIV-II issuance cycle within ten (10) business 
days from the time a new employee checks in. 


PWS 3.2.10 Identity, 
Credential, and 
Access Management  


Badging 
Services 


Properly badge all visitors who enter any reception 
center within 20 minutes of entering the visitor line 


PWS 3.2.11, 
Dispatchers 


Emergency 
Notification 


Notify the appropriate emergency responder within one 
(1) minute of completion of phone call or notification of 
alarm 


PWS 3.3, Personnel 
Security 


Suitability 
Adjudication 


Complete simple suitability adjudications within five (5) 
business days from date of receipt   
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ATTACHMENT J-04 – REFERENCE AND COMPLIANCE DOCUMENTS 
 
Some Reference and Compliance Documentation can be referenced through the NASA Online Directives 
Information System (NODIS) at http://nodis3.gsfc.nasa.gov/, through commercial search engines (i.e., 
Google, Yahoo) or at http://constructionsafety.ssc.nasa.gov/.  
 


NUMBER NAME 


36 CFR §1194 Section 508  Policy for a Common Identification Standard for Federal Employees and 
Contractors 


EO 12472 T Telecommunications Preparedness 
EO 12656 EO 12472, Telecommunications Preparedness 
EO 12958 Assignment of Emergency Preparedness Responsibilities 
HSPD-5  Management of Domestic Incidents 
HSPD-7  Critical Infrastructure, Prioritization, and Protection 
HSPD-8  National Preparedness 
HSPD-12  Classified National Security Information 
NASA STD 8719.11  Rehabilitation Act  
OSHA 29 CFR 1910.120 Safety Standard for Fire Protection Revision A 
OSHA 29 CFR 1910.134 Hazardous Waste Operations and Emergency Response 
NPD 1000.0  NASA Governance and Strategic Management Handbook 
NPD 1040.4  Respiratory Protection 
NPD 1371.5     Coordination and Authorization of Access by Foreign Nationals and Foreign 


Representatives to NASA  
NPD 1382.17  NASA Privacy Policy 
NPD1400.1  Documentation and Promulgation of Internal NASA Requirements 
NPD 1420.1  NASA Forms Management 
NPD 1440.6  NASA Continuity of Operations (COOP)  
NPD 1600.2  NASA Records Management 
NPD 1660.1  NASA Security Policy 
NPD 1800.2  NASA Occupational Health Program 
NPD 2110.1  Foreign Access to NASA Technology Transfer Materials 
NPD 2190.1  NASA Counterintelligence (CI) Policy 
NPD 2200.1  Management of NASA Scientific and Technical Information 
NPD 2530.1  Monitoring Or Recording Of Telephone Or Other Conversations 
NPD 2540.1 Personal Use of Government Office Equipment including Information 


Technology 
NPD 2800.1  Managing Information Technology 
NPD 2810.1  NASA Information Security Policy 
NPD 4100.1  Supply Support and Material Management Policy 
NPD 4200.1  Equipment Management 
NPD 4300.1  NASA Personal Property Disposal Policy  
NPD 7410.3  Performance of Commercial Activities 
NPD 7410.5  Approval of Early Payment to Contractors Under the Prompt Payment Act 
NPD 7500.1  Program and Project Logistics Policy 
NPD 8700.1  NASA Policy for Safety and Mission Success 



http://nodis3.gsfc.nasa.gov/

http://constructionsafety.ssc.nasa.gov/
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NUMBER NAME 
NPD 8710.1 Emergency Preparedness Program 
NPD 9501.1  NASA Contractor Financial Management Reporting System 
NPD 9910.1  Government Accountability Office and NASA Office of Inspector General 


Audit Liaison, Resolution, and Follow-up 
NPR 1040.1 NASA Continuity Of Operations (COOP) Planning Procedural Requirements 


NPR 1371.2 
Procedural Requirements for Processing Requests for Access to NASA 
Installations or Facilities by Foreign Nationals or U.S. Citizens Who are Reps of 
Foreign Entities 


NPR 1400.1  NASA Directives Procedural requirements, with Change 5 
NPR 1441.1 NASA Records Retention Schedule 
NPR 1600.1 NASA Security Program Procedural Requirements with Change 2 
NPR 1620.2 Physical Security Vulnerability Risk Assessments 
NPR 1620.3 Physical Security Requirements for NASA Facilities and Property 
NPR 1660.1 Counterintelligence (CI) and Counterterrorism (CT) Procedural Requirements 
NPR 1800.1   NASA Occupational Health Program Procedures with Change 1 
NPR 2190.1 NASA Export Control Program Revalidated with changes  
NPR 2200.2  Requirements for Documentation, Approval, and Dissemination of NASA 


Scientific and Technical Information 
NPR 2210.1  Release of NASA Software  
NPR 2800.1  Managing Information Technology  
NPR 2810.1  Security of Information Technology 
NPR 2830.1  NASA Enterprise Architecture Procedures 
NPR 2841.1  Identity, Credential, and Access Management 
NPR 3792.1  Plan for a Drug Free Workplace 
NPR 4100.1 NASA Materials Inventory Management Manual  
NPR 4200.1  NASA Equipment Management Procedural Requirements 
NPR 4200.2  Equipment Management Manual for Property Custodians with Change 1 
NPR 4200.2B Equipment Management Manual for Property Custodians w/Change 1 
NPR 4300.1  NASA Personal Property Disposal Procedural Requirements  
NPR 4300. 1A NASA Personal Property Disposal Policy 
NPR 4300.1B NASA Personal Property Disposal Policy 
NPR 4310.1 I Identification and Disposition of NASA Artifacts 
NPR 5101.33  Procurement Advocacy Programs with Change 3 
NPR 5200.1 Industrial Labor Relations Manual  


NPR 8621.1  NASA Procedural Requirements for Mishap and Close Call Reporting, 
Investigating, and Recordkeeping 


NPR 8715.2  NASA Emergency Preparedness Procedural Requirements  
NPR 8715.1  NASA Occupational Safety and Health Programs with Change 3 
NPR 8715.3  NASA General Safety Requirements 
NPR 8735.2  Management of Government Quality Assurance Functions for NASA Contracts 
NPR 9501.2 NASA Contractor Financial Management Requirements 
Public Law 100-235 Computer Security Act 
SPLN-1040-0006 Emergency Management Plan 
SPD 2810.1 Information Technology (IT) Network Security 
SPD 5100.1B Policy for Ordering of Materials and Support Services at Stennis Space Center 
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NUMBER NAME 
SPR 1440.1  Records Management Program Requirements 
SPR 1600.1   John C. Stennis Space Center Security Requirements Handbook 
SPR 5200.1 Reserve/Neutral Gate Procedures 
 5 U.S.C 7301 Presidential regulations 
 Public Law 107-347, E-Government Act of 2002 
 Federal Information Processing Standards Pub 201 (3-2006) 
 Federal Preparedness Circular-65, Federal Executive Branch Continuity of 


Operations 
 National Incident Management System 
 National Industrial Security Program Operating Manual (NISPOM)(dtd 2006)  
 NFPA Codes and Standards 
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ATTACHMENT J-05 – GLOSSARY AND ACRONYMS 


 
To the extent the definitions contained herein conflict with applicable statutes, regulations or 
agency policy or procedures, the definitions contained in such statutes, regulations, and agency 
policies and procedures are controlling 
 
A 
 
ASSOCIATE CONTRACTOR AGREEMENT (ACA): A documented mutual understanding 
between two or more contractors that enables support from one to the other or working together 
to meet a common objective and requiring minimal (if any) government involvement.  
 
AUTHORITY HAVING JURISDICTION: NASA individual or designee responsible for 
approving equipment, providing resolution to code-related issues, and providing code 
interpretations for fire protection and life safety related issues at Stennis Space Center.  
 
B 
 
C 
 
CENTER CHIEF OF SECURITY (CCS):  NASA individual or designee responsible for 
developing security procedural requirements and policy at Stennis Space Center.    
 
CERTIFICATION – The process of determining and attesting to a required level of 
professional performance or standard.  
 
CLOSE CALL: See definition under Mishap.  
 
"CONSISTENT WITH” (as used in the PWS):  The Contractor has some flexibility to 
develop/apply an approach, but the approach must meet the intent of the reference document.   
 
CONTRACTING OFFICER (CO):  The individual appointed by the contracting activity for 
procuring and/or administering a contract.  The CO is the only person authorized to direct 
contractor performance, execute amendments to the contract, and contractually obligate the 
Government.  
 
CONTRACTING OFFICER TECHNICAL REPRESENTATIVE (COTR): A government 
official who has been appointed by the Contracting Officer (CO) who has the responsibility in 
managing the technical aspects of the contract and monitor the contractor’s technical 
performance and delivery of the final products and/or services.  Pursuant to NFS 1842.270, the 
COTR is not authorized to initiate procurement actions or in any way that cause a change to the 
contract or increase the Government's financial obligations.  The CO is the only government 
official authorized to direct contractor performance, execute modifications to the contract, and 
contractually obligate the Government. 
 







NNS11367739R (SPSC) Glossary and Acronyms Attachment J-05 
 


2 
 


CONTRACTOR: The term “Contractor” as used herein refers to both the prime SSC Contractor 
and any SSC subcontractors. 
 
COORDINATION: Typical functions associated with the interaction of internal and external 
service providers, other contractors, and the customer as necessary to meet customer service 
requirements.  These functions include:   


a) Supporting the development of customer requirements 
b) Providing service status 
c) Obtaining customer feedback 
d) Providing consultation for reporting and resolving service problems 
e) Operations coordination 
f) Interagency coordination 


 
CORE HOURS:  Required hours that the contractor (i.e. management staff) should be on site, 
8:00AM-4:00PM.  
 
CORRECTIVE ACTION:  Action taken to correct or prevent the recurrence of a 
nonconformance. 
 
CUSTOMER:  The entity receiving direct benefit from the product or services provided by the 
Contractor. 
 
D 
 
DATA REQUIREMENTS DESCRIPTION (DRD): A detailed description of a required data 
item including purpose, content, format, references, maintenance requirements, submittal 
requirements, and other pertinent information. 
 
DAYS: Calendar days unless otherwise noted. 
 
DEMAND SERVICES:  Services provided by the contractor for which the requesting agency 
fully reimburses NASA SSC on a case-by-case basis.  Services provided on a demand basis are 
within the scope of the contract but are rendered for a specified purpose and timeframe as 
designated on a Stennis Work Request (SWR). 


“DEVELOP AND MAINTAIN” (as used in the PWS):  The Contractor is required to develop 
or provide an approach/product and provide the necessary resources to sustain/update/revise that 
approach/product as required. 
 
E 
 
EQUIPMENT: A tangible asset that is functionally complete for its intended purpose, durable, 
nonexpendable, and needed for the performance of a contract. Equipment is not intended for 
sale, and does not ordinarily lose its identity or become a component part of another article when 
put into use. (See FAR 45.101)  
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F 
 
FACILITY: The location where administrative, engineering, various mission services, and 
Center-unique services are performed. 
 
G 
 
GOODS:  All types of personal property including commodities, materials, supplies, and 
equipment. 
 
GOVERNMENT-FURNISHED EQUIPMENT (GFE): Property in the possession of, or 
directly acquired by, the Government and subsequently made available to the contractor. (See 
FAR 45.101) 
 
GOVERNMENT-INDUSTRY DATA EXCHANGE PROGRAM (GIDEP):  A cooperative 
effort to exchange research, development, design, testing, acquisition, and logistics information 
among government and industry participants.  Used to notify GIDEP participants of actual or 
potential problems on discrete parts, components, materials, manufacturing processes, test 
equipment, or safety conditions.  Includes the use of ALERT and SAFE-ALERT Reports. 
 
H 
 
HAZARD:  The presence of a potential risk situation whereby environment, personnel errors, 
design characteristics, procedural deficiencies, or subsystem malfunctions may result in loss of 
personnel capability, loss of system, or loss of life. 
 
HAZARDOUS OPERATION: Any operation involving activities that could result in 
exposure/injury/loss of life to operating personnel and/or damage to systems/equipment or have 
an environmental impact. 
 
I 
 
"IN ACCORDANCE WITH" (IAW, as used in the PWS): The Contractor shall comply with 
all aspects (requirements, guidelines, specifications, etc) of the associated compliance document. 
 
IN WRITING: Or “written” means any worded or numbered expression which can be read, 
reproduced, and later communicated, and includes electronically transmitted and stored 
information. 
 
J 
 
K 
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L 
 
LIFE SAFETY: See NFPA 101, Life Safety Code. 
 
M 
 
MAINTENANCE: Actions taken to ensure system longevity of assets used to deliver the 
services in the performance work statement. 
 
MATERIAL:  Property that may be consumed or expended during the performance of a 
contract, component parts of a higher assembly, or items that lose their individual identity 
through incorporation into an end-item. Material does not include equipment, special tooling, 
and special test equipment. (See FAR 45.101)  
 
MISHAP: An unplanned event involving (or potentially involving) injury or death to persons, 
damage to or loss of property or equipment, or mission failure; categorized (in accordance with 
NPR 8621.1) as follows:   


Type A Mishap: A mishap causing death, hospitalization (within 30 days from the same 
mishap) of three or more persons for other than observation, a permanent total disability, 
and/or damage to equipment or property resulting in a loss of $2,000,000 or more. 
Type B Mishap: A mishap resulting in permanent partial disability to one or more 
persons, inpatient hospitalization of one or two persons, and/or property damage or 
mission failure resulting in a loss of $500,000 or more but less than $2,000,000. 
Type C Mishap: A mishap causing occupational injury or illness that results in a case 
involving day(s) away from work, restricted duty, job transfer,  and/or damage to 
equipment or property or mission failure resulting in loss of $50,000 or more but less 
than $500,000. 
Type D Mishap: A mishap consisting of personal injury requiring medical treatment of 
more than first aid but without any property damage or mission failure costing $1,000 or 
more but less than $50,000. (Personal occupational hearing loss in excess of 25 decibels 
in either ear is classified as an incident.) 
Close Call. An undesirable and unexpected event resulting in no personal injury or 
illness, personal injury or illness requiring only first aid, and/or minor damage (of less 
than $1,000) but with potential for causing a more serious mishap (see below) or negative 
mission impact. 


 
N 
 
NASA Property Tracking System (NPROP): An Agency-wide, controlled-equipment 
managing system designed to simplify, standardize, and reduce the cost of managing and 
controlling equipment, and wherein all the inventory transactions are authorized by a property 
custodian's signature. 
 
Non-Incumbent Officers:  Personnel not previously employed on a NASA Security Contract. 
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O 
 
OFFICE OF PRIMARY RESPONSIBILITY (OPR):  An organization with overall 
responsibility for the development of, and subsequent changes to, a designated document or 
function. 
 
OMBUDSMAN: Appointed to hear and facilitate the resolution of concerns from offerors, 
potential offerors, and contractors during the pre-award and post-award phases of the acquisition. 
 
OPERATIONAL READINESS CHECK:  The process by which a unit of equipment is tested 
to determine whether the unit operates and performs the intended function without regard to 
accuracy requirements. 
 
OUTAGE: A stoppage or interruption of service due to the shutdown or test of a utility, 
equipment, or a support facility that will affect the continued operations of systems, facilities, or 
functions. 
 
P 
 
PERFORMANCE WORK STATEMENT (PWS): The description of tasks or services to be 
performed and end products to be delivered by the Contractor.  The PWS also defines facilities, 
property, and support to be provided to the Contractor by the Government. 
 
Q 
 
QUALITY ASSURANCE (QA): A planned and systematic pattern of all actions necessary to 
provide confidence that adequate technical requirements are established; products and services 
conform to established technical requirements; and satisfactory performance is achieved. 
 
QUALITY CONTROL (QC): Those actions taken by a Contractor to control the production of 
outputs to ensure that they conform to the contract requirements of timeliness, accuracy, 
appearance, completeness, consistency, and conformity to appropriate standards and 
specifications. 
 
R 
 
RECORDS: All books, papers, maps, photographs, machine readable materials, or other 
documentary materials, regardless of physical form or characteristics, made or received by an 
agency of the United States Government under Federal Law or in connection with the transaction 
of public business and preserved or appropriate for preservation by that agency or its legitimate 
successor as evidence of the organization, functions, policies, decisions, procedures, operations, 
or other activities of the Government or because of the informational value of data in them.  The 
Government reserves the right to inspect, audit, and copy record holdings. 
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REPAIR:  Work required to restore equipment to a condition substantially equivalent to the 
intended and designed capacity, efficiency, or capability, necessitated by incipient or actual 
breakdown. 
 
RISK: The probability, severity, and uncertainties of experiencing an undesired event. 
 
S 
 
SAFETY: Freedom from those conditions that could cause injury to, or the death of, personnel 
and/or damage to, or the loss of, equipment or property. 
 
SCHEDULING: Typical functions associated with the commitment of resources. These 
functions include: 


 
a) Scheduling of resources needed to provide a service 
b) Providing notification to customers of service/training availability and providing 


resolution of any conflicts 
c) Maintain schedule and resource utilization history databases. 


 
SENSITIVE INFORMATION: Unclassified information that requires protection due to the 
risk and magnitude of loss or harm that could result from the inadvertent or deliberate disclosure, 
alteration, or destruction of information.  This includes information for which improper use or 
disclosure could adversely affect the ability of an agency to accomplish its mission, proprietary 
information, records about individuals requiring protection under the Privacy Act, and 
information not releasable under the Freedom of Information Act.  This is not the same as the 
National Security Agency (NSA) term “Sensitive, But Unclassified Information.” 
 
SERVICES: Unless otherwise indicated, both professional or technical services and service 
performed under a service contract. 
 
SERVICE REQUEST SYSTEM: A web-based application that allows an agency to initiate a 
Stennis Work Request (SWR), route it electronically for authorization and approval, and deliver 
it to the appropriate performing organization.  
 
SPECIAL EVENTS: Unique occasions and celebrations at or near Stennis Space Center that 
generally consist of but are not limited to, SSC picnics/Special Olympics/Safety Day/Open 
House/Change of Commands/Engine Testing, open to general public/visits by domestic and /or 
senior foreign dignitaries/ground breakings/ribbon cutting ceremonies, anniversary events/NASA 
award ceremonies, and various industry days. 
 
STENNIS WORK REQUEST: An electronic document generated in the SRS to request 
demand services from a SSC contractor.  An SWR is an agreement between NASA/SSC and the 
requesting agency.  The performing organization(s) serves as an agent of NASA/SSC to provide 
the support services called out in the SWR. 
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SYSTEM FOR AMINISTIRATION, TRAINING, AND EDUCATION RESOURCES FOR 
NASA (SATERN):  The Agency database for providing desktop access to training information 
and on-line courses to all NASA employees and some NASA/SSC contractors. The SATERN 
Learning Management System Software is a comprehensive system which has enabled process 
standardization and timely, up-to-date training information. Centers and Disciplines are able to 
identify training requirements, deploy learning, and track its completion. 
 
T 
 
TESTING:  The process by which the presence, quality, or performance is determined. 
 
TOOL: Equipment, device, or IT system that serves as an aid to accomplishing a task. 
 
TRAINING: This definition contains typical functions associated with ensuring the preparation 
of personnel to perform the functions necessary to provide the services as listed in the 
performance work statement. 
 
TRANSITION (SSC contract): Period of time from contract award date up to contract effective 
date. 
 
U 
 
"UPDATE AND MAINTAIN" (as used in the PWS): An existing approach/product that the 
Contractor is required to review, update, utilize and sustain. 
 
V 
 
VERIFY: To confirm the accomplishment of an operation, either by witnessing the actual 
operation or by inspecting the completed operation, depending on the nature of the work being 
performed. 
 
VOLUNTARY PROTECTION PROGRAM (VPP): A federal program administered by 
OSHA and adopted by NASA SSC.  SSC is committed to the philosophy that safety and health 
program performance is dependent upon the pursuit of continuous improvement.  Protection of 
the workforce and visitors remain SSCs highest priority.  Safety shall be both an individual and 
organizational responsibility for all who work at SSC.  SSC’s charter is to continually strive to 
achieve a Safety and Health program that prevents mishaps and meets or exceeds NASA, federal, 
and OSHA VPP requirements.   
 
W 
 
WEEK DAYS: Monday through Friday, excluding federal holidays.  


WITNESS: To observe a process or operation and attest to the proper accomplishment. 
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WORK YEAR EQUIVALENT (WYE):  Productive hours in a contract year that a Contract 
employee is available to work, not including federal holidays and paid leave. 
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ACRONYMS 
 
ACCI Advanced Control Concepts INC. 
ACES Agency Consolidated End-User Services  
APL Authorized Personnel List 
APM Alternate Program Manager 
CBA Collective Bargaining Agreement  
CBACS Common Badging and Access Control System 
CCS Center Chief of Security    
CCTV Closed Circuit Television  
CFR Code of Federal Regulations  
CI Counterintelligence  
CIA Central Intelligence Agency  
CIO Chief Information Officer  
CLIN Contract Line Item Number  
CNSI Classified National Security Information 
CO Contracting Officer  
COOP Continuity of Operations Plan  
COTR Contracting Officer Technical Representative  
CPR Cardiopulmonary Resuscitation  
CSP Cooperative and State Program 
DCID Director of Central Intelligence Directives 
DHS Department of Homeland Security 
DOD Department of Defense  
DOL Department of Labor  
DOS Department of State  
DOT Department of Transportation  
DPD Data Procurement Document 
DR Data Requirement 
DRD Data Requirement Description 
DVD Digital Versatile Disk 
EAP Employee Assistance Program 
EMS Environmental Management System  
ENS Emergency Notification System  
EO Executive Order  
EOC Emergency Operations Center    
EPA Environmental Protection Act  
e-QIP Electronic Questionnaire For Investigation  
FAA Federal Arrest Authority  
FAR Federal Acquisition Regulation  
FBI Federal Bureau of Investigation  
FCC Federal Communications Commission 
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FEMA Federal Emergency Management Agency  
FIPS Federal Information Processing Standards  
FISMA Federal Information Security Management Act 
FLETA Federal Law Enforcement Training Accreditation   
FLETC Federal Law Enforcement Training Center   
FM Facility Manager 
FN Foreign Nationals  
FOIA Freedom of Information Act  
FOSC Facility Operating Services Contract 
FP Fixed Post 
FPC Force Protection Condition 
FR Foreign Representatives 
FSLA Fair Labor Standards Act   
FY Fiscal Year 
GAO Government Accountability Office  
GED General Equivalency Diploma  
GFE Government Furnished Equipment  
GFP Government Provided Property 
GIDEP Government Industry Data Exchange Program   
GPO Government Printing Office 
GSA General Services Administration       
HQ Headquarters 
HSPD Homeland Security Presidential Directive 
IAP Installation Accountable Property 
IAW In Accordance With  
ICAM Identity Credential and Access Management  
ID Identification  
IdMAX Identity Management and Account Exchange  
IMS Incident Management System  
INFOSEC Information Security  
INS Immigration and Naturalization Service  
IPO Industrial Property Officer 
IRIS Incident Reporting Information System 
ISP Independent Study Program 
IT Information Technology 
ITS Information Technology Services 
ITSM Information Technology Security Manager  
IVC International Visitor Coordinator 
JSA Job Safety Analysis 
LSC Laboratory Service Contract 
MEI Mission Essential Infrastructure  
MJIC Mississippi Justice Information Center   
MMPI-2 Minnesota Multiphasic Personality Inventory-2  
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MOA Memorandum of Agreement  
MOU Memorandums of Understanding                                                                                           
MSDS Material Safety Data Sheet  
M/V Motor Vehicle   
NASA National Aeronautics and Space Administration  
NAVO, NAVOCEANO Naval Oceanographic Office 
NAWAS National Warning System 
NCIC National Crime Information Center  
NESHO New Employee Safety and Health Orientation Training 
NFLET NASA Federal Law Enforcement Training   
NFNMS NASA Foreign National Management System 
NFPA National Fire Protection Association  
NFS NASA FAR Supplement  
NICS NASA Integrated Communication Services 
NIJ National Institute of Justice  
NIMS National Incident Management System  
NISPOM National Security Program Operating Manual  
NIST National Institute of Standards and Technology  
NODIS NASA Online Directives Information System 
NPD NASA Policy Directive  
NPD NASA Policy Directive  
NPG NASA Procedures and Guidelines  
NPR NASA Procedural Requirement  
N-PROP NASA Property 
NPSTA NASA Protective Services Training Academy 
NRA National Rifle Association 
ODIN Outsourcing Desktop Initiative for NASA  
OFCCP Office of Federal Contract Compliance Programs  
OM Operations Manager 
OMB Office of Management and Budget  
OPM Office of Personnel Management  
OPS Office of Protective Services  
ORCA Online Representations and Certifications Application  
OSHA Occupational Safety and Health Administration 
PA Public Address  
PAT Physical Abilities Test  
PCI Personal Identity Verification Card Issuance  
PKI Public Key Infrastructure  
PII Personally Identifiable Information 
PIP Performance Improvement Period 
PIV Personal Identity Verification   
PM Program Manager  
PRP Personal Reliability Program  
PWS Performance Work Statement  
QMS Quality Management System 
S Secret 
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SATERN System for Administration, Training, and Education Resources for NASA 
SBU Sensitive But Unclassified  
SCDS Stennis Contract Deliverable System  
SEMO Supply and Equipment Management Officer 
SF Standard Form 
SHE Safety, Health, and Environment  
SMR Safety Management Review 
SOFCC Security Officer Fundamental Certification Course  
SOP Standard Operating Procedure  
SPD Stennis Documented Procedure  
SPR Stennis Procedural Requirement 
SPSC Stennis Protective Services Contract 
SRS Service Request System 
SSC Stennis Space Center 
SSN Social Security Number 
STD Standard 
SWR Stennis Work Request 
TAC Terminal Agency Coordinator 
TCRS Training Certification Record System  
TDD Telephone Device for the Deaf  
TechDoc Technical Documentation  
TIN Taxpayer Identification Number  
TO Task Order  
TOC Test Operations Contract 
TS Top Secret  
TSP Transportation Service Provider  
TSS Traffic Signaling System  
TT&E Test, Training and Exercise  
UOD Uniform of the Day  
USC United States Code  
VPP Voluntary Protection Program  
WBS Work Breakdown Structure  
WD Wage Determination  
WLI Work Load Indicators  
WVPR Workplace Violence Prevention and Response  
WYE Work Year Equivalent  
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ATTACHMENT J-06 – Data Procurement Document  
 
1.0 Introduction 


1.1 Scope 


 This Data Procurement Document (DPD) is the basic contract document that shall 
govern all data required by and for the Stennis Protective Services Contract (SPSC).  
The Contractor shall furnish all data described by the Data Requirements (DRs) listed 
on the Data Requirements List (DRL), attached hereto and a part of this DPD.  Such 
data shall be prepared, maintained, and delivered to NASA in accordance with the 
requirements set forth within this DPD utilizing the Stennis Contract Deliverable 
System (SCDS). 


1.2 Description 


This DPD consists of a Statement of General Requirements, the DRL, and the DRs. 


1.2.1 Statement of General Requirements (SGR) 


The SGR prescribes those general requirements applicable to the preparation, 
maintenance, and delivery of data that are better defined in aggregate than in the 
individual data requirements documents. 


1.2.2 Data Requirements List (DRL) 


Throughout the performance of the contract, the DRL at all times provides a complete 
listing of the data requirements of the contract.  The DRL is presented as an entity. 


1.2.3 Data Requirement (DR), SSC Forms 166, 167 


1.2.3.1 Each data requirement listed on the DRL is given complete definition by the DR.  The 
DR prescribes content, format, maintenance instructions and submittal requirements. 


1.2.3.2 For the purpose of classification and control, DRs are grouped into the following 
functional management categories: 


Category Symbol Description 
 DM Data Management 
 GA Operations  
 LS Logistics/Support 
 MA Program Management 
 MF Manning and Financial 
 QA Quality Assurance 
 SA Safety Mission Assurance 
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1.2.4 The symbol representing these categories forms the prefix of the DR 
identification number. To facilitate the usage and maintenance of the DPD, the 
DRs have been organized in accordance with these data categories and then 
filed in numerical sequence as listed on the DRL. 


1.2.5 Codes used in specific blocks of the DR form are defined as follows: 


1.2.5.1 Block 3, Operator:  The NASA organization designated to exercise technical 
and/or administrative control over the DR. 


1.2.5.2 Block 5, Type: 


Code    Description 
 1  Data requiring written approval by the procuring activity prior to 


implementation into the procurement or development program.   
 2  Data submitted to the procuring activity for review not later than three 


weeks prior to project implementation. Data shall be considered 
approved unless the contractor has been notified of disapproval prior to 
project implementation. 


 3  Data submitted to the procuring activity for coordination, surveillance, 
or information. 


 4  Data retained by the contractor to be made available to the procuring 
activity upon request. The contractor shall furnish a list to the 
procuring activity upon request. 


 5  Data to be retained by the Contractor and reviewed by NASA upon 
request. 


 


1.2.5.3 Block 6, Frequency of Submission: 


Code  Description 
 AD As Directed 
 AN Annually 
 AR As Required 
 DA Daily 
 MO Monthly  
 OT One Time 
 PE Per Event 
 QU Quarterly 
 RT One Time and Revisions 
 SA Semi-annually (once every six months) 
 UR Upon Request 
 WK Weekly  


1.2.5.4 Block 9, As of Date:  Entries indicate cutoff date for inputs and document due 
date. 
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1.3 Maintenance 


 Revisions to this DPD shall be accomplished by contractual direction (e.g., 
Change Order, Supplemental Agreement). 


2.0 Statement of General Requirements 


2.1 General Data Requirements 


2.1.1 Deferred Delivery 


NASA reserves the right to reasonably defer the dates of delivery of any or all 
data required to be submitted by this DPD.  Such right may be exercised at no 
increase in the contract amount.  In the event that NASA defers delivery of a 
data item, resulting in a cost impact to the total contract cost, the contract 
amount shall be subject to equitable adjustment in accordance with the contract 
clause entitled "Changes”. 


2.1.2 Excusable Delays 


2.1.2.1 The validity of the data delivered hereunder is directly dependent upon the 
validity of the technical data made available by the Government.  When non-
availability, delayed availability or subsequent revision of the pertinent 
technical data result in delayed delivery of the required data, then such delay 
shall be deemed to be subject to the Government Property clause of the 
contract. 


2.1.2.2 In the event contractual submittal dates are not met by the Contractor due to the 
non-availability or delayed availability of Government Furnished Services, or 
due to any other cause within the control of the Government, then such delay 
shall be deemed to be subject to the Government Property clause of the 
contract. 


2.1.3 Cost of Data 


 Except as otherwise provided in this contract, the cost of data to be furnished in 
response to this DPD is included in the total cost of this contract and shall be 
reimbursed in accordance with the Schedule of the Contract. 


2.1.4 Data Not Required by the DPD 


Data generated within the normal course of the contracted work, and not a part 
of the data required by the DPD, shall be made available in accordance with the 
requirements of this contract. 
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2.1.5 Referenced Documents 


 Documents referenced in this DPD are those in effect at the time of contract 
award, unless otherwise specified, and form a part of the DPD to the extent 
specified herein.  


2.2 Document Preparation Standards 


2.2.1 Contractor’s Internal Documents 


 Insofar as practicable, the Contractor's internal documents shall be used to meet 
the data requirements of this DPD.  These documents shall not be rewritten for 
the sake of meeting the minimum requirements as specified in the applicable 
DR.  In instances where minor differences in content and format exist between 
DPD requirements and Contractor's document, action will be taken to resolve 
these differences and, where appropriate, a change in requirements will be 
effected. 


2.2.2 Document Identification 


 Documents published by the Contractor and submitted in response to the data 
requirements of this DPD shall be identified within an organized identification 
numbering system prescribed by the Contractor.  Documents submitted in 
response to the data requirements of the DPD, that are to be subsequently 
published by NASA, shall be identified as prescribed by NASA. All document 
submittals shall be clearly marked with the contract number and applicable DR 
number except that Drawings and Engineering Change Proposals (ECP's) need 
not include applicable DR Number.  Documents that satisfy the requirements of 
more than one DR shall be marked with all applicable DR numbers. Successive 
issues or revisions of documents shall be identified in the same manner as the 
basic issue and shall include appropriate change identification. 


2.2.3 Reference to Other Documents in Data Submittals 


 References to other documents in documents submitted in response to the data 
requirements of the DPD are permissible.  Referenced documents must be 
adequate and include such identification elements as title and number.  When a 
document to be referenced would only be applicable to a minor or limited 
extent, every effort shall be made to include the applicable information in the 
response document rather than using the reference.  All referenced documents 
shall be made readily available to the cognizant NASA organization upon 
request. 
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2.2.4 Printing Requirements 


2.2.4.1 Printing of formal reports and data in book format shall be in accordance with 
the following general specifications: 


a. Finished size - 8 1/2" X 11" 
b. Paper - 20 pound opaque bond 
c. Pages will be printed on both sides; blank pages will be avoided when possible 
d. Oversize pages will be avoided when possible, but if necessary will be 


folded to 8 1/2" X 11" 
e. Additional color shall be used only upon written approval by the Contracting 


Officer Technical Representative (COTR) 
f. Binding shall be the most economical method commensurate with the size of the 


report and its intended use 


2.2.5 Maintenance of Documents 


2.2.5.1 Revisions to documentation may be accomplished either by individual page 
revision or a complete reissue of the document, with the exception of drawings 
that shall be revised in accordance with minimum Configuration Management 
Requirements. 


2.2.5.2 Individual page revision shall be made as deemed necessary by the Contractor 
or as directed by the Contracting Officer (CO). 


2.2.5.3 The document shall be completely reissued when in the opinion of the 
Contractor and/or Government the document has been revised to the extent that 
it is unusable in its present state, or when directed by the CO.  When complete 
reissues are made, the entire contents of a document shall be brought up to date. 


2.2.5.4 Changes of a minor nature to correct typing errors, misspelled words, etc. shall 
only be made whenever a technical change is made, unless the accuracy of the 
document is affected. 


2.2.5.5 All revised pages shall be identified by placing a revision symbol and data in 
the upper right-hand corner of the page.  Each document shall contain a log or 
revised pages that will identify the revision status of each page with the revision 
symbol.  This list shall follow the table of contents in each document.  The line 
or lines revised in the margin of the page, and the change authority shall be 
indicated adjacent to the change. 


2.2.5.6 Contractor reports shall not be submitted containing pen and ink markups that 
correct, add to, or change the text, unless schedule problems exist and approval 
is obtained in writing from the COTR.  Such markups, however, shall not 
exceed 20% of the page content and shall be acceptable provided that the 
reproduced copies are legible.  In addition, hand drawn schematics, block 
diagrams, data curves, and similar charts may be used in original reports, in lieu 
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of formally prepared artwork.  Acceptability will be determined by the COTR 
performing the quality inspection function. 


3.0 Data Requirements List (DRL) 


 
  


ITEM DR NO.


1 DM-01


2 GA-01


3 GA-02


4 LS-01


5 MA-01


6 MA-02


7 MA-03


8 MA-04


9 MA-05


10 MA-06


11 MA-07


13 MA-08


14 MA-09


15 MA-10


16 MA-11


17 MA-12


21 MF-01


18 MF-02


19 MF-03


20 MF-04


22 QA-01 Quality Assurance Plan
22 SA-01


23 SA-02


24 SA-03


25 SA-04


Monthly Activity Report


TITLE


Records Management Plan
Emergency Management Plan
Continuity of Operations Program (COOP)
Government Property Management Plan & Inventory List
Daily Activity Report
Incident/Complaint, and M/V Accident Report
Operations Procedures
SSC Security Requirements Handbook, SPR 1600.1
Training Program Plan
Center Law Enforcement and Security Activities Report


Notification of Potential Labor Dispute and Contingency Strike Plan


Safety Health and Environmental (SHE) Plan
Mishaps and Safety Statistics  Report


Investigative Report
Emergency Management Training Requirements for Security Officers
Self Assessment and Metrics Report
 IT Security Monthly Training Report
Information Technology Security Management Plan


Site Vehicle Accident Experience Report
SSC Safety and Security Orientation Video Report


Work Order Status Report
Electronic Monthly Cost Data Report
Contract Monthly Operating Status Report
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
       


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Records Management Plan  RA40 DM-01, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2       
      (AN) The Records Management Plan shall be reviewed annually by the contractor and  


 7. Distribution: updated accordingly.  Changes to the Plan shall be submitted to the Center Records  
CO, COTR & Manager.  
Center Records       
Manager       
      8. Initial Submission: 
      The Plan shall be submitted 120 days after contract award.  
9. As of Date:       
            
            
            
10. Remarks: 
The records shall be turned over in accordance with the specific requirements stated below.  
The Plan shall accurately and completely identify how the records will be maintained, preserved and protected.  
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Records Management Plan        
13. Use: 14. Interrelationship: 15. Reference: 
To document, maintain, and manage Federal Records PWS paragraphs 2.13.2 NPR 1441.1 
            NPD 1440.6 
            SPR 1440.1 
                  
                  
16. Preparation Information: 
      
16.1   SCOPE:  The Plan should ensure that the appropriate processes and procedures are followed in  
accordance with SSC specific requirements where specified. 
      
16.2  APPLICABLE DOCUMENT(S):   
    a.  44 U.S.C Chapters 29, 31, 33. 
      
    b.  44 U.S.C 3501 et seq., Paperwork Reduction Act 
      
    c.  36 CFR Parts 1220-1238. 
      
    d.  5 U.S.C 552, The Freedom of Information Act as amended. 
      
    e.  5 U.S.C 552a, The Privacy Act of 1974 as amended. 
      
    f.  Homeland Security Presidential Directive/HSPD-12 


        SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 


National Aeronautics and 
Space Administration
John C. Stennis Space Center
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
      
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Records Management Pan RA40 DM-01, 2 of 2  
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Records Management Plan       
16. Preparation Information: 
      
    g.  OMB Circular A-130, Management of Federal Information Resources 
      
    h.  OMB Circular A-123, Internal Control Systems. 
      
    i.  Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, sections 201, 202, 1901,  
and 2001 (November 18, 1988), as amended. 
      
    j.  NASA Records Management NPD 1440.6  
      
    k.  NASA Retention Schedule NPR 1441 
      
    l.  Stennis Space Center Records Management Program Requirements, SPR 1440.1 
      
    m.  Stennis Management System Requirements, SPR 1280.1 
      
      
16.3  CONTENTS:  The Records Management Plan shall accurately and completely identify how the Agency's 
records will be maintained, preserved, protected and dispositioned in accordance with policies and procedures. 
The contractor's format is acceptable and shall include: 
      
    a.  AFS #                                Agency Filing Scheme number can be found in NPR 1441.1 
    b.  Item #                                In accordance with NPR 1441.1 
    c.  Record Title                       A description of what the record is and its function 
    d.  Office of Record                Office responsible for retiring the record at end of lifecycle 
    e.  Location                             Physical location of records 
    f.  Retention/Disposition         The period of time the record will be kept, and how it is treated at the end of its  
                                                    active lifecycle. 
    g.  Perm vs Temp                   Designation of permanent status or temporary status of records including 


                                                     records that are ITAR controlled sensitive. 
    h.  Vital Status                         Records identified as necessary for continuing operations immediately following  
                                                    an emergency   
    i.  Volume                                Volume of records 
      
16.4  FORMAT:  The plan shall be submitted electronically (MS Word). 
      
16.5  MAINTENANCE:  The plan shall be reveiwed annually and updated accordingly  
      
16.6  EXCEPTIONS/ADDITIONS TO THIS STANDARD DRD:  None 
      
      
      
      
SSC-167 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Emergency Management Plan RA00 GA-01 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR)  Updates shall be provided as required to the security portions of the Stennis Space  
      Center Emergency Management Plan to support anticipated emergencies or significant 
7. Distribution: large scale events (e.g., aircraft crashes, environmental and weather disasters, incidents 
CO, COTR, & of national significance) as directed by the COTR or designee.  Participate in the annual  
NASA Emergency review of the Emergency Management Plan and provide any updates that need to be made 
Director to the Plan to the NASA Emergency Director. 
      8. Initial Submission: 
      N/A 
9. As of Date:       
            
            
            
10. Remarks: 
Unforeseen emergencies and other events such as labor strikes, large scale special events/activities, and 
mishaps may generate a requirement for a plan update that documents and coordinates all aspects of  
security services support to contingency events.   
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Emergency Management Plan        
13. Use: 14. Interrelationship: 15. Reference: 
To document the contractor's plan for response to  PWS paragraphs 3.7.1 N/A 
contingencies and emergencies.             
                  
                  
                  
                  
                  
16. Preparation Information: 
      
16.1  SCOPE:  Security sections of the SSC Emergency Management Plan shall address all aspects of security 
services support for a designated contingency event.  
      
16.2  APPLICABLE DOCUMENT:  Stennis Space Center Emergency Management Plan, SPLN 1040-0006. 
      
16.3  CONTENTS:  Details of the mission, operational plan, force deployment, coordinating instructions,  
communication, logistics, and command and control is acceptable.  The contractor is to follow the National  
Incident Management System (NIMS) requirements in all incident management documentation.  
      
16.4  FORMAT:  Electronic 
      
      
      
      
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Continuity of Operations Program Plan (COOP) RA00 GA-02 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR)  Revised as required. 
            
7. Distribution:       
CO, COTR &       
NASA Emergency       
Director       
      8. Initial Submission: 
            
9. As of Date:       
            
            
            
10. Remarks: 
The contractor has responsibility to maintain the portions of the COOP Plan that are associated with security  
operations, including updates to the pandemic matrices and operation of security services as needed on site and 
potentially at an off-site location when the COOP Plan is activated by the NASA Emergency Director.  
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Continuity of Operations Program Plan (COOP)       
13. Use: 14. Interrelationship: 15. Reference: 
To document the contractor's minimum staffing levels in a PWS paragraphs 3.9 N/A 
national level pandemic and how security services will be              
maintained for the base as well as a potential off-site              
location if the COOP Plan is activated by the NASA              
Emergency Director.             
                  
16. Preparation Information: 
      
16.1  SCOPE:  This plan is dynamic in nature and subsequent revisions shall be necessary as new and  
different threats, hazards, or situations occur or as minimum staffing level requirements change. 
      
16.2  APPLICABLE DOCUMENTS:  SBU document Continuity of Operations Program (COOP) Plan,  
SPLN 1040-0005. 
      
16.3  CONTENTS:  The required sections of the Continuity of Operations Program (COOP) Plan related to 
security operations and staffing as defined by the NASA plan and by the references incorporated into the plan  
itself.  SBU data exists in the plan in reference to Alternate Locations, essential and critical functions on the site,  
and lists of people in various roles.  The contractor is to keep current the list of names in required roles.   
      
16.4  FORMAT:  As outlined in the current revision of the National Incident Management System.   
      
      
      
      
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title: Govenment Property Management Plan and 3. Operator: 4. DR Number Page Date Rev. 


Inventory List  RA30 LS-01 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (RT/AR) Initally and as required. 
            
7. Distribution:       
COTR, IPO and       
CO       
            
      8. Initial Submission: 
      90 days after contractor start date. 
9. As of Date:       
            
            
            
10. Remarks: 
In addition to this plan, the contractor shall cooperate with government property audits and accountability  
inspections and shall provide requested results of inventories. 
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Government Property Management Plan and Inventory List        
13. Use: 14. Interrelationship: 15. Reference: 
To document the contractor's plan for controlling and        FAR part 45,  
accounting for government property. PWS Paragraph 2.8.8 NFS 1852.245 
            NPR 5100.4 
            NPD 4200.1 
            NPR 4200.2 
            NPR 4300.1 & 
            NPR 1620.3 
                  
16. Preparation Information: 
16.1  SCOPE:  This plan defines the contractor's methods for control, care and accountability of government 
property. 
      
16.2  APPLICABLE DOCUMENT(S):  Federal Acquistion Regulation Part 45, NFS 1852.245, NPR 5100.4, 
NPD 4200.1, NPR 4200.2, NPR 4300.1 and NPR 1620.3. 
      
16.3  CONTENTS:  The plan shall satisfy the requirements of the references listed above.  The plan shall include 


  the following categories:  a. Property Management; b. Acquisition; c. Receiving, d.Identification; e. Records; 
f. Movement; g. Storage; h. Inventories; i. Reports; j. Consumption; k. Utilization; l. Maintenance;  
m. control; n. Disposition and contract close-out.  
      
16.4  FORMAT:   Plan may be submitted in Excel or Word format on 8 1/2 x 11 bond paper and in a approved  
e-format. 
      
      
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Daily Activity Report  RA03 MA-01 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2       
      (DA)  Each workday as required. 
7. Distribution:       
            
COTR, CCS, CI       
Agent & OIG       
Special Agents 8. Initial Submission: 
            
9. As of Date:       
            
  Contract Start Date 
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Daily Activity Report       
13. Use: 14. Interrelationship: 15. Reference: 
To review Security activity for the preceding 24 hour PWS paragraphs 3.5.7 N/A 
period.              
                  
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirement for the preparation and submittal of a report of operations 
daily activity. 
      
16.2  APPLICABLE DOCUMENT(S):  PWS  
  
16.3  CONTENTS:  Report shall provide assigned case number and details of any reportable incident, accident,   
condition report, or other security concern, occurring during the preceeding 24-hour period. 
    
16.4  FORMAT:  Electronic distribution in accordance with Clause H.13 NASA Coontract Deliverable System 
(CDS).  Daily, Monday - Friday, no later than 8:00 a.m. 
      
      
      
      
      
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:      3. Operator: 4. DR Number Page Date Rev. 


Incident/Complaint, and M/VAccident Report  RA03 MA-02 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR)  When incident/complaint is reported. 


             
7. Distribution:   
COTR, CCS, CI       
Agent and SSC       
IOG if required       
(see # 16 below) 8. Initial Submission: 
      Contract Start Date 
9. As of Date:       
            
            
            
10. Remarks: 
Electronic distribution in accordance with clause H.13 in to the Stennis Contract Deliverable System (SCDS). 
One copy each to the NASA office of the Chief Counsel, the NASA SEMO (for property reports and M/V accident  
reports of Government Vehicles only), the FOSC property officer (property reports only) and the NASA ITSM  
(for any IT related reports such as inventory shortage and/or lost IT equipment). 
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Incidents/Complaint, and M/V Accident Report       
13. Use: 14. Interrelationship: 15. Reference: 
To provide details of all incident/complaint and Motor 


  
PWS paragraphs 2.12.4, N/A 


Vehicle (M/V) accident reports completed by the security 
       


3.2.5.1 and 3.2.5.4                      
contractor as a normal part of security operations             
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE: This DRD establishes the requirement for the preparation and submittal of all incidents/complaints 
and MV accident reports developed by the Security Contractor as a normal part of security operations. 
       
16.2  APPLICABLE DOCUMENTS: PWS 
      
16.3  CONTENTS:  Report shall provide assigned case number and details of any reportable complaint, incident 
motor vehicle accident or other reportable security concern, occurring during normal security operations. 
Investigator's preliminary report shall be attached, if appliciable to the specific case.  Copies of all listed reports 


   shall be provided on request only, not routinely, pertinent information shall be provided as part of the daily report. 
      
16.4  FORMAT:  All reports shall be completed on the appropriate NASA forms with the exception of the  
investigators report, which shall be completed in a narrative format 8 1/2 x 11 bond paper.  Copies of the  
investigator report shall be as authorized by the COTR or NASA Chief Counsel .    
. 
      
      
      
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:   3. Operator: 4. DR Number Page Date Rev. 


Operations Procedures RA03 MA-03, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR) 
            
7. Distribution:       
COTR, CCS &       
CO       
            
      8. Initial Submission: 
      30 days after contract start date. 
9. As of Date:       
            
            
            
10. Remarks: 
  
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
 Operations Procedures        
13. Use: 14. Interrelationship: 15. Reference: 
To provide details of Operating Procedures to include PWS paragraphs    N/A 
special orders, duties and responsibllities.  The 2.1.3.1, 3.2.5.1,       
procedures shall include all patrols, hours, traffic control  3.2.11.1 & 3.5.2.1       
plans, the Security Officer Assignment Record and the              
Officer's Duty Book.             
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD estabilishes the requirements for the preparation and submittal of an Operating  
Procedures plan that includes procedures for all patrols, tours, traffic control, alarm response, and other duties, 
and the protection of personnel and property at SSC.  Procedures shall also include the reporting of potentially 
hazardous or unsafe conditions; unlocked safes, containers, vaults or offices; or other conditions that require 
notification of NASA Security (or other agency) officals.  The plan shall provide for security and safety  
inspections of all buildings, test areas, NCCIPS, and roadways within the assigned area of responsibility at a  
minimum of once per shift and shall address the issuance of condition reports where applicable and required. 
      
16.2  APPLICABLE DOCUMENT(S);  PWS 
      
16.3  CONTENTS:  The plan shall be based upon the following standards, NPR 1600.1, SPR 1600.1, NISPOM, 
Title 18 U.S.C. Title 36, Mississippi Code of 1972, Code of Federal Regulations and applicable regulations listed 
 
 
 


in the Performance Work Statement (PWS). 
 
 
The Contractor's plan shall define the record and report system which will support the work actions taken with  
regard to incident response; preventive measures utilized in Operations Security (OPSEC) planning and loss 
prevention; and corrective actions proposed to remedy actual or potential security problems encountered in  
daily operations incident to work performed under this contract.  
SSC-166 (10/96) (Ms Word 6.0) C.G. (10/96) pc 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Operations Procedures RA03 MA-03, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Operations Procedures       
16. Preparation Information: 
      
16.4  FORMAT:  The plan will be on 8 1/2 X 11 inch bond paper with appropriate front and back cover, and shall   
also be provided in data form on a DVD disk, written in a word processing program compatible with that  
currently in use with NASA.  
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:  SSC Security Requirements Handbook, 3. Operator: 4. DR Number Page Date Rev. 


SPR 1600.1 RA03 MA-04 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (AN)  Annually unless there is a major agency change.  
            
7. Distribution:       
COTR & CCS       
            
            
      8. Initial Submission: 
      One year past contract start date. 
9. As of Date:       
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
 SSC Security Requirements Handbook, SPR 1600.1       
13. Use: 14. Interrelationship: 15. Reference: 
To document required periodic review, and revisions NPR 1600.1 NPR 1600.1 and  
 (if required) to the security operating document, SSC  PWS paragraph 2.1.3.2 SPR 1600.1 
Security Requirements Handbook, SPR 1600.1             
                  
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirement for the preparation and submittal of a report of review/ 
revision of the SSC Security Requirements Handbook, SPR 1600.1 
 
 
      
16.2  APPLICABLE DOCUMENT(S);  PWS & SPR 1600.1 
      
16.3  CONTENTS:  Report shall provide documentation of review and any change or revision made to the  
Security Requirements Handbook, SPR 1600.1 during the preceding fiscal year.  Revision(s) may be required 


   to mandated regulatory changes, mission updates, or security operating requirements at SSC. 
      
16.4  FORMAT:  Narrative; site-specific, contractor developed form; or electronic mail message using an  
approved format. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Training Program Plan RA03 MA-05 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AN)   
            
7. Distribution:       
COTR, CCS & CO       
            
            
      8. Initial Submission: 
      30 days after contract start date. 
9. As of Date:       
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Training Program Plan        
13. Use: 14. Interrelationship: 15. Reference: 
To provide a comprehensive training program for all PWS paragraphs 


  
NPR 1600.1 & 


security personnel. 2.1.8.4 SPR 1600.1   
                  
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirements for the preparation and submittal of a training program 
plan to address security and safety requirements. 
      
16.2  APPLICABLE DOCUMENTS:  PWS, NPR, 1600.1, and SPR 1600.1. 
      
16.3  CONTENTS:  The program shall include, but is not limited to, training and instruction in disciplines of   
security, safety, occupational health, defensive driving, use of intermediate and deadly force, basic emergency 
medical assistance, Federal Arrest Authority (FAA), and Security Officers Fundamental Certification Course  
(SOFCC).  Program shall also include periodic, in-service refresher training for all security personnel in all areas 
relevant to their assigned duties.  NASA will approve the training progarm. 
      
16.4  FORMAT:  Narrative; site-specific, contractor deleloped form: or electronic using an appproved format. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title: Center Law Enforcement and Security   3. Operator: 4. DR Number Page Date Rev. 


Activities Report RA03 MA-06 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (QU) 
            
7. Distribution:       
COTR       
            
            
      8. Initial Submission: 
      1st quarter after contract start date. 
9. As of Date:       
            
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Center Law Enforcement and Security Activities Report        
13. Use: 14. Interrelationship: 15. Reference: 
To provide quarterly metrics reqarding investigative PWS paragraphs 2.12.8 


 
NPR 1600.1, APPX K 


reports taken and their disposition, investigations and 3.3.5.9       
currently in progress, approximate dollar value of missing             
or stolen items, compendium of types of items missing              
or stolen, and analysis report (by building or area) of             
incidences of criminal activity.             
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirements for the preparation and submittal of a quarterly Center 


 Enforcement and Security Activities Report. 
      
16.2  APPLICABLE Document(s):  PWS and NPR 1600.1. 
 
 
      
16.3  CONTENTS:  The report shall provide a quarterly metrics of investigative activities, reports taken and their 
dispostion, investigations currently in progress, approximate dollar value of missing of stolen items, compendium 


  of types of items missing or stolen, and analysis report (by building or area) of incidences of criminal activity. 
      
16.4  FORMAT:  Statistical and narrative; site-specific, contractor developed form; of electronic mail message  
using an approved format. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


 Monthly Activity Report  RA03 MA-07 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (MO) 
            
7. Distribution:       
COTR & CCS       
            
            
      8. Initial Submission: 
      1st Month following commencement of work. 
9. As of Date:       
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Monthly Activity Report       
13. Use: 14. Interrelationship: 15. Reference: 
To provide monthly metrics of all traffic enforcement PWS paragraph  SPR 1600.1 
activities, to include citations issued with breakdown of 2.12.5        
violations, number of accidents worked, and number of             
persons injured, if applicable.             
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirements for the preparation and submittal of a monthly traffic 
enforcement activities report. 
      
16.2  APPLICABLE DOCUMENTS(S):  PWS and SPR 1600.1 
      
16.3  CONTENTS:  The report shall provide citations, violations, number of accidents worked, and number of 
persons injured, assigned case number and details of any reportable accident or condition occurring during the  
month. 
      
16.4  FORMAT:  Statistical and narrative: site-specific, contractor developed form; or electronic mail message 
using an approved format. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Investigative Report  RA03 MA-08 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR) Reports taken, as required; notification to disttribution shall be no later than three (3) 


       days following the conclusion of an investigation, survey or incident. 
7. Distribution:       
COTR and        
Chief Counsel       
            
      8. Initial Submission: 
      As Required 
9. As of Date:       
            
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Investigative Report        
13. Use: 14. Interrelationship: 15. Reference: 
To provided details of all investigative activities. PWS paragraphs  NPR 1600.1 &  
      3.2.5.1 and 3.5.1.7  SPR 1600.1 
                  
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the report requirement for investigation of missing or stolen government 
property; fatality or serious injury traffic accidents, alleged improprieties by personnel on SSC; surveys to improve 
the SSC security posture; investigation of damaged to government property; analysis of data obtained during 
inquires; submittal of recommendations; and preperation of comprehensive reports. 
      
16.2  APPLICABLE DOCUMENT(S):  PWS 
      
16.3:  CONTENTS:  The report shall provide sufficient information requarding investigative activities, reports  
taken and their disposition, investigations currently in progress, approximate dollar value of missing or stolen  
items, and of indicences of criminal activity. 
      
16.4  FORMAT;  The reports shall be completed on the appropriate NASA forms with the exception of the  
Investigator's Report, which will be completed in a narrative format on 8 1/2 X 11 bond paper. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title: Emergency Management Training Requirements 3. Operator: 4. DR Number Page Date Rev. 


For Security Officers RA00 MA-09 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (SA) First Monday in January and July. 
            
7. Distribution:       
COTR &       
Emergency       
Director       
      8. Initial Submission: 
      First Monday in January after contract start date. 
9. As of Date:       
            
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Emergency Management Training Requirements for Security Officers       
13. Use: 14. Interrelationship: 15. Reference: 
Gives management a status on security officers training PWS Paragraph 3.7.2  SPLN-1040-0006 
in emergency management.       SSC Emergency Plan 
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  This DRD establishes the requirement for contractor preparation and submittal of a status 
report of emergency management training for security personnel.  
      
16.2  APPLICABLE DOCUMENT(S): PWS and SPLN-1040-0006. 
      
16.3  CONTENTS:  Previous training by security officers and security management accepted.  Below is the  
list of training requirements. 
Security Management: 
-   IS-100LEb  Introduction to the Incident Command System (ICS 100) for Law Enforcement 
-   IS-200.b  ICS for Single Resources and Initial Action Incidents 
-   IS-700.a  National Incident Management System (NIMS), An Introduction 
-   IS-800.b  National Response Framework,  An Introduction 
Security Officers: 
-   IS-100LEb  Introduction to the Incident Command System for Law Enforcement  
-   IS-200.b  ICS for SingleResources and Initial Action Incidents 
      
16.4  FORMAT:  Contractor developed Excel spreadsheet sent as a attatchment electronically. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
      
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Self Assessment and Metrics Report RA03 MA-10 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (QU)  
            
7. Distribution:       
CO, COTR and       
CCS       
            
      8. Initial Submission: 
      First report due 6 months after the contract start date. 


 
 
 
 
 


9. As of Date:       
            
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Self Assessment and Metrics Report        
13. Use: 14. Interrelationship: 15. Reference: 
To document the contractors self-assessment in meeting PWS paragraphs NPR 1600.1 and 
contract and performance requirements. 2.12.7 and 3.3.5.2  SPR 1600.1 
                  
                  
                  
                  
16. Preparation Information: 
      
16.1  SCOPE:  The report will address all categories within the PWS. 
 
 
      
16.2  APPLICABLE DOCUMENT(S):  NPR 1600.1, SPR 1600.1, PWS 
      
16.3  CONTENTS:  The narrative and metrics data shall show work performed for the quarter, along with lessons   


 learned and shall be linked to the PWS and other requirements of the contract.  The data shall distinguish 
between desirable and undesirable results, show trends, corrective actions and should be easily understood.  As 
a minimum, the report shall have metrics on patrol response times, turn-around-time for PIV II credential 
issuance, locksmith services, foreign visitor processing, adjudication processing time, personnel security 
processing time, 911 response times, gate runner data, etc. 
  
 
 


                   


16.4  FORMAT:  Statistical and narrative, site or work task specific, contractor developed format agreed to by 
both the contractor and NASA. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
     
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


IT Security Monthly Training Report LA00 MA-11, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2       
      (MO) 
7. Distribution: (AD) 
Training Officer       
            
      8. Initial Submission: 
       IT Security Metrics will be reported to NASA HQ's in accordance with FISMA requirements. 
9. As of Date:   
      HQ’s has assigned the following schedule:  04/25, 05/23, 06/20, 07/25, 08/22, 09/26, 10/24, 
      11/21, 12/19, for reporting FISMA 2011 requirements.  Monthly Reports are required by  
      COB two working days prior to the HQ scheduled date. 
            
10. Remarks: 
Each month provide information for SSC's IT Security Metrics in accordance with the Federal Information Security 
 Management Act of 2002 (FISMA).  The information shall include the status of IT security training for all contract 
personnel using the headcount submitted monthly to the NASA SSC Financial Management Division as part of 
the Stennis Personnel Strength Report. 
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
IT Security Monthly Training Report       
13. Use: 14. Interrelationship: 15. Reference: 
Provide a summary report to the government of persons             
trained in the categories listed in "Remarks" above. PWS paragraph 2.9.3 Federal Information 
            Security Management  
The goal is to have all training completed in SATERN.       Act of 2002 (FISMA) 
Issues/concerns shall be coordinated with the OHC             
                  
16. Preparation Information: 
16.1 SCOPE:  This Data Requirement Description (DRD) establishes the requirement for documenting and  
reporting IT Security Training for all contractor personnel. 
      
16.2 APPLICABLE DOCUMENT: N/A 
      
16.3 CONTENTS:  The report shall include the following information 
      
x   Company name and POC 
x   Provide completion to date, with a breakdown of supervisors and employees who have completed the training 
     Basic or Managers Courses. 
x   Identify any additional significant security Responsibility Training* 
x   Provide the number of new employees trained, using the CD IT Security for new employees* 
x   Provide the number of new supervisors and report completion of the training (within 30 days of EOD) 
      
The Office of Human Capital (OHC) in concert with the IT Security Manager will report the following: 
x  Provide the number of employees required to take "Elevated Privileges" (as required by NITR 2810-14) 
    and report the completions monthly 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


IT Security Monthly Training Report LA00 MA-11, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
IT Security Monthly Training Report       
16. Preparation Information: 
      
*Reporting of training completed outside of SATERN and not coordinated by NASA OHC, must be supported by 
a course roster, Form SSC 824, Basic IT Security Awareness training, or in the case of external training, a vendor 
provided certificate which verifies course completion. 
      
*SSC will report IT Security Metrics to HQ monthly in accordance with the Federal Information Security  
Management Act of 2002 (FISMA). HQ’s has assigned the following schedule:  04/25, 05/23, 06/20, 07/25, 08/22, 


  
 
 
 
 
 
 
 
 
 
 
 
 
 
 


09/26, 10/24, 11/21, 12/19, for reporting FISMA 2011 requirements.  Monthly input is required to HQ's by COB  
two days  prior to dates noted above. 
      
      
16.4 FORMAT:  Electronically; sample format available from the Office of Human Capital (OHC).  
      
16.5 MAINTENANCE:  N/A 
      
16.6 EXCEPTIONS/ADDITIONS TO THIS STANDARD DR:  Database structure may be changed by the  
        contractor upon approval of the CO. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Information Technology Security Management Plan  RA40 MA-12, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (AN) The Plan shall be reviewed on an annual basis and an updated plan (if needed) shall 


        submitted by the end of September for each year.  
7. Distribution:       
Approval - IT       
Security Mgr.        
Copies - CIO,        
CO, and COTR 8. Initial Submission: 
      Initial Plan shall be submitted 90 days after Contract start. 
9. As of Date:       
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Information Technology Security Management Plan       
13. Use: 14. Interrelationship: 15. Reference: 
This Plan establishes the security requirements governing PWS paragraph 2.9.2 NPR 2810.1  
contractor and government data on government supplied             
computer systems at SSC and of contractor owned             
systems at SSC.              
                  
                  
                  
16. Preparation Information: 
      
16.1  SCOPE:  This Data Requirement (DR) establishes the requirements for preparation and submittal of a   
Contractor IT Security Management Plan specific to Contractor's operation at Stennis. 
      
16.2  APPLICABLE DOCUMENTS:  NPR 2810.1, NPR 1600.1 and SPD 2810.1 
      
16.3  CONTENTS:  The plan shall contain, as a minimum, the following information: 
                - IT risk assessments for the security of contractor and government data on government supplied  
                  systems utilized by Contractor at SSC and of contractor owned computer systems at SSC 
               - Applicable security requirements 
               - Requirements for personnel screening 
               - Requirements and techniques to assess the protective measures for the security of contractor and 
                  government data on government supplied systems utilized by Contractor at SSC and of contractor 
                  owned computer systems at SSC 
               - Procedures to minimize the impact of incidents or disasters related to the security of contractor and  
                 government data on government supplied systems utilized by Contractor at SSC and of contractor 
                 owned computers.  
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Information Technology Security Management Plan RA40 MA-12, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Information Technology Security Management Plan       
16. Preparation Information: 
Contents (Con't) 
    -  Procedures for reporting lost, stolen, or missing IT, or IT related equipment to the Center ITSM. 
    
16.4  FORMAT:  MS Word electronic format (SSC Standard) 
         
16.5  MAINTENANCE:  The plan will be reviewed on an annual basis and updated as required.  If no update is  
 required, notification of the review process is required.  
      
16.6  EXCEPTIONS/ADDITIONS TO THIS STANDARD DRD:  None 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title: Notification of Potential Labor Dispute and  3. Operator: 4. DR Number Page Date Rev. 


Contingency Strike Plan BA-11 MF-01, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (AR) As Required 
            
7. Distribution:       
CO, Contract        
Labor Relations        
Officer       
      8. Initial Submission: 
      Contract Start Date 
9. As of Date:       
            
            
            
10. Remarks: 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Notification of Potential Labor Dispute and Contingency Strike Plan       
13. Use: 14. Interrelationship: 15. Reference: 
The Notification of Potential Labor Dispute and  PWS paragraph 2.8.7 N/A 
Contingency Strike Plan will be used by the NASA              
Contracting Officer and the Contract Labor Relations              
Officer to facilitate the coordination of activities between              
the Contractor and the affected NASA operational              
directorates to ensure that necessary steps are taken             
to prepare for any potential strike situations and to              
prevent the disruption of work.              
16. Preparation Information: 
16.1  SCOPE:  A Notification of Potential Labor Dispute must be submitted at the first indication of potential  
labor unrest and 45 days prior to the expiration of any Collective Bargaining Agreement.  The Notification shall  
describe the situation that has the potential of impacting the contract and provide the corrective actions  
initiated.  A Contingency Strike Plan must be submitted at contract start and updated if there is any indication  
of a potential labor unrest or potential picketing activity.  The Notification of Potential Labor Dispute and the  
Contingency Strike Plan are required for the prime and any subcontractors supporting this contract.  Copies of  
all Collective Bargaining Agreements must be provided within 30 days of ratification. 
      
16.2  APPLICABLE DOCUMENT:  PWS 
     
16.3  CONTENTS:  The Notification of Potential Labor Dispute shall describe the situation that has the potential  
of impacting the timely performance of the contract, it should provide the planned negotiation dates with  
organized labor, and describe other corrective actions initiated.  Notification should be made prior to the  
expiration of collective bargaining agreements, prior to any significant changes to existing working conditions 
or pay practices, or any situation that could impact the performance of the contract through labor unrest.  The  
Contingency Strike Plan shall describe the Contractor’s plan for assuring the timely performance of the work  
under this contract during a strike or work stoppage.  As a minimum, contents should include: information on  
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
       
      


   2. Title: Notification of Potential Labor Dispute and  3. Operator: 4. DR Number Page Date Rev. 


Contingency Strike Plan BA11 MF-01, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Notification of Potential Labor Dispute and Contingency Strike Plan       
16. Preparation Information: 
      
16.3  CONTENTS (cont.): 
implementation of the strike plan, a pre-strike checklist for managers and supervisors, a description of how  
critical work will be performed, an organization chart of the strike committee membership, phone numbers of  
key management personnel, and standards of conduct policies during the strike. 
      
16.4  FORMAT:  Electronic 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
       


Issue 
      


   2. Title:  3. Operator: 4. DR Number Page Date Rev. 


Work Order Status Report  BA00 MF-02 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
      (MO) Monthly 
3 Report due by COB 3rd Monday after each Fiscal Month  
7. Distribution:  
CFO, COTR       
and SWR Initiator       
 8. Initial Submission: 
 Contract Start Date 
  
9. As of Date:  
       
       
       
            
10. Remarks: 
 
 
 
 


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Work Order Status Report  
13. Use: 14. Interrelationship: 15. Reference: 
To monitor monthly status of work orders from 85% to PWS paragraph 2.8.4  
completion.        
   
   
   
16. Preparation Information: 
16.1 SCOPE:  This Data Requirement (DR) establishes the requirement for preparation of a monthly 
report identifying all open work orders which are 85% complete through completion. 
      
16.2    APPLICABLE DOCUMENT(S):  N/A 
 
 
 
16.3   CONTENTS:  Data elements work order number, work order estimate, costs incurred, and 
percentage of completion. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
       


Issue 
       


   2. Title:  3. Operator: 4. DR Number Page Date Rev. 


Electronic Monthly Cost Data Report  BA22 MF-03, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
      (MO) Monthly 
3  
7. Distribution:  
(See Remarks)       
       
 8. Initial Submission: 
 Contract Start Date 
  
9. As of Date:  
       
       
       
            
10. Remarks: 
Cost data is due to the Information Technology Services (ITS) Contractor for download into Other  
Accumulated Cost (OAC) in compliance with SSC Fiscal Calendar with cost reported for prior month and  
estimate for current month.  The flat file layout is shown on sheet 2 of this DR.  
 


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Electronic Monthly Cost Data Report   
13. Use: 14. Interrelationship: 15. Reference: 
For the monthly inclusion of cost data into Other  PWS paragraph 2.8.5  
Accumulated Cost (OAC).        
   
   
   
16. Preparation Information: 
16.1 SCOPE:  This Data Requirement (DR) establishes the requirement and related criteria for providing 
the monthly cost data in a flat file format as delineated on page 2 of this DR. 
      
16.2    APPLICABLE DOCUMENT(S):  N/A 
 
 
 
16.3   CONTENTS:  A letter stating the date of delivery to the Information Technology Services Contractor shall 
be submitted into the Stennis Contract Deliverable System (SCDS). 
 


 
 
16.4  FORMAT:  Electronic Data File shall be provided in the format as delineated on page 2 of this DR. 
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Electronic Monthly Cost Data Report  BA22     MF-03 2 of 2 
 


FLAT FILE LAYOUT 
 


FIELD LENGTH TYPE 
   
Element of Cost 2 Numeric 
Function Code 6 Numeric 
Work Request No. 10 Numeric 
Contributing Unit 4 Numeric 
Current Month Amount *11 Numeric 
Current month Hours *11 Numeric 
Total Amount *11 Numeric 
Total Hours *11 Numeric 
Filler 92 Alpha-Numeric 


   
 
The file needs to be a Text File. 
*Right justified with floating leading negative, implied decimal. 
  (e.g. - $125.59 would be sent as ‘-12559’ [11 chars]) same applies for hours 
 
 


HEADER RECORD LAYOUT 
 


Current Year 4 Numeric 
Current Month 2 Numeric 
Current Day 2 Numeric 
Contract Number 11 Alpha-Numeric 
Fiscal Week 2 Numeric 
Filler 115 Alpha-Numeric 


                                                                                                                              
 
Examples: 
 
Element of Cost - indicates type of work performed (e.g. 100103) 
 
 10 - Labor 
 20 - S/C Labor 
 40 - Materials 
 50 - O.D.C. 
 
Function Code - indicates type of work performed (e.g. 100103) 
 
Work Request No. - WBS (TWR, FSR, SWR, etc.) used to request work from contractor 
 
Contributing Unit - OBS (contributing contractor units) (e.g. 4752) 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
       


Issue 
      


   2. Title:  3. Operator: 4. DR Number Page Date Rev. 


Contract Monthly Operating Status Report BA21 MF-04 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
     3 (MO) 
       
7. Distribution:  
BA11       
       
      8. Initial Submission: 
      Contract Start Date 
9. As of Date:  
       
       
       
            
10. Remarks: 
Report is due by noon on the second Friday following the close of the Stennis Space Center fiscal month. 
 
 
 


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Contract Monthly Operating Status Report  
13. Use: 14. Interrelationship: 15. Reference: 
Reporting the status of cost and workforce to include PWS Paragraph 2.8.6  
variance explanations for total contract, both the prime   
and all subcontracts, to SSC Management and NASA   
Headquarters.   
   
16. Preparation Information: 
16.1  SCOPE:  This Data Requirement (DR) establishes the requirement of the preparation of a 
monthly workforce report that provides monthly status (dollars and workforce) to include variance explanations 
against the approved operating budget line items. 
 
16.2   APPLICABLE DOCUMENTS(S):        
 
16.3  CONTENTS:  The report shall provide cost (dollars) and workforce reported by SSC operating budget 
programmatic line item. 
 
16.4  FORMAT:  Electronic Database 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Quality Assurance Plan QA00 QA-01, 1 of 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (AN) The Quality Assurance Plan shall be reviewed by the contractor at least   
      annually and updated as required.  Changes to the Quality Assurance Plan shall be  
7. Distribution: submitted to the Agency COTR and reviewed and approved by the Agency Contracting  
CO, COTR, QA00 Officer prior to incorporation into the contract via contract modification. 
            
            
      8. Initial Submission: 
      Contract Start Date. To be submitted in final form, 60 days after Contract Award. 
9. As of Date:       
            
            
            
            
            
10. Remarks: 
The final plan, as approved by the Contracting Officer, shall be incorporated into the contract as Attachment J-20. 
      
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Quality Assurance Plan       
13. Use: 14. Interrelationship: 15. Reference: 
The Quality Assurance Plan will establish the  PWS Paragraph 2.11.1 See 16.2 
the baseline quality control techniques the contractor             
will use to assure contractual compliance.             
                  
                  
                  
                  
                  
16. Preparation Information: 
16.1 SCOPE:   The Quality Assurance Plan shall describe the objectives, implementing policy and  
procedures, quality, timeliness, responsiveness, and customer satisfaction that ensure supplies and  
services acquired under Government contract conform to contract requirements. The contractor shall  
describe any unique quality assurance requirements associated with individual task order. 
 
 
      
16.2   APPLICABLE DOCUMENT:   
FAR 46.202-3 Standard Inspection Requirements 
NPR 8730.5  NASA Quality Assurance Program Policy 
NPR 8735.2, Management of Government Safety and Mission Assurance Surveillance Functions  
                      for NASA Contracts 
      
16.3  CONTENTS:  The Quality Assurance Plan shall establish the processes, procedures, 
inspections techniques, documentation, training, certifications, non conformance, corrective actions used by  
the contractor to assure contractual compliance with the PWS. The Quality Assurance Plan shall  
include as a minimum: 
     (Cont. on page 2) 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
         


Issue 
     
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Quality Assurance Plan QA00 QA-01, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Quality Assurance Plan       
16. Preparation Information: 
a. Inspection system covering all services required by this contract 
 
      
b. Areas to be inspected on either a scheduled or unscheduled basis, frequency of inspections, and  
     the title of the individual(s) who will perform the inspection. 
c. Methods for identifying, correcting and preventing defects in the quality of service performed  
    before the level of performance becomes unacceptable. 
d. Method of documenting and enforcing quality/assurance operations. 
e. Methods for gathering and responding to customer feedback 
      
16.4:  FORMAT:  Electronic, MS Word. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Safety, Health and Environmental (SHE) Plan  QA00 SA-01, 1 0f 2 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (RT/AN) Submit 10 days after Contract Award; update as required and annually 
            
7. Distribution:       
CO, COTR, QA00,       
RA02       
            
      8. Initial Submission: 
      Contract Start Date 
9. As of Date:       
            
            
            
            
            
10. Remarks: 
      
The Safety, Health and Environmental (SHE) Plan shall be consistent with, and further detail, the contractor’s  
proposed approach to safety, health and environmental issues.  
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Safety, Heath and Environmental (SHE) Plan       
13. Use: 14. Interrelationship: 15. Reference: 
The Safety, Health, and Environmental Plan shall describe  PWS paragraph 2.10 See Block 16.2 
the contractor's methods of planning, implementing and              
controlling their industrial safety, occupational health, and              
environmental requirements over the duration of the              
contract.             
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:    This Plan will apply to all contractor operations conducted in support of this contract and  
identifies a baseline agreement to: (1) prevent employee fatalities, (2) reduce the number of safety, health and 
environmental incidents, (3) reduce the severity of employee injuries and illnesses, and (4) protect the   
environment through the ongoing planning, implementation, integration and management control of the  
contractor's industrial safety, occupational health, and environmental programs.       
 
 
 
 
 


      
16.2   APPLICABLE DOCUMENT:     Compliance with the following Occupational Safety, Health and  
Environmental Standards and applicable requirements shall be specified in the plan (if applicable to the scope of  
this contract). 
29 CFR 1910         Department of Labor; Occupational Safety and Health Administration  
                                  Standards for General Industry                          
29 CFR 1926         Department of Labor; Occupational Safety and Health Administration  
                                  Standards for Construction Industry  
40 CFR          Protection of the Environment 
NFPA Standards       National Fire Codes 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
      Continuation Sheet 


1. Number 
 
        


Issue 
       
      


   2. Title: Safety, Health and Environmental (SHE) Plan  3. Operator: 4. DR Number Page Date Rev. 


      QA00 SA-01, 2 of 2 
DATA REQUIREMENT DESCRIPTION - CONTINUATION 


11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Safety, Health and Environmental (SHE) Plan       
16. Preparation Information: 
NASA-STD-8719.11     Safety Standard for Fire Protection 
NPR 8715.3             NASA General Safety Program Requirements 
NPD 8500.1                  NASA Environmental Management 
NPR 8553.1                  NASA Environmental Management System 
SPR 8500.1                  Environmental  Management System Procedural Requirements 
 
 
 
 
              


SPR 8500.2                  Environmental Operations and Implementation Plan 
SPD 8715.4                  Safety and Health Policy 
SPR 8715.1                  Safety and Health Program Requirements 
      
      
(NOTE: Reference from Block 12: NFS 1852.223-70, Safety and Health;  NFS 1852.223-72, Safety and  
Identification and Material Safety Data; FAR 52.223-4, Recovered Material Certification; FAR 52.223-5,  
Pollution Prevention and Right-to-Know Information; FAR 52.223-7, Notice of Radioactive Materials; FAR  
52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Products; FAR 52.223- 
10, Waste Reduction Program; FAR 52.223-11, Ozone Depleting Substances; FAR 52.223-12, Refrigeration  
Equipment and Air Conditioners; FAR 52.223-13, Certification of Toxic Chemical Release Reporting; and  
FAR 52.223-14, Toxic Chemical Release Reporting. DRD Mishap and Safety Statistics Report.) 
      
16.3   CONTENTS:   The Safety, Health, and Environmental (SHE) Plan shall clearly describe how the  
contractor plans to comply with the NASA and Center specific requirements. The plans shall as a minimum  
address the requirements listed in Appendix E of NPR 8715.3. 
      
16.4  FORMAT: Electronic MS Word  
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
      
SSC-167 (10/96) (Ms Word 6.0) C.G. (10/96) pc 


 


National Aeronautics and 
Space Administration
John C. Stennis Space Center







NNS11367739R (SPSC) Data Procurement Document (DPD) Attachment J-06 


37 


 


 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Mishaps and Safety Statistics Report QA00 SA-02 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (MO) Safety Statistics reports shall be submitted by the 10th workday of the month. 
      Follow up investigation reports and corrective action plans shall be submitted for each 


    7. Distribution: occurrence  in accordance with requirements of NPR 8621.1.  Reporting and investigation  
QA00, COTR requirements vary based on type, criticality, and visibility of the incident.     
        
            
      8. Initial Submission: 
       Contract Start Date as specified by NPR 8621.1, For injury/illness statistics, and  
9. As of Date: headcount/operating hours, on the second month after Contract Start Date. 
            
      Initial Mishap and Close Call incident reports shall be submitted as soon as possible after 


               
           


             
              


      


      occurrence but in no case later than as required by NPR 8621.1, Mishap and Close Call 
      Reporting, Investigating, and Recordkeeping.   
            
10. Remarks: 
      
N/A 
      
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Mishaps and Safety Statistics Report       
13. Use: 14. Interrelationship: 15. Reference: 
To provide reporting metrics for mishaps, close calls, and  PWS Paragraph DRD SA-01 
serious non-occupational injuries; to assure appropriate  2.10.1.2 NPR8621.1 
level of management and employee awareness;              
and to prevent recurrence of similar incidents.             
                  
                  
                  
                  
16. Preparation Information: 
16.1   SCOPE:  This report shall document all mishaps and close calls as required in NPR 8621.1. 
 
 
      
16.2  APPLICABLE DOCUMENT:  NPR 8621.1 and Center supplements to this regulation 
      
16.3  CONTENTS:  These reports shall contain the information required by NPR 8621.1 and any  
Center supplements to this regulation. 
      
16.4  FORMAT:  The report shall be submitted on SSC Form SSC-850, or otherwise, as specified in NPR 8621.1   
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


Site Vehicle Accident Experience Report  QA00 SA-03 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
2 (QU) Report due no later than the 10th of month following month to be reported. 
            
7. Distribution:       
QA00       
            
            
      8. Initial Submission: 
      Following the first contract quarter, per Block 6. 
9. As of Date:       
            
            
            
            
            
10. Remarks: 
      
This report provides a monthly summary of SSC vehicle accidents and their effects on SSC operations.  
  
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
Site Vehicle Accident Experience Report       
13. Use: 14. Interrelationship: 15. Reference: 
This Data Requirements Description establishes the 


         
         


  


PWS Paragraph 3.5.3.6 SPR 8715.1, Safety and 
   requirements for the preparation and submittal of a report         Health Program 


 that provides a statistical summary of accidents and their         Requirements 
related effects.             
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE:  The report shall provide a statistical summary of accidents occurring during the reporting period, 


         and their effects on SSC operations.  
      
16.2  APPLICABLE DOCUMENTS:  SPR 8715.1 
      
16.3  CONTENTS:  A monthly summary of SSC vehicle accidents. 
      
16.4  FORMAT:  A contractor developed format is authorized with a NASA S&MA concurrence. 
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 Data Procurement Document 


  


DATA REQUIREMENT (DR) 
1. Number 
 
         


Issue 
       
      


   2. Title:       3. Operator: 4. DR Number Page Date Rev. 


SSC Safety and Security Orientation Video Report LA00/QA00 SA-04 
SUBMITTAL REQUIREMENTS 


5. Type: 6. Frequency of Submission: 
1 (MO) Due on the 10th of each month. 
            
7. Distribution:       
LA00       
            
            
      8. Initial Submission: 
      30 days post award 
9. As of Date:       
            
            
            
10. Remarks: 
      
N/A 
  
      
      


DATA  REQUIREMENT DESCRIPTION (DRD) 
11. Standard DRD Title: 12. Standard DRD Number Rev. Page Date 
SSC Safety and Security Orientation Video Report       
13. Use: 14. Interrelationship: 15. Reference: 
This DRD provides a summary of personnel & visitors 


        
PWS Paragraph  SPR 8715.1, Safety and 


   viewing the SSC Safety and Security Orientation DVD. 3.2.10.11 Health Program 
             Requirements, 


            SSC form 724C 
                  
                  
                  
                  
16. Preparation Information: 
16.1  SCOPE: This Data Requirements Description establishes the requirements for entering roster data into the 
NASA/SSC Electronic Database and monthly forwarding Safety and Security Orientation video viewing rosters to  
NASA Human Resources (HR). 
      
16.2  APPLICABLE DOCUMENTS:  SPR 8715.1 
      
16.3  CONTENTS:  Rosters shall be submitted on form, SSC-724C 
      
16.4  FORMAT:  Electronic 
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ATTACHMENT J-07 - OFFICER UNIFORMS AND EQUIPMENT REQUIREMENTS 
 
1.0 Uniform and Support Equipment Standards 
 
1.1 Security Officer 
 
1.1.1 The Contractor shall provide/issue standard, complete, adjusted for climate, 


appropriate uniforms (to include patches and shields) to all uniformed officers to be 
worn at all times when on duty or as directed.  Every armed security officer shall be 
issued threat level III concealable body armor in a color appropriate to the duty 
uniform.  Body armor shall be readily accessible while on duty and worn during 
increased threat levels and during training. 


   
1.1.2 Every Security Officer must be attired and equipped to a single, uniform standard. 


Consideration for climate and geography is authorized by adjustments of fabric type 
and weight. The uniform selected by the Contractor, shall conform to high quality 
manufacture and shall provide for quality appearance, safety, comfort, durability, stain 
resistance, and performance. 


 
1.1.3 Sufficient quantities of uniforms shall be issued to provide officers with clean 


serviceable uniforms for daily use.   
 
1.1.4 Non-uniformed officers shall wear appropriate and standard civilian attire that meets 


the needs of the mission and complies substantially with the provisions of this 
attachment.  


 
1.1.4.1 Contractor identification on civilian attire is not authorized when civilian clothing is 


worn in lieu of a uniform. 
 
1.1.5 Appearance 
 
1.1.5.1 The uniform will present a favorable public image.   
 
1.1.5.2 The appearance of uniforms will fit well and be clean, neat, and well pressed.   
 
1.1.5.3 Foot wear will be clean and polished at all times. 
 
1.1.6 All Security Officers shall wear the same color and style of uniform.    
 
1.1.7 The approved shield and nametag, either metal or embroidered, identifying the wearer 


as a security officer, will be worn on the duty shirt and/or outer garment. The nametag 
shall be located above the right breast pocket.  


 
1.1.8 No Contractor identification, logo, or trademark, will be worn or displayed on the 


uniform at any time.   
 







NNS11367739R (SPSC)  Officer Uniforms and Equipment         Attachment J-07 


2 
 


1.1.9 The uniform shall only be worn when the officer is on official duty. Inappropriate 
wear of the uniform offsite while off duty is prohibited.  


1.1.10 Uniforms and equipment for security officers must consist of the following minimum 
items considering geographical and climate conditions: 


 
 


 


 


 


Supervisors and above: 
 
Winter - Uniform of the Day (UOD) 
pictured, white long sleeve, black tie 
(male), tab (female), black pants, 
NASA Protective Services Patch. 
(Long sleeves and tie/tab are 
optional.) 
 
Summer -UOD, same as above but 
with short sleeves and no tie. 


All Security Officers: 
 
Winter - Uniform of the Day (UOD) 
pictured, light grey long sleeve, black 
tie (male), tab (female), black pants, 
NASA Protective Services Patch. 
(Long sleeves and tie/tab are 
optional.) 
 
Summer -UOD, same as above but 
with short sleeves and no tie/tab. 
 


Locksmiths and Badging Personnel 
(optional): 
 
 
Polo, Black Pants, NASA Protective 
Services Patch 
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1.1.10.1 Headgear shall include as a minimum high quality baseball style cap and appropriate 
cold weather caps where necessary.  


 
1.1.11 A standard uniform black necktie/tab shall be worn with the long sleeve shirt. The 


tie/tab shall not be worn with the short sleeve shirt. 
 
1.1.12  A standard uniform duty shirt light grey in color (white in color for shift supervisor) 


shall be worn. Both short and long sleeve shirts shall be available for wear. Shirts shall 
be sized for the continuous wear of concealable body armor. Adjustments to fabric for 
climatic conditions shall match the look and appearance of the standard uniform as 
much as possible 


 
1.1.13 Shirts: shirts shall be seven (7) button placket fronts with shoulder epaulets and have 


sewn-in creases. Shirts shall have pleated and scalloped pockets and a badge sling on 
the left breast pocket. 


 
1.1.14 Trousers: standard uniform duty trousers shall be black in color. Adjustment of fabric 


for climatic conditions shall match the look and appearance of the standard uniform as 
much as possible. Trousers shall have no cuff. 


 
1.1.15 Sweater: standard uniform duty, V-neck black, military style, badge tab, shoulder 


epaulets. 
 
1.1.16 Shoes: standard uniform duty black shoes. Athletic shoes are not acceptable. 
 
1.1.17 Duty Gear: standard uniform duty gear shall be plain black. All duty gear shall be fully 


serviceable and professional in appearance. Duty Gear shall include a duty belt, level 
III retention holster, pants belt, belt keepers, reflective vest, magazine pouch, radio 
carrier, baton holder, OC spray holder, flashlight carrier, handcuff pouch, nametag, US 
Flag patch on right sleeve, appropriate rank insignia, NASA security patch, and other 
items as approved by the COTR.   
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1.1.18 Rain Suit and cold weather clothing; standard uniform duty coat, rain boots (optional), 
and gloves. 


 
1.1.19 Fluorescent yellow Hi Visibility safety vest. 


 
1.1.20 Any proposed changes or modifications to the standard uniform shall be approved by 


the COTR. 
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ATTACHMENT J-08 – SCREENING REQUIREMENTS 
 
 
1.0 General  


 
The medical examination(s), psychological evaluations and drug screens required 
herein will be furnished by the government and conducted at the SSC Medical Clinic.  
 


2.0 Medical Examination Requirements for First Responders 


2.1 Standardized NASA Medical/Fitness Examination 


2.1.1 The implementation and application of a single NASA Medical/Fitness Examination 
standard for all First Responders shall be used to ensure that the health of the 
individual First Responders will be at a level that permits them to perform job-related 
assignments safely, effectively, and without hazard to themselves or others. 


2.1.2 The following is a general description of the physical requirements of the First 
Responders positions affected by this Medical Examination and Fitness Guidance. 


 
2.1.2.1 The duties of First Responders are performed under conditions that vary from 


sedentary to maximum exertion. Normal work conditions also require the First 
Responders to perform in a reliable manner under adverse weather or situational 
conditions. 


 
2.1.2.2 First Responders must gather, respond to, and report facts under potentially hazardous 


worksite conditions. This may include physically confronting an adversary or 
disturbed person, working at heights, underground, in confined spaces, in poorly 
lighted facilities, in emergency situations, and working in environments with weather, 
chemical, physical, and biological hazards. 


 
2.1.2.3 Some of the hazards First Responders face may require the use of personal protective 


equipment, such as over-clothing, protective vests, helmets, and protective masks. The 
proper use of personal protective equipment, body armor, uniform items, and clothing 
requires a moderate level of fitness and overall health. 


 
2.1.2.4 Technical/protective support equipment requires an evaluation of the wearer's ability 


to utilize the equipment safely, without adverse effect to the First Responders health. 
Adverse conditions sometimes occur unexpectedly, while others are anticipated and 
appropriate steps can be taken in an orderly and controlled manner to safely leave the 
hazard area. 


 
2.1.3 Before entrance on duty and every 3 years during employment, applicants and 


employees in First Responders positions must undergo a medical examination and be 
physically and medically capable of performing the essential duties of the position 
efficiently and without hazard to themselves or others. (Ref. 1600.1 Para 7.9.4., 
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“Conditions Under Which Firearms May be Carried by Center Security Personnel 
Including Shoulder-Fired Weapons.”) 


2.1.4 Routine medical evaluations serve to monitor the First Responders health status to 
ensure that he or she maintains a condition which would meet the criteria of this 
standard. In addition, routine medical monitoring tracks conditions which may develop 
as a result of exposure to toxic materials, such as lead dust, which have latent periods 
for symptom development. 


2.2 Medical Examination Parameters 
 
2.2.1 Vision 
 
2.2.1.1 Distant visual acuity must be at least 20/40 in each eye with corrective lenses; distant 


binocular acuity of at least 20/40 with corrective lenses. 
 
2.2.1.2 Near visual acuity must be corrected to at least 20/40 in each eye; near binocular 


acuity of at least 20/40 with corrective lenses.  
 
2.2.1.3 Field of vision must be at 90 degrees in the horizontal meridian in each eye.  
 
2.2.1.4 Ability to distinguish the colors must be present for red, amber, and green. 
 
2.2.2 Hearing 
 
2.2.2.1 Average; First Responders hearing loss in the better ear cannot be greater than 40 


decibels at 500 Hz, 1,000 Hz, and 2,000 Hz, with a hearing aid. 
 
2.2.2.2 Work Activity:  First Responders routinely work in areas where a broad spectrum of 


physical hazards exists, including environmental noise levels above 90 decibels. 
 
2.2.3 Musculo-Skeletal 
 
2.2.3.1 First Responders require hands, arms, legs, and feet. No impairment of the use of a 


leg, a foot, an arm, a hand, the fingers, back or neck which would most likely interfere 
with the functional requirements of the First Responders position.  


 
2.2.3.2 There shall be no established medical history or clinical diagnosis of rheumatic, 


arthritic, orthopedic, muscular, neuromuscular, or vascular disease which would 
interfere with the ability to perform the functional requirements of a First Responders 
position. 


 
2.2.3.3 First Responders are required to perform moderate to strenuous lifting, carrying, 


walking and standing for prolonged periods exceeding 60 minutes. 
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2.2.3.4 First Responders will routinely be required to ascend or descend heights in order to 
safely egress from a potentially hazardous area. 


 
2.2.3.5 During routine activities, First Responders must wear or carry portable protective 


equipment and a firearm with ammunition, located at the waist. 
 
2.3 History 
 
2.3.1 Review of the applicant/employee's history must be conducted in regard to personal 


and family medical history and a work history including occupational exposures to 
chemical, biological, and physical hazards. 


 
2.3.2 Appropriate medical forms must be completed by the applicant and provided to the 


medical professional prior to the examination. 
 
2.3.3 There shall be an examining room discussion between the applicant/employee and the 


medical professional regarding medical history, with special attention given to the 
questionnaire on occupational exposures to chemical, biological, and physical hazards. 


 
2.3.4 The development of the medical history is to be inclusive of what is commonly termed 


multi-phasic screening. 
 
2.4 Specific Examination Tests and Requirements 
 
2.4.1 The physical examination should include, but not be limited to a review of the 


following: head and neck, including visual tests, an examination of the ears, nose and 
throat, an examination of the respiratory, cardiovascular and central and peripheral 
nervous systems, an examination of the abdomen, rectum, and genitourinary system, 
an examination of the spine and other musculoskeletal systems, and an examination of 
the skin. 


 
2.4.2 Specific tests/measurements to be obtained include: 
 


• Height and weight 
• Temperature, pulse, respiration rate, blood pressure 
• Eye examination, including: 
• Visual acuity, near and far 
• Depth perception 
• Accommodation 
• Field of vision 
• Fundiscopic  


 
2.4.3 Cardiopulmonary evaluation, which shall include the following requirements: 


 
• Resting twelve-lead electrocardiogram with interpretation 
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• A sub-maximal exercise test with a twelve-lead EKG will be required of those 
applicants found to be in a category of risk greater than 18 per 100, according to the 
Coronary Risk Handbook published by the American Heart Association. 


 
2.4.4 Pulmonary Function Evaluation 
 


• FVC, FEV1, FEV1/FVC ratio 
• Permanent record of flow curves must be included in the patient's report 
• Chest X-ray (PA) 14 x 17 inches as a baseline 


 
2.4.5 Comprehensive laboratory profile  
 


• Urinalysis (including microscopic). 
• Hemocul 
• CBC 


 
2.4.6 Test chemical groups (done after 12-hour fast) 
 


• Chloride, bicarbonate 
• Glucose 
• Blood urea nitrogen 
• Creatinine 
• Uric acid 
• LDH, SGOT, SGPT, GGTP 
• Alkaline phosphatase 
• Bilirubin 
• Total protein 
• Albumin and globulin 
• Cholesterol 
• Triglycerides 
• HDL Cholesterol 
• Potassium 
• Calcium 
• Blood lead, if indicated. A blood lead and zinc protoporphyrin should be done when 


there is a history of lead exposure or when the test is indicated in the physician's 
judgment. 


 
2.4.7 Audiometric Testing 


 
2.4.7.1 An otoscopic examination, otological history, and audiometric test shall be 


administered by an otolaryngologist, audiologist, or certified audiometric technician. 
 
2.4.7.2 Audiometric facilities, equipment, calibration procedures, and technician certification 


shall meet the requirements outlined in 29 CFR 1910.95. 
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2.5 Evaluation of Test Results 


2.5.1 The results of the otoscopic examination, otological history and audiometric tests shall 
be reviewed by an otolaryngologist, audiologist, or other qualified medical 
professional. 


2.5.2 The examining physician will evaluate the results of the medical examination to 
determine the applicant's ability to utilize personal protective equipment including a 
protective mask and protective clothing. 


2.5.3 Disqualifying positions 


2.5.3.1 Failure to meet the required-physical and medical qualifications shall be considered 
disqualifying for continued employment as a First Responder. 


2.5.3.2 Conditions such as myocardial infarction, angina, severe emphysema, or any 
significant cardiac or pulmonary condition should be disqualifying. 


 
2.5.3.3 Findings such as a beard, and obvious cardiac or pulmonary pathology should also be 


disqualifying. 
 
2.5.3.4 Evidence of moderate to severe restrictive or obstructive airway pattern should be 


disqualifying. 
 
2.5.3.5 Obvious cardiac disease should be disqualifying. 
 
2.6 Reporting Requirements 
 
2.6.1 The examining medical professional will generate personal medical reports for all 


applicant/employees examined and mail them to their private residence within 15 
working days of the date that the applicant/employee is examined. The results will list 
each test, individually indicating whether a result is normal or abnormal and, if 
appropriate, a recommendation for referral to the applicant's private physician will be 
made.  In addition, the personal medical report will contain: 


 
2.6.1.1 The medical professional’s opinion as to whether the applicant/employee has any 


detected medical condition(s) which would place the applicant/employee at increased 
risk of material health impairment from work exposures and practices. 


 
2.6.1.2 Determination of the applicant/employee's ability to wear any personal protective 


equipment. 
 
2.6.2 The examining medical professional shall utilize the appropriate medical forms and 


will forward the following to the (SPSC) Contract Management: 
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2.6.2.1  A written opinion as to whether the applicant/employee's health would be at increased 
risk of material impairment from the First Responders work environment. 


 
2.6.2.2 A written statement regarding the applicant/employee's ability to wear protective 


equipment. 
 
2.6.2.3 A written statement that the applicant/employee has been informed in writing by the 


medical professional of the results of the medical examination. 
 
2.7 Medical Records 
 
2.7.1 Upon completion of the medical examination, the medical professional shall forward 


to the employees managers office, each applicant/employee's complete medical record. 
The envelope shall be marked PERSONAL Sensitive But Unclassified (SBU) and the 
package shall include: 


 
2.7.1.1 Completed medical/occupational history forms. 
 
2.7.1.2 Completed physical examination forms. 
 
2.7.1.3 All laboratory test results. 
 
2.7.1.4 Chest X-ray (radiograph and interpretation). 
 
2.7.1.5 Pulmonary function test. 
 
2.7.1.6 Audiometric test results. 


 
2.7.1.7 These documents shall be maintained in the applicant/employee’s "Employee Medical 


File" They shall be made available for examination by NASA Security as evidence of 
contract compliance for as long as the employee is employed as a First Responder. If 
the applicant is not hired into the position, or if an employee is removed from a First 
Responders position on the basis of medical disqualification, his or her records will be 
retained until no longer needed. If no legal or administrative challenges are made 
regarding the handling of the disqualification, the file will be retained in a secured 
central location and will be destroyed after a one-year retention period.  


 
3.0 Psychological Screening 


3.1 A battery of psychological examinations, including the Minnesota Multiphasic 
Personality Inventory-2 (MMPI-2) and the Shipley Institute of Living Scale will be 
administered to all applicants.   


3.2 The purpose of these examinations is to screen applicants who possess significant 
employment risk factors and to identify applicants who exhibit behavioral 
characteristics associated with employment success. 
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3.3 In addition, these tools are used to ensure all armed security officers are free of 
problems that may adversely affect job performance.  The evaluation must focus on 
the applicant’s suitability for high-risk and high-stress work.  


3.4  Each examination will be furnished by the government and administered/evaluated by 
the on-site Employee Assistance Program (EAP) Manager.  Upon completion of this 
evaluation, the Contractor shall use these findings to determine the applicant’s 
suitability for employment.   


4.0 Drug Testing and Drug & Alcohol – Free Workforce Requirements 


4.1 The Contractor shall comply with federal policies on drug and alcohol-free work 
places as well as NASA FAR Supplement Subpart 1823.5, Drug-Free Workplace. 


4.2 The Contractor shall institute and maintain a program for achieving a drug and 
alcohol-free workforce.  


4.3 The Contractor shall provide, as a minimum, for pre-employment, reasonable 
suspicion, random, post –accident and periodic recurring (follow-up) testing of 
contractor employees in sensitive positions for use, in violation of applicable law or 
Federal regulation, of alcohol or a controlled substance.  


4.4    The Contractor shall conform to the “Mandatory Guidelines for Federal Workplace 
Drug Testing Programs” published by the Department of Health and Human Services 
(59 FR 29908, June 9, 1994) and the procedures in 49 CFR part 40, Procedures for 
Transportation Workplace Drug Testing Programs, in which references to “DOT” 
shall be read as “NASA”, and the split sample method of collection shall be used. 
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ATTACHMENT J-09 - PHYSICAL FITNESS REQUIREMENTS 
 
1.0 General 


1.1 The contractor shall adequately train their security personnel to meet the rigors of the 
Security services contract.  


1.2 SSC requires as a minimum standard the annual Physical Agility Test (PAT) outlined 
below. The standard applies to Security Officers, Investigators, and all other contractor 
employees authorized to be armed.  


 
1. From a seated position exit vehicle, open trunk, and grab baton-flashlight. 


 
2. Complete a 100 yard run.  


 
3. Navigate an obstacle course, total length 115 feet:  


 
a. 40 inch wall 
b.Three hurdles (24 in, 12 in, 18 in high) 
c. Serpentine pylon maneuver, low crawl  


 
4. Drag 150 lb dummy 50 feet.  


 
5. Repeat obstacle course (Item 1.2.3). 


 
6.  Repeat 100 yard run (Item 1.2.2). 


 
7. Return baton-flashlight to trunk and enter vehicle.  


 
8. Time stops when employee is seated with both hands on the steering wheel, and 


key is back in ignition. 
 


1.3 Administer the PAT semi-annually.  Require all Security Officers, Investigators and 
other contractor personnel authorized to be armed to complete the PAT within the 
maximum allowable time of 7 minutes. Personnel who fail to meet this standard will 
be retested within 60 calendar days. Refusal to test or failing to pass will be considered 
a basis for removal from the contract.  


 
1.4 Additionally, the Contractor shall carefully screen non-incumbent officers (personnel 


not previously employed on a NASA Security Contract) and administer a physical 
agility test that includes a one mile run in less than 10 minutes.  
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ATTACHMENT J-10 - SECURITY OFFICER QUALIFICATIONS 


 
1.0 General 


 The following basic qualifications will apply to all individuals employed or being 
considered for employment as security officers. 


 
2.0 Citizenship 
 
2.1 All officers must be United States citizens. 
 
3.0 Personal Traits 
 
3.1 Officers shall; 1) Exercise good judgment, 2) Interact with people in a professional 


manner, 3) Maintain a high level of performance, and 4) Maintain poise and self-control 
under stress. 


 
4.0 Education and Experience 
 
4.1 The Contractor shall certify that officers have as a minimum; 
 
4.1.1 A high school diploma or General Equivalency Diploma (GED). 
 
4.1.2 Possess and maintain a valid state driver’s license. 
 
4.1.3 The ability to read and speak the English language, understand, and apply written rules, 


detailed orders, instructions and training material. Construct and write clear, concise, 
accurate and detailed reports. 


 
4.1.4 Basic level computer skills operating standard word processing programs. 
 
5.0 Age Qualifications 
 
5.1 The Contractor shall ensure that, at the time of employment, each security officer is at 


least 21 years of age. 
 
6.0 Pre-Employment Investigation 
 
6.1 The Contractor shall ensure that no security officer employee has a felony conviction.   
 
6.2 Persons convicted of or under indictment for a misdemeanor crime of domestic violence 


are prohibited from employment as an armed security officer. 
 
6.3 The Contractor is required to conduct or have conducted a pre-employment suitability 


investigation to span a minimum of 5 years and shall reflect on the suitability of the 
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security officer to perform security duties under this contract. (Investigative reports shall 
be provided to the Government upon request by the CO, COTR, or CCS) 


 
7.0 Standards of Conduct 
 
7.1 The Contractor shall provide a standard operating procedure “Standards of Conduct”, for 


all employees.  
 
7.2 Each Contractor employee shall adhere to general standards of conduct that reflect 


creditably upon themselves, their employer, NASA, and the Federal Government. 
 
7.3 The Contractor shall apply appropriate disciplinary action for any Contractor employee 


for failure to comply with the general standards of conduct.   
 
7.3.1 The Contractor shall initiate immediate action to replace such an employee to maintain 


continuity of services at no additional cost to the Government. 
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ATTACHMENT J-11.1 –VEHICLE EQUIPMENT STANDARDS 
 


1.0 Vehicle Fleet 
 


1.1. The vehicle fleet will be Government Furnished through an existing U.S. General Services 
Administration (GSA) Contract with SSC/NASA.  The SSC Transportation Officer will 
determine the size and makes of the fleet. (Reference Attachment J-11.2, Government 
Provided GSA Leased Vehicles for the current list of those provided.)   
 


2.0 Patrol Vehicle Equipment Requirements 
 


2.1. The Contractor shall provide each patrol vehicle with the items listed below.  Contractor 
acquired equipment will be treated as contractor owned and contractor accountable. 
 


1. Fire extinguisher  
2. First aid kit  
3. Lock out kit (4 vehicles minimum) 
4. Jumper cables  
5. Video surveillance equipment  
6. Vehicle decals designed by NASA, and shown below. The fully reflective decals 


shall be installed on side and door panels.  (Note: This will require removal of 
existing vehicle decals.) 
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2.2 The Government shall provide each vehicle with the items listed below.  These items shall 


be considered as government furnished, contractor accountable property. 
 


1. Radio equipment (handhelds) 
2. Vehicular mounted RADAR detector (3 maximum) 
3. Exterior top mounted light bar 
4. Exterior driver mounted spot light (8 maximum)    
5. Interior rear mounted blue/red strobe (3 maximum)    
6. Interior dash mounted blue/red strobe (3 maximum)    
7. Interior rear mounted directional bar light (7 maximum)   
8. Appropriate control/switch box(es) (as required to operate items 3, 5, 6 and 7) 
9. Public Address (PA) and siren control box   
10. Grill mounted speaker  


2.3 The Contractor shall be responsible for all repairs and/or replacements of vehicle 
equipment (contractor acquired and government furnished) with the exception of radio 
equipment.  Items determined to be beyond economical repair shall be disposed of IAW 
NPR 4200.2B, Equipment Management Manual for Property Custodians w/Change 1 , 
NPD 4300.1B, NASA Personal Property Disposal Policy, and NPR 4300.1A, NASA 
Personal Property Disposal Procedural Requirements. 


2.4 As GSA determines that it is time to replace vehicles in the fleet (determined either by 
mileage or age), the Contractor shall remove all equipment from the existing vehicle and 
install in/on the replacement vehicle. 


2.5 The Contractor shall standardize the vehicle equipment for all patrol vehicles to ensure that 
vehicles conform to a standardized visual pattern and present a coherent and professional 
appearance.  
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G11-0473K Sedan Lt White CHEVROLET IMPALA 2010 2445
G11-0537H Sedan Lt White CHEVROLET IMPALA 2009 1903
G11-0538H Sedan Lt White CHEVROLET IMPALA 2009 3303
G11-0539H Sedan Lt White CHEVROLET IMPALA 2009 2363
G11-1047D Sedan Lt White CHEVROLET IMPALA 2007 1014
G11-2450K Sedan Lt White CHEVROLET IMPALA 2010 4375
G11-4506G Sedan Lt White CHEVROLET IMPALA 2008 362
G11-4507G Sedan Lt White CHEVROLET IMPALA 2008 1950
G42-0413F LD Van 4x2 (Cargo) Lt White CHEVROLET EXPRESS 1300 2007 505
G62-1749G LD Pickup 4x4 Lt White DODGE 1500 2008 1217


Government Provided GSA Leased Vehicles 
As of April 2011


Class-Tag
Vehicle
Type


Vehicle
Color


Make
(Manf. Name)


Model
(Name)


Model 
Year


Average 
Monthly 
Mileage





		J-11_2 Government Provided GSA Leased Vehicles_Cover Sheet

		J-11_2_Government Provided GSA Leased Vehicles_1

		2011040612371042
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ATTACHMENT J-12 – TRAINING REQUIREMENTS 


 
 
 
1.0 General 
 


The Contractor shall provide the following security and safety training functions and 
services: 


 
1.1 Ensure all security officers meet the physical agility and firearms proficiency 


requirements within 6 months of contract start date. 
 
1.2 Schedule range use and provide for remedial firearms training. 
 
1.3 Conduct firearms familiarization and proficiency training, safety training, and 


qualifications to include instruction in:  general firearms safety, proper handling, loading 
and unloading of weapons, proper cleaning of weapons, and deployment and capability of 
weapons.  Enforce range safety rules and conduct live-fire weapons proficiency tests.  
Call all courses of fire at range IAW NPG 1620.1A. 


 
1.4 Provide a Security Training Plan (DRD MA-05). This plan must be approved by the 


COTR.   
 
1.5 Assume responsibility for all expenses associated with training to include, but not limited 


to state fees, license fees, certification fees, and transportation and lodging fees. 
 
1.6 Ensure all contract employees take the following required training (within 30 days of 


employment): 
 


a. Sensitive But Unclassified Awareness Training 
b. IT Security 
c. New Employee Safety and Health Orientation Training 
d. Area Access training (only for employees needing access to the test complex) 
e. Asbestos in the Workplace 
f. Electrical Safety Awareness   
g. SSC Hazard Communications for Office Workers   
h. SSC Office Ergonomics   


 
1.7 Administer viewing of the SSC Safety and Security Orientation via DVD (which is 


provided by NASA), to all personnel obtaining either a permanent badge, a test complex 
unescorted badge, or a temporary badge in excess of 14 days.  Data input into the NASA 
electronic database is required, along with a monthly report documenting training to the 
Office of Human Capital.  They are also responsible for documenting training in the 
badging system. 
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2.0 NASA Protective Services Training Academy (NPSTA) 
 


The contractor shall qualify all security personnel by completion of firearms qualification 
and training as required IAW the NPR-1600.1 prior to such officers assuming any armed 
duties associated with this contract. The contractor shall qualify all Management and 
Supervisory personnel by completion of the FAA Course, and all remaining security 
officers by completion of the Security Officer Fundamentals Certification Course 
(SOFCC).  (The Training Academy is located at Kennedy Space Center.  Courses may be 
scheduled by contacting the Lead Instructor at 321-861-5804.) 


2.1 NPSTA Curriculum 


The approximate hourly breakdown for each course represents the time required to 
complete the core curriculum training.  This may vary due to the number of students and 
added site-specific logistical and administrative topics as well as changing weather 
conditions that delay or cause adjustments to the training schedule.  The hours do not 
include the time required for student practice, written and performance testing, and 
logistical matters associated with the training. 
 


2.2 FAA Basic Course: 
 
This course (approx. 152 hours) provides students with the framework to perform duties 
in a position where they shall reasonably be expected to affect an arrest or use varying 
degrees of physical force in performance of Federal Arrest Authority (FAA) as outlined 
in CFR Title 42 Section 2456a. 
 


2.3 FAA Refresher Course: 
 
This course (approx. 40 hours) provides students with training to maintain proficiency 
and update standards as applicable to NASA Federal Law Enforcement. 
 


2.4 Security Officer Fundamentals Certification Course (SOFCC) Basic Course: 
 
This course (approx. 80 hours) provides students with the framework to perform duties in 
a position where they function as armed security personnel without the FAA prescribed 
in CFR Title 42 Section 2456a. 
 


2.5 SOFCC Refresher Course: 
 
This course (approx. 24 hours) occurs every two years for officers who have previously 
attended the SOFCC Basic Course.  The course provides students with a refresher to the 
SOFCC as well as updated material.  
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2.6 SOFCC Instructor Certification: 


This course (approx. 40 hours) provides Instructor Certification.  The Training Officer 
must complete the SOFCC Instructor Certification Course and be certified as a NASA 
Instructor within 18 months of the contract start date. 
 


3.0 Security Clearance Training 
 


The Contractor shall develop, implement and maintain a program to ensure that all 
personnel granted a security clearance are trained to comply with EO 12958 and are 
aware of the penalties associated with non-compliance. 


 
4.0 Emergency Management  


 
4.1 The Contractor shall participate in activities designed to test, train and exercise 


emergency management and continuity capabilities essential to demonstrate, evaluate, 
and ultimately improve the ability to execute the planned capabilities. 
 


4.2 Security officers and management personnel shall be certified as an Emergency Response 
Official (ERO).  Certification is obtained by completing the following courses as required 
through the Federal Emergency Management Agency’s (FEMA) Independent Study 
Program (ISP) located at http://training.fema.gov/IS/crslist.asp . 
 


a. IS 100.LEb, Introduction to the Incident Command System (ICS 100) for Law 
Enforcement 


b. IS-200.b, ICS for Single Resources and Initial Action Incidents 
c. (Management personnel only) - IS-700.a, National Incident Management 


System (NIMS) An Introduction  
d. (Management personnel only) - IS-800.b, National Response Framework, An 


Introduction  
 
5.0 NCIC Training 


 
5.1 The Terminal Agency Coordinator (TAC) shall be trained and certified through the 


State/MJIC (approx. 24 hours). 
 
5.2 After the initial training, a recertification is required every two years (approx. 1 hour, 


online). 
 
5.3 Each NCIC user shall be trained and certified by the TAC.  The initial certification 


consists of approx. 3 hours of training plus a 1 to 1-1/2 hour test (online). 
 
5.4 Each NCIC user must be recertified every two years (approx. 1 hour, online.) 
 
5.5 The TAC is responsible for issuing certificates and maintaining them on file.  



http://training.fema.gov/IS/crslist.asp
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6.0 Passport Agent Training 


 
6.1 Contract employees responsible for issuing passports shall be certified by the U.S. 


Department of State.  
 


7.0 Adjudications Training 
 


7.1 Contract employees responsible for performing adjudications shall be trained in 
accordance with NPR 1600.1. 


 
7.2 In addition to adjudication training, personnel shall attend Personnel Security and 


Interviewing Techniques training. 
 


8.0 Armory Training 
 


8.1  Contract employees assigned armorer duties shall be qualified to perform all duties.   
 


9.0 GPO Only 
 
9.1 GPO assigned contractor employees shall be required to take the 8-hour GPO initial 


training. 
 
9.2 Each year of the contract, one (1) hour of refresher training shall be provided to the PM 


and supervisor semi-annually.  For officers, three (3) hours of refresher training shall be 
provided semi-annually.  
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Service                                G
PO


Support Services X X
X X
X X
X


X
X


X


X
X
X
X
X


X
X
X
X
X


X X
X X
X
X


X
X


−Airborne surveillance (helicopter)
−Mail Service 


*Does not include special needs furniture required by the Contractor workforce (e.g., ADA requirements, special ergonomic requirements)


−Grounds and Landscape Maintenance 
−Pest Control and Extermination (interior/exterior) 


−Utlities (Water, Sewage, Natural Gas, Electricity)
−Office Space/Work Area Space
−Basic Furniture out of NASA/SSC or GPO Furniture Inventory* 
−Space Planning 
−Office Moves and Alterations (Government-Directed) 
−Food Services (during normal operation hours) 
−Real Property Management 


−Operations, Maintenance, and Engineering of Facilities, Systems and Equipment


−Refuse Collection 
−Custodial Services


−Industrial Hygiene Consultation 
−Public Health Services 
−Hazardous and Controlled Waste Disposal 


−Medical Clinic Services (including Certification Physicals, First Aid, Emergency 
Services) 


−Health Physics (Radiation Protection) Consultation 
−Material Safety Data Sheet (MSDS) Repository 
−Environmental Sampling and Analysis 
−Medical Physicals 
−Medical Supplies & Medications 


This listing represents the Government Provided Services provided for the SPSC Contract.  The services listed 
have limitations on volume or quantity of service.
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Government Furnished Services (GFS)
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Service                                G
PO


Support Services (Cont.) X
X


X
X


X


Technical Training X X X
Networks


X  X


Telephones X X
IT Security


X
X


Secure Remote Access


X  
Administrative Desktop 
Support


X X
Software Development 
and Hosting X
Software and Hardware 
Maintenance X
Engineering 
Documentation Center  X


−Administrative desktop computers, printers, peripherals,cell phones, hand held 
devices, e-mail, and account
services.
−Hosting of applications, databases, files, file services, and web sites, including 
writing and modifying applications (Standards or Web). 
−Maintenance of applications, databases, files and web sites,
such as Web EOC or CAD.
−Repository for drawings, records, microimaging, and specifications.


−SSC Reference Standards 
−SPECSINTACT 
−Safety, health, skills, and operational area access training
and certification


NASA Contracts


TO
C


Government Furnished Services (GFS)
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AS


A
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ES


AC
CI


N
IC


S


This listing represents the Government Provided Services provided for the SPSC Contract.  The services listed 
have limitations on volume or quantity of service.
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Description
−Area Paging System (including weather warnings) 
−Maintenance of flag poles and illumination fixtures 


−Removal of animal carcasses from roads 


−Access to the institutional computer networks, including the
internet


−Includes instruments, voicemail, and long distance service.
−Vulnerability scanning and preliminary assessment for
contractor security plans.                                                                                                                                                                                                                                                                                                                                                                     


−Data Encryption Solution
−Provide secure remote (home or travel) access to computer
resources at the Center by Virtual Private Network (VPN) or
modem (dial-in).
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Service                                G
PO


Surveillance Television X X
PSCC Systems


X X X
Cable TV Service (BDCS)


X
Audio/Visual and 
Presentation Support X
Voice and Video 
Conferencing X
Public Address Service


X
Radio Services


X
Office Multi-Function 
Devices X


X
X
X
X
X
X


Logistics Services


− Warehousing
− Shipping and Receiving Services
− Government Property Disposal
− Material Management
− Property Management


− Operate VITS rooms, and portable VITS equipment.  Access to local and toll free 
teleconferences.


− Provide audio at events in various locations.


− Provides devices, distribute and train users.


− Provides copy, print, scanning, and faxing.  Includes toner only.


− Transportation Services


−(eg. Coastal radar, electronic security systems, fire alarm
systems, tornado areas warning systems, etc…)


− In facilities with existing capabilities.  Does not include the TV.


Description


Government Furnished Services (GFS)


− Operate Conference Center at B-1100, and SSC Auditorium (B-1200).


−Closed video transmission (TV or Web) used to monitor


NASA Contracts


TO
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FO
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C
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A


This listing represents the Government Provided Services provided for the SPSC .  The services listed have 
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Building Facility Name Space Type 1 Sq-Ft
1002 Naval Oceanography Building 1 109
2201 Maintenance Support Building 1 332
3101 South Reception Center 1 3,075
3103 South Gate 1 102
5500 Mainline Gate 1 58
7001 North Reception Center 1 554
7003 North Gate 1 102
8000 Emergency Operations Center 1 21,886
8200 Saturn Drive Gate 1 74
9101 Secure Production and Assembly Facility (GPO) 1 1150


9325
National Center for Critical Information Processing and 
Storage (NCCIPS)


                          Government Furnished Facilities


1.  Type 1 space is defined as air-conditioned offices, laboratories, and technical spaces.


General Notes:


(See Note 2)


2.  No assigned work space in this duty area.
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


1005 Guns, Through 30 Mm. 11402 PISTOL, 9MM, SEMI-
AUTOMATIC 06/29/1989 SS-8000 $ 512.00


11403 PISTOL, 9MM, SEMI-
AUTOMATIC 06/29/1989 SS-8000 $ 512.00


11404 PISTOL, 9MM, SEMI-
AUTOMATIC 06/29/1989 SS-8000 $ 512.00


34309 PISTOL, 9MM, SEMI-
AUTOMATIC 06/29/1989 SS-8000 $ 512.00


813706 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813707 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813708 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813709 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813710 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813711 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813712 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813713 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


 INSTALLATION ACCOUNTABLE GOVERNMENT PROPERTY AS OF 02/24/2011
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


813714 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813715 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813716 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813717 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813718 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813719 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813720 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813721 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813722 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813723 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813725 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813726 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813727 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813728 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


813729 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813730 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813731 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813732 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813733 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813734 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813735 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813736 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813737 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813738 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813739 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813740 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813741 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813742 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00







NNS11367739R (SPSC) Installation Accountable Government Property Attachment J-15.1


 4


FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


813743 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813744 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813745 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813746 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813747 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813748 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813749 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813750 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813751 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813752 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813753 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813755 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813756 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


813757 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


813759 PISTOL, SEMI-AUTOMATIC, 
9MM 08/06/1992 SS-8000 $ 387.00


1623126 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623127 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623128 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623129 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623130 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623131 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623132 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623133 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623134 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623135 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623136 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623137 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623138 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


1623139 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623140 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623141 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623142 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623143 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623144 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623145 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623146 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623147 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623148 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623149 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


1623150 PISTOL,SEMI-
AUTOMATIC,9MM 04/25/2002 SS-8000 $ 368.00


Result $ 30,985.00
3415 Grinding Machines 1539913 GRINDER, BENCH 12/13/1995 SS-2201 $ 82.00
3417 Milling Machines 1325244 ENGRAVER, TAG 02/09/1995 SS-2201 $ 1,039.00
3419 Miscellaneous Machin 293278 COMBINATOR, KEY 03/10/1986 SS-2201 $ 499.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value
396810 KEY MACHINE, TABULAR 06/19/1986 SS-2201 $ 850.00
1323507 KEY CODE MACHINE 10/27/1993 SS-2201 $ 1,864.00
1323583 KEY MACHINE 11/12/1993 SS-2201 $ 656.00
G034391 KEY MACHINE 08/18/1989 SS-2201 $ 862.00
Result $ 4,731.00


5130 Hand Tools, Power Dr 1323652 DRILL, 3/8 12/10/1993 SS-2201 $ 95.00
1324168 DRILL 05/12/1994 SS-2201 $ 158.00
Result $ 253.00


5820 Radio And Television 818667 CAMERA, 1/2 CCTV 04/05/1991 SS-8000 $ 414.00
818669 CAMERA, 1/2 CCTV 04/05/1991 SS-8000 $ 414.00
818670 CAMERA, 1/2 CCTV 04/05/1991 SS-8000 $ 414.00
1623324 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623330 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623341 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623342 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623343 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623345 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623346 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623347 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623348 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623349 RADIO, PORTABLE 08/06/2003 SS-3101 $ 3,226.00
1623401 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623403 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623406 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623407 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623408 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623409 RADIO, PORTABLE 08/06/2003 SS-7002 $ 3,226.00
1623410 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value
1623425 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623436 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1623437 RADIO, PORTABLE 08/06/2003 SS-2201 $ 3,226.00
1623440 RADIO, PORTABLE 08/06/2003 SS-8000 $ 3,226.00
1670627 RADIO, PORTABLE 07/12/2006 SS-3101 $ 2,805.00
1670725 RADIO, PORTABLE 09/12/2006 SS-8000 $ 3,119.00
1670726 RADIO, PORTABLE 09/12/2006 SS-8000 $ 3,119.00
2251843 MONITOR, TELEVISION 02/26/2009 SS-8000 $ 865.00
2251845 MONITOR, TELEVISION 02/26/2009 SS-8000 $ 865.00
2251846 MONITOR, TELEVISION 02/26/2009 SS-8000 $ 865.00
2251876 MONITOR, TELEVISION 03/10/2009 SS-8000 $ 795.00
2251883 MONITOR, TELEVISION 03/10/2009 SS-8000 $ 1,495.00
2251887 MONITOR, TELEVISION 03/10/2009 SS-8000 $ 1,495.00
3054270 CAMERA, CCD 09/21/2004 SS-3101 $ 1,754.00
3054316 CAMERA, CCD 09/30/2004 SS-8000 $ 1,754.00
Result $ 87,919.00


5835 Sound Recording 15797 RECORDER-REPRODUCER, 
SOUND 03/09/1989 SS-8000 $ 150.00


1012149 RECORDER-REPRODUCER, 
SOUND 03/04/1991 SS-8000 $ 330.00


2157047 RECORDER-REPRODUCER, 
SOUND 02/03/2004 SS-8000 $ 13,183.00


Result $ 13,663.00


5836 Video Recording 1012286 RECORDER-REPRODUCER, 
VIDEO 04/05/1991 SS-8000 $ 1,382.00


1012288 MONITOR, TELEVISION 04/05/1991 SS-8000 $ 171.00
1012289 MONITOR, TELEVISION 04/05/1991 SS-8000 $ 171.00
1012290 MONITOR, TELEVISION 04/05/1991 SS-8000 $ 171.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value


1223684 RECORDER-REPRODUCER, 
VIDEO 05/06/1992 SS-8000 $ 227.00


1622978 RECORDER-
REPRODUCER,VIDEO 10/01/2001 SS-8000 $ 1,178.00


1624192 CAMERA, CLOCK/RADIO 10/05/2005 SS-8000 $ 385.00
1624193 TRANSMITTER/RECEIVER 10/05/2005 SS-8000 $ 455.00
2157978 VIDEO SYSTEM, DIGITAL 10/05/2005 SS-8000 $ 2,975.00
2251123 PLAYER, DVD 10/01/2007 SS-3101 $ 71.00
2251924 PLAYER, DISC 03/25/2009 SS-8000 $ 353.00
2251948 MONITOR, TELEVISION; 42" 01/22/2009 SS-8000 $ 1,208.00
2251949 MONITOR, TELEVISION; 42" 01/22/2009 SS-8000 $ 1,208.00
2251950 MONITOR, TELEVISION; 42" 01/22/2009 SS-8000 $ 1,208.00
2251951 MONITOR, TELEVISION; 52" 01/22/2009 SS-8000 $ 1,771.00
2251952 MONITOR, TELEVISION; 52" 01/22/2009 SS-8000 $ 1,771.00


2251956 TOUCH PANEL, 7" 
WIDESCREEN 04/03/2009 SS-8000 $ 2,318.00


Result $ 17,023.00
5840 Radar Equipment, Exc 1941979 RADAR UNIT 12/14/2001 SS-8000 $ 2,395.00


1941981 RADAR UNIT 12/14/2001 SS-8000 $ 2,395.00
1941982 RADAR UNIT 12/14/2001 SS-8000 $ 2,395.00
Result $ 7,185.00


5865 Electronic Counterme 132902 COUNTER, MEASURE DEVICE 07/16/1987 SS-8000 $ 7,950.00


6350 Miscellaneous Alarm, 2155891 CORRELATOR,SPECTRAL 06/05/2002 SS-8000 $ 17,615.00
2156979 READER, FINGERPRINT 12/02/2003 SS-3101 $ 35,295.00


2251015 COMMUNICATOR,CENTRAL 
RECEIVING 08/21/2007 SS-8000 $ 38,520.00


2252764 SCANNER, FINGERPRINT 08/31/2010 SS-8000 $ 8,244.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value
2252765 SCANNER, FINGERPRINT 08/31/2010 SS-8000 $ 8,244.00
Result $ 107,918.00


6650 Optical Instruments, 1622985 MONOCULAR 10/05/2001 SS-8000 $ 1,976.00
1623505 MONOCULAR 10/10/2003 SS-8000 $ 2,300.00


1671426 CAMERA, THERMAL IMAGING 06/01/2010 SS-8000 $ 4,944.00


Result $ 9,220.00
6720 Cameras, Still Pictu 1622979 CAMERA,DIGITAL 10/01/2001 SS-3101 $ 975.00


2542725 CAMERA, DIGITAL 02/15/2007 SS-8000 $ 347.00
2542731 CAMERA, DIGITAL 02/15/2007 SS-8000 $ 347.00
2542733 CAMERA, DIGITAL 02/15/2007 SS-8000 $ 347.00
Result $ 2,016.00


6730 Photographic Project 2251858 SWITCHER, A/V SYSTEM 03/05/2009 SS-8000 $ 2,716.00
2251860 PROJECTOR, LCD 03/05/2009 SS-8000 $ 1,880.00
2252059 PROJECTOR, LCD 05/22/2009 SS-8000 $ 930.00
Result $ 5,526.00


7021 Adp Central Processi 2157046 COMPUTER, MICRO 02/03/2004 SS-8000 $ 9,393.00


2158622 COMPUTER, MICRO, LAPTOP 03/27/2007 SS-8000 $ 3,088.00


2158623 COMPUTER, MICRO 03/27/2007 SS-8000 $ 1,746.00
2158624 COMPUTER, MICRO 03/27/2007 SS-8000 $ 1,746.00
2196186 COMPUTER, MICRO 08/16/2007 SS-8000 $ 1,425.00
2196187 COMPUTER, MICRO 08/16/2007 SS-3101 $ 1,425.00
2250795 COMPUTER, MICRO 05/07/2007 SS-3101 $ 2,000.00
2252800 COMPUTER, MICRO 09/23/2010 SS-8000 $ 3,032.00
Result $ 23,855.00


7025 Adp Input/Output 1623329 RADIO, PORTABLE 08/06/2003 SS-1002 $ 3,226.00
1623547 SERVER 02/03/2004 SS-8000 $ 10,211.00







NNS11367739R (SPSC) Installation Accountable Government Property Attachment J-15.1


 11


FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value
1670525 DISPLAY UNIT 12/02/2003 SS-3101 $ 500.00
1670880 DISPLAY UNIT 03/27/2007 SS-8000 $ 166.00
1670881 DISPLAY UNIT 03/27/2007 SS-8000 $ 166.00
2156978 PRINTER, ADP 12/02/2003 SS-3101 $ 769.00
2157048 DISPLAY UNIT 02/03/2004 SS-8000 $ 575.00
2157310 SERVER 07/14/2004 SS-8000 $ 44,576.00
2201398 SCANNER, DIGITAL 01/26/2007 SS-8000 $ 176.00
2201403 SCANNER, DIGITAL 01/26/2007 SS-8000 $ 176.00
2201407 SCANNER, DIGITAL 01/26/2007 SS-8000 $ 176.00


2202323 SCANNER, FINGERPRINT, 
IDNTIFIE 02/09/2007 SS-8000 $ 4,000.00


2202333 SCANNER, FINGERPRINT, 
IDNTIFIE 02/09/2007 SS-8000 $ 4,000.00


2202341 SCANNER, FINGERPRINT, 
IDNTIFIE 02/09/2007 SS-8000 $ 4,000.00


2251017 PRINTER, ADP 08/21/2007 SS-8000 $ 300.00
2251646 DISPLAY UNIT 08/25/2008 SS-3101 $ 230.00
2251647 DISPLAY UNIT 08/25/2008 SS-8000 $ 230.00
2265471 PRINTER, CARD 09/11/2008 SS-3101 $ 8,298.00
2265475 PRINTER, CARD 09/11/2008 SS-8000 $ 8,298.00
2544560 DISPLAY UNIT 11/09/2010 SS-8000 $ 612.00
Result $ 90,685.00


7110 Office Furniture 2156029 VAULT,GUN 08/26/2002 SS-8000 $ 1,896.00
2156030 VAULT,GUN 08/26/2002 SS-8000 $ 1,896.00
2251969 SAFE 04/07/2009 SS-8000 $ 2,830.00
Result $ 6,622.00


7430 Typewriters And Offi 1011079 TYPEWRITER, WHEELWRITER 
30 07/05/1990 SS-8000 $ 812.00
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FSC Code ECN Equipment Description Acquisition 
Date Location Acquisition 


Value
7490 Miscellaneous Office 2155916 SHREDDING MACHINE 06/20/2002 SS-3101 $ 1,935.00


2155917 SHREDDING MACHINE,PAPER 06/20/2002 SS-8000 $ 1,935.00


Result $ 3,870.00


7730 Phonographs, Radios 1941124 RECEIVING SET, TELEVISION 08/15/2000 SS-3101 $ 319.00


2156949 RECEIVING SET, TELEVISION 10/27/2003 SS-7001 $ 693.00


2157910 RECEIVING SET, TELEVISION 08/19/2005 SS-8000 $ 2,355.00


2157996 RECEIVING SET, TELEVISION 10/28/2005 SS-3101 $ 2,196.00


Result $ 5,563.00


7910 Floor Polishers 36451 CLEANER, VACUUM, 
ELECTRIC 03/16/1993 SS-8000 $ 94.00


TOTAL $417,034.00
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QTY Equipment Description Location


1 SCANNER,  X-RAY (Smiths 5030) 9101
1 DETECTOR, METAL, (Garrett PD6500i) 9101
3 WAND, HAND (Garrett) 9101
10 RADIO, PORTABLE (Model XTS 2500) 9101


2 CHARGER, BATTERY (Motorola Impress 6 base, Model WPLN4121BR) 9101


10 ANTENNA (Motorola) 9101
34 BATTERY (RADIO) 9101
9 MICROPHONES, LAPEL 9101
1 MONITOR (HP) 9101
7 TELEPHONES 9101
1 HUMIDIFIER, PORTABLE 9101


 OTHER AGENCY PROVIDED EQUIPMENT (GPO)
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QTY Equipment Description Location
16 2 ounce can of OC spray 8000
43 Concealable Body Armor 8000


9 Exterior top mounted light bar Installed in/on 
vehicles


8 Exterior driver mounted spot light Installed in/on 
vehicles


3 Interior rear mounted blue/red strobes Installed in/on 
vehicles


3 Interior dash mounted blue/red strobe Installed in/on 
vehicles


7 Interior rear mounted directional bar light Installed in/on 
vehicles


9 Control Switch Boxes for controlling lights/strobes Installed in/on 
vehicles


9 Public Address (PA) and siren control box Installed in/on 
vehicles


9 Grill mounted speaker Installed in/on 
vehicles


CONTRACTOR ACCOUNTABLE PROPERTY
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Statement of Equivalent Rates for Federal Hires -2011 
 


 Job Title  GS Grade  Step  2011 GS Hourly Rate  
1 Project Manager GS-13 1 $39.21 
2 Operations Manager GS-12 1 $32.97 
3 Security Officer - Supervisor All Areas  GS-11  3  $29.34  
4 Security Officer - Armed GS-07  1  $18.59 
5 Training/Safety Specialist  GS-11  3  $29.34  


6 Administrative Clerk 
(WD -DOL Labor Classification: General Clerk III) GS-05 1 $15.00 


7 Armorer GS-07  1  $18.59 
8 Dispatcher GS-06 1  $16.73 
9 International Visits Coordinator (IVC) GS-11 3 $29.34  
10 Locksmith GS-07  1  $18.59 
11 Personnel Security Assistant GS-06 1  $16.73 
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NASA will sponsor the contractor for a SECRET facility clearance.  
 
Performance of this contract will involve access to Classified information up to the level of   
SECRET.  Only U.S. citizens granted a final personnel security clearance are eligible for access 
to classified material.  The contractor shall meet and comply with the facility clearance require-
ments for SECRET and the industrial security requirements for access to classified information 
at the SECRET level in accordance with the National Industrial Security Program Operating 
Manual, DOD 5220.22-M, dated February 28, 2006 and other NASA security procedures and 
classification guides.  Additional security, technical, and/or classification guidance will be pro-
vided by NASA officials.  Requests concerning clarification or interpretation regarding security 
requirements under this contract will be directed to the NASA/SSC Physical Security Specialist.  
The place of performance will be at NASA/SSC.   
 
These documents are key references:   
 


• National Industrial Security Program Operating Manual, DOD 5220.22-M, dated 
February 28, 2006.  


• Any other applicable policies and procedures as identified by NASA.   
• Additional information on this process can be found on the website for the Defense 


Security service; http://www.dss.mil/. 
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DEPARTMENT OF DEFENSE 
1.  CLEARANCE AND SAFEGUARDING 


CONTRACT SECURITY CLASSIFICATION SPECIFICATION a.  FACILITY CLEARANCE REQUIRED:   Secret 
(The requirements of the DoD Industrial Security Manual apply 


to all security aspects of this effort)) b.  LEVEL OF SAFEGUARDING REQUIRED:  None 
2.  THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable) 
 a.  PRIME CONTRACT NUMBER XX a.  ORIGINAL (Complete date in all cases) Date (YYMMDD) 


  X   
 b.  SUBCONTRACT NUMBER  b.  REVISED (Supersedes all previous specs) Revision No. Date (YYMMDD) 


      
 c.  SOLICITATION OR OTHER NUMBER DUE DATE (YYMMDD)  c.  FINAL (Complete item 5 in all cases) Date (YYMMDD) 


X      


4.  IS THIS A FOLLOW-ON CONTRACT?  YES  NO,  


If Yes, complete the following:  Classified material received or generated under   N/A         (Preceding Contract Number) is transferred to this follow-on contract 
5.  IS THIS A FINAL DD FORM 254?  YES  NO, If Yes, complete the following: 


In response to the contractors request dated                     , retention of the identified classified material is authorized for a period of:       
6.  CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)   
a.  NAME, ADDRESS, AND ZIP b.  CAGE CODE c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 


John C Stennis Space Center 
BDG 1100 
Stennis Space Center, MS  39529 


  


7.  SUBCONTRACTOR   
a.  NAME, ADDRESS, AND ZIP b.  CAGE CODE c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 


   


8.  ACTUAL PERFORMANCE   


a.  LOCATION b.  CAGE CODE c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 


Same as 6a   


9.  GENERAL IDENTIFICATION OF THIS PROCUREMENT 
Provide various security services at Stennis Space Center (SSC). 


10.  THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 11.  IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO 


a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION  X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR 
GOVERNMENT ACTIVITY  X 


b. RESTRICTED DATA  X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X  
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION  X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL  X 
d. FORMERLY RESTRICTED DATA  X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE  X 
e. INTELLIGENCE INFORMATION     e. PERFORM SERVICES ONLY X  


(1) Sensitive Compartmented Information (SCI)  X f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS 
AND TRUST TERRITORIES  X 


(2) Non-SCI  X g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR 
OTHER SECONDARY DISTRIBUTION CENTER  X 


f. SPECIAL ACCESS INFORMATION  X h. REQUIRE A COMSEC ACCOUNT  X 
g. NATO INFORMATION  X i. HAVE TEMPEST REQUIREMENTS  X 
h. FOREIGN GOVERNMENT INFORMATION  X j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS  X 
i. LIMITED DISSEMINATION INFORMATION  X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE  X 
j. FOR OFFICIAL USE ONLY INFORMATION X  l. OTHER (Specify)  X 
k. OTHER (Specify)  X    
      


 
DD Form 254, DEC 1999 (EF) PREVIOUS EDITION IS OBSOLETE. (DISA IRXDTS, Inc.) 







 


 


12.  PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been ap-
proved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release 


 
 DIRECT  THROUGH (Specify) 


Stennis Space Center (SSC) 
Attn: Paul Foerman, Public Affairs 
 


        ”To the office of Public Affairs, National Aeronautics and Space Administration, Washington, DC 20546, for review.” 
13.  SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for 


changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under 
this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification 
assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as 
needed to provide complete guidance.) 
a. Contractor shall operate IAW latest version of NISPOM 
b. Biennial review of this DD Form 254 is required on date: ___________ (two years from date of issuance)  
c. As a long term visitor, contractor shall comply with SSC visitor request and badging requirements 
 


14.  ADDITIONAL SECURITY. Requirements, in addition to NISPOM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in    Yes  No 
the contract document itself, or provide an appropriate statement which identifies additional requirements. Provide a copy of the requirements to the 
cognizant security office. Use Item 13 if additional space is required.) 


 


15.  INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If yes, explain and identify specific areas or  Yes  No 
elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.) 


Inspection of contractor activities on SSC is the responsibility of NASA SSC Security Staff Office. 


16.  CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be 
referred to the official named below. 


a.  TYPED NAME OF CERTIFYING OFFICIAL b.  TITLE c.  TELEPHONE (Include Area Code) 


L S Ward Physical Security Specialist 228-688-3592 


d.  ADDRESS (Include Zip Code) 


Mail Code RA03 
Stennis Space Center, MS  39529 


 
17. REQUIRED DISTRIBUTION 
 


 a. CONTRACTOR 


 b. SUBCONTRACTOR 


 c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR 


 d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION 


 e. ADMINISTRATIVE CONTRACTING OFFICER 
e.  SIGNATURE  f. OTHERS AS NECESSARY  


DD FORM 254 (BACK), DEC 1999 
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Form KP-1 – Proposed Key Personnel – Job Description 
 (Complete one form for each proposed key position) 


 
Proposed Position Title:  
  
Name:  
  
Percentage of time person will be devoted to this position:  
  
General job description, including responsibility and authority:  
 
 
 
 
  


Reason for assigning person to this job:  
 
 
 
Identify direct experience in a like position.  Explain the pertinence of that experience to this 
assignment: 
 
 
 
 
 
Did the proposed person participate in the development of this proposal?  Yes     No 
 
If yes, what was his/her role?  
 
 
 
 
 
 
 
Other information you would like to submit: 


 


 
Has proposed person committed to this job at the proposed salary?  Yes     No 
  
 
 
 
Signature and date of proposed person: 


   


 Signature  Date 
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Form KP-2 – Proposed Key Personnel – Work Experience 
 (Complete one form for each proposed key position) 


 
Name:  Proposed Position:  
 
Education (College/University – Undergraduate, Graduate, Honorary Degrees, etc.): 
 


Type of Degree  Major  College/University  
Years 


Received 
       
       
       
       


 
 
Professional and/or Technical Training (List): 
 


Type of Training  Where Received  Date 
     
     
     
     


 
 
Professional Registration/Certification: 
 


Title  State/Society  Year 
     
     
     
     


 
 
Brief statement detailing activities/accomplishments (e.g., Patents, Awards, Honors, etc.): 
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Form KP-3 – Proposed Key Personnel – Work Experience (continued…) 
 (Complete one form for each proposed key position) 


 
Start with the present or most recent position.  List references, supervisors and customers who 
may be contacted during the proposal evaluation.  Do not submit work experience for time 
periods prior to 2005. 
 
 
Name:  Position:  
 
 
a. Date: From:  To:  


   Mo./ Yr  Mo./ Yr 
 
b. Title:  
 
c. Employer Name:  
 Address:  
 Supervisor Name:  
 Telephone No.:  
 Email Address:  
   
 Type of Business:  
 
d. Customer Name:  
 Address:  
 Telephone No.:  
 Email Address:  
 
e. No. of Employees Supervised:  Professional:  Non-Professional:  
 
f. Salary:  Starting:  Final:  
 
g.   Brief Description of Duties: 
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Form KP-3 – Proposed Key Personnel – Work Experience (continued…) 
 (Complete one form for each proposed key position) 


 
Name:  Position:  
 
 
a. Date: From:  To:  


   Mo./ Yr  Mo./ Yr 
 
b. Title:  
 
c. Employer Name:  
 Address:  
 Supervisor Name:  
 Telephone No.:  
 Email Address:  
   
 Type of Business:  
 
d. Customer Name:  
 Address:  
 Telephone No.:  
 Email Address:  
 
e. No. of Employees Supervised:  Professional:  Non-Professional:  
 
f. Salary:  Starting:  Final:  
 
g.   Brief Description of Duties: 


 
 
 
 
 
 


 
 
 


Professional References: 
 
1. Name:  Telephone No.:  Email:  
2. Name:  Telephone No.:  Email:  
3. Name:  Telephone No.:  Email:  
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ATTACHMENT L-03 – PAST PERFORMANCE QUESTIONNAIRE



SOURCE SELECTION SENSITIVE WHEN COMPLETED

*****NOT TO BE RELEASED OUTSIDE GOVERNMENT CHANNELS*****



I.	CONTRACT IDENTIFICATION



1.	Contractor (Company/Division/Mailing Address):

		



		



		



		





	

		2.

		Contract Number:   

		







		3.

		Contract Type (e.g. FFP/CPAF/CPFF):      

		







4.	Contract Title/Short Description:

		



		



		



		







5.	Period of Performance (basic and any options):

		







6.	During this contract, the contractor provided services as a:

		|_|

		Prime Contractor

		|_| Major Sub-Contractor    

		



		|_|

		Other (please describe)

		







7.	Does a corporate or ownership relationship exist between the contractor being evaluated and your organization?  |_| Yes    |_| No



If yes, please describe the relationship:

		



		



		



		







8.	Unusual contract features or conditions:

		



		



		



		








9.	Contract Value:

		

		Awarded Contract Value

		

		Current/Final Value



		Estimated Cost

		$

		

		$



		Fee/Profit

		$

		

		$



		Total Value

		$

		

		$





		

Briefly describe any change(s) from original contract value:

		



		



		



		







II.	RELEVANCY -- SCOPE OF CONTRACT



It is important for the Source Evaluation Board (SEB) to understand the scope of your contract compared to the prospective contract.  Based on your knowledge of the contract identified above, please provide your assessment of what services were provided by the contractor and rate how well the contractor performed them in Table 1 below.  



For the “Performance Observed” column, if the contractor provides the services/tasks on a regular or routine basis, enter Y for Yes.  If the contractor does not provide the services/tasks or performs them rarely, enter N for No.  For the “Quality of Service Provided” column, please use a rating scale of A/B/C/D/ or NA; with A signifying exceptional performance, B for very good performance, C for fair performance, D for poor performance and NA for Not Applicable.



NOTE:  It is very important to keep in mind that only services currently being performed or completed during the past five years are considered relevant. 



		Table 1



		Services/tasks

		Performance Observed

(Y/N)

		Quality of Service Provided

(A/B/C/D/NA)

		Comments:



		Roving Patrols

		

		

		



		Locksmith

		

		

		



		Physical Security

		

		

		



		Personnel Security

		

		

		



		Badging

		

		

		



		Information Security

		

		

		



		Law Enforcement

		

		

		



		Emergency Management Planning 

		

		

		



		Emergency Management Operations

		

		

		



		Unclassified Information Assurance

		

		

		



		Training Program Management

		

		

		






III.	PAST PERFORMANCE EVALUATION



Please rate the Contractor as described in Table 2 below in the following performance areas; technical, cost and management.  Provide a short narrative to explain why you chose the adjective you did, especially for those answers that are other than “Met”.



Exceeded (E):  	Exceeded the established performance requirements to an exceptional degree.  Performance was exemplary and accomplished in a timely, efficient, and economical manner.  Very minor (if any) deficiencies had no adverse affect on overall performance.  Examples include substantial cost underruns due to contractor diligence and cost savings initiatives, technical end products that exceeded original Government specifications in critical performance areas, or receipt of deliverables ahead of contract schedules.



Met (M):  	Met the established performance requirements.  Performance was effective and most requirements were met in a timely, efficient, and economical manner.  Reportable deficiencies had little identifiable effect on overall performance.  Examples include minor or no cost overruns caused by the contractor technical end products that met all Government specifications, or deliverables delivered on time/schedule.



Failed to Meet (F):  	Failed to meet established performance requirements.  Remedial action was required in one or more area.  Reportable deficiencies in one or more area adversely affected overall performance.  Examples include substantial cost overruns caused by contractor, technical end products failing to meet government specifications in critical areas, or deliverables did not meet contract schedules.



Not Applicable (N/A):	Information is not available to comment on the contractor’s record of relevant past performance.



NOTE:  It is very important to keep in mind that only services currently being performed or completed during the past five years are considered relevant. 



		Table 2



		
TECHNICAL PERFORMANCE

		E

		M

		F

		N

		COMMENTS:



		Overall skill level and technical competence of contractor personnel.

		

		

		

		

		



		Compliance with technical requirements and performance standards.

		

		

		

		

		



		Ability to identify and resolve technical and schedule problems (analysis of causes, impacts, and potential solutions).

		

		

		

		

		



		Ability to correct performance deficiencies.

		

		

		

		

		



		Ability to recruit and maintain qualified personnel.

		

		

		

		

		



		COST PERFORMANCE

		E

		M

		F

		N

		COMMENTS:



		Accuracy and timeliness of financial reports and forecasts.

		

		

		

		

		



		Ability to plan efforts and provide realistic cost and schedule estimates.

		

		

		

		

		



		Ability to anticipate, identify and mitigate cost growth. 

		

		

		

		

		



		MANAGEMENT PERFORMANCE

		E

		M

		F

		N

		COMMENTS:



		Effectiveness of contractor phase-in activities prior to start.

		

		

		

		

		



		Ability to select, manage and coordinate subcontracted efforts

		

		

		

		

		



		Effectiveness in communicating with the customer

		

		

		

		

		



		Ability to work with organized labor (negotiate and administer collective bargaining agreements)

		

		

		

		

		



		Attentiveness to overall safety and health (e.g. lost time incident rate)

		

		

		

		

		



		Responsiveness to technical direction and/or contract changes

		

		

		

		

		



		Ability to meet or exceed small business subcontracting goals

		

		

		

		

		










IV.	OVERALL EVALUATION



1. Has this contract been partially or completely terminated for default or convenience?  

|_| Yes    |_| No



  	If yes, please explain the reason for termination (e.g., inability to meet cost or delivery schedules, performance, etc.) 

		



		



		



		



		



		



		







2.  	Are there any strong or weak points of contractor’s performance you would like to share?  

		



		



		



		



		



		



		







3.	Provide details of any accidents or industrial illnesses resulting in lost time.  

		



		



		



		



		



		



		







4.	Would you select this contractor again?  |_| Yes    |_| No

	If no, please comment.

		



		



		



		



		



		



		






V.	RESPONDENT INFORMATION



A.	Name of Evaluator:   

		



		







B.	Position Title:   

		



		







C.	Agency/Company Name and Mailing Address:

		



		



		



		



		



		



		







D.	Telephone Number and Fax:   

		



		







E.	E-Mail Address:   

		



		







F.	Your Role in the Program/Contract:   

		



		







G.	Date of questionnaire completion:
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ATTACHMENT L-05 - SECURITY SERVICES POSITION DESCRIPTION/TITLES GUIDELINES   
 
The following position descriptions are provided to aid the contractor in defining and delineating 
the various duties to be performed under the NASA/Stennis Protective Services (SPSC) 
Contract.  These descriptions are suggestions only; the contractor is free to propose other titles 
(except for 1.0) However, titles and related position descriptions must be uniform and standard 
across the contract.  The contractor should describe management, organizational, and supervisory 
structures in the section of the Request for Proposal dedicated for that purpose. The contractor 
may have a single individual perform multiple functions but that individual shall be qualified and 
certified for any additional duties. 
 
1.0 Security Officer (Armed):  
 


Describes an armed officer, who has successfully completed the required NASA training, 
without NASA arrest authority, whose duties may include but are not limited to, first 
response to emergencies, mobile patrols, inspections, perimeter and internal access 
control, contingency posts, and crowd control. 


 
2.0 Administrative Clerk:  
 


Describes a person whose duties include supporting the processing of background 
investigations to ensure currency and types of investigations are commensurate with risk 
for the entire SSC workforce.  Maintain a system of records on all civil servants and 
contractors requiring Center access greater than 6 months in duration.  Ensure records are 
maintained, retained, and destroyed IAW NPR 1441.1.  Provide data entry for SSC cases 
in the NASA Clearance Tracking System and other authoritative source database 
designated by NASA.  Provide database inquiries for new hires for reciprocity. 


 
3.0 Personnel Security Assistant:  
 


Describes a person who provides central processing and tracking of personnel federal 
security clearances and suitability for all NASA Civil Servants and contractors. 
Coordinate processing and adjudication requirements with OPM.  Enroll and follow 
through for issuance of all PIV-II credentials.  Maintain files and master listings of 
Personnel Security Records.  


 
4.0 International Visits Coordinator (IVC): 
 


Describes a person who provides central oversight in the processing and coordination for 
all requests by or on behalf of foreign nationals or U.S. citizens who are acting as 
representatives of foreign entities for access to a NASA Installation or Facility for any 
purpose other than a public tour of the facility.  Request official government passports 
and is a passport agent for the Center. 
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5.0 Dispatcher:  
 


Describes a person, who may receive and handle 911 calls, other emergency calls, 
monitor alarms, dispatch first responders, conduct NCIC checks and make other 
notifications and reports as required.  


 
6.0 Training/Safety Specialist:  
 


The training specialist describes a person with the appropriate training and certifications,  
who develops curriculum, delivers various NASA required education and training 
classes, maintains records, teaches, as examples; firearms and intermediate weapons 
safety, tactics, and qualifications, legal issues, defensive tactics, NIMS training and other 
emergency preparedness classes,  training may be on-line or in classroom setting.  
Training may be delivered to a variety of personnel including government employees and 
other contractors.  The safety specialist describes a person whose duties may include 
conducting safety reviews, writing reports and recommendations, and conducting 
mishap/near-miss inquiries.   


 
7.0 Locksmith:  
 


Describes a person whose duties may include and who is certified to perform the duties 
associated with securing physical facilities, e.g. change safe combinations, lock cores, 
and key management.   


 
8.0 Armorer:  
 


The contractor shall provide a qualified armorer/gunsmith to clean, repair, and maintain 
all weapons used in conjunction with the performance of the contract. 
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		SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS

Offeror to complete blocks 12, 17, 23, 24, & 30

		1. REQUISITION NUMBER

		2.  PAGE  



		

		   

		    1  OF  65



		2. CONTRACT NO.

		3. AWARD/EFFECTIVE DATE

		4. ORDER NUMBER

		5. SOLICITATION NUMBER

		6. SOLICITATION 

     ISSUE DATE



		

		   Ref. Block 31c.

		

		NNS11367739R 

		 5/18/2011



		7.  FOR SOLICITATION 

     INFORMATION CALL

		

		a.  NAME



Gerald Norris

		b. TELEPHONE NUMBER (No

    collect calls)

   (228) 688-1718

		8. OFFER DUE DATE/  

     LOCAL TIME 



		

		

		

		

		06/17/2011 3:00 PM (Central)



		9. ISSUED BY

		CODE

		DA00

		10. THIS ACQUISITION IS

[bookmark: Check11]|_|UNRESTRICTED OR	 |X|SET ASIDE: 100 %  FOR:

	|_| SMALL BUSINESS	|_| EMERGING SMALL

	BUSINESS

[bookmark: Check14]	|_| HUBZONE SMALL

NAICS:  561612		BUSINESSES
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PART I.   SF 1449 Continuation:



Blocks 19 - 24:  The Contractor shall provide all resources (except as may be expressly stated in the contract as furnished by the Government) necessary for protective services at NASA, Stennis Space Center, MS 39529 in accordance with the Description/Specifications/Performance Work Statement incorporated in, Attachment J-01.  The Government anticipates the award of a firm-fixed priced contract resulting from this solicitation.



 (To be completed by the Offeror)



Schedule



		CLIN

		Service

		Unit

		Quantity

		Price

		Amount



		(FFP)

		Phase-In Period:  October 1, 2011  --  October 31, 2011



		9999

		Phase-In

		Month

		1

		

		



		(FFP)

		Base Period:  November 1, 2011  --  October 31, 2013



		0001

		Base

		Month

		24

		

		



		0002

		Government Printing Office (GPO)

		Month

		24

		

		



		0003

		Naval Oceanographic Office (NAVO)

		Month

		24

		

		



		

		

		

		

		

		



		

		Total CLIN 0001, 0002, 0003

		Month

		24

		

		



		(FFP)

		Option Period #1:  November 1, 2013  --  October 31, 2014



		1001

		Base

		Month

		12

		

		



		1002

		Government Printing Office (GPO)

		Month

		12

		

		



		1003

		Naval Oceanographic Office (NAVO)

		Month

		12

		

		



		

		

		

		

		

		



		

		Total CLIN 1001, 1002, 1003

		Month

		12

		

		



		(FFP)

		Option Period #2:  November 1, 2014  --  October 31, 2015



		2001

		Base

		Month

		12

		

		



		2002

		Government Printing Office (GPO)

		Month

		12

		

		



		2003

		Naval Oceanographic Office (NAVO)

		Month

		12

		

		



		

		

		

		

		

		



		

		Total CLIN 2001, 2002, 2003

		Month

		12

		

		








		(FFP)

		Option Period #3:  November 1, 2015  --  October 31, 2016



		3001

		Base

		Month

		12

		

		



		3002

		Government Printing Office (GPO)

		Month

		12

		

		



		3003

		Naval Oceanographic Office (NAVO)

		Month

		12

		

		



		

		

		

		

		

		



		

		Total CLIN 3001, 3002, 3003

		Month

		12

		

		





  



		 

SF1449 BLOCK 15: Deliver to:



NASA Stennis Space Center

Source Evaluation Board

Attn:  Gerald Norris, Contracting Officer

Columbia Drive/Bldg 1206

Stennis Space Center, MS 39529

(228) 688-1718







SF1449 BLOCK 25:  Accounting and Appropriation Data

To be completed upon contract award.





PERIOD OF PERFORMANCE

(a) The phase-in period of performance shall be effective October 1, 2011 through October 31, 2011.  The basic period of performance of this contract shall be November 1, 2011 through October 31, 2013. 

(b)  In the event the Government elects to exercise its option(s) pursuant to the terms of this contract, the period of performance for each option shall be as set forth below: 



		Option I

		November 1, 2013 – October 31, 2014



		Option II

		November 1, 2014 – October 31, 2015



		Option III

		November 1, 2015 – October 31, 2016






 

SUPPLIES AND/OR SERVICES TO BE FURNISHED

The Contractor, acting as an independent contractor and not as an agent of the government, shall furnish all resources not identified as government furnished to provide Protective Services in accordance with Attachment J-01, Performance Work Statement (PWS).  



PHASE-IN AND PHASE OUT

(a) Contractor phase-in  [Contract Line Item Number (CLIN) 9999]:

(1) The services provided by this contract are vital to the Government’s overall effort.  Therefore, continuity of these services must be performed at a consistently high level without disruption.  To this end, the contractor shall conduct an orderly phase-in of other activities prior to assumption of operational responsibility for the effort described in the PWS.

(2)  Phase-in commences on the effective date of contract award and ends on October 31. 2011.  Temporary office space and telephone(s) will be provided by the Government during phase-in period.  During this time, the Contractor shall not be responsible for performance of the effort described in the PWS.  It is understood that during phase-in, the predecessor contractor will be performing the work described in the PWS.

(3) On November 1, 2011, the Contractor shall assume full operational responsibility for the effort described in the PWS.

(4) During phase-in the Contractor shall:

(i)   Participate in meetings with the predecessor contractor to identify and discuss problems or areas requiring attention during the phase-in period; and 

(ii)   Perform all activities necessary to ensure effective transfer of all efforts from the predecessor Contractor and ensure readiness to assume full contract performance.  As part of the phase-in activities, the Contractor shall provide the following: 

(A)  Badged Employees [badge in accordance with the Personal Identity Verification (PIV) Procedures], and Remote IT User Listing;

(B) Qualified staff available, and ready to assume performance.

(b) Contractor phase-out:

(1) Prior to contract completion, a successor Contractor may be selected to perform the work requirements covered in the PWS.  The incumbent Contractor shall conduct an orderly phase-out of contract activities prior to completion of this contract and assumption of responsibility for the effort described in the PWS by the successor Contractor.  The Contractor shall remain responsible for the effort covered by the PWS during phase-out activities.

(2) Upon written notice by the Contracting Officer, the Contractor shall conduct phase-out activities for up to 90 calendar days in accordance with FAR Clause 52.237-3, Continuity of Service.


DEMAND WORK DESCRIPTION

(a) This work covers protective service requirements for other Government Agencies, and/or Contractors located at Stennis Space Center (SSC). When these requirements arise, they are identified to the contractor through a Stennis Work Request (SWR).  The contractor will be required to provide an estimate for each SWR using loaded rates.  Loaded Rate is defined as the direct hourly rate along with appropriate load factors such as overhead, fringe, and general & administrative (G&A) costs inclusive of profit.  An overhead cost and material cost (for materials used in the performance of demand work) shall be established and maintained by the contractor for add-ons to the SWR estimate for all demand work.  The add-ons shall not be included in the loaded rate.

(b) The Contractor may use any combination of hours or labor categories listed in the wage determination, to perform the SWR within the limits expressed below.  Labor categories not shown may not be used without a contract modification.

(c) The Contractor shall notify the Contracting Officer immediately whenever it has reason to believe that the price required to perform a particular SWR will be greater than the estimate established in the SWR.  As part of the notification, the Contractor shall provide the Contracting Officer with a revised estimate of the price required to perform the SWR including a breakdown of labor categories, hours and travel.  Any such upward adjustment shall apply only after the SWR is amended by the SWR requestor/authorizer and approved by the Contracting Officer.  

(d) Within 30 days after completion of the SWR, the contractor shall submit the following information directly, in writing, to the SWR requestor/authorizer with a copy to the Contracting Officer:

(1) The identification number of the SWR

(2) The total number of labor hours expended with a breakdown of labor hours for each classification listed in the SWR

(3) The total labor price incurred under SWR

(4) In the case of a cost under run, the excess amount to be reduced and returned to the SWR benefiter.   The SWR requestor/authorizer will reduce the SWR to the actuals.

(e) NOTE: To prevent the augmentation of demand customers, the contractor shall be required to establish and maintain an appropriate material and administration adder (M&A) to be applied to each SWR.  The adder shall be determined after contract award.  The demand work adder and material charge will be credited back to the NASA base work thus lowering the price for the NASA base work.  

1852.216-78 FIRM FIXED PRICE (DEC 1988)

The total firm fixed price of this contract is $[xxxxxxxxxx].

	(End of Clause)


52.216-1 CONTRACT TYPE (Apr 1984)



The Government contemplates award of a Firm Fixed Price (FFP) contract resulting from this solicitation.

(End of Clause)

INVOICES



	The Contractor shall submit invoices to the following address:



NASA Shared Services Center (NSSC)

Financial Management Division (FMD) – Accounts Payable

Bldg 1111, C. Road

Stennis Space Center, MS 39529

Email: NSSC-AccountsPayable@nasa.gov

Fax: 866-209-5415



PERIOD OF PERFORMANCE

(c) The phase-in period of performance shall be effective October 1, 2011 through October 31, 2011.  The basic period of performance of this contract shall be November 1, 2011 through October 31, 2013. 

(d)  In the event the Government elects to exercise its option(s) pursuant to the terms of this contract, the period of performance for each option shall be as set forth below: 



		Option I

		November 1, 2013 – October 31, 2014



		Option II

		November 1, 2014 – October 31, 2015



		Option III

		November 1, 2015 – October 31, 2016









Part III (a) - CONTRACT CLAUSES



52.212-4 -- CONTRACT TERMS AND CONDITIONS – COMMERCIAL ITEMS (Jun 2010)



Paragraph (a) thru (t) are incorporated by reference. 



[bookmark: start_text]Part III (b) - ADDENDUM TO FAR 52.212-4, CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS



(a) SECURITY CONTROLS

(1) Security Requirements.  The Contractor shall require each employee engaged on the work site to display Government furnished identification badges and special access badges at all 





times.  The Contractor shall upon termination of an employee, immediately deliver badges and/or passes issued to the employee to the Security Office.

(2) Access to Secure Areas.  Portions of the work under the contract are performed in secure areas, needing specific access requirements.  These secure controlled/restricted areas are normally surrounded by fencing and have an entrance gate monitored by a guard or monitoring device.  Access into such areas is categorized into "escorted" and "unescorted" access.  All persons requiring unescorted access to a secure area shall be the subject of a favorable security investigation (security clearance) required for access to that area or, in most cases, will be escorted by an approved escort official.  The Contractor is responsible for providing escort services for any of his employees and/or any subcontractor employees who are not eligible for unescorted access.  Personnel requiring access to areas containing classified information or material shall have the appropriate security clearance as approved by Defense Investigative Security Clearance Office.

(3) Interfaces.  The Contractor shall comply with controlled/restricted area procedures and instructions, to include proper security clearances.  Contractor personnel working in controlled/restricted areas, such as the test complex area, and computer rooms, may be required to sign in and out, state the nature of business at the entrance desk, and display a unique user provided badge.  All work in controlled/restricted areas shall be coordinated with the respective unit or organization in accordance with local agency security procedures.

(4) IT Security.  The Contractor shall manage the security, operation and support of IT resources in accordance with NPR 2810.1 and in accordance with all applicable SSC IT security guidelines and policies.  This includes contract and system IT security plans, risk assessments, access policies, contingency planning, personnel screening, awareness, and training.  NASA may audit the Contractor's IT security planning efforts on an annual basis or as required to ensure compliance. The Contractor shall assist the Government in maintaining a level of security that minimizes the threat of unauthorized access to IT resources and the destruction of Government data.  The Contractor shall provide reports, plans, guidance and support to meet the security requirements for IT at SSC as required by the National Security Act and NASA Headquarters.  Specific documents guiding the IT Security functions include:  Office of Management and Budget Circular A-130, NPD 2810.1, NPR 2810.1A.



SURVEILLANCE METHODS

	The Government may use a wide variety of surveillance methods to evaluate the Contractor’s performance.  The Performance Standard is Attachment J-03 to this RFP.  The methods of surveillance that may be used, including but not limited to, are: 



(a) Record Review (RR)   Plans, Reports and Schedules submitted by the contractor will be reviewed for content to confirm that contractual requirements are planned, scheduled, and reported as properly completed.  The contractor is also responsible for accurately reporting work that was either rescheduled or not completed. 

(b) Planned Inspections (PI)  The Government performance monitors establish predetermined plans for inspecting all or part of the work.  Determination of a sample size is subjective.  The 







planned approach of inspecting for performance may or may not be shared with the contractor.  All observed deficiencies or commendable areas are recorded and appropriate performance input provided.

(c) Unplanned Inspection (UPI)  This method is an unplanned inspection, usually carried out in conjunction with inspections of other Contract Requirements or in an impromptu fashion.   Unscheduled inspections may be a supplement to other methods of surveillance or could cover a contract requirement if it is a relatively non-critical requirement and does not require inspection immediately upon completion.  Observed deficiencies and commendable areas will be recorded and appropriate performance input provided. 

(d) Validated Customer Complaints (VCC)  This method consists of customers observing deficiencies in the services they expect to receive and reporting these deficiencies to the Government performance monitor using a predetermined procedure.  All reported potential deficiencies will be examined at the site by the performance monitor within a reasonable time (depends on the nature of service) in order to determine whether or not the reported deficiency is valid.  All validated deficiencies are recorded. 

HANDLING OF SENSITIVE DATA

(a)   It is anticipated that in the performance of this contract, the contractor may have access to and use NASA’s sensitive internal budget, accounting, financial, or test results data.  The contractor agrees to use, copy, or disclose such data, or any other data agreeable within these categories, only for contract purposes, and to make no other use or disclosures of such data without written permission of the Contracting Officer.

(b)   To the extent that the work under this contract requires access to proprietary, business confidential, or financial data of other companies, and as long as this data remains proprietary or confidential, the Contractor shall protect this data from unauthorized use and disclosure and agrees not to use it to compete with those other companies.

(c)   All employees assigned under this contract shall submit a signed Non-Disclosure Agreement.

(d)   The Contractor may be required to submit a Conflict of Interest Avoidance Plan for incorporation into the resultant contract.

OBSERVANCE OF LAWS AND REGULATIONS



(a)   The Contractor shall procure and keep effective necessary business and professional permits and licenses required in performance of the work.  Generally, NASA will execute the necessary environmental permits.



(b)  Inasmuch as various departments and agencies of the Government, several Contractors and other tenants jointly occupy the John C. Stennis Space Center and are confronted with certain common conditions and problems resulting from this co-occupancy, certain uniform policies regulations and procedures will be issued, as required, by the Government (NASA/SSC), and will be applicable to all personnel working at SSC.  The Contractor shall adhere to these policies and procedures insofar as such policies and procedures are in conformity with the terms of this Contract.











(c)   All employees of the Contractor assigned to perform the work under this Contract shall be under the control of the Contractor during the performance of such assignment.  The Contractor shall be responsible for satisfactory standards of employee competency, conduct and integrity and shall be responsible for taking such disciplinary action with respect to its employees as may be necessary.



(d)   The above provisions of this Section shall be made equally applicable by the Contractor to employees other than those of the Contractor to the extent that they may be assigned work under this Contract notwithstanding the basis of the assignment, e.g., subcontract.





MOTOR VEHICLE MANAGEMENT



(a)  Operation & Management of Motor Vehicles:  The Contractor shall operate and manage GSA and commercially leased motor vehicles as necessary to support the performance of the contract.  Such needed vehicles are to be operated and managed in the manner most efficient and economical to the Government.  If deemed necessary, additional vehicles may be obtained from the GSA Interagency Motor Pool and/or leased from commercial sources subject to approval and authorization by the NASA/SSC Transportation Officer.  When the acquisition of commercially leased vehicles is deemed appropriate, such acquisition shall be authorized by the NASA/SSC Transportation Officer and approved in advance by the Contracting Officer.



The Contractor shall assure that all operators of Government-owned vehicles possess valid state licenses.  The Contractor will furnish GSA and the Contracting Officer a copy of their third party automobile liability insurance policy, as defined in NFS 1852.228-75 entitled "Minimum Insurance Coverage," covering any and all leased GSA motor vehicles.



The number and type of vehicles necessary to support this contract will be determined by the NASA/SSC Transportation Officer.



(b)   Advance Understanding Concerning Damage to GSA and Commercially Leased Motor Vehicles:



(1) The parties agree that the provision set forth below shall be applicable with respect to reimbursement to the Contractor for expenses incidental to loss or damage of GSA vehicles acquired by the Contractor for performance under this contract.



PROVISION



	The Government holds the Contractor harmless for loss and damage arising out of the performance of this contract, with respect to any Government-owned property or facilities, including property in which the Government has an interest.  Specifically excluded from the provision of this clause are:



(i)   Property owned by the Contractor;







(ii)   Loss or damage compensated by insurance or otherwise;

(iii)   Loss or damage to property for which the Contractor has failed to insure or maintain insurance as required by the Contracting Officer; or

(iv)   Loss or damage as a result of unlawful misconduct, or lack of good faith on the part of Contractor personnel as described in (e)(3)(i)(ii) & (iii) of the clause entitled "Insurance - Liability to Third Persons" in FAR Clause No. 52.228-7.

(2) The parties further agree that, with respect to any commercially leased motor vehicles authorized for use in performance under this contract, the lease costs, which may include therein applicable costs of collision and comprehensive insurance, shall be considered allowable costs to the extent that they are reasonable and allocable to this contract.  Upon commercial lease of a motor vehicle(s), the Contractor shall give written notice to the Contracting Officer as to the insurance coverage provided by such lease agreement.



(End of Clause)



[bookmark: P615_139260][bookmark: P8_553][bookmark: P1117_209230][bookmark: P1352_191570][bookmark: P1342_190148][bookmark: P1411_198806][bookmark: P1805_267307]Part III (c) 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS – COMMERCIAL ITEMS (Apr 2011)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

	____ Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).



(2) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) 

		(Pub. L. 108-77, 108-78).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting officer has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items:



_X_	(1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with 

		Alternate I (Oct 1995) (41 U.S.C. 253g and 10 U.S.C. 2402).



_X_	(2) 52.203-13, Contractor Code of Business Ethics and Conduct (Apr 2010) 

	(Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)).



___ 	(3) 52.203-15, Whistleblower Protections under the American Recovery and 

Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub L. 111-5) (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009).













_X_	(4) 52.204-10, Reporting Executive compensation and First-Tier Subcontract Awards 

	(Jul 2010) (Pub. L. 109-282) (31 U.S.C. 6101 note).



___ 	(5) 52.204-11, American Recovery and Reinvestment Act—Reporting Requirements 

	(Jul 2010) (Pub. L. 111-5).



_X_	(6) 52.209-6, Protecting the Government’s Interest When Subcontracting with 

	Contractors Debarred, Suspended, or Proposed for Debarment (Dec 2010) 

(31 U.S.C. 6101 note). (Applies to contracts over $30,000). (Not applicable to subcontracts for the acquisition of commercially available off-the-shelf items).



___ 	(7) 52.219-3, Notice of Total HUBZone Set-Aside or Sole-Source Award (Jan 2011) 

	(15 U.S.C. 657a).


___ 	(8) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business 

Concerns (Jan 2011) (if the offeror elects to waive the preference, it shall so indicate in its offer)(15 U.S.C. 657a).



___ 	(9) [Reserved]



_X_	(10) (i) 52.219-6, Notice of Total Small Business Aside (June 2003) (15 U.S.C. 644).



	___ 	(ii) Alternate I (Oct 1995) of 52.219-6.



___	(iii) Alternate II (Mar 2004) of 52.219-6.



___ 	(11) (i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) 

	(15 U.S.C. 644).



___ 	(ii) 	Alternate I (Oct 1995) of 52.219-7.



___ 	(iii) Alternate II (Mar 2004) of 52.219-7.



_X_	(12) 52.219-8, Utilization of Small Business Concerns (Jan 2011) (15 U.S.C. 637(d)(2) 

	and (3)).



___ 	(13) (i) 52.219-9, Small Business Subcontracting Plan (Jan 2011) (15 U.S.C. 637 (d)(4).)



___ 	(ii) 	Alternate I (Oct 2001) of 52.219-9.



___ 	(iii) Alternate II (Oct 2001) of 52.219-9.



___ 	(iv) Alternate III (July 2010) of 52.219-9.



_X_	(14) 52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(14)).













___ 	(15) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) 

	(15 U.S.C. 637(d)(4)(F)(i)).



___ 	(16) (i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged 

Business Concerns (Oct 2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer).



___ 	(ii) 	Alternate I (June 2003) of 52.219-23.



___ 	(17) 52.219-25, Small Disadvantaged Business Participation Program—Disadvantaged 

	Status and Reporting (Dec 2010) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).



___ 	(18) 52.219-26, Small Disadvantaged Business Participation Program—Incentive Subcontracting (Oct 2000) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).



___ 	(19) 52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Business 

	Set-Aside (May 2004) (15 U.S.C. 657 f).



_X_	(20) 52.219-28, Post Award Small Business Program Rerepresentation (Apr 2009) 

	(15 U.S.C. 632(a)(2)).



___ 	(21) 52.219-29, Notice of Total Set-Aside for Economically Disadvantaged Women-

	Owned Small Business (EDWOSB) Concerns (Apr 2011).



___ 	(22) 52.219-30, Notice of Total Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the WOSB Program (Apr 2011).



_X_	(23) 52.222-3, Convict Labor (June 2003) (E.O. 11755).



___ 	(24) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (Jul 2010) (E.O. 13126).



_X_	(25) 52.222-21, Prohibition of Segregated Facilities (Feb 1999).



_X_	(26) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).



_X_	(27) 52.222-35, Equal Opportunity for Veterans (Sep 2010) (38 U.S.C. 4212).



_X_	(28) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) 

	(29 U.S.C. 793).



_X_	(29) 52.222-37, Employment Reports on Veterans (Sep 2010) (38 U.S.C. 4212).



_X_	(30) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496).













_X_	(31) 52.222-54, Employment Eligibility Verification (Jan 2009). 

(Executive Order 12989). (Not applicable to the acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in 22.1803.)



__	(32) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for 

	EPA-Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)



___ 	(ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available off-the-shelf items.)



_X_	(33) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) 

	(42 U.S.C. 8259b).



___ 	(34) (i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products (Dec 2007) (E.O. 13423).



___ 	(ii) Alternate I (Dec 2007) of 52.223-16.



_X_	(35) 52.223-18, Contractor Policy to Ban Text Messaging while Driving (Sep 2010) (E.O. 13513).



_X_	(36) 52.225-1, Buy American Act--Supplies (Feb 2009) (41 U.S.C. 10a-10d).



___ 	(37) (i) 52.225-3, Buy American Act –Free Trade Agreements – Israeli Trade Act 

	(Jun 2009) (41 U.S.C. 10a-10d, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 

	19 U.S.C. 3805 note, Pub. L. 108-77, 108-78, 108-286, 108-301, 109-53, 109-169, 

	109-283, and 110-138).



___ 	(ii) Alternate I (Jan 2004) of 52.225-3.



___ 	(iii) Alternate II (Jan 2004) of 52.225-3.


___ 	(38) 52.225-5, Trade Agreements (Aug 2009) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).



_X_	(39) 52.225-13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.’s, proclamations, and statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).



___ 	(40) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) 

	(42 U.S.C. 5150).



___ 	(41) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area 

	(Nov 2007) (42 U.S.C. 5150).



___ 	(42) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) 











	(41 U.S.C. 255(f), 10 U.S.C. 2307(f)).



___ 	(43) 52.232-30, Installment Payments for Commercial Items (Oct 1995) 

	(41 U.S.C. 255(f), 10 U.S.C. 2307(f)).



_X_	(44) 52.232-33, Payment by Electronic Funds Transfer—Central Contractor Registration (Oct. 2003) (31 U.S.C. 3332).



___ 	(45) 52.232-34, Payment by Electronic Funds Transfer—Other Than Central Contractor Registration (May 1999) (31 U.S.C. 3332).



___ 	(46) 52.232-36, Payment by Third Party (Feb 2010) (31 U.S.C. 3332).



_X_	(47) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).



___ 	(48) (i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels 

	(Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631).



___	(ii) Alternate I (Apr 2003) of 52.247-64.



(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or executive orders applicable to acquisitions of commercial items:



_X_	(1) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).



_X_	(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) 

	(29 U.S.C. 206 and 41 U.S.C. 351, et seq.).



_X_	(3) 52.222-43, Fair Labor Standards Act and Service Contract Act -- Price Adjustment (Multiple Year and Option Contracts) (Sep 2009) (29 U.S.C.206 and 41 U.S.C. 351, 

	et seq.).



___ 	(4) 52.222-44, Fair Labor Standards Act and Service Contract Act -- Price Adjustment (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).



___ 	(5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).



___ 	(6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--Requirements (Feb 2009) (41 U.S.C. 351, et seq.).



___ 	(7) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (Mar 2009) (Pub. L. 110-247).











___ 	(8) 52.237-11, Accepting and Dispensing of $1 Coin (Sep 2008) (31 U.S.C. 5112(p)(1)).



(d) Comptroller General Examination of Record The Contractor shall comply with the provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records -- Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access to and right to examine any of the Contractor’s directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.



(e)   

(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c) and (d) of this clause, the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause—

(i) [bookmark: P1892_278535]  52.203-13, Contractor Code of Business Ethics and Conduct (Apr 2010) 

	(Pub. L. 110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

(ii) 52.219-8, Utilization of Small Business Concerns (Dec 2010) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds $650,000 ($1.5 million for construction of any public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(iii) [Reserved]

(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Veterans (Sep 2010) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) 

	(29 U.S.C. 793).













(vii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of 

	FAR clause 52.222-40.

(viii) 52.222-41, Service Contract Act of 1965, (Nov 2007), (41 U.S.C. 351, et seq.)

(ix)   52.222-50, Combating Trafficking in Persons (Feb 2009) (22 U.S.C. 7104(g)).

	___ Alternate I (Aug 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.)

(xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--Requirements (Feb 2009) (41 U.S.C. 351, et seq.)

(xii) 52.222-54, Employment Eligibility Verification (Jan 2009).

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. 

	(Mar 2009) (Pub. L. 110-247). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels 

	(Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of additional clauses necessary to satisfy its contractual obligations.



(End of Clause)

[bookmark: P1827_264953]

52.252-2   CLAUSES INCORPORATED BY REFERENCE (Feb 1998)



This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request, the Contracting Officer will make their full text available.  Also, the full text of a clause may be accessed electronically at this/these address(es):  Federal Acquisition Regulation (FAR) clauses:  https://www.acquisition.gov/far/; NASA FAR Supplement (NFS) clauses: http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm 



FEDERAL ACQUISITION REGULATION (48CFR CHAPTER 1) CLAUSES (https://www.acquisition.gov/far/):



The following FAR clauses are included by reference:  	



[bookmark: P249_51734][bookmark: P609_88114][bookmark: P443_66991][bookmark: P136_20224]52.203-3 	GRATUITIES (APR 1984)

[bookmark: P239_36219]52.203-12	LIMITATIONS ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS (OCT 2010)

[bookmark: P391_60194]52.204-2 	SECURITY REQUIREMENTS (AUG 1996)

52.204-4 	PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED PAPER (AUG 2000)

52.204-9 	PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL 

	  (JAN 2011)









52.209-6	PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT. (DEC 2010)

52.211-15 	DEFENSE PRIORTITY AND ALLOCATIONS REQUIREMENTS (APR 2008)

52.217-8	OPTION TO EXTEND SERVICES (NOV 1999) (FILL-IN: ANY TIME BEFORE CONTRACT EXPIRATION) 

52.217-9	OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

[bookmark: P1468_259014]	PARA. (A) FILL-INS: 30 DAYS) 60; PARA. (C) FILL-IN: FIVE (5) YEARS

52.222-1 	NOTICE TO THE GOVERNMENT OF LABOR DISPUTES (FEB 1997)

52.222-99 	NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE NATIONAL LABOR 

	RELATIONS ACT (JUN 2010) (DEVIATION 2010-O0013)

52.223-5	POLLUTION PREVENTION AND RIGHT-TO-KNOW INFORMATION (AUG 2003)

52.223-6	DRUG-FREE WORKPLACE (MAY 2001)

52.223-10	WASTE REDUCTION PROGRAM (AUG 2000)

52.223-13	CERTIFICATION OF TOXIC CHEMICAL RELEASE REPORTING (AUG 2003)

52.223-14	TOXIC CHEMICAL RELEASE REPORTING (AUG 2003)

52.223-17	AFFIRMATIVE PROCUREMENT OF EPA-DESIGNATED ITEMS IN SERVICE AND CONSTRUCTION CONTRACTS (MAY 2008)

52.224-1 	PRIVACY ACT NOTIFICATION (APR 1984) 

52.224-2 	PRIVACY ACT (APR 1984)

52.227-14	RIGHTS IN DATA--GENERAL (DEC 2007) (AS MODIFIED BY NFS 1852.227-14)

52.228-5	INSURANCE -- WORK ON A GOVERNMENT INSTALLATION (JAN 1997)

52.229-3 	FEDERAL, STATE, AND LOCAL TAXES (APR 2003)

52.232-17	INTEREST (OCT 2010)

52.232-18 	AVAIILABILITY OF FUNDS (APR 1984)

52.232-19 	AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (APR 1984)

52.232-23	ASSIGNMENT OF CLAIMS (JAN 1986)

[bookmark: P1289_230061]52.237-2	PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AND VEGETATION (APR 1984)

52.237-3	CONTINUITY OF SERVICES (JAN 1991)

52.245-1	GOVERNMENT PROPERTY (AUG 2010) 

52.245-1	ALTERNATE I (AUG 2010)

52.245-9	USE AND CHARGES (AUG 2010)

52.246-2 	INSPECTION OF SUPPLIES – FIXED-PRICE (AUG 1996)

[bookmark: P85_19993]52.246-4	 INSPECTION OF SERVICES – FIXED-PRICE (AUG 1996)

[bookmark: P309_50450]52.242-13 	BANKRUPTCY (JUL 1995)

52.242-15 	STOP-WORK ORDER (AUG 1989)

52.252-6 	AUTHORIZED DEVIATIONS (APR 1984)

	Insert “NASA FAR Supplement (NFS)” and “48 CRF 18” in paragraph (b).



[bookmark: P1186_162593]52.219-17 - SECTION 8(A) AWARD (Dec 1996)

(a)  By execution of a contract, the Small Business Administration (SBA) agrees to the following:

(1) To furnish the supplies or services set forth in the contract according to the specifications and the terms and conditions by subcontracting with the Offeror who has been determined 







an eligible concern pursuant to the provisions of section 8(a) of the Small Business Act, as amended (15 U.S.C. 637(a)).

(2) Except for novation agreements and advance payments, delegate to the NASA John C. Stennis Space Center the responsibility for administering the contract with complete authority to take any action on behalf of the Government under the terms and conditions of the contract; provided, however that the contracting agency shall give advance notice to the SBA before it issues a final notice terminating the right of the subcontractor to proceed with further performance, either in whole or in part, under the contract.

(3) That payments to be made under the contract will be made directly to the subcontractor by the contracting activity.

(4) To notify the NASA John C. Stennis Space Center Contracting Officer immediately upon notification by the subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownership or control of the concern.

(5) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from decisions of the cognizant Contracting Officer under the “Disputes” clause of the subcontract.

(b) The offeror/subcontractor agrees and acknowledges that it will, for and on behalf of the SBA, fulfill and perform all of the requirements of the contract.

(c) The offeror/subcontractor agrees that it will not subcontract the performance of any of the requirements of this subcontract to any lower tier subcontractor without the prior written approval of the SBA and the cognizant Contracting Officer of the NASA John C. Stennis Space Center.

[bookmark: P1482_261099](End of Clause)

52.219-18 - NOTIFICATION OF COMPETITION LIMITED TO ELIGIBLE 8(A) CONCERNS (June 2003) Alternate I (Apr 2005)

(a) Offers are solicited only from small business concerns expressly certified by the Small Business Administration (SBA) for participation in the SBA’s 8(a) Program and which meet the following criteria at the time of submission of offer –

(1) The Offeror is in conformance with the 8(a) support limitation set forth in its approved business plan; and

(2) The Offeror is in conformance with the Business Activity Targets set forth in its approved business plan or any remedial action directed by the SBA.

(3) The offerors approved business plan is on the file and serviced by SBA Regions IV or VI. 

(b) By submission of its offer, the Offeror represents that it meets all of the criteria set forth in paragraph (a) of this clause.

(c) Any award resulting from this solicitation will be made to the Small Business Administration, which will subcontract performance to the successful 8(a) offeror selected through the evaluation criteria set forth in this solicitation.

(d) 
  

(1)  Agreement. A small business concern submitting an offer in its own name shall furnish, in performing the contract, only end items manufactured or produced by small business concerns in the United States or its outlying areas. If this procurement is processed under simplified acquisition procedures and the total amount of this contract does not exceed $25,000, a small business concern may furnish the product of any domestic firm. This paragraph does not apply in connection with construction or service contracts.

(2) The Contractor will notify the NASA John C. Stennis Space Center Contracting Officer in writing immediately upon entering an agreement (either oral or written) to transfer all or part of its stock or other ownership interest to any other party.

 (End of Clause)

FAR 52.222-42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (MAY 1989)



In compliance with the Service Contract Act of 1965, as amended, and the regulations of the Secretary of Labor (29 CFR Part 4), this clause identifies the classes of service employees expected to be employed under the contract and states the wages and fringe benefits payable to each if they were employed by the contracting agency subject to the provisions of 5 U.S.C. 5341 or 5332.



	THIS STATEMENT IS FOR INFORMATION ONLY:  IT IS NOT A WAGE DETERMINATION.



		Employee Class

		Monetary Wage - - Fringe Benefits



		See Attachment J-17

		



		

		





(End of Clause)

NASA FEDERAL ACQUISITION REGULATION SUPPLEMENT (48CFR CHAPTER 18) CLAUSES (http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm)



The following NFS clauses are included by reference:  	



1852.208-81 	RESTRICTIONS ON PRINTING AND DUPLICATING (Nov 2004)

1852.209-72 	COMPOSITION OF CONTRACTOR (DEC 1988) 

1852.219-74 	USE OF RURAL AREA SMALL BUSINESSES (SEP 1990)
1852.215-84	OMBUDSMAN (OCT 2003)  FILL IN:  B. 

MR. KENNETH R. HUMAN, NASA OFFICE OF THE DIRECTOR, JOHN C. STENNIS SPACE CENTER, MS. 39529, PHONE: (228) 688-2123, FACSIMILE: (228) 688-3240, 

	E-MAIL: KEN.R.HUMAN@NASA.GOV.;  ALTERNATE I (JUN 2000) 











1852.219-76	NASA 8 PERCENT GOAL (JUL 1997)

1852.223-70	SAFETY AND HEALTH (APR 2002)

1852.223-71	FREQUENCY AUTHORIZATION (DEC 1988)

1852.223-75	MAJOR BREACH SAFETY & SECURITY (FEB 2002); ALTERNATE I (FEB 2006)

1852.223-76	FEDERAL AUTOMOTIVE STATISTICAL TOOL REPORTING (JUL 2003)

1852.225-70 	EXPORT LICENSES (FEB 2000)

1852.228-75	MINIMUM INSURANCE COVERAGE (OCT 1988)

1852.237-70	EMERGENCY EVACUATION PROCEDURES (DEC 1988)



1852.204-76 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY RESOURCES (Jan 2011)

(a) [bookmark: P267_48615]The contractor shall protect the confidentiality, integrity, and availability of NASA Electronic Information and IT resources and protect NASA Electronic Information from unauthorized disclosure. 

(b) This clause is applicable to all NASA contractors and sub-contractors that process, manage, access, or store unclassified electronic information, to include Sensitive But Unclassified (SBU) information, for NASA in support of NASA's missions, programs, projects and/or institutional requirements. Applicable requirements, regulations, policies, and guidelines are identified in the Applicable Documents List (ADL) provided as an attachment to the contract. The documents listed in the ADL can be found at: http://www.nasa.gov/offices/ocio/itsecurity/index.html. For policy information considered sensitive, the documents will be identified as such in the ADL and made available through the Contracting Officer. 

(c) Definitions.

(1)  IT resources means any hardware or software or interconnected system or subsystem of equipment, that is used to process, manage, access, or store electronic information. 

(2) NASA Electronic Information is any data (as defined in the Rights in Data clause of this contract) or information (including information incidental to contract administration, such as financial, administrative, cost or pricing, or management information) that is processed, managed, accessed or stored on an IT system(s) in the performance of a NASA contract. 

(3) IT Security Management Plan--This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract. Unlike the IT security plan, which addresses the IT system, the IT Security Management Plan addresses how the contractor will manage personnel and processes associated with IT Security on the instant contract. 

(4) IT Security Plan--this is a FISMA requirement; see the ADL for applicable requirements. The IT Security Plan is specific to the IT System and not the contract. Within 30 days after award, the contractor shall develop and deliver an IT Security Management Plan to the Contracting Officer; the approval authority will be included in the ADL. All contractor personnel requiring physical or logical access to NASA IT resources must complete NASA's annual IT Security Awareness training. Refer to the IT Training policy located in the IT Security Web site at https://itsecurity.nasa.gov/policies/index.html. 





(d) The contractor shall afford Government access to the Contractor's and subcontractors' facilities, installations, operations, documentation, databases, and personnel used in performance of the contract. Access shall be provided to the extent required to carry out a program of IT inspection (to include vulnerability testing), investigation and audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of NASA Electronic Information or to the function of IT systems operated on behalf of NASA, and to preserve evidence of computer crime. 

(e) At the completion of the contract, the contractor shall return all NASA information and IT resources provided to the contractor during the performance of the contract in accordance with retention documentation available in the ADL. The contractor shall provide a listing of all NASA Electronic information and IT resources generated in performance of the contract. At that time, the contractor shall request disposition instructions from the Contracting Officer. The Contracting Officer will provide disposition instructions within 30 calendar days of the contractor's request. Parts of the clause and referenced ADL may be waived by the contracting officer, if the contractor's ongoing IT security program meets or exceeds the requirements of NASA Procedural Requirements (NPR) 2810.1 in effect at time of award. The current version of NPR 2810.1 is referenced in the ADL. The contractor shall submit a written waiver request to the Contracting Officer within 30 days of award. The waiver request will be reviewed by the Center IT Security Manager. If approved, the Contractor Officer will notify the contractor, by contract modification, which parts of the clause or provisions of the ADL are waived. 

(f) The contractor shall insert this clause, including this paragraph in all subcontracts that process, manage, access or store NASA Electronic Information in support of the mission of the Agency. 

(End of clause)

1852.232-77 LIMITATION OF FUNDS (FIXED-PRICE CONTRACT) 
(Mar 1989) 

(a) Of the total price of items through ________, the sum of $_______ is presently available for payment and allotted to this contract. It is anticipated that from time to time additional funds will be allocated to the contract in accordance with the following schedule, until the total price of said items is allotted:

		

		



		SCHEDULE FOR ALLOTMENT OF FUNDS



		Date: TBD

		Amounts: TBD





(b) The Contractor agrees to perform or have performed work on the items specified in paragraph (a) of this clause up to the point at which, if this contract is terminated pursuant to the Termination for Convenience of the Government clause of this contract, the total amount payable by the Government (including amounts payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of that clause would, in the exercise of reasonable judgment by the Contractor, approximate the total amount at the time allotted to the contract. The 



Contractor is not obligated to continue performance of the work beyond that point. The Government is not obligated in any event to pay or reimburse the Contractor more than the amount from time to time allotted to the contract, anything to the contrary in the Termination for Convenience of the Government clause notwithstanding. 

(c)   

(1)  It is contemplated that funds presently allotted to this contract will cover the work to be performed until ___________. 

(2) If funds allotted are considered by the Contractor to be inadequate to cover the work to be performed until that date, or an agreed date substituted for it, the Contractor shall notify the Contracting Officer in writing when within the next 60 days the work will reach a point at which, if the contract is terminated pursuant to the Termination for Convenience of the Government clause of this contract, the total amount payable by the Government (including amounts payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of that clause will approximate 75 percent of the total amount then allotted to the contract. 

(3)  

(i) The notice shall state the estimate when the point referred to in paragraph (c)(2) of this clause will be reached and the estimated amount of additional funds required to continue performance to the date specified in paragraph (c)(1) of this clause, or an agreed date substituted for it. 

(ii) The Contractor shall, 60 days in advance of the date specified in paragraph (c)(1) of this clause, or an agreed date substituted for it, advise the Contracting Officer in writing as to the estimated amount of additional funds required for the timely performance of the contract for a further period as may be specified in the contract or otherwise agreed to by the parties. 

(4)  If, after the notification referred to in paragraph (c)(3)(ii) of this clause, additional funds are not allotted by the date specified in paragraph (c)(1) of this clause, or an agreed date substituted for it, the Contracting Officer shall, upon the Contractor's written request, terminate this contract on that date or on the date set forth in the request, whichever is later, pursuant to the Termination for Convenience of the Government clause. 

(d) When additional funds are allotted from time to time for continued performance of the work under this contract, the parties shall agree on the applicable period of contract performance to be covered by these funds. The provisions of paragraphs (b) and (c) of this clause shall apply to these additional allotted funds and the substituted date pertaining to them, and the contract shall be modified accordingly. 

(e)  If, solely by reason of the Government's failure to allot additional funds in amounts sufficient for the timely performance of this contract, the Contractor incurs additional costs or is delayed in the performance of the work under this contract, and if additional funds are allotted, an equitable adjustment shall be made in the price or prices (including appropriate target, billing, and ceiling prices where applicable) of the items to be delivered, or in the time of delivery, or both. 

(f) The Government may at any time before termination, and, with the consent of the Contractor, after notice of termination, allot additional funds for this contract. 



(g) The provisions of this clause with respect to termination shall in no way be deemed to limit the rights of the Government under the default clause of this contract. The provisions of this Limitation of Funds clause are limited to the work on and allotment of funds for the items set forth in paragraph (a) of this clause. This clause shall become inoperative upon the allotment of funds for the total price of said work except for rights and obligations then existing under this clause. 

(h) Nothing in this clause shall affect the right of the Government to terminate this contract pursuant to the Termination for Convenience of the Government clause of this contract. 


(End of Clause)

1852.242-72 	OBSERVANCE OF LEGAL HOLIDAYS (AUG 1992) ALTERNATE II (OCT 2000)

(a) The on-site Government personnel observe the following holidays: 

New Year's Day

Labor Day

Martin Luther King, Jr.'s Birthday

Columbus Day 
President's Day 
Veterans Day 
Memorial Day 
Thanksgiving Day 
Independence Day 
Christmas Day

Any other day designated by Federal statute, Executive order, or the President's proclamation.

(b) When any holiday falls on a Saturday, the preceding Friday is observed. When any holiday falls on a Sunday, the following Monday is observed. Observance of such days by Government personnel shall not by itself be cause for an additional period of performance or entitlement of compensation except as set forth within the contract. 

		(End of clause)

ALTERNATE II 

As prescribed in 1842.7001(c), add the following as paragraphs (e) and (f) if Alternate I is used, or as paragraphs (c) and (d) if Alternate I is not used. If added as paragraphs (c) and (d), amend the first sentence of paragraph (d) by deleting "(e)" and adding "(c)" in its place.

(c) When the NASA installation grants administrative leave to its Government employees (e.g., as a result of inclement weather, potentially hazardous conditions, or other special circumstances), Contractor personnel working on-site should also be dismissed. However, the contractor shall provide sufficient on-site personnel to perform round-the-clock requirements 





of critical work already in process, unless otherwise instructed by the Contracting Officer or authorized representative. 

(d) Whenever administrative leave is granted to Contractor personnel pursuant to paragraph (c) of this clause, it shall be the determination of the Contracting Officer as to what amount to reimburse the contractor.

(End of Clause)

[bookmark: P21_2498]1852.245-71 INSTALLATION-ACCOUNTABLE GOVERNMENT PROPERTY 
(NOVEMBER 2004) 

(a) The Government property described in the clause at 1852.245-77, List of Installation-Accountable Property and Services, shall be made available to the Contractor on a no-charge basis for use in performance of this contract. This property shall be utilized only within the physical confines of the NASA installation that provided the property. Under this clause, the Government retains accountability for, and title to, the property, and the Contractor assumes the following user responsibilities: 

(1) Reporting any missing or untagged (meeting the criteria for control) equipment, transfer, location change, or user change of equipment to the cognizant property custodian.

(2) Notifying the cognizant property custodian, supervisor, and the Installation Security Officer immediately if theft of Government property is suspected.

(3) Ensuring that such equipment is used only in pursuit of approved NASA programs and projects.

(4) Identifying equipment not being actively used in pursuit of approved NASA programs and projects.

(5) Ensuring that equipment is turned in to the Property Disposal Officer through the cognizant property custodian when no longer needed.  Under no circumstances will an employee throw away Government equipment.

(6) At Installations with full-time property custodians, assigned users retain all responsibilities including notifying cognizant property custodian of all activity associated with the user's assigned equipment.

(7) The Contractor shall perform maintenance, calibration and repair on all Installation Accountable Government Property Attachment J-15.1 in accordance with FAR 52.245-1 Alt. I.

(8) The Contractor shall properly store and control IAGP.

The contractor shall establish and adhere to a system of written procedures for compliance with these user responsibilities. Such procedures must include holding employees liable, when appropriate, for loss, damage, or destruction of Government property. 

(b)  

(1) The official accountable recordkeeping, physical inventory, financial control, and reporting of the property subject to this clause shall be retained by the Government and 



accomplished by the installation Supply and Equipment Management Officer (SEMO) and Financial Management Officer. If this contract provides for the contractor to acquire property, title to which will vest in the Government, the following additional procedures apply: 

(i) The contractor’s purchase order shall require the vendor to deliver the property to the installation central receiving area 

(ii) The contractor shall furnish a copy of each purchase order, prior to delivery by the vendor, to the installation central receiving area 

(iii) The contractor shall establish a record of the property as required by 1845.5 and furnish to the Industrial Property Officer a DD Form 1149 Requisition and Invoice/Shipping Document (or installation equivalent) to transfer accountability to the Government within 5 working days after receipt of the property by the contractor. The contractor is accountable for all contractor-acquired property until the property is transferred to the Government’s accountability. 

(iv) Contractor use of Government property at an off-site location and off-site subcontractor use require advance approval of the contracting officer and notification of the SEMO. The contractor shall assume accountability and financial reporting responsibility for such property. The contractor shall establish records and property control procedures and maintain the property in accordance with the requirements of FAR Part 45.5 until its return to the installation. 

(2) After transfer of accountability to the Government, the contractor shall continue to maintain such internal records as are necessary to execute the user responsibilities identified in paragraph (a) and document the acquisition, billing, and disposition of the property. These records and supporting documentation shall be made available, upon request, to the SEMO and any other authorized representatives of the contracting officer. 


(End of Clause)

1852.245-77 LIST OF INSTALLATION-ACCOUNTABLE PROPERTY AND SERVICES (JULY 1997)

In accordance with the clause at 1852.245-71, Installation-Accountable Government Property, the Contractor is authorized use of the types of property and services listed below, to the extent they are available, in the performance of this contract within the physical borders of the installation which may include buildings and space owned or directly leased by NASA in close proximity to the installation, if so designated by the Contracting Officer. 

(a) Office space, work area space, and utilities. Government telephones are available for official purposes only. 

(b) General- and special-purpose equipment, including office furniture. 





(1) Equipment to be made available is listed in Attachment J-15.1 and J-15.2. The Government retains accountability for this property under the clause at 1852.245-71, Installation-Accountable Government Property, regardless of its authorized location. 

(2) If the Contractor acquires property, title to which vests in the Government pursuant to other provisions of this contract, this property also shall become accountable to the Government upon its entry into Government records as required by the clause at 1852.245-71, Installation-Accountable Government Property. 

(3) The Contractor shall not bring to the installation for use under this contract any property owned or leased by the Contractor, or other property that the Contractor is accountable for under any other Government contract, without the Contracting Officer's prior written approval. 

(c) Supplies from stores stock. 

(d) Publications and blank forms stocked by the installation. 

(e) Safety and fire protection for Contractor personnel and facilities. 

(f) Installation service facilities: See Attachment J-14 

(g) Medical treatment of a first-aid nature for Contractor personnel injuries or illnesses sustained during on-site duty. 

(h) Cafeteria privileges for Contractor employees during normal operating hours. 

(i) Building maintenance for facilities occupied by Contractor personnel. 

(j) Moving and hauling for office moves, movement of large equipment, and delivery of supplies. Moving services shall be provided on-site, as approved by the Contracting Officer. 

(k) The user responsibilities of the Contractor are defined in paragraph (a) of the clause at 1852.245-71, Installation-Accountable Government Property. 

(End of Clause)

[bookmark: P594_105279]1852.237-72 ACCESS TO SENSITIVE INFORMATION (JUNE 2005)

(a) As used in this clause, “sensitive information” refers to information that a contractor has developed at private expense, or that the Government has generated that qualifies for an exception to the Freedom of Information Act, which is not currently in the public domain, and which may embody trade secrets or commercial or financial information, and which may be sensitive or privileged. 

(b) To assist NASA in accomplishing management activities and administrative functions, the Contractor shall provide the services specified elsewhere in this contract. 

(c) If performing this contract entails access to sensitive information, as defined above, the Contractor agrees to – 

(1) Utilize any sensitive information coming into its possession only for the purposes of performing the services specified in this contract, and not to improve its own competitive position in another procurement. 





(2) Safeguard sensitive information coming into its possession from unauthorized use and disclosure. 

(3) Allow access to sensitive information only to those employees that need it to perform services under this contract. 

(4) Preclude access and disclosure of sensitive information to persons and entities outside of the Contractor’s organization. 

(5) Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in this contract and to safeguard it from unauthorized use and disclosure. 

(6) Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract. 

(7) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions. 

(d) The Contractor will comply with all procedures and obligations specified in its Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a compliance document. 

(e) The nature of the work on this contract may subject the Contractor and its employees to a variety of laws and regulations relating to ethics, conflicts of interest, corruption, and other criminal or civil matters relating to the award and administration of government contracts. Recognizing that this contract establishes a high standard of accountability and trust, the Government will carefully review the Contractor’s performance in relation to the mandates and restrictions found in these laws and regulations. Unauthorized uses or disclosures of sensitive information may result in termination of this contract for default, or in debarment of the Contractor for serious misconduct affecting present responsibility as a government contractor. 

(f) The Contractor shall include the substance of this clause, including this paragraph (f), suitably modified to reflect the relationship of the parties, in all subcontracts that may involve access to sensitive information.


(End of Clause)

1852.237-73 RELEASE OF SENSITIVE INFORMATION (Jun 2005)

(a) As used in this clause, “sensitive information” refers to information, not currently in the public domain, that the Contractor has developed at private expense, that may embody trade secrets or commercial or financial information, and that may be sensitive or privileged. 

(b) In accomplishing management activities and administrative functions, NASA relies heavily on the support of various service providers. To support NASA activities and functions, these service providers, as well as their subcontractors and their individual employees, may need access to sensitive information submitted by the Contractor under this contract. By submitting this proposal or performing this contract, the Contractor agrees that NASA may release to its 





service providers, their subcontractors, and their individual employees, sensitive information submitted during the course of this procurement, subject to the enumerated protections mandated by the clause at 1852.237-72, Access to Sensitive Information. 

(c)  

(1) The Contractor shall identify any sensitive information submitted in support of this proposal or in performing this contract. For purposes of identifying sensitive information, the Contractor may, in addition to any other notice or legend otherwise required, use a notice similar to the following: 

Mark the title page with the following legend: 

This proposal or document includes sensitive information that NASA shall not disclose outside the Agency and its service providers that support management activities and administrative functions. To gain access to this sensitive information, a service provider’s contract must contain the clause at NFS 1852.237-72, Access to Sensitive Information. Consistent with this clause, the service provider shall not duplicate, use, or disclose the information in whole or in part for any purpose other than to perform the services specified in its contract. This restriction does not limit the Government's right to use this information if it is obtained from another source without restriction. The information subject to this restriction is contained in pages [insert page numbers or other identification of pages]. 

Mark each page of sensitive information the Contractor wishes to restrict with the following legend: 

Use or disclosure of sensitive information contained on this page is subject to the restriction on the title page of this proposal or document. 

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular information is “sensitive.” This evaluation shall consider the time and resources necessary to protect the information in accordance with the detailed safeguards mandated by the clause at 1852.237-72, Access to Sensitive Information. However, unless the Contracting Officer decides, with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor’s claim that particular information is sensitive, NASA and its service providers and their employees shall comply with all of the safeguards contained in paragraph (d) of this clause. 

(d) To receive access to sensitive information needed to assist NASA in accomplishing management activities and administrative functions, the service provider must be operating under a contract that contains the clause at 1852.237-72, Access to Sensitive Information. This clause obligates the service provider to do the following: 

(1) Comply with all specified procedures and obligations, including the 
Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated as a compliance document. 

(2) Utilize any sensitive information coming into its possession only for the purpose of performing the services specified in its contract. 

(3) Safeguard sensitive information coming into its possession from unauthorized use and disclosure. 





(4) Allow access to sensitive information only to those employees that need it to perform services under its contract. 

(5) Preclude access and disclosure of sensitive information to persons and entities outside of the service provider’s organization. 

(6) Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in its contract and to safeguard it from unauthorized use and disclosure. 

(7) Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract. 

(8) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions. 

(e) When the service provider will have primary responsibility for operating an information technology system for NASA that contains sensitive information, the service provider’s contract shall include the clause at 1852.204-76, Security Requirements for Unclassified Information Technology Resources. The Security Requirements clause requires the service provider to implement an Information Technology Security Plan to protect information processed, stored, or transmitted from unauthorized access, alteration, disclosure, or use. Service provider personnel requiring privileged access or limited privileged access to these information technology systems are subject to screening using the standard National Agency Check (NAC) forms appropriate to the level of risk for adverse impact to NASA missions. The Contracting Officer may allow the service provider to conduct its own screening, provided the service provider employs substantially equivalent screening procedures. 

(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act.

(g) The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect the relationship of the parties, in all subcontracts that may require the furnishing of sensitive information.

(End of Clause)








Part IV – ATTACHMENTS



Part V - SOLICITATION PROVISIONS



52.211-14 NOTICE OF PRIORITY RATING FOR NATIONAL DEFESE, EMERGENCY 

PREPAREDNESS, AND ENERGY PROGRAM (Apr 2008)

Insert “DO rated order.”



Part V (a) - 52.212-1 – INSTRUCTIONS TO OFFERORS – COMMERCIAL ITEMS (Jun 2008)



Paragraph (a) thru (l) are incorporated by reference. 



(c) Period for acceptance of offers.   Replace with the following:  Period for acceptance of offers.  The offeror agrees to hold the prices in its offer firm for 120 calendar days from the date specified for receipt of offers.



The following ADDENDA TO FAR 52.212-1 are incorporated: 



ADDENDA TO 52.212-1 – INSTRUCTIONS TO OFFERORS – COMMERCIAL ITEMS



Paragraphs (A) thru (F) are incorporated as an ADDENDA FAR 52.212-1:



(A) RESTICTIONS:  This contract is a RESTRICTED GEOGRAPHY competitive procurement set-aside 100% for active U.S. Small Business Administration (SBA)-Certified 8(a) Program Participants LOCATED in the SBA region of IV or VI.  To be an eligible concern the Contractor must have a place of business in one of the following regions.



		

		

		

		

		

		

		

		

		



		Region IV consists of the following states:

		

		Region VI consists of the following states:



		

		Mississippi

		

		

		

		New Mexico

		



		

		Alabama

		

		

		

		

		Texas

		

		



		

		Georgia

		

		

		

		

		Oklahoma

		



		

		Florida

		

		

		

		

		Arkansas

		

		



		

		South Carolina

		

		

		

		Louisiana

		

		



		

		North Carolina

		

		

		

		

		

		



		

		Tennessee

		

		

		

		

		

		

		



		

		Kentucky

		

		

		

		

		

		

		







(B) SITE VISIT INFORMATION.  The government will conduct a single organized Site Visit for this requirement.  The site visit is scheduled May 25, 2011 at 9:00 a.m. in the Logtown Conference, Building 1100.  Offerors are highly encouraged to attend this meeting prior to submitting an offer, as it will be the only site visit 











provided.  In order to arrange access to SSC, offerors planning to attend shall notify Rebecca.M.Hopper@nasa.gov no later than 3:00 pm on Monday May 23, 2011 with the company name, names of representatives, number of representatives and citizenship; offerors failing to do so will not have seating.  Offerors are limited to 2 individuals per company.  On May 25, 2011, Offerors shall report to the SSC South Visitor’s Reception Center prior to 8:45 a.m. to obtain a visitor’s pass.  Any questions regarding the meeting must be submitted in writing to Rebecca.M.Hopper@nasa.gov.  This information will be posted for viewing by potential contractors.

(C) [bookmark: P556_91162]QUESTIONS - Questions regarding the solicitation and/or specifications are encouraged to ensure adequate understanding of the government’s requirement.  All offeror questions regarding subject solicitation must be submitted no later than 3 pm local time (Central) on May 31, 2011.  Questions submitted after this date/time will not be accepted.  Questions will be accepted via e-mail only to:  Rebecca.M.Hopper@nasa.gov  (cc:  Gerald.L.Norris@nasa.gov).  Faxed or telephoned questions will not be accepted. 

(D) PROPOSAL COSTS - The Government will not pay any offeror for preparation of its proposal.

(E) SUBMISSION REQUIRMENTS:  All information and all copies of offer must be submitted no later than the date and time specified on Page 1 in Block 8 of the SF 1449.  Proposals that arrive after the prescribed date and time specified for receipt of proposals will be considered late and treated in accordance with FAR 52.212-1(f)(2). The offeror shall prepare the proposal as set forth below.  The titles and contents of the information should be as defined for each requirement.  The information identified shall be clearly and separately marked. The information requested SHALL be provided for the prime contractor, and, if applicable, subcontractors.

(i) Offerors are required to submit (3) copies of their proposal to include original signed copies of the Standard Form 1449. Offerors shall include facsimile number and e-mail address(es) with their offer.  

(ii) The unit Price and extended Amount in the Schedule on Page 3 of the SF 1449 shall be completed by the offeror.  NOTE: For CLIN 9999 Offerors shall propose a firm-fixed phase-in price for a 1- month period.  

(iii) Offerors are also required to electronically provide Representation and Certifications via BPN website at http://orca.bpn.gov prior to submitting offer or IAW 52.212-3, complete the representation and certifications in this solicitation and submit as part of its proposal package.  

(iv) Acknowledgment of all amendments.

(v) In addition, the following information for the value characteristics shall be clearly identified and submitted with offer:  Failure to return all items below may render the offer nonresponsive and exclude it from further consideration for award.







1. MANAGEMENT APPROACH:  (Page Limit 30 in accordance with paragraph 1 below)

2. RELEVANT EXPERIENCE:  (Page Limit 10 in accordance with paragraph 2 below)

3. PAST PERFORMANCE & SAFETY: (Use Attachment L-03 in accordance with paragraph 3 below)

4. PRICE:  Required for all contract line items with-in blocks 19 through 24 of the Standard form 1449 plus supporting breakouts in accordance with paragraph 4 below.  (No page limit.)

NOTE: The page limits identified are for single sided typewritten pages anything in excess of the limits will not be considered.  Pages are to be on 8-1/2” x 11” paper, using no less than 12 point character size and the margins shall be at least one inch wide.   Note: Tables, Graphs and Charts are exempt for character size requirements, however they must be legible.  

1. MANAGEMENT APPROACH

a. Provide a Phase-In plan addressing the requirements for Phase-in as specified in this RFP. (Not included in Page Limit)

b. Provide a Safety, Health and Environmental (SHE) Plan in accordance with NFS 1852.223-73 and Data Requirement SA-01. (Not Included in Page Limit)

c. Provide a staffing plan for obtaining and maintaining a qualified workforce for the contract.  Include a table of personnel sources, noting the percentage of the total workforce (including subcontractor personnel) that you intend to recruit from the following sources:  (a) offeror’s own resources; (b) other divisions of the company; (c) incumbent contractor work force; and (d) outside recruitment, including subcontractors, consultants, and other.  Detail the number of personnel per skill category and by organizational element for the total work force.  Address your selection of skill levels and job qualifications and their relationship to the PWS for the total workforce.  Identify the critical skills essential to successful contract performance.  The Staffing Plan shall reflect an overall understanding of the application, implementation, and administration of the mandatory provisions of the Service Contract Act (SCA).

d. Offerors proposing a teaming arrangement, joint venture, subcontracting arrangement, or any other type of contractual arrangement, shall clearly delineate the approach for overall management and integration of this contractual arrangement.  Disclose any existing or planned agreements between and among principals, each company’s responsibility for financial management of the venture, the business systems contemplated for use by the entity and their location, cost and revenue sharing 





agreements and any other information which clearly describes the business arrangement.  Describe operational and management interfaces (including all levels of supervision and management) for interacting with NASA, NASA on-site contractors, subcontractors, other contractors, resident organizations, and why they will be effective in accomplishing the PWS.  All joint venture offerors shall provide proof of submission of the joint venture agreement to the Small Business Administration (SBA) along with the proposal.  Joint ventures shall be approved by the SBA prior to award.  All teaming offerors shall be reviewed by the SBA.  All offerors shall adhere to the ostensible subcontracting rule and shall demonstrate how they comply with SBA ”Seven Factor Test” and CFR ostensible subcontracting rules.  Failure to submit adequate information concerning the joint venture, teaming, or subcontractor relationship may render the offer ineligible for award. (if applicable)

i. The “Seven Factor Test” questions to be answered are as follows:

Which party will be managing the contract?

Which party possesses the requisite background and expertise to carry out the contract?

What party pursued the contract award?

What degree of collaboration was there on the proposal effort?

Were the tasks allocated to be performed by each party or is there commingling of personnel and material?

What is the amount of work to be performed by each party?

Which party will perform the more complex and costly contract functions?

e. Provide organizational charts to at least three (3) levels, (e.g., Division, Branch, Section), showing the entire organization structure, including the interface with the corporate or home office operations, and a description of the internal line of responsibility and authority.  In addition, for each subcontractor(s) performing an entire function, submit organization charts of the subcontractors and describe how the Offeror will function in conjunction with the subcontractor’s operations.  

2. RELEVANT EXPERIENCE:  Relevant experience is the accomplishment of work that is comparable or related to the technical work required by this solicitation, and is of similar scope, size, and complexity.

a.  At a MINIMUM, Relevant Experience shall include experience in the following disciplines. (Provide adequate documentation such as contract number, POC and contact information for verification of experience for each discipline as appropriate):

i. Resource Protection

ii. Access Control 

iii. Access Monitoring (Dispatch)

iv. Uniformed Operations

v. Locksmith Services









vi. Investigations

vii. Patrol Operations

3. PAST PERFORMANCE & SAFETY

a. PAST PERFORMANCE

i. Past Performance Information (PPI) shall include the name(s) and contact information for the three (3) most recent (within three years from the offer due date listed on page 1, in Block 8, of the SF1449) and relevant references (whether federal, state, local government, or private industry) for the prime contractor including subcontractors or teaming partners.  Failure to provide adequate contact information or relevant past performance may result in the offeror being given a “neutral” rating. 

ii. Offeror shall provide documentation demonstrating experience in Protective Service of similar magnitude.  Documentation shall include contract number, name and, phone number for verifications.  

iii. For newly formed businesses having little or no company past performance, the past performance of the company's principal owner(s), or corporate officer(s) may be considered.  The lack of a performance record may result in an unknown past performance rating which will neither be used to the advantage or disadvantage of the Offeror. The evaluation will be based on information obtained from references provided by the Offeror of relevant past contracts performed in the past three years (Attachment L-03), as well as other past performance information obtained from other sources known by the Government [i.e., Past Performance Information Retrieval System (PPIRS)] or any other source that may have useful and relevant information.

iv. The Past Performance Form (Attachment L-03) shall be used to collect and record information concerning your firm's past performance and any subcontractor and/or teaming partner.  Using Attachment L-03 submit the names of customers, preferably the Government, where you have performed as a prime contractor and/or a subcontractor within the past three years. 

b. SAFETY

i. Accompanying your Safety Health and Environmental Plan under separate cover, the contractor MUST submit (2) copies of the Safety and Health Program Attachment.  The Attachment shall contain the prime contractor’s OSHA Total Recordable Incident Rate (TRIR), independently documented evidence of your firm’s OSHA DART rate, and your designated Safety Experience Modifier Rate (EMR) used to calculate Workmen’s Compensation Insurance.  These rates will be considered as separate indicators of 





the effectiveness of your overall safety and health program.  Do not include this information in the submitted general Safety Health and Environmental Plan:

ii. Information on all OSHA citations issued to the firm over the past three years.  Additionally provide information on how each citation was resolved or mitigated.

iii. Information on all previous OSHA reportable mishaps (OSHA Forms 300 & 300A) that have occurred in the past three years to include items a through c below:  The following website shall be used to verify OSHA data: www.osha.gov/cgi-bin/est/est1

a.  Address any fatalities that have occurred; identify whether the investigation has been completed and the results;

b.  The cause of the safety and health mishap;

c.  Describe the corrective action taken and when it was implemented.  If the corrective action has not yet been implemented, provide the planned implementation date.   

4. PRICE

a. Offeror must include a price for each contract line items with-in blocks 19 through 24 of the Standard form 1449.  Failure to include a price for all CLINs may render the offer nonresponsive and exclude it from further consideration for award.

b. This procurement is exempt from the requirements of submission or certification of cost or pricing data.  Offerors shall provide a cost breakout of the major cost elements (e.g. material, labor, subcontracts, overhead, G&A, Profit, other cost, etc) for each of the firm fixed price CLINs.  Offeror shall provide a further breakout of each CLIN’s labor cost element by classification, exempt, nonexempt, or CBA, number of hours per classification, hourly rate, salary related expenses, fringe benefits, etc. for each CLIN.  (Note:  If there is a teaming arrangement or subcontractor providing labor in direct support of the contract PWS, the same information by CLIN is required of the subcontractor.    

c. Offeror shall identify and document all (if any) assumptions, conditions, and/or exceptions upon which the price is based.  Any assumptions, conditions, and/or exceptions considered by the Government to be unacceptable may result in elimination for an award.

d. For ease of evaluation, the offeror SHALL submit the breakout requested in Paragraph (IV) for Price on a Microsoft Excel (.xls compatible) file on CDROM (Microsoft Excel) along with a hard copy.  The electronic spreadsheet shall be virus free; shall have all formulas visible; and shall have all worksheets from which calculations are performed, included and accessible.  The price information shall be provided separate from the other parts of the proposal (if there are differences between the hard and soft copy the hard copy will prevail).  





(F) ALTERNATE PROPOSALS - Offerors may submit an alternate proposal that departs from the stated requirements.  Such proposals shall clearly identify why the acceptance of the proposal would be advantageous to the government.  Any deviations from the specifications and/or terms and conditions of the solicitation, with the comparative advantage to the government, shall be clearly identified and explicitly defined.  The offeror shall also provide an assessment of the risks associated with the offeror’s approach, including the identification of impacts and mitigation recommendations in the applicable section of the proposal.  The government reserves the right to amend the solicitation to allow all offerors an opportunity to submit revised proposals based on the revised requirements.  If an alternate proposal is submitted, offerors are required to submit a separate, independent, and complete proposal that conforms to the solicitation to ensure consideration.  



52.212-2 EVALUATION--COMMERCIAL ITEMS (Jan 1999) 

Paragraph (a) thru (c) are incorporated by reference, the following paragraphs (A) thru (E) are incorporated as an ADDENDA FAR 52.212-2:



(A) BASIS FOR CONTRACT AWARD:  The Government will award a contract resulting from this solicitation to the responsible offeror whose offer, conforming to the solicitation; will be most advantageous to the Government.  This procurement is being conducted utilizing Best Value Selection (BVS), which seeks to make an award based on the best combination of price and non price characteristics (Management Approach, Relevant Experience and Past Performance & Safety).  BVS predefines the value characteristics which will serve as discriminators among proposals.  BVS evaluation is based on the premise that, if all proposals are of approximately equal qualitative merit, award will be made to the Offeror with the lowest evaluated price (fixed-price contracts).  However, the Government will consider awarding to an Offeror with higher qualitative merit if the difference in price is commensurate with added value.  Conversely, the Government will consider making award to an Offeror whose proposal has lower qualitative merit if the price (or cost) differential between it and other offers warrants doing so.

(B) EVALUATION CRITERIA:  Best value will be determined based on an integrated assessment of each proposal in terms of management approach, relevant experience, past performance, and price.  Therefore, subjective judgment by the government is implicit in the evaluation process.  Management Approach, Relevant Experience, and Past Performance & Safety are approximately equal.  When combined, these three value characteristics (Management Approach, Relevant Experience, and Past Performance & Safety) are significantly more important than Price.  If offeror does not have relevant past performance history, the offeror may not be evaluated favorably or unfavorably on past performance and will be given a neutral rating as detailed in this plan.  In addition, award may be made without conducting discussions.  Once all responses have been gathered, proposals will be adjectively evaluated by team members using the established value characteristics and ratings identified below.  Price will not be rated or scored.



(C) EVALUATION PROCESS:  The Government will evaluate proposals in two general steps:

Step One -- An initial evaluation will be performed to determine if all required information has been provided and the Offeror has presented a responsive proposal.  Offeror may be contacted only for clarification purposes during the initial evaluation.  Should a proposal be determined nonresponsive, the offeror shall be notified that its proposal has been rejected and the reasons therefore, and the proposal shall be excluded from further consideration.  

Step Two -- All responsive proposals will be evaluated against the value characteristics identified below.  Price will be evaluated via price analysis.  The analytical techniques and procedures described in FAR 15.404 may be used, singly or in combination with others, to ensure the final price is fair and reasonable.  Based on this evaluation, the Government has the option, depending on the specific circumstances of the proposals received, to utilize one of the following methods:  (1) Make selection and award without discussions; or (2) after establishment of the competitive range, hold discussions with those offerors having a reasonable chance of award and afford each Offeror an opportunity to revise its proposal, and then make selection based upon an evaluation of the revised proposals.

Offerors are cautioned that omissions or an inaccurate or inadequate response to these evaluation factors may have a negative effect on your overall evaluation.

References other than those provided by the offeror may be contacted and their comments considered during the evaluation process.  The information submitted may be verified by the Government through discussions with the references provided.  While the Government may elect to consider data obtained from other sources, the burden of providing relevant references that the Government can readily contact rests with the Offeror.

(D) VALUE CHARACTERISTICS RATINGS:  Listed below are the value characteristics ratings that will be utilized in the evaluation of each proposal.  The Proposal submission requirements for each value characteristic are identified in FAR 52.212-1 above.  

(i) MANAGEMENT APPROACH:  Each offerors management approach will be evaluated to determine the effectiveness of the proposed management approach as outlined in Submission Requirements.  The evaluation team will assign one of the following efficiency ratings for the overall management approach.




		RATING

		DEFINITION 

		STANDARD



		Highly Effective

		The Management approach submitted by the offeror leaves little doubt that the proposed approach will be highly effective throughout the life of the contract. 

		Provided the requested information in the proposal that reflects an excellent management approach with a clear understanding of the work to be performed and the ability to provide uninterrupted high-quality work. 



		Moderately Effective

		The Management approach submitted by the offeror leaves some doubt that the proposed approach will be effective throughout the life of the contract. 

		Provided the requested information in the proposal, and the information provided reflects a good management approach with a general understanding of the work to be performed and the ability to provide uninterrupted quality work.



		Ineffective

		The Management approach submitted by the offeror leaves significant doubt that the proposed approach will be effective throughout the life of the contract.

		Not all requested information was provided in the proposal or the information that was provided did not reflect an acceptable management approach demonstrating a lack of understanding of the work to be performed. This approach could result in interruption of service or a lower-quality work.







(i) RELEVANT EXPERIENCE:  Relevant experience is the accomplishment of work that is comparable or related to the technical work required by this solicitation, and is of similar scope, size and complexity.  The evaluation team will assign one of the following risk ratings for the relevant experience characteristic:



		RATING

		DEFINITION		

		STANDARD



		Low Risk

		Little doubt exists, based on the offeror’s experience; that the offeror can satisfactory perform this kind of work.

		Extensive experience in projects of similar size, scope, complexity.



		Moderate Risk

		Some doubt exists, based on the offeror’s experience, that the offeror can satisfactorily perform this kind of work.

		Limited experience in projects of similar size and scope or extensive experience as the primary subcontractor for projects similar in size and scope.   



		High Risk

		Significant doubt exists, based on the offeror’s experience, that the offeror can satisfactorily perform this kind of work.

		Very little experience in projects of this kind. 







(ii) 
 PAST PERFORMANCE & SAFETY:  An offeror’s past performance on similar projects will be evaluated to determine the quality of work previously provided and to assess the relative capability of the offeror to effectively accomplish the requirements of this contract.  Past performance information will be used to assess the extent to which contract objectives (including management, technical management, quality control, safety program, and other) have been achieved on comparable or related type work.  The evaluation team will assign each offeror one of the following adjective ratings based on the evaluation results from the past performance information received:



		RATING

		DEFINITION 

		STANDARD



		Outstanding

		Substantially exceeds requirements. Entirely favorable past performance.  No Major Breach of Safety within the past three years

		A significant majority of sources of information are consistently firm in stating that the offeror’s performance was superior and that they would unhesitatingly do business with the offeror again.  Complaints are negligible, or unfounded.  The offeror has no record of criminal conduct, civil fraud, or negligence, or the record is old and the offeror has demonstrated by more recent performance that corrective action has made the likelihood of such conduct in the future highly improbable.  A major breach of safety is an act or omission of the contractor that consists of an accident, incident or exposure resulting in a fatality or mission failure; or in damage to equipment or property equal to or greater than $1 million dollars or any “willful” or “repeat” violation cited by OSHA or a state agency operating under an OSHA approved plan within the past three years.  Offeror has had no Type A Mishaps. A mishap resulting in one or more of the following: (1) an occupational injury or illness resulting in a fatality, a permanent total disability, or the hospitalization for inpatient care of 3 or more people within 30 workdays of the mishap and; (2) a total direct cost of mission failure and property damage of $1 million or more.  Offeror has had no type B mishaps.  A mishap that caused an occupational injury or illness that resulted in a permanent partial disability, the hospitalization for impatient care of 1-2 people within 30 workdays of the mishap, or a total direct cost of mission failure and property damage of at least $250,000 but less than $1,000,000 within the past three years.



		Above Average

		Somewhat exceeds requirements. More favorable than unfavorable past performance 

		Most sources of information state that the offeror’s performance was good, better than average and that they would willingly do business with the offeror again.  Complaints, though perhaps well founded, are few and relatively minor.  The offeror has no record of criminal conduct, civil fraud, or negligence, or the record is old and the offeror has demonstrated by more recent performance that corrective action has made the likelihood of such conduct in the future highly improbable.








		Neutral

		No record exists or the contractor has no past performance to report.

		 



		Satisfactory

		Meets requirements.  Inconclusive past performance record.

		Sources of information are roughly divided over the quality of the offeror’s performance.  While some state that they would do business with the offeror again, others are doubtful or would not. Complaints are balanced by reports of good work. The offeror has no record of criminal conduct, civil fraud, or negligence, or the record is old.



		Marginal

		Barely meets requirements.  More unfavorable than favorable past performance

		Many sources of information make unfavorable reports about the offeror’s performance and either express serious doubts about doing business with the offeror again or states that they would refuse to do so.  However, there are some favorable reports, and some sources of information indicate that they would do business with the offeror again.  There are many significant, serious, and well-founded complaints, but there are some reports of good performance. The offeror may have been indicted, pled guilty, or may have been found guilty on matters of criminal conduct, but issues are unresolved, relatively minor, or do not reflect a company-wide or managerial pattern of wrongdoing. The offeror may have lost civil suits for fraud or negligence, but there is no company-wide or managerial pattern of fraudulent, negligent, or criminal conduct.



		Unsatisfactory

		Does not meet requirements. Entirely unfavorable past performance 

		A significant majority of sources of information are consistently firm in stating that the offeror’s performance was entirely unsatisfactory and that they would not do business with the offeror again under any circumstances.  Customer complaints are substantial or numerous and are well founded, or, although not debarred or suspended, the offeror is under indictment or has been convicted of criminal conduct, or has been found liable for fraud or negligence. The offeror either has presented no persuasive evidence of having taken appropriate corrective action that will guard against such conduct in the foreseeable future, or it appears unlikely that the corrective action will be effective.   































(iii) PRICE:  The Government will evaluate offeror’s proposed price including all options for reasonableness and realism and for determining best value to the Government.  Price evaluation will consist of: Evaluation of the total price of the basic and all options as well as each CLIN encompassing each of the major cost elements e.g. labor, overhead, subcontracts, other direct costs and indirect costs, profit, etc.  The labor element (for each CLIN separately) will be evaluated for classifications, exempt or nonexempt status, CBA status, hourly rates, number of hours, salary related expenses and fringe benefits.

1. Realism:  The Government may determine that a proposal is unacceptable if the prices or rates proposed are materially unbalanced between the line items.  Unbalanced pricing exists when, despite an acceptable evaluated unit price or rate, the price of one or more contract line items is significantly overstated or understated, by applying standard cost or price analysis techniques.  The burden of proof in realism rests solely with the offeror.  A proposal may be rejected if the Contracting Officer determines that the lack of balance poses unacceptable risk to the government.

2. Completeness:  The proposal covers all requirements in the Performance Work Statement, includes all pricing information required by the solicitation, and the Pricing Schedule is completed as required.  It must be easily determined and the proposal must clearly display the intended unit price and extended calculations and an understanding of how they were arrived at for each scheduled item.   

3. Reasonableness:  Prices shall be reasonable in comparison to estimates; prior prices paid, and can be supported by suitable estimating techniques.   The proposed cost and/or prices for the work requested must reasonably reflect an understanding of effort and skills required consistent with the current market.  This analysis may include a review of actual rates being paid for similar work by industry, under other Government contracts and rates being paid for comparable civil service employees. 

4. Options.  The Government will evaluate offers for award purposes by adding the total price for all options to the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the option(s).

(B) NOTICE OF AWARD:  Only one award will result from this solicitation.  A written notice of award or acceptance of an offer, mailed or otherwise furnished to the successful offeror within the time for acceptance specified in the offer, shall result in a binding contract without further action by either party.  Before the offer's specified expiration time, the Government may accept an offer (or part of an offer), whether or not there are negotiations after its receipt, unless a written notice of withdrawal is received before award.



[bookmark: P1270_177867][bookmark: P1072_176955]


52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (Feb 1998) 



This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer. Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):  Federal Acquisition Regulation (FAR) clauses:  https://www.acquisition.gov/far/; NASA FAR Supplement (NFS) clauses: http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm



FEDERAL ACQUISITION REGULATION (FAR) (48CFR CHAPTER 1) PROVISIONS:



The following FAR provisions are included by reference:



52.223-4		Recovery Material Certificate (May 2008)



52.233-2.1 Service of Protest (Sep 2006)  Fill In:  (Gerald Norris, John C. Stennis Space Center, Office of Procurement, Bldg 1100, Rm 249G, Stennis Space Center, MS  39529-6000)



The following FAR provisions are included by full text:



52.212-3 OFFEROR REPRESENTATIONS AND CERTIFICATIONS -- COMMERCIAL ITEMS (Aug 2009) 

[bookmark: P888_159405][bookmark: P1531_211993][bookmark: P1899_274958]An offeror shall complete only paragraphs (b) of this provision if the offeror has completed the annual representations and certificates electronically at http://orca.bpn.gov . If an offeror has not completed the annual representations and certifications electronically at the ORCA website, the offeror shall complete only paragraphs (c) through (m) of this provision.

(a) Definitions. As used in this provision--

“Emerging small business” means a small business concern whose size is no greater than 50 percent of the numerical size standard for the NAICS code designated.

“Forced or indentured child labor” means all work or service—

(1) Exacted from any person under the age of 18 under the menace of any penalty for its nonperformance and for which the worker does not offer himself voluntarily; or

(2) Performed by any person under the age of 18 pursuant to a contract the enforcement of which can be accomplished by process or penalties.

“Inverted domestic corporation” means a foreign incorporated entity which is treated as an inverted domestic corporation under 6 U.S.C. 395(b), i.e., a corporation that used to be 





incorporated in the United States, or used to be a partnership in the United States, but now is incorporated in a foreign country, or is a subsidiary whose parent corporation is incorporated in a foreign country, that meets the criteria specified in 6 U.S.C. 395(b), applied in accordance with the rules and definitions of 6 U.S.C. 395(c).

“Manufactured end product” means any end product in Federal Supply Classes (FSC) 1000-9999, except—

(1) 	FSC 5510, Lumber and Related Basic Wood Materials;

(2) 	Federal Supply Group (FSG) 87, Agricultural Supplies;

(3) 	FSG 88, Live Animals;

(4)	 FSG 89, Food and Related Consumables;

(5) 	FSC 9410, Crude Grades of Plant Materials;

(6) 	FSC 9430, Miscellaneous Crude Animal Products, Inedible;

(7) 	FSC 9440, Miscellaneous Crude Agricultural and Forestry Products;

(8) 	FSC 9610, Ores;

(9) 	FSC 9620, Minerals, Natural and Synthetic; and

(10) FSC 9630, Additive Metal Materials.



“Place of manufacture” means the place where an end product is assembled out of components, or otherwise made or processed from raw materials into the finished product that is to be provided to the Government. If a product is disassembled and reassembled, the place of reassembly is not the place of manufacture.

“Restricted business operations” means business operations in Sudan that include power production activities, mineral extraction activities, oil-related activities, or the production of military equipment, as those terms are defined in the Sudan Accountability and Divestment Act of 2007 (Pub. L. 110-174). Restricted business operations do not include business operations that the person (as that term is defined in Section 2 of the Sudan Accountability and Divestment Act of 2007) conducting the business can demonstrate--

(1) Are conducted under contract directly and exclusively with the regional government of southern Sudan;

(2) Are conducted pursuant to specific authorization from the Office of Foreign Assets Control in the Department of the Treasury, or are expressly exempted under Federal law from the requirement to be conducted under such authorization;

(3) Consist of providing goods or services to marginalized populations of Sudan;

(4) Consist of providing goods or services to an internationally recognized peacekeeping force or humanitarian organization;

(5) Consist of providing goods or services that are used only to promote health or education; or







(6) Have been voluntarily suspended.

“Service-disabled veteran-owned small business concern”—

(1) Means a small business concern—

(i)  Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service-disabled veterans; and

(ii) The management and daily business operations of which are controlled by one or more service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-connected, as defined in 38 U.S.C. 101(16).

“Small business concern” means a concern, including its affiliates, that is independently owned and operated, not dominant in the field of operation in which it is bidding on Government contracts, and qualified as a small business under the criteria in 13 CFR Part 121 and size standards in this solicitation.

“Veteran-owned small business concern” means a small business concern—

(1) Not less than 51 percent of which is owned by one or more veterans(as defined at 38 U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more veterans; and

(2) The management and daily business operations of which are controlled by one or more veterans.

“Women-owned business concern” means a concern which is at least 51 percent owned by one or more women; or in the case of any publicly owned business, at least 51 percent of the its stock is owned by one or more women; and whose management and daily business operations are controlled by one or more women. 

“Women-owned small business concern” means a small business concern --

(1) That is at least 51 percent owned by one or more women or, in the case of any publicly owned business, at least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled by one or more women.

(b) 
  

(1)  Annual Representations and Certifications. Any changes provided by the offeror in paragraph (b)(2) of this provision do not automatically change the representations and certifications posted on the Online Representations and Certifications Application (ORCA) website.

(2) The offeror has completed the annual representations and certifications electronically via the ORCA website at http://orca.bpn.gov .After reviewing the ORCA database information, the offeror verifies by submission of this offer that the representation and certifications currently posted electronically at FAR 52.212-3, Offeror Representations and Certifications—Commercial Items, have been entered or updated in the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to the NAICS code referenced for this solicitation), as of the date of this offer and are incorporated in this offer by reference (see FAR 4.1201), except for paragraphs ____________. [Offeror to identify the applicable paragraphs at (c) through (n) of this provision that the offeror has completed for the purposes of this solicitation only, if any. These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, accurate, and complete as of the date of this offer. Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the representations and certifications posted on ORCA.]

(c) Offerors must complete the following representations when the resulting contract is to be performed in the United States or its outlying areas. Check all that apply.

(1)  Small business concern. The offeror represents as part of its offer that it [_] is, [_] is not a small business concern.

(2) Veteran-owned small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents as part of its offer that it [_] is, [_] is not a veteran-owned small business concern.

(3) Service-disabled veteran-owned small business concern. [Complete only if the offeror represented itself as a veteran-owned small business concern in paragraph (c)(2) of this provision.] The offeror represents as part of its offer that it [_] is, [_] is not a service-disabled veteran-owned small business concern.

(4) Small disadvantaged business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents, for general statistical purposes, that it [_] is, [_] is not, a small disadvantaged business concern as defined in 13 CFR 124.1002.

(5) Women-owned small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents that it [_] is, [_] is not a women-owned small business concern.

Note: Complete paragraphs (c)(6) and (c)(7) only if this solicitation is expected to exceed the simplified acquisition threshold.

(6) Women-owned business concern (other than small business concern). [Complete only if the offeror is a women-owned business concern and did not represent itself as a small business concern in paragraph (c)(1) of this provision.]. The offeror represents that it [_] is, a women-owned business concern.





(7) Tie bid priority for labor surplus area concerns. If this is an invitation for bid, small business offerors may identify the labor surplus areas in which costs to be incurred on account of manufacturing or production (by offeror or first-tier subcontractors) amount to more than 50 percent of the contract price:

(8) Small Business Size for the Small Business Competitiveness Demonstration Program and for the Targeted Industry Categories under the Small Business Competitiveness Demonstration Program. [Complete only if the offeror has represented itself to be a small business concern under the size standards for this solicitation.]

(i) [Complete only for solicitations indicated in an addendum as being set-aside for emerging small businesses in one of the designated industry groups (DIGs).] The offeror represents as part of its offer that it [_] is, [_] is not an emerging small business.

(ii) [Complete only for solicitations indicated in an addendum as being for one of the targeted industry categories (TICs) or designated industry groups (DIGs).] Offeror represents as follows:

(A) Offeror’s number of employees for the past 12 months (check the Employees column if size standard stated in the solicitation is expressed in terms of number of employees); or

(B) Offeror’s average annual gross revenue for the last 3 fiscal years (check the Average Annual Gross Number of Revenues column if size standard stated in the solicitation is expressed in terms of annual receipts).

(Check one of the following):

		Number of Employees

		Average Annual Gross Revenues



		50 or fewer

		$1 million or less



		51-100

		$1,000,001-$2 million



		101-250

		$2,000,001-$3.5 million



		251-500

		$3,500,001-$5 million



		501-750

		$5,000,001-$10 million



		751-1,000

		$10,000,001-$17 million



		Over 1,000

		Over $17 million





(9) [Complete only if the solicitation contains the clause at FAR 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns, or FAR 52.219-25, Small Disadvantaged Business Participation Program—Disadvantaged Status and Reporting, and the offeror desires a benefit based on its disadvantaged status.]

(i) General. The offeror represents that either—





(A) It [_] is, [_] is not certified by the Small Business Administration as a small disadvantaged business concern and identified, on the date of this representation, as a certified small disadvantaged business concern in the database maintained by the Small Business Administration (PRO-Net), and that no material change in disadvantaged ownership and control has occurred since its certification, and, where the concern is owned by one or more individuals claiming disadvantaged status, the net worth of each individual upon whom the certification is based does not exceed $750,000 after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); or

(B) It [_] has, [_] has not submitted a completed application to the Small Business Administration or a Private Certifier to be certified as a small disadvantaged business concern in accordance with 13 CFR 124, Subpart B, and a decision on that application is pending, and that no material change in disadvantaged ownership and control has occurred since its application was submitted.

(ii)  Joint Ventures under the Price Evaluation Adjustment for Small Disadvantaged Business Concerns. The offeror represents, as part of its offer, that it is a joint venture that complies with the requirements in 13 CFR 124.1002(f) and that the representation in paragraph (c)(9)(i) of this provision is accurate for the small disadvantaged business concern that is participating in the joint venture. [The offeror shall enter the name of the small disadvantaged business concern that is participating in the joint venture: ________________.]

(10) HUBZone small business concern. [Complete only if the offeror represented itself as a small business concern in paragraph (c)(1) of this provision.] The offeror represents, as part of its offer, that—

(i)  It [_] is, [_] is not a HUBZone small business concern listed, on the date of this representation, on the List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no material change in ownership and control, principal office, or HUBZone employee percentage has occurred since it was certified by the Small Business Administration in accordance with 13 CFR part 126; and

(ii)  It [_] is, [_] not a joint venture that complies with the requirements of 13 CFR part 126, and the representation in paragraph (c)(10)(i) of this provision is accurate for the HUBZone small business concern or concerns that are participating in the joint venture. [The offeror shall enter the name or names of the HUBZone small business concern or concerns that are participating in the joint venture: __________.] Each HUBZone small business concern participating in the joint venture shall submit a separate signed copy of the HUBZone representation.

(d) Representations required to implement provisions of Executive Order 11246 –

(1) Previous contracts and compliance. The offeror represents that –

(i) It [_] has, [_] has not, participated in a previous contract or subcontract subject to the Equal Opportunity clause of this solicitation; and







(ii) It [_] has, [_] has not, filed all required compliance reports.

(2) Affirmative Action Compliance. The offeror represents that –

(i) It [_] has developed and has on file, [_] has not developed and does not have on file, at each establishment, affirmative action programs required by rules and regulations of the Secretary of Labor (41 CFR parts 60-1 and 60-2), or

(ii) It [_] has not previously had contracts subject to the written affirmative action programs requirement of the rules and regulations of the Secretary of Labor.

(e) Certification Regarding Payments to Influence Federal Transactions (31 U.S.C. 1352). (Applies only if the contract is expected to exceed $100,000.) By submission of its offer, the offeror certifies to the best of its knowledge and belief that no Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress or an employee of a Member of Congress on his or her behalf in connection with the award of any resultant contract. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on behalf of the offeror with respect to this contract, the offeror shall complete and submit, with its offer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offeror need not report regularly employed officers or employees of the offeror to whom payments of reasonable compensation were made.

(f) Buy American Act Certificate. (Applies only if the clause at Federal Acquisition Regulation (FAR) 52.225-1, Buy American Act – Supplies, is included in this solicitation.)

(1) The offeror certifies that each end product, except those listed in paragraph (f)(2) of this provision, is a domestic end product and that for other than COTS items, the offeror has considered components of unknown origin to have been mined, produced, or manufactured outside the United States. The offeror shall list as foreign end products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of “domestic end product.” The terms “commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “end product,” “foreign end product,” and “United States” are defined in the clause of this solicitation entitled “Buy American Act—Supplies.”

(2) Foreign End Products:

		LINE ITEM NO.

		COUNTRY OF ORIGIN



		  

		  



		  

		  



		  

		  





[List as necessary]

(3) 
The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(g)  

(1) Buy American Act -- Free Trade Agreements -- Israeli Trade Act Certificate. (Applies only if the clause at FAR 52.225-3, Buy American Act -- Free Trade Agreements -- Israeli Trade Act, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(1)(ii) or (g)(1)(iii) of this provision, is a domestic end product and that for other than COTS items, the offeror has considered components of unknown origin to have been mined, produced, or manufactured outside the United States. The terms “Bahrainian, Moroccan, Omani, or Peruvian end product,” “commercially available off-the-shelf (COTS) item,” “component,” “domestic end product,” “end product,” “foreign end product,” “Free Trade Agreement country,” “Free Trade Agreement country end product,” “Israeli end product,” and ‘United States’ are defined in the clause of this solicitation entitled “Buy American Act--Free Trade Agreements--Israeli Trade Act.”

(ii) The offeror certifies that the following supplies are Free Trade Agreement country end products (other than Bahrainian, Moroccan, Omani, or Peruvian end products) or Israeli end products as defined in the clause of this solicitation entitled “Buy American Act—Free Trade Agreements—Israeli Trade Act”:

Free Trade Agreement Country End Products (Other than Bahrainian or Moroccan End Products) or Israeli End Products:

		LINE ITEM NO.

		COUNTRY OF ORIGIN



		  

		  



		  

		  



		  

		  





[List as necessary]

(iii) The offeror shall list those supplies that are foreign end products (other than those listed in paragraph (g)(1)(ii) or this provision) as defined in the clause of this solicitation entitled “Buy American Act—Free Trade Agreements—Israeli Trade Act.” The offeror shall list as other foreign end products those end products manufactured in the United States that do not qualify as domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (2) of the definition of “domestic end product.”


Other Foreign End Products:

		LINE ITEM NO.

		COUNTRY OF ORIGIN



		  

		  



		  

		  



		  

		  





[List as necessary]

(iv) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25.

(2) Buy American Act—Free Trade Agreements—Israeli Trade Act Certificate, Alternate I. If Alternate I to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products as defined in the clause of this solicitation entitled “Buy American Act—Free Trade Agreements—Israeli Trade Act”:

Canadian End Products:

Line Item No.:

___________________________________________

[List as necessary]

(3) Buy American Act—Free Trade Agreements—Israeli Trade Act Certificate, Alternate II. If Alternate II to the clause at FAR 52.225-3 is included in this solicitation, substitute the following paragraph (g)(1)(ii) for paragraph (g)(1)(ii) of the basic provision:

(g)(1)(ii) The offeror certifies that the following supplies are Canadian end products or Israeli end products as defined in the clause of this solicitation entitled ``Buy American Act--Free Trade Agreements--Israeli Trade Act'':

Canadian or Israeli End Products:

		Line Item No.:

		Country of Origin:



		  

		  



		  

		  



		  

		  





[List as necessary]





(4) Trade Agreements Certificate. (Applies only if the clause at FAR 52.225-5, Trade Agreements, is included in this solicitation.)

(i) The offeror certifies that each end product, except those listed in paragraph (g)(4)(ii) of this provision, is a U.S.-made or designated country end product as defined in the clause of this solicitation entitled “Trade Agreements.”

(ii) The offeror shall list as other end products those end products that are not U.S.-made or designated country end products.

Other End Products

		Line Item No.:

		Country of Origin:



		  

		  



		  

		  



		  

		  





[List as necessary]

(iii) The Government will evaluate offers in accordance with the policies and procedures of FAR Part 25. For line items covered by the WTO GPA, the Government will evaluate offers of U.S.-made or designated country end products without regard to the restrictions of the Buy American Act. The Government will consider for award only offers of U.S.-made or designated country end products unless the Contracting Officer determines that there are no offers for such products or that the offers for such products are insufficient to fulfill the requirements of the solicitation.

(h) Certification Regarding Responsibility Matters (Executive Order 12689). (Applies only if the contract value is expected to exceed the simplified acquisition threshold.) The offeror certifies, to the best of its knowledge and belief, that the offeror and/or any of its principals—

(1) [_] Are, [_] are not presently debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts by any Federal agency; 

(2) [_] Have, [_] have not, within a three-year period preceding this offer, been convicted of or had a civil judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a Federal, state or local government contract or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, violating Federal criminal tax laws, or receiving stolen property; and

(3) [_] Are, [_] are not presently indicted for, or otherwise criminally or civilly charged by a Government entity with, commission of any of these offenses enumerated in paragraph (h)(2) of this clause; and

(4) [_] Have, [_] have not, within a three-year period preceding this offer, been notified of any delinquent Federal taxes in an amount that exceeds $3,000 for which the liability remains unsatisfied.





(i) Taxes are considered delinquent if both of the following criteria apply:

(A) The tax liability is finally determined. The liability is finally determined if it has been assessed. A liability is not finally determined if there is a pending administrative or judicial challenge. In the case of a judicial challenge to the liability, the liability is not finally determined until all judicial appeal rights have been exhausted.

(B) The taxpayer is delinquent in making payment. A taxpayer is delinquent if the taxpayer has failed to pay the tax liability when full payment was due and required. A taxpayer is not delinquent in cases where enforced collection action is precluded.

(ii) Examples.

(A) The taxpayer has received a statutory notice of deficiency, under I.R.C. §6212, which entitles the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability until the taxpayer has exercised all judicial appear rights.

(B) The IRS has filed a notice of Federal tax lien with respect to an assessed tax liability, and the taxpayer has been issued a notice under I.R.C. §6320 entitling the taxpayer to request a hearing with the IRS Office of Appeals Contesting the lien filing, and to further appeal to the Tax Court if the IRS determines to sustain the lien filing. In the course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no prior opportunity to contest the liability. This is not a delinquent tax because it is not a final tax liability. Should the taxpayer seek tax court review, this will not be a final tax liability until the taxpayer has exercised all judicial appeal rights.

(C) The taxpayer has entered into an installment agreement pursuant to I.R.C. §6159. The taxpayer is making timely payments and is in full compliance with the agreement terms. The taxpayer is not delinquent because the taxpayer is not currently required to make full payment.

(D) The taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced collection action is stayed under 11 U.S.C. §362 (the Bankruptcy Code).

(i) Certification Regarding Knowledge of Child Labor for Listed End Products (Executive Order 13126). [The Contracting Officer must list in paragraph (i)(1) any end products being acquired under this solicitation that are included in the List of Products Requiring Contractor Certification as to Forced or Indentured Child Labor, unless excluded at 22.1503(b).]

(1) 
Listed End Product

		Listed End Product:

		Listed Countries of Origin:



		  

		  



		  

		  



		  

		  





(2) Certification. [If the Contracting Officer has identified end products and countries of origin in paragraph (i)(1) of this provision, then the offeror must certify to either (i)(2)(i) or (i)(2)(ii) by checking the appropriate block.]

(i) [_] The offeror will not supply any end product listed in paragraph (i)(1) of this provision that was mined, produced, or manufactured in the corresponding country as listed for that product.

(ii) [_] The offeror may supply an end product listed in paragraph (i)(1) of this provision that was mined, produced, or manufactured in the corresponding country as listed for that product. The offeror certifies that is has made a good faith effort to determine whether forced or indentured child labor was used to mine, produce, or manufacture any such end product furnished under this contract. On the basis of those efforts, the offeror certifies that it is not aware of any such use of child labor.

(j) Place of manufacture. (Does not apply unless the solicitation is predominantly for the acquisition of manufactured end products.) For statistical purposes only, the offeror shall indicate whether the place of manufacture of the end products it expects to provide in response to this solicitation is predominantly—

(1) [bookmark: P1496_207706][_] In the United States (Check this box if the total anticipated price of offered end products manufactured in the United States exceeds the total anticipated price of offered end products manufactured outside the United States); or 

(2) [_] Outside the United States.

(k) Certificates regarding exemptions from the application of the Service Contract Act. (Certification by the offeror as to its compliance with respect to the contract also constitutes its certification as to compliance by its subcontractor if it subcontracts out the exempt services.) [The contracting officer is to check a box to indicate if paragraph (k)(1) or (k)(2) applies.]

(1) [_] Maintenance, calibration, or repair of certain equipment as described in FAR 22.1003-4(c)(1). The offeror [_] does [_] does not certify that—

(i) The items of equipment to be serviced under this contract are used regularly for other than Governmental purposes and are sold or traded by the offeror (or subcontractor in the case of an exempt subcontract) in substantial quantities to the general public in the course of normal business operations;

(ii) The services will be furnished at prices which are, or are based on, established catalog or market prices (see FAR 22.1003-4(c)(2)(ii)) for the maintenance, calibration, or repair of such equipment; and



(iii) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract will be the same as that used for these employees and equivalent employees servicing the same equipment of commercial customers.

(2) [_] Certain services as described in FAR 22.1003-4(d)(1). The offeror [_] does [_] does not certify that—

(i) The services under the contract are offered and sold regularly to non-Governmental customers, and are provided by the offeror (or subcontractor in the case of an exempt subcontract) to the general public in substantial quantities in the course of normal business operations;

(ii) The contract services will be furnished at prices that are, or are based on, established catalog or market prices (see FAR 22.1003-4(d)(2)(iii));

(iii) Each service employee who will perform the services under the contract will spend only a small portion of his or her time (a monthly average of less than 20 percent of the available hours on an annualized basis, or less than 20 percent of available hours during the contract period if the contract period is less than a month) servicing the Government contract; and

(iv) The compensation (wage and fringe benefits) plan for all service employees performing work under the contract is the same as that used for these employees and equivalent employees servicing commercial customers.

(3) If paragraph (k)(1) or (k)(2) of this clause applies—

(i) If the offeror does not certify to the conditions in paragraph (k)(1) or (k)(2) and the Contracting Officer did not attach a Service Contract Act wage determination to the solicitation, the offeror shall notify the Contracting Officer as soon as possible; and

(ii) The Contracting Officer may not make an award to the offeror if the offeror fails to execute the certification in paragraph (k)(1) or (k)(2) of this clause or to contact the Contracting Officer as required in paragraph (k)(3)(i) of this clause.

(l) Taxpayer identification number (TIN) (26 U.S.C. 6109, 31 U.S.C. 7701). (Not applicable if the offeror is required to provide this information to a central contractor registration database to be eligible for award.)

(1) All offerors must submit the information required in paragraphs (l)(3) through (l)(5) of this provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the Internal Revenue Service (IRS).

(2) The TIN may be used by the government to collect and report on any delinquent amounts arising out of the offeror’s relationship with the Government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the payment reporting requirements described in FAR 4.904, the TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror’s TIN.]

(3) Taxpayer Identification Number (TIN).

[_] TIN:_____________________.





[_] TIN has been applied for.

[_] TIN is not required because:

[_] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively connected with the conduct of a trade or business in the United States and does not have an office or place of business or a fiscal paying agent in the United States;

[_] Offeror is an agency or instrumentality of a foreign government;

[_] Offeror is an agency or instrumentality of the Federal Government;

(4) Type of organization.

[_] Sole proprietorship;

[_] Partnership;

[_] Corporate entity (not tax-exempt);

[_] Corporate entity (tax-exempt);

[_] Government entity (Federal, State, or local);

[_] Foreign government;

[_] International organization per 26 CFR 1.6049-4;

[_] Other ____________________.

(5) Common parent.

[_] Offeror is not owned or controlled by a common parent:

[_] Name and TIN of common parent:

Name ____________________________________

TIN ______________________________________

(m) Restricted business operations in Sudan. By submission of its offer, the offeror certifies that the offeror does not conduct any restricted business operations in Sudan.

(n) Prohibition on Contracting with Inverted Domestic Corporations.







(1) Relation to Internal Revenue Code. A foreign entity that is treated as an inverted domestic corporation for purposes of the Internal Revenue Code at 26 U.S.C. 7874 (or would be except that the inversion transactions were completed on or before March 4, 2003), is also an inverted domestic corporation for purposes of 6 U.S.C. 395 and for this solicitation provision (see FAR 9.108).

(2) Representation. By submission of its offer, the offeror represents that it is not an inverted domestic corporation and is not a subsidiary of one.

(End of Provision)

Alternate I (Apr 2002). As prescribed in 12.301(b)(2), add the following paragraph (c)(11) to the basic provision:

(11) (Complete if the offeror has represented itself as disadvantaged in paragraph (c)(4) or (c)(9) of this provision.) 

[The offeror shall check the category in which its ownership falls]:

____ Black American.

___ Hispanic American.

___ Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians).

___ Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, Singapore, Brunei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The Philippines, U.S. Trust Territory or the Pacific Islands (Republic of Palau), Republic of the Marshall Islands, Federated States of Micronesia, the Commonwealth of the Northern Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru).

___ Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan, Bangladesh, Sri Lanka, Bhutan, the Maldives Islands, or Nepal).

___ Individual/concern, other than one of the preceding.

Alternate II (Oct 2000). As prescribed in 12.301(b)(2), add the following paragraph (c)(9)(iii) to the basic provision:

(iii) Address. The offeror represents that its address [_]is, [_] is not in a region for which a small disadvantaged business procurement mechanism is authorized and its address has not changed since its certification as a small disadvantaged business concern or submission of its application for certification. The list of authorized small disadvantaged business procurement mechanisms and regions is posted at http://www.arnet.gov/References/sdbadjustments.htm. The offeror shall use the list in effect on the date of this solicitation. “Address,” as used in this provision, means the address of the offeror as listed on the Small Business Administration’s register of small disadvantaged business concerns or the address on the completed application 



that the concern has submitted to the Small Business Administration or a Private Certifier in accordance with 13 CFR part 124, subpart B. For joint ventures, “address” refers to the address of the small disadvantaged business concern that is participating in the joint venture.

NASA FEDERAL ACQUISITION REGULATION SUPPLEMENT (48CFR CHAPTER 18) PROVISIONS (http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm):



The following NFS provisions are included by reference:



None



The following NFS provisions are included by full text:



1852.215-81	PROPOSAL PAGE LIMITATIONS  (FEB 1998)



(a) The following page limitations are established for each portion of the proposal submitted in response to this solicitation:



		Proposal Section Required

		Page Limit

		Required Paper Copies (Including Original)

		Required CD-ROM Copies

(Including Original)



		Management Approach

		30

		3

		0



		Relevant Experience

		10

		3

		0



		Past Performance

		No Limit

		3

		0



		Price

		No Limit

		3

		1





	

A page is defined as one (1) side of a sheet, 8 ½” x 11”, with at least one inch margins on all sides, using single-space text not smaller than 12 point non-compressed Arial font.  Arial (non-compressed) type, no smaller than 11 point, may be used in tables, charts, and graphics.  Foldouts count as an equivalent number of 8 ½” x 11” pages.  The metric standard format most closely approximating the described standard 8 ½” x 11” size may also be used.  All pages shall be submitted on at least 20 lb bond (non-glossy) paper.  

Hard copies of the proposals shall be submitted in loose-leaf binders with each section appropriately tabbed and identified.

Title pages and tables of contents are excluded from the page counts specified in paragraph (a) of this provision. In addition, the Cost section of your proposal is not page limited. However, this section is to be strictly limited to cost and price information. Information that can be construed as belonging in one of the other sections of the proposal will be so construed and counted against that section's page limitation. 


If final proposal revisions are requested, separate page limitations will be specified in the Government’s request for that submission. Any pages in excess of the maximum number will be removed from the proposal without being evaluated and will be returned to the Offeror.



 (End of Provision)





[bookmark: P227_33499]1852.223-73 SAFETY AND HEALTH PLAN (Nov 2004) 

(a) The offeror shall submit a detailed safety and occupational health plan as part of its proposal 
(see NPR 8715.3, NASA Safety Manual, Appendices). The plan shall include a detailed discussion of the policies, procedures, and techniques that will be used to ensure the safety and occupational health of Contractor employees and to ensure the safety of all working conditions throughout the performance of the contract. 

(b) When applicable, the plan shall address the policies, procedures, and techniques that will be used to ensure the safety and occupational health of the public, astronauts and pilots, the NASA workforce (including Contractor employees working on NASA contracts), and high-value equipment and property. 

(c) The plan shall similarly address subcontractor employee safety and occupational health for those proposed subcontracts that contain one or more of the following conditions: 

Government 
Simplified acquisition threshold 
Public, astronauts and pilots, the NASA workforce (including Contractor employees working on NASA contracts), or high value equipment or property, and the hazards are not adequately addressed by Occupational Safety and Health Administration (OSHA) or Department of Transportation (DOT) regulations (if applicable) 
Hazards warrants use of the clause

(d) This plan, as approved by the Contracting Officer, will be included in any resulting contract. 


(End of provision)



























































Enclosure to PIC 06-01

PIV Card Issuance Procedures in accordance with FAR clause 52.204-9, Personal Identity Verification of Contractor Personnel



FIPS 201 Appendix A graphically displays the following procedure for the issuance of a PIV credential.



[image: ]

Figure A-1, FIPS 201, Appendix A



The following steps describe the procedures for the NASA Personal Identity Verification Card Issuance (PCI) of a PIV credential:



Step 1:  

The Contractor’s Corporate Security Officer (CSO), Program Manager (PM), or Facility Security Officer (FSO) submits a formal letter that provides a list of contract employees (applicant) names requesting access to the NASA Contracting Officer’s Technical Representative (COTR).  In the case of a foreign national applicant, approval through the NASA Foreign National Management System (NFNMS) must be obtained for the visit or assignment before any processing for a PIV credential can take place.  Further, if the foreign national is not under a contract where a COTR has been officially designated, the foreign national will provide the information directly to their visit/assignment host, and the host sponsor will fulfill the duties of the COTR mentioned herein.  In each case, the letter shall provide notification of the contract or foreign national employee’s (hereafter the “applicant”) full name (first, middle and last), social security number (SSN) or NASA Foreign National Management System Visitor Number if the foreign national does not have a SSN, and date of birth.  If the contract employee has a current satisfactorily completed National Agency Check with Inquiries (NACI) or an equivalent or higher degree of background investigation, the letter shall indicate the type of investigation, the agency completing the investigation, and date the investigation was completed.  Also, the letter must 







specify the risk/sensitivity level associated with the position in which each applicant will be working (NPR 1600.1, §4.5 is germane) Further, the letter shall also acknowledge that contract employees may be denied access to NASA information or information systems based on an unsatisfactory background investigation/adjudication. .  



After reviewing the letter for completeness and concurring with the risk/sensitivity levels, the COTR/host must forward the letter to the Center Chief of Security (CCS).  The CCS shall review the OPM databases (e.g., DCII, PIP, et al.), and take appropriate steps to validate the applicant’s investigation status.  Requirements for a NACI or other investigation shall be initiated only if necessary.



Applicants who do not currently possess the required level of background investigation shall be directed to the e-QIP web site to complete the necessary background investigation forms online.  The CCS shall provide to the COTR/host information and instructions on how to access the e-QIP for each contract or foreign national employee requiring access



Step 2:

Upon acceptance of the letter/background information, the applicant will be advised that in order to complete the investigative process, he or she must appear in-person before the authorized PIV registrar and submit two forms of identity source documents in original form.  The identity source documents must come from the list of acceptable documents included in Form I-9, Employment Eligibility Verification, one which must be a Federal[footnoteRef:1] or State issued picture identification.  Fingerprints will be taken at this time.  The applicant must appear no later than the entry on duty date.   [1:  A non-PIV government identification badge, including the NASA Photo Identification Badge, MAY NOT BE USED for the original issuance of a PIV vetted credential] 




When the applicant appears, the registrar will electronically scan the submitted documents; any document that appears invalid will be rejected by the registrar. The registrar will capture electronically both a facial image and fingerprints of the applicant. The information submitted by the applicant will be used to create or update the applicant identity record in the Identity Management System (IDMS).  



Step 3:

Upon the applicant’s completion of the investigative document, the CCS reviews the information, and resolves discrepancies with the applicant as necessary.  When the applicant has appeared in person and completed fingerprints, the package is electronically submitted to initiate the NACI.  The CCS includes a request for feedback on the NAC portion of the NACI at the time the request is submitted.



Step 4:

Prior to authorizing physical access of a contractor employee to a federally-controlled facility or access to a Federal information system, the CCS will ensure that a check has been performed with the National Crime Information Center (NCIC) and Interstate Identification Index.  In the case of a foreign national, a national check of the Bureau of Immigration and Customs Enforcement (BICE) database will be performed for each applicant. If this process yields negative information, the CCS will immediately notify the COTR/host of the determination regarding access made by the CCS.



Step 5:

Upon receipt of the completed NAC, the CCS will update IDMS from the NAC portion of the NACI and indicate the result of the suitability determination.  If an unsatisfactory suitability determination is rendered, the COTR will advise the contractor that the employee is being denied physical access to all federally-controlled facilities and Federal information systems. 



Based on a favorable NAC and NCIC/III or BICE check, the CCS will authorize the issuance of a PIV federal credential in the Physical Access Control System (PACS) database.  The CCS, based on information provided by the COTR/host, will determine what physical access the applicant should be granted once the PIV issues the credential.



Step 6:

Using the information provided by the applicant during his or her in-person appearance, the PIV card production facility creates and instantiates the approved PIV card for the applicant with an activation date commensurate with the applicant’s start date.



Step 7:

The applicant proceeds to the credential issuance facility to begin processing for receipt of his/her federal credential.



The applicant provides to the credential issuing operator proof of identity with documentation that meets the requirements of FIPS 201 (DHS Employment Eligibility Verification (Form I-9) documents.  These documents must be the same documents submitted for registration. 



The credential issuing operator will verify that the facial image, and optionally reference finger print, matches the enrollment data used to produce the card. Upon verification of identity, the operator will locate the employee’s record in the PACS database, and modify the record to indicate the PIV card has been issued. The applicant will select a PIN for use with his or her new PIV card.  Although root data is inaccessible to the operator, certain fields (hair color, eye color, et al.) may be modified to more accurately record the employee’s information.



The applicant proceeds to a kiosk or other workstation to complete activation of the PIV card using the initial PIN entered at card issuance.




ALTERNATIVE FOR APPLICANTS WHO DO NOT HAVE A COMPLETED AND ADJUDICATED NAC AT THE TIME OF ENTRANCE ON DUTY



Steps 1 through 4 shall be accomplished for all applicants in accordance with the process described above.  If the applicant is unable to appear in person until the time of entry on duty, or does not, for any other reason, have a completed and adjudicated NAC portion of the NACI at the time of entrance on duty, the following interim procedures shall apply.



1. If the documents required to submit the NACI have not been completed prior to EOD, the applicant will be instructed to complete all remaining requirements for submission of the investigation request.  This includes presentation of I-9 documents and completion of fingerprints, if not already accomplished.  If the applicant fails to complete these activities as prescribed in NPR 1600.1 (Chapters 3 & 4), it may be considered as failure to meet the conditions required for physical access to a federally-controlled facility or access to a Federal information system, and result in denial of such access.



2. Based on favorable results of the NCIC, the applicant shall be issued a temporary NASA identification card for a period not-to-exceed six months.  If at the end of the six month period the NAC results have not been returned, the agency will at that time make a determination if an additional extension will be granted for the temporary identification card.



3. Upon return of the completed NAC, the process will continue from Step 5.










SAFETY AND HEALTH PROGRAM

ATTACHMENT



CONTRACTOR NAME:_____________________________



1.  Independently documented evidence (OSHA 300 & 300A log is evidence) of your firm’s designated OSHA Total Recordable Incident Rate (TRIR) with NAICS code.   You must provide your current Recordable Incident Rate (RIR) and the previous three year’s (TRIRs).  The following web site is available to help you compute this rate: http://www.bls.gov/iif/osheval.htm.  These rates will be compared to the most recent industry averages of like NAICS codes found on the same web page.

Current Year: _______2010:________     2009:________    3 Year Average ________

NAICS CODE:  561612



2. Independently documented evidence (OSHA 300 & 300A log is evidence) of your firm’s OSHA DART rate (Days away from work, days of restricted work activity or job transfer) with NAICS code. You must provide your current DART rate and the previous three year’s DART rates.   The following web site is available to help you compute this rate: http://www.bls.gov/iif/osheval.htm.  These rates will be compared to the most recent industry averages of like NAICS codes found on the same web page. 

Current Year: _______2010:________     2009:________    3 Year Average ________

NAICS CODE: 561612



3.  Independently documented evidence (letter from your insurance carrier) of your firm’s designated Safety Experience Modifier Rate (EMR) used to calculate Workmen’s Compensation Insurance.   You must provide your current EMR rating and the previous three year’s EMR ratings.  This rate will be compared to the industry average rate of 1.0.

Current Year: _______2010:________     2009:________    3 Year Average ________



4.  Information on all OSHA citations issued to the firm over the past three years.  

______________________________________________________________________

______________________________________________________________________


5.  Information on all previous OSHA reportable mishaps (OSHA Forms 300 & 300A) that have occurred in the past three years.  Address any fatalities that have occurred; identify whether the investigation has been completed and the results;  The cause of the safety and health mishap; Describe the corrective action taken and when it was implemented.  If the corrective action has not yet been implemented, provide the planned implementation date.    



____________________________________________________________________________________________________________________________________________


6.  Please provide your establishments employee size:______________________.


7.  Please provide letter from your insurance carrier regarding your EMR rate.



LIST OF ATTACHMENTS



The following documents are attached hereto.  



		LIST OF ATTACHMENTS:



		J-01

		Performance Work Statement (32 pages)



		J-02

		Work Load Indicators (4 pages)



		J-03

		Performance Standards (1 page)



		J-04

		Compliance Documents (3 pages)



		J-05

		Glossary and Acronyms (8 pages)



		J-06

		Data Procurement Document (39 pages)



		J-07

		Officer Uniforms and Equipment Requirements (4 pages)



		J-08

		Screening Requirements (7 pages)



		J-09

		Physical Fitness Requirements (1 page)



		J-10

		Security Officer Qualifications (2 pages)



		J-11.1

		Vehicle Equipment Standards (2 pages)



		J-11.2

		Government Provided GSA Leased Vehicles (1 page)



		J-12

		Training Requirements (4 pages)



		J-13

		Government Furnished Services (3 pages)



		J-14

		Government Furnished Facilities (1 page)



		J-15.1

		Installation Accountable Government Property (12 pages)



		J-15.2

		Other Agency Provided Equipment (1 page)



		J-16

		Contractor Accountable Property (1 page)



		J-17

		Statement of Equivalent Rate (1 page)



		J-18

		Wage Determination and Collective Bargaining Agreement



		J-19

		Contract Security Classification Specification DD Form 254 (3 pages)



		J-20

		Place Holder (Quality Assurance Plan) 



		J-21

		Place Holder (Safety, Health and Environmental Plan)



		L-01

		Key Personnel - Resume (4 pages)



		L-02

		Reserved for Future Use



		L-03

		Past Performance – Questions (6 pages)



		L-04

		Reserved for Future Use



		L-05

		Position Descriptions/Titles Guidelines (3 pages)
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