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2.6.1 UNITeS Physical Security

UNITeS complies with the NASA Office of Protective Services (OPS) policy rules and guidelines that cover all NASA Center’s and Center associated facilities. The following link provides additional data on OPS directives on physical security:  http://www.hq.nasa.gov/office/ospp 
2.6.2 UNITeS Information Technology (IT) Security

Key to the success of any NASA IT activity is the adherence to NPD 2810.1, NASA Information Security Policy, available in Attachment J-10, Applicable Regulations and Procedures. Additional IT security guidance in the form of NASA IT Requirement (NITR) can be located at the following public website:  http://www.nasa.gov/offices/ocio/itsecurity.
The NICS contractor will coordinate with MITS to provide relevant NICS IT security information.  This will provide the MSFC OCIO with the necessary information to assess NICS compliance with IT Security.

Working with the MITS contractor, the NICS contractor is expected to support the MSFC CIO IT Security with the following NICS-specific data related to: 
a. Center IT Security Program

b. Center Information Systems Change Board (ISCB)

c. IT Security Policy, Procedures And Guidance

d. IT Security Training And Awareness

e. IT Security Risk Management

f. Computer Forensics And Investigation Support

For specific MITS information, refer to the following sites:


http://ec.msfc.nasa.gov/apt/portal_acqDetails.php?acqNum=3

http://mits.msfc.nasa.gov/
Another key relationship associated with IT Security is the NASA Secure Operations Center (SOC). The following applicable documents describe the roles and responsibilities associated with infrastructure deployments such as networks (e.g. LANs and WANs) and the SOC:

a. SOC-SOP-Edit-NoSBU[1]

b. SOC-ConOps-Edit-NoSBU[1]

Currently there are 64 accredited systems within the scope of NICS with security plans.  These 64 systems are categorized as follows:  12 are Low, 47 are Moderate, and 5 are High.  Forty one (41) of the systems, or approximately 2/3, are due for review by the end of calendar year 2010.  The remaining systems will require recertification in 2011 and 2012 in compliance with NASA requirements.  Offerors are to assume a 3-year recertification cycle.

2.6.3 UNITeS Export Control

NISN and Russia IT Services support many NASA requirements in International locations.  As a result, shipment of telecommunications equipment occurs at non-US locations.  The UNITeS contractor is responsible for shipment of the necessary equipment to install, maintain, and manage IT services at these locations in accordance with MSFC and NASA Export Control and Shipping Procedures.
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