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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{The requirements of the DoD Industrial Security Manual apply
to all security aspects of this effort. }

1. CLEARANCE AND SAFEGUARDING

4. FACILITY CLEARANCE REGUIRED

SECRET

None

b. LEVEL OF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR:

(x and complete as applicable)

3, THIS SPECIFICATION IS: {x and complete as applicabie)

]

&, PRIME CONTARCT NUMBER DATE (YWAIDD)
TBD 2. CRIGINAL {Complete date in & cases)
b. SUBCONTRACT NUMBER b. REVISED (Supersedes | Bovision No: BATE (7viiDD)

afl previous spacs)

. SOLICITATION OR OTHER NUMBER

DRFP NNG 103158814

X

DUE DATE (YYMMDLD]

]

©. FINAL (Complete ltem 5 in alt cases)

DATE {YYMMDD)

4. THIS IS A FOLLOW-ON CONTRACT? D] ves
NNGO4DAO1C

NO. i Yes, complete the following:

Classified material received or generated under

(Preceding Contract Number) is transferred to this follow-on coritract.

5.1S THIS A FINAL DD FORM 2547 [ Jves X no. ifYes,

In response to the contractor's request dated

complete the following:

retention of the identified classified material is authorized forthe periodof

8. CONTRACTOR {inciude Commercial and Governiment Enfity {CAGE) Code)

a. NAME, ADDRESS, AND ZIF CODE

TBD

b, CAGE CODE €.

Defense Security Service

COGNIZANT SECURITY OFFIGE (Name, Address, and Zip Goda)

7. SUBCONTRACTOR

Goddard Space Flight Center
Greenbelt, MD 20771

a.  NAME, ADDRESS, AND ZiP CODE b. CAGE CODE o COGNIZANT SECURITY SFFIGE (Nams, Addross, and Zip sode)
8. ACTUAL PERFORMANCE
a. LOCATICN b. CAGE CODE & COGNIZANT SECURITY GFFICE Narma, Address. nd 7 Coda]

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Ground Systems and Mission Operations {GSMO)

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X i ?ggﬁﬁ%‘?gi é%\%gﬁﬂéff ACETMATION ONLY AT ANGTHER CONTRACTOR'S X
b. RESTRICTED DATA X ] b RECEIVE CLASSIFIED DOCUMENTS ONLY X
©. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X § c RECEIVE AND GENERATE CLASSIFIED MATERIAL X
4. FORMERLY RESTRICTED DATA X ] d FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
&, INTELLIGENGE INFORMATION: e. PERFORM SERVICES GNLY X
" , , . HAVE ACCESS T8 U'S_ CLASSIFIED INFORMATION OUTSIBE THE IS
(1) Sansitive Compartmented information (SCi} X PUERTO RICO, U8, POSSESSIONS ANG TRUST TERRITORIES X
2 oo X} 9 BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNIGAL TNESRAATION X
(2) Non- CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION GENTER
1. SPECIAL ACCESS INFORMATION X} b REQUIRE A COMSEC AGCOUNT X
g. NATO INFORMATION X 1 i, HAVE TEMPEST REQUIREMENTS X
. FOREIGN GOVERNMENT INFORMATION X} i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
. LIMITED DISSEMINATION INFORMATION X} k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR OFFIGIAL USE ONLY INFORMATION X . OTHER (Specify} X
k. OTHER (Specify) X
Sensitive But Unclassified (SBU)

DD FORM 254 Front Dec 1959
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12. PUBLIC RELEASE. Any information (clessifiad or uncinssified) pertaining to this contract shaf rot be released for public dissemination except as provided by the INISPOM
of unless it has besn approved for public release by appropriate 1.8, Govemment authory, Progosed public refeases shall be submitted for approval prior to release
Direet X Through (Specify):

NASA Goddard Space Flight Center, Public Affairs Office, Code 130, Greenbelt, MD 20771

Ta the Office of Publle Affairs, National Aeronautics and Space Administration, Washington, DC 20548, for review,

13. SECURITY GUIDANCE. Tre security dlassification guidance needed for this dassified sfior Is dentifisg below, if any difficulty is encountered in applying this guidance of if any olfer
conribuing factor indicates a need for changes in this guidance, the contrastor is authorized and encouraged to provide recommended changes; o challenge the guidance or the classification
assigned to any infarmation or material furnished or generated under ttis contract; and to submit any guestions for interpretation of this guidance to the offical identified below. Pending finat
dacision, the informatien Invoived shall be handled ard protected at the highest level of classiSaation assigred or recommanded. (Fil in gs appropriate for the classifisd efforl, Aftach, or
forward under ssparate coTespondence, Bny documents/guides/sxtracts referanced herein, Add aduitional pages as neaded o provide complste guidance.}

In performance of this contract, some personnef may require access to classified information up to and including
SECRET. The contractor must have a sufficient number of cleared employees assigned duties under this contract
to be able to complete all classified work assignments up to and including SECRET.

DoD 5220.22-M, National Industrial Security Program Operating Manual, January 1995
NPD 1600.2E, NASA Security Policy (Revalidated April 1, 2009)

NPR 1600.1, NASA Security Program Procedural Requirements w/Change 2 April 1, 2009
GPR 1600.1, Goddard Security Requirements April 3, 2008

NPD 1660.1B, NASA Counterintelligence (Cl) Policy November 18, 2008

NPR 1660.1, Counterintelligence (Ci)Counterterrorism (CT) Procedural Requirements December 21, 2004
NPR 2810.1A, Security of information Technology May 18, 2006

NPD 2810.1D, NASA Information Security Poficy May 9, 2009

GPD 7120.1, GSFC Space Asset Protection Policy May 23, 2005

10. NPD 8715.6, NASA Procedural Requirements for Limiting Orbital Debris August 17, 2007
11. OMB Circular A.130, Appendix lIl, Security of Federal Automated Information Resources
12. Computer Security Act of 1987, as amended

PENINRWN -

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition ta NISPOM requicements, are estabiished for this contract. (f Yos, identily the X ves Mo
Pertinent contractual cisuses in the contract document #self, or provide any eppropriste statement which identifias the additional requiremests. Provide
& copy of the requiremants fo the cognizant security office. Use fter 12 aduticnal space is nesded.}

See Page 3

15, INSPECTIONS. Elements of #his contract are outside the inspection responsibility of the cognizant security office. {if Yes, explain and identity specific Yos X No
areas or elarments carved ouf and the sctivity responsible for inspactions, {ise tem 13 if additional space is nesded, }

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

& TYPED NAME OF CERTIFVING DFEICIAL b. TITLE <. TELEPHONE (inciude Aroa Code)
Pamela A. Starling Information/industriatl Security Specialist 301-286-6865
d.  ADDRESS (Inciude Zip Code) 17. REQUIRED DISTRIBUTION
NASA/Goddard Space Flight Center X a. CONTRACTOR
Code 240 X b. SUBCONTRACTOR
Greenbelt, MD 20771 X c. COGNIZANT SEGURITY OFFICE FOR PRIME AND SUBCGNTRAGTOR
d. U.5, ACTIVITY RESPONSIBLE FOR OVERSEAS SEGURITY ADMINISTRATION
e, SIGNATURE B
/ W y X a. ADMINSTRATIVE CONTRACTING OFFICER and COTR
] W ” / L7 /,-, /:_;75,:@ Xt. OTHERS AS NECESSARY NASA HQ and GSFC PAO, Code 130
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ltem #14. Additiona! Security Requirements and/or Guidance

NASA officials will provide additional security, technical, and/or classifi
clarification or interpretation regarding security requirements under thi
Industrial Security Specialist. The place of performance will be at the
locations were the requirement is covered by the obligations specified

cation guidance. Requests concerning

s contract will be directed to the NASA/GSFC
contractor cleared facilities, GSFC and other
in Section C of the basic document.

Any employee, who observes or becomes aware of the deliberate Or suspected compromise of classified national
security information shail promptly report such information personatly t

o the GSFC Counter intelligence (CI) Office.
If unclassified but sensitive information appears compromised by or on behalf of foreign or domestic powers,
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