19 May 2009

Page 7 of 7

STATEMENT OF WORK (SOW)

FOR

THE ADVANCED COMMAND DESTRUCT SYSTEM (ACDS) 

JOINT UPGRADE PROJECT 
1.0 SCOPE
The Advanced Command Destruct System (ACDS) Joint Upgrade Project is a partnership between the Air Force Flight Test Center (AFFTC) and the National Aeronautics and Space Administration (NASA) Dryden Flight Research Center (DFRC) to upgrade their flight termination system (FTS) capabilities.  The ACDS capability is required to meet the requirements of the Range Commanders Council (RCC) 208-06 standards.  The objective of this ACDS effort is to implement a fully redundant FTS that provides the ability to command Unmanned Aerial Vehicles (UAV) around the areas surrounding Edwards AFB, California, using either the Inter-Range Instrumentation Group (IRIG) or Enhanced Flight Termination System (EFTS) capabilities.  The ACDS components will include range safety panels, ultra-high frequency (UHF) transmitter systems that interact with Government Furnished Equipment (GFE) for encryption, high power radio frequency (RF) control functions, and monitoring and data logging systems that interact with GFE for decryption for the purpose of mission monitoring and post fight analysis.  The ACDS acquisition of antennas and high power amplifiers (HPAs) will be outside the scope of this effort.  A notional diagram of a FTS that has integrated the EFTS capability is as shown below in Figure 1.
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Figure 1 – Notional Diagram of FTS with EFTS Capability 

2.0 BACKGROUND
The ACDS is a combined Air Force Improvement and Modernization (I&M) effort between the Eglin Test and Training Complex (ETTC) and the AFFTC. The AFFTC has established a partnership agreement with the NASA DFRC to accomplish the ACDS effort.  The joint upgrade project will implement a more secure, robust, and sustainable command destruct system by incorporating the recently developed EFTS capability.
The FTS is an integral part of the flight safety system for many vehicles operating on the Range.  The essential purpose of the FTS is to allow the range safety personnel, and more specifically, the Range Safety Officer (RSO), the ability to command a vehicle to perform a pre-determined termination action of the vehicle when a failure is encountered. An operational FTS has at least a dual redundant path for security and offers the ability to command the vehicle from an alternate site in case of failure with the primary site.  
The FTS’s in use today rely on aging analog command and control equipment and techniques that are vulnerable to unauthorized command activation and signal interference.  The ACDS will support the legacy IRIG system to continue supporting existing customers and the EFTS which mitigates some of the legacy shortfalls. The EFTS capability and the hardware components were developed to address the existing system deficiencies.  The EFTS allows configurable mission support while providing a secure and reliable communications link.  The EFTS uses a digital frequency modulated (FM) based technique known as continuous phase frequency shift keying (CPFSK) along with signal encryption and authentication to provide a secure and reliable pathway for the purpose of vehicle control (e.g. flight termination) in order to protect the public from potentially harmful vehicles. 
3.0 CONCEPT OF OPERATION

The ACDS will maintain the same basic existing concept of operations for both the IRIG and EFTS system: RSOs have the ability to command unmanned aircraft through an independent UHF communications link.  The system shall meet all system requirements in order for a RSO to successful command a flight test mission, monitor the mission during flight, and record and archive flight test data in case of system failure or vehicle termination. 
The contractor shall be responsible for implementing a safe design that meets strict documentation and review requirements.  As a safety critical system, this system will be reviewed by Air Force and NASA DFRC Range safety, as well as a NASA DFRC independent Validation and Verification (iV&V) group before being commissioned for operational use. 
4.0 TASK /TECHNICAL REQUIREMENTS
The contractor shall design, build, integrate, test, and deliver working operational hardware components that contain all the features and meets (or exceeds) all of the performance requirements defined for the ACDS project.  All developed hardware shall be designed with intrinsic protection against inadvertent message generation. The hardware shall not generate inadvertent signals that may disrupt or cause the disruption of any system associated with the ACDS.  The hardware shall not generate any inadvertent commands in the event of any single hardware failure or in the presence of any single software fault.
The following tasks will be supported per customer’s guidance:
Task 1: Design and Development 
The contractor shall design, develop, and functionally test a flight termination system that integrates the GFE and meets all system requirements.  The development approach for the ACDS is at the discretion of the developing contractor.  Submittal of a system design document, program plan, and a recommended spares list shall be completed for the ACDS effort.  The system design document shall detail the technical approach of the system; the program plan shall detail the program management planning and development schedule; and the recommended spares list shall provide the suggested critical spares of the system.  A preliminary spares list shall be submitted within the contract proposal in order for the Government to evaluate for future life cycle support.
The Government is prepared to provide Commercial Off The Shelf (COTS) equipment developed by the Central Test and Evaluation Investment Program (CTEIP) EFTS program, NASA DFRC developed EFTS equipment, and all interface documentation for each of the components in order to accomplish the effort if the design approach integrates these end items.  The possible EFTS COTS and NASA DFRC equipment items are referenced in this SOW as Possible GFE, listed in Section 7.2. 

The possible EFTS GFE includes the EFTS Encoder, EFTS monitor, and the NASA DFRC Command Controller.  The Command Controller unit can be used to receive, format, and process externally generated command messages in order to generate a 64-bit EFTS command message.  The encoder unit was designed to interface with a triple data encryption standard (DES) unit (TDU) to encrypt command messages.  Once the EFTS command message has been sent to the encoder to be properly formatted and processed, the encoder output is routed to the legacy Command Transmitter System (CTS) modulation / exciter / power amplifier system, which allows for transmission of the command function (e.g. ARM, TERMINATE) to the in-flight vehicle.  The monitor will be used to provide Range Safety with an analysis tool.  The monitor was designed as a passive RF device that also integrates and interfaces with a TDU to decrypt and output command messages and other data. 

The AFFTC and NASA DFRC ACDS will be required to utilize the COTS EFTS TDU and WV Communication’s HPA (PA1000).  The TDU and HPA will be provided as Government Furnished Equipment (GFE) and is referenced in section 7.1 of this SOW.   The TDU will provide all encryption capabilities for the ACDS and has been approved for use by the National Security Agency (NSA). 

Whether integrating all GFE items into an existing system, developing an alternative solution, or a combination of GFE and an alternative solution, the contractor shall document all interfaces to/from/and in between the developed ACDS equipment.  

The contractor shall provide a Preliminary Hazard Analysis (PHA) and a Subsystem Hazard Analysis (SSHA) as called out in the System Requirements Specification (SRS).
Task 2: Design Reviews
The contractor shall hold a System Design Review (SDR), Preliminary Design Review (PDR), and Critical Design Review (CDR) in conjunction with the proposed Milestone Schedule detailed in Section 5.0.  All design review data items must be submitted to the Government two (2) weeks prior to holding the perspective review.  Each design review shall encompass all design efforts for the project, including system requirements and custom components and software being developed for this activity.
System Design Review: The contractor shall provide a SDR in order to review requirements with the Government.  The SDR provides the opportunity for the contractor to ask critical questions to the requirements of the ACDS and gain a complete understanding of the project.
Preliminary Design Review: The contractor shall present a preliminary design for the ACDS at PDR.  The contractor is responsible for developing a mechanical and electrical design to meet the specified requirements.  The data items that are required during the PDR are described in section 5.0 Milestone Schedule.  These data items must be delivered and deemed acceptable; as well as, all action items resulting from the PDR must be closed out before gaining Government acceptance for the PDR.
Critical Design Review: The contractor shall present the final design for the ACDS at the CDR.  Upon Government acceptance of the design and closure of action items deemed critical to the Government, the contractor shall assemble the final deliverable items. The data items that are required during the CDR are described in section 5.0 Milestone Schedule.  These data items must be delivered and deemed acceptable; as well as, all action items resulting from the CDR must be closed out before gaining Government acceptance for the CDR.
Task 3: Data Requirements 
The contractor shall provide the following data items for the ACDS effort in order to support the Governments Verification and Validation (V&V) of the safety critical system.  The documentation must be provided to the Government for final approval.

	CDRL
	DATA ITEM
	CDRL
	DATA ITEM

	A001
	Program/Project Plan
	A011
	Software Code Reviews

	A002
	Preliminary Spares List
	A012
	Acceptance Test Plan

	A003
	Final Recommended Spares List
	A013
	Acceptance Test Procedures

	A004
	System Design Document
	A014
	Acceptance Test Report

	A005
	Monthly Status Reports
	A015
	Training Plan and Manuals

	A006
	System Design Review Data Package
	A016
	Maintenance Support Plan

	A007
	Preliminary Design Review Data Package
	A017
	Version Description Document

	A008
	Critical Design Review Data Package
	A018
	Reliability Analysis

	A009
	Software Design Document
	A019
	Preliminary Hazard Analysis

	A010
	Software Development Plan
	A020
	Subsystem Hazard Analysis


Task 4: System Acceptance Testing

The contractor shall develop an ACDS test plan that addresses how each requirement will be tested. A verification matrix will be provided in the SRS that identifies compliance methods for the final product with respect to all requirements (both functional and non-functional) that are specified for the ACDS.  The matrix defines compliance by analysis, demonstration, test, or inspection.
The contractor shall perform a Factory Acceptance Test (FAT) on the ACDS system.  The contractor shall hold a Test Readiness Review that is deemed acceptable by the Government before completing FAT.  All design reviews shall be completed; the Test Plan and Test Procedures must be reviewed and accepted by the Government prior to the FAT.
The contractor shall perform a FAT on all developed ACDS components and observance by Government representatives permitted. The contractor shall deliver a test report at the completion of the testing to the Government.
Task 5: Contractor End-Items Support Services

Upon completion of the entire ACDS and certification by the AFFTC and NASA DFRC Range Safety Office, system level operation and maintenance training, along with training materials, shall be provided by the contractor.  Video recording of the training shall be permitted and accomplished at the discretion and cost of the Government. All training shall occur at the NASA DFRC Facility on Edwards AFB and training materials shall be provided by the contractor.  

The contractor shall deliver four (4) operations and maintenance manuals with the ACDS.  The operations and maintenance manual shall contain information required to use the ACDS under this contract. 
Task 6: Technical Support Services

a. Maintenance and Repair Support – This item is for maintenance and repair. The repairable item will be sent to the contractor for diagnostics and teardown.  The contractor shall provide a diagnostics report to the Government including labor, materials, and parts if the component is repairable.  The contractor shall track component failures and make the data available to the Government for the life of the contract.  If total repair cost is under $2,500 the end user can acquire support through the use of the Government credit card order.
b. Installation and Integration Support – This item is for integration support into the NASA DFRC facilities.  Integration support will include on-site installation in existing equipment racks with Government assistance on the NASA DFRC facilities. The contractor shall support range personnel in the installation of the system into existing equipment racks.
c. System Test Support – This item is for system test support at the NASA DFRC facilities.  Test support will include supporting a system test run by Government personnel to test the system from end-to-end.

d. System Training Support- This is for system training after the system has been delivered.

5.0 ACDS Milestone Schedule

The following indicates the Governments desired dates for program milestones.  The contractor shall provide a proposed milestone schedule in their proposals.
	Milestones 
	Desired Dates in calendar days, weeks, months

	Initiate Delivery Order
	

	Program Plan (Data Item A001)
	

	System Design Review 
  1st Monthly Status Report (A005)
	

	Preliminary Design Review 
   Draft System Design Document (A004)
   Draft Software Design Document (A009)
   Draft Test Plan (A012)
	

	Critical Design Review 
   Final System Design Document (A004)
   Final Software Design Document (A009)
   Final Test Plan (A012)

   Reliability Analysis (A018)

   Preliminary Hazard Analysis (A019)

   Subsystem Hazard Analysis (A020)
	

	Test Procedures  (A013)
	

	Factory Acceptance Test  
	

	Delivery of  ACDS  

  Test Report (A014)
  Operations and Maintenance Manual (A015)

   Version Description Document (A017)
	


6.0 APPLICABLE DOCUMENTS
1. Advanced Command Destruct System Joint System Requirements Document (JSRD), Current Version.
2. Advanced Command Destruct System Technical Requirements Document for the Air Force Flight Test Center (AFFTC) and NASA Dryden Flight Research Center, Current Version.
3. Advanced Command Destruct System Command Link Interface Requirements Document (IRD), Version 2.5, July 2007.
4. Range Commanders Council (RCC) 208-06, IRIG Standards for UHF Command Systems, March 2006.
7.0 GOVERNMENT FUNISHED EQUIPMENT (GFE)

7.1 REQUIRED GFE

The following item will be provided as GFE on this contract and is required for the development of the ACDS.

1. L-3 Cincinnati Electronics EFTS Triple Data Encryption Standard Unit
2. WV Communications High Power Amplifier, Model # PA1000 

7.2 POSSIBLE GFE

The following items will be provided as GFE on this contract if the design approach integrates these end items.
1. Bourne Technologies EFTS Command Controller

2. L-3 Cincinnati Electronics EFTS Monitor

3. L-3 Cincinnati Electronics EFTS Encoders 

8.0 SECURITY
8.1 COMSEC ACCOUNT
The contractor shall have a current NSA COMSEC account, or apply for a NSA COMSEC account 15 days after contract award, and maintain the COMSEC account throughout the life of the contract.

