DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING

a FAGILITY CLEARANGE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

{The requirements of the DoD Industrial Security Manual apply TOP SECRET
to ali S@CUff‘fy aspects of this gffort) b. LEVEL OF SAFEGUARDING REGUIRED
NONE
FOR SCLICATION PURPOSE

2. THIS SPECIFICATION IS FOR: (xand complete as applicable) 3. THIS SPECIFICATION IS: (x and compiere as appiicabie)

a. PRIME CONTRACT NUMBER DATE (YYMMDD;
X TBD a. ORIGINAL {Complete date in all cases)

b, SUBCONTRACT NUMBER . REVISED {Supersedes Hevision No. DATE {YYMMDD}
D al previous specs)

<. SOLICITATION OR OTHER NUMBER DUE DATE (YYMMDD) DATE {YYMMDD}H
D NNGOQ2?61 34J D ¢. FiNAL (Compiete tem & in ali cases)
4. THIS IS A FOLLOW-ON CONTRACT? | | YES X NO. if Yes, complete the foliowing:
Classified material recelved or generated under {Preceding Contract Number) is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 2547 [:I YES X NO. # Yes, complete the folfowing:

n response to the contractor's request date , retention of the identified classitied material is authorized for the perlod of

6. CONTRACTOR ginciude Commereial and Government Entity (CAGE} Code)

a MNAME, ADDRESS, AND ZIP CODE b CAGE CODE < COGNIZANT SECURITY OFFICE (Name, Address, and Jip Cods)
8D D1S-Defense Investigative Service

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE 5. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE(Name, Address, and Zip Code)

NASA/Goddard Space Flight Center
Greenbelt, MD 20771

¢. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Software Engineering Support (SES)

10, THIS CONTRACT WiLL REQUIRE ACCESS TO: YES NGO { 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
: = TIAVE ACCESS 7O CLAGSIFIED INFORMATION ONLY AT ANGTHER CONTRACTORS
& GOMMUNICATIONS SECURITY (COMSEC) INFCRMATION X HaVE FOLESS 10 LLASSIEIED NE O X
b, RESTRICTED DATA X ¥ b RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION ¥ 1 c RECEIVE AND GENERATE CLASSIFIED MATERIAL X
¢ FORMERLY RESTRICTED DATA X | ¢ FABRICATE, MODISY, OR STORE GLASSIFIED HARDWARE X
e, INTELLIOENCE INFORMATION: | o peEREORM SERVICES ONLY X
- ) — T HAVE AGCESS 10 U S CLASGIEED INEGAMATION GUTSIDE THE B 5.
(1) Sensidve Compartmented information (5C1) X PUERTO RICO, LS. POSSESSIONS AND TRUST TERFITORIES X
om0 X TBE AUTHORIZED 76 USE THE SERVICES OF DESENSE TECHNIGAL TNEGHWATION X
(2) Nn CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION X | n REQUIRE A COMSEC AGCOUNT X
g. NATO INFORMATION X | i HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X | i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION X | « BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
i FOR OFFICIAL USE ONLY INFORMATION X i OTHER (Speciy) X
k. OTHER (Specify] X
Sensitive But Unclassified {SBU)
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12. PUBLIC RELEASE. anyink on {clessifiod or #iad) pertaining i this coniract shaf not be « ¢ for public dissemination except es provided by the INISPOM
or thless it has been approved for public refease byawmpnaieus Go w authonty. Proposed public red shalt be submitied for approval prior 16 release

D Diract X Through {Specify):
NASA Goddard Space Flight Center, Public Affairs Office, Code 130, Greenbelt, MD 20771

To thg Gffive of Public Affalrs, National Asronautics and ¢ Administration, Washinglon, BC 26546, for review.

13, SECURITY GUIDANCE. The sacurity tlassification guidance needed for this dlassified efior is identified below. If any difficully s encountered in applying this guidance or if any other
contribyling faclor indicates @ need for charges in this guidance, Bw coniractor is authorized and encouraged to provide s tad changes; to challenge the guidance or the classification
uysigned te any mfmmahm or materiat furnishad or generatad under this contract: and fo submil ny questions for inferpretation of fhis guidance to the official identifiec below. Pending finat
decision, the it invedved shalf be hand! and 1 ai Hea iughe:l level of dassificetion assagnad or eecotrmended. (Fill in ax appropriate for the cassified efforf. Affach, or
Farward unter separale comespendence, any & ety d horein, Add addiions! pages Bs needed o provide compiuts guidance.}

In performance of this contract, some personnel may require access to classified information up to and including TGP
SECRET. The contractor must have a sufficient number of cleared employees assigned duties under this contract
io be able to complete afl classified work assignments up fo and including TOP SECRET.

NASA, Space Network Security Classification Guide, (Version 1.1) 3/15/07

DoD 5220.22-M, National Industrial Security Program Opsrating Manual, 2/28/08

NPD 1600.2E, NASA Security Policy, {Revalidated 4/12/09)

KPR 1600.1, NASA Security Program Procedures Requiremenis wiChange 2 41169

NPR 2810.1A, Security of Information Technology, 5/16/08

NPD 2810.1D, NASA Information Security Policy, 5/9/09

GPR 1600.1A, GSFC Security Requirements, 4/3/08

NPIJ 1660.1B, NASA Counterinteltigence (C1) Policy 11/18/08

NPR 1660.1, Counterinielligence (Cl¥Counterterrorism (CT) Procedural Requirements, 12/21/04

10. GPD 7120,1A, GSFC Space Asset Protection Policy, 7/19/08

11. NPD 8715.6A, NASA Procedural Requirements for Limited Orbit Debris w/Change 1 5/14/09

12. OMB Gircular A. 130, Appendix 1, Security of Federal Automated information Resources

13. Computer Security Act of 1987, as amended

14. Conjunction Assessment Data Releasability Matrix for the Earth Science Constellation, 7/31/07 (FOUQ)
US Personnel Only

15. Memorandum of Agreement between the Depariment of Defense (DoD) and the National Aeronautics and Space
Administration (NASA} for Support to NASA Spaceflight Operations, 3/15/05

16. Security Classification Guide for Space Operation, USSTRATCOM Directorate of Global Operations, 7/15/06

LONDOE W

14. ADDITIONAL SECURITY REQUIREMENTS. Roquirements, in addition to NISPOM recuiremants, ara establisked for this contract. (f Yes, dontify the X ves Mo
peffinant confraciual clauses ir the tontract document Raelt, or provide sty appropoiate slatemant which idemifies the addiional requirementy. Provide :
a cupy of the requirements fo the cognizant securily office. Use ftem 13 i sdditional space is needad.)

See Page 3

18, INSPECTIONS. Bements of this contract are outside (he ingpection responsibility of the cognizan: secarlty ofice. (i Yes, sxplain and ideriiy spacific Yes X Mo
areas or slernants cencod ol and the activlfy sesponsibie for inspections. Use Bem 13 I addiionsl space is nesdad.}

16. CERTIFICATION AND SIGNATURE. Security roquiremants stated horeln are complete and adequate for safeguarding the classified
Information to be released or generated under this classifled effort. All questions shall be referred to the official named below.

5. TYPED NAME OF CERTIEYING OFFICIAL b TITLE ¢, TELEPHONE (Inciude Aroa Code)
Pamela A. Starling information/industrial Security Specialist 301-286-6865

d. APDRESS finclude Zip Cote} 17. REQUIRED DISTRISUTION

NASA/Goddard Space Flight Center X a. CONTRAGTOR

Code 240 X b. SUBCONTRACTOR

Greenbelt, MD 20771 X o. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

{:} d. U.S ACTHITY RESPONSIBLE FOR CVERSEAS SECURITY ADMINISTRATION

SlGNATQRE/ / > X e ADMINSTRATIVE CONTRACTING OFFICER and COTR
. X 1§ OTHERS AS NECEISARY NASA HQ and GSFC PAD, Cade 130
ﬂm‘é L ‘é:? T : o
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ltem #14. Additional Security Requirements and/or Guidance

NASA officials will provide additional security, technical, and/or classification guidance. Requests concerning
clarification or interpretation regarding security requirements under this contract will be directed to the NASA/GSFC
Industrial Security Specialist. The place of performance will be at the contractor cleared facilities, GSFC and other
locations were the requirernent is covered by the obligations specified in Section C of the basic document.

Any employee, who observes or becomes aware of the deliberate or suspected compromise of classified national
security information shall promptly report such information personally to the GSFC Counter intelligence (C) Office.
if unclassified but sensitive information appears compromised by or on behalf of foreign or domestic powers,
organizations or persons, employees shall report such information to the GSFC Ci Office. If an employee becomes
aware of information pertaining to international or domestic terrorist activities, employees shall also report to the
GSFC CI Office. if the information indicates a computer compromise or other cyber intrusion, the Office of inspector
General shall be promptly notified.

Sensitive Compartmented Information

This contract requires access to Sensitive Compartmented Information (SCI). SCI will only be released to
contractor employees requiring access in-order to perform within the scope of the contract and only after official
verification of the appropriate clearance level has been obtained, Any SCI material furnished to the contractor
will be returned to the direct custody of the agency having cognizance unless other disposition instructions have
been issued.

The names of any additional employees requiring SCI clearance solely for the purpose of this contract will be
provided 1o a designated contract monitor or the Contracting Officer’s Technical Representative (COTR), who
will verify and approve the request. After approval, the name will be provided to the GSFC Security Division
(GSD) Program Security Official for coordination with the Contractor Special Security Officer (CSS0). The
CS80 shall submit a request for the investigation and clearance in accordance with the National Industrial
Security Program Operating Manual and any additional instructions of the User Agency having cognizance.

Need-to-know verification for employees' classified visits to SCi facilities in the performance of this contract shall
be obtained by the CSS0 from the designated contract maonitor, the COTR, or the GSD Program Security Official
prior to submission or transmittal.



