ATTACHMENT J-10 (DRAFT)

APPLICABLE REGULATIONS AND PROCEDURES

In addition to the regulations and procedures identified elsewhere in this Request for
Proposal, the following regulations and procedures, and the latest revision thereto are
applicable to the Contractor in performing this contract. For proposal purposes, utilize
the latest available version. This listing is not intended to relieve the Contractor of its
responsibility for identification of applicable regulations and procedures and
compliance therewith, when performing work for NASA under this contract.

EXECUTIVE ORDERS

http://www.archives.qov/federal-reqgister/executive-orders/disposition.html

EO 10290 Prescribing Regulations Establishing Minimum Standards for the
Classification Transmission and Handling of Official Information
Which Requires Safeguarding in the Interests of the Security of the
United States

EO 10995 Assigning Telecommunications Management Functions

EO 12046 Relating to the Transfer of Telecommunications Functions

EO 12139 Exercise of Certain Authority Respecting Electronic Surveillance

EO 12148 Federal Emergency Management

EO 12356 National Security Information

EO 12472 Assignment Of National Security and Emergency Preparedness
Telecommunication Functions

EO 13149 Greening the Government through Federal Fleet and Transportation
Efficiency

EO 13221 Energy Efficient Standby Power Devices

EO 13231 Critical Infrastructure Protection

EO 13407 Public Alert and Warning System

EO 13423 Strengthening Federal Environmental, Energy, and Transportation
Management

EO 13467 Reforming Processes Related to Suitability for Government
Employment, Fitness for Contractor Employees, and Eligibility for
Access to Classified National Security Information

EO 13495 Nondisplacement of Qualified Workers Under Service Contracts

GOVERNING DOCUMENTS

Information Technology Infrasture Library (ITIL)

NASA Graphics
Standard

NASA Graphics Standard

NASA PKI Registration Authority (RA) System Administrator
Operations Manual for 6.0 Entrust Infrastructure

NASA PKI Registration Authority (RA) Operations Manual for 6.0
Entrust Infrastructure

SP-1998-7501

NASA Thesaurus
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APPLICABLE REGULATIONS AND PROCEDURES

OFFICE OF MANAGEMENT AND BUDGET MEMORANDUMS
http://www.whitehouse.gov/omb/circulars/

OMB A-11 Preparation, Submission and Execution of the Budget

OMB A-130 Management of Federal Information Resources

Implementation Of Homeland Security Presidential Directive
(HSPD) 12- Policy For A Common Identification Standard For

OMB M-05-24 Federal Employees And Contractors
OMB M-06-15 Safeguarding Personally Identifiable Information
OMB M-06-16 Protection of Sensitive Agency Information

Validating and Monitoring Agency Issuance of Personal Identity
OMB M-07-06 Verification Credentials

Safeguarding Against and Responding to the Breach of Personally
OMB M-07-16 Identifiable Information

MISCELLANEOUS DOCUMENTS, POLICIES, AND PROCEDURES

Americans with Disabilities Act of 1990, as amended

Federal Acquisition Regulations (FAR)

NASA FAR Supplement

ISO 20000 Standards

U.S. Government Printing Office Style Manual (2000 Edition)

NASA Chief Information Officer (CIO) Executive Notices

IT Security Implementation Guide

Library of Congress Classification Schedules

HQ Security Review Process

Federal Information Security Management Act (FISMA)

Computer Security Act Of 1987

ANSI/ISO Quality Management Systems - Requirements
9001:2000

ANSI/J-STD-607 Commercial Building Grounding (Earthing) and Bonding
Requirements for Telecommunications

ANSI/ISO/ASQ American National Standard Quality Management Sytems
Q9001-2000 Requirements

ANSI/TIA/EIA-568- | Commercial Building Telecommunications Cabling Standard — Part
B.1-2001 1: General Requirements
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APPLICABLE REGULATIONS AND PROCEDURES

ANSI/TIA/EIA-568-
B.2-1-2002

Commercial Building Telecommunications Cabling Standard — Part
2: Balanced Twisted Pair Components — Addendum 1 — Transmission
Performance Specifications for 4-Pair 100 Ohm Category 6 Cabling

ANSI/TIA/EIA-568-
B.2-2001

Commercial Building Telecommunications Cabling Standard — Part
2: Balanced Twisted Pair Cabling Components

ANSI/TIA-606-A-
2002 (R2007)

Administration Standard for Commercial Telecommunications
Infrastructure

ANSI/EIA Standard
748

Industry Guidelines for Earned Value Management Systems

CSP 03-01-002 [TED
8.4]

Voluntary Protection Programs (\VPP): Policies and Procedures
Manual

Di-MGMT-81466

Data Item Description for Cost Performance Report

FIPS 199 Standards for Security Categorization of Federal Information and
Information Systems
FIPS 200 Minimum Security Requirements for Federal Information and

Information Systems

FIPS PUB Number
201-1

Personal Identity Verification of Federal Employees and Contractors

GP-435Vol. 1 &2

Engineering Drawing Practices

HSPD-12 Homeland Security Presidential Directive 12
ISO 9001 Quality Management Systems - Requirements
JHB 2000 Consolidated Comprehensive Emergency Management Plan

NASA Logo/Insignia Guidelines

http:/ /www.nasa.gov/office/ pao/insignia/newlogopolicy.html

NASAGraphic

Graphics Standards Manual

Standards http://www.hg.nasa.gov/office/pao/insignia/

NFPA National Fire Codes

NFPA 70 National Electrical Code

NPFA National Fire Protection Association

NSTS 07700, Vol. V | Information Management Requirements

NSTS 22206 Requirements for Preparation and Approval of Failure Modes and
Effects Analysis (FMEA) and Critical Items List (CIL)

SAE AS9003 Inspection and Test Quality System

TIA-569-B-2004

Commercial Building Standard for Telecommunications Pathways
and Spaces

TIA-758-A Customer-Owned Outside Plant Telecommunications Infrastructure
Standard (2004)
TIA-942 Telecommunications Infrastructure Standard for Data Centers
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APPLICABLE REGULATIONS AND PROCEDURES

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)

DOCUMENTS

http://www.csrc.nist.gov/publications/PubsSPs.html

SP-800-12 An Introduction to Computer Security: The NIST Handbook

SP-800-13 Telecommunications Security Guidelines for Telecommunications
Management Network

SP-800-14 Generally Accepted Principles and Practices for Securing
Information Technology Systems

SP-800-16 Information Technology Security Training Requirements: A
Role- and Performance-Based Model

SP-800-18 Guide for Developing Security Plans for Federal Information
Systems

SP-800-23 Guidelines to Federal Organizations on Security Assurance and
Acquisition/Use of Tested/Evaluated Products

SP-800-24 PBX Vulnerability Analysis: Finding Holes in Your PBX Before
Someone Else Does

SP-800-25 Federal Agency Use of Public Key Technology for Digital
Signatures and Authentication

SP-800-26 Security Self-Assessment Guide for Information Technology
Systems

SP-800-27 Engineering Principles for Information Technology Security (A
Baseline for Achieving Security)

SP-800-30 Risk Assessment Guide for Information Technology Systems

SP-800-32 Introduction to Public Key Technology and the Federal PKI
Infrastructure

SP-800-33 Underlying Technical Models for Information Technology
Security

SP-800-34 Contingency Planning Guide for Information Technology Systems

SP-800-35 Guide to Information Technology Security Services

SP-800-36 Guide to Selecting Information Technology Security Products

SP-800-37 Guide for the Security Certification & Accreditation of Federal
Information Systems

SP-800-40 Creating a Patch and Vulnerability Management Program

SP-800-41 Guidelines on Firewalls and Firewall Policy

SP-800-46 Security for Telecommuting and Broadband Communicatiosn

SP-800-47 Security Guide for Interconnecting Information Technology Systems

SP-800-48 Guide to Securing Legacy IEEE 802.11 Wireless Networks

SP-800-50 Building an Information Technology Security Awareness and
Training Program

SP-800-52 Guidelines for the Selection and Use of Transport Layer Security

(TLS) Implementations
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APPLICABLE REGULATIONS AND PROCEDURES

SP-800-53 Recommended Security Controls for Federal Information Systems

SP-800-53 Guide for Assessing the Security Controls in Federal Information
Systems

SP-800-54 Border Gateway Protocol System

SP-800-55 Performance Measurement Guide for Information Systems

SP-800-58 Security Considerations for VVoice Over IP Systems

SP-800-59 Guideline for Identifying an Information System as a National

Security System

SP-800-60, Vol. I /1l

Guide for Mapping Types of Information and Information Systems to
Security Categories

SP-800-61 Computer Security Incident Reporting Guide

SP-800-63 Electronic Authenication Guideline

SP-800-63 Electronic Authorization Guideline

SP-800-64 Security Considerations in the System Development Life Cycle

SP-800-65 Integrating IT Security into the Capital Planning and Investment
Control Process

SP-800-66 A Introductory Resource Guide for Implementing the Health
Insurance Portability and Accountability Act (HIPAA) Security Rule

SP-800-67 Recommendation for the Triple Data Encryption Algorithm (TDEA)
Block Cipher

SP-800-70 Security Configuration Checklists Program for IT Products

SP-800-72 Guidelines on PDA Forensics

SP-800-73 Interfaces for Personal Identity Verification (4 parts)

SP-800-76 Biometric Data Specification for Personal Identity Verification

SP-800-77 Guide to IPsec VPNs

SP-800-78 Cryptographic Algorithms and Key Sizes for Personal Identity
Verification

SP-800-79 Guidelines for the Accreditation of Personal Identity Verification
(PIV) Card Issuers (PCI’s)

SP-800-81 Secure Domain Name System (DNS) Deployment Guide

SP-800-83 Guide to Malware Incident Prevention and Handling

SP-800-84 Guide to Test, Training, and Exercise Programs for IT Plans and
Capabilities

SP-800-85 PIV Card Application and Middleware Interface Test Guidelines

SP-800-85 PIV Data Model Test Guidelines

SP-800-86 Guide to Integrating Forensic Techniques into Incident Response

SP-800-87 Codes for the ID of Federal and Federally-Assisted Organizations

SP-800-92 Guide to Computer Security Log Management

SP-800-94 Guide to Intrusion Detection and Prevention Systems (IDPS)

SP-800-95 Guide to Secure Web Services

SP-800-96 PIV Card to Reader Interoperability Guidelines

SP-800-97 Establishing Wireless Robust Security Networks: A Guide to IEEE
802.11i

SP-800-98 Guidelines for Securing Radio Frequency Identification (RFID)
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APPLICABLE REGULATIONS AND PROCEDURES

SP-800-100 Information Security Handbook: A Guide for Managers

SP-800-104 A Scheme for PIV Visual Card Topography

SP-800-113 Guide to SSL VPNs

SP-800-114 User’s Guide to Securing External Devices for Telework and Remote

SP-800-115 Technical Guide to Information Security Testing and Assessment

SP-800-116 A Recommendation for the Use of PIV Credentials in Physical
Access Control Systems (PACS)

SP-800-123 Guide to General Server Security

NASA IT SECURITY STANDARD OPERATING PROCEDURES (SOPS)

http://nodis3.gsfc.nasa.qgov/policy lib.cfm

ITS-SOP-0002 NASA’s Target Vulnerability Selection Procedures

ITS-SOP-0003 NASA’s IT Security Emergency After-Hours Test Procedures

ITS-SOP-0004 NASA's Information Technology Requirement (NITR) Procedures

ITS-SOP-0005 Procedure for Completing a NASA IT Security Program or System
Assessment

ITS-SOP-0006 Procedure for Extending an IT System Authorization to Operate

ITS-SOP-0007 NASA Master and Subordinate System Security Plan Numbering
Schema

ITS-SOP-0008 Procedures for Initiating and Managing Targeted Monitoring of
Electronic Data

ITS-SOP-0009 Procedures for Updating and Managing NASA'’s Plan of Actions and
Milestones

ITS-SOP-0012 NASA Patch Selection & Reporting Procedures

ITS-SOP-0013 Procedure for Routine NASA Network and Context Monitoring

ITS-SOP-0014 Procedure for Approving Changes to NASA's Information
Technology Baseline

ITS-SOP-0015 Procedures for Agency IT Security Incident Classification and
Reporting

ITS-SOP-0016 Subordinate IT Security Plan Template, Requirements, Guidance and
Examples

ITS-SOP-0017 IT Security Penetration Test Plan and Rules of Engagement

ITS-SOP-0018 Contractor IT Security Program Plan Procedures

ITS-SOP-0019 Procedure for FIPS-199 Categorization of Information Systems

ITS-SOP-0020 Wireless Local Area Network Implementation

ITS-SOP-0021 Network Security Vulnerability Scanning

ITS-SOP-0022 Determining Cost Impact of Information Technology Security
Incidents

ITS-SOP-0030 Certification and Accreditation of FIPS 199 High and Moderate

Systems
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APPLICABLE REGULATIONS AND PROCEDURES

ITS-SOP-0031 Certification and Accreditation of FIPS 199 Low Systems

ITS-SOP-0032 Master IT Security Plan Template, Requirements, Guidance and
Examples

ITS-SOP-0033 Procedures for the Protection of Electronic Media

ITS-SOP-0043 Procedures for Selecting & Tailoring NIST SP 800-53 Common
Security Controls

ITS-SOP-0046 Review and Reducing Personally Identifiable Information (PII)

SOP No. CIOB-01

Assignment of IT Actions

CODE OF FEDERAL REGULATIONS

http://www.gpoaccess.gov/ecfr

7 CFR Part 1755.390

RUS Specification for Filled Telephone Cables

7 CFR Part 1755.890

RUS Specification for Filled Telephone Cables with Expanded
Insulation

7 CFR Part 1755.900

RUS Specification for Filled Fiber Optic Cables

14 CFR 1221.1

NASA Seal, NASA Insignia, NASA Logotype, NASA Program
Identifiers, NASA Flags, and the Agency’s Unified Visual
Communications System

22 CFR Parts 120
through 130

Foreign Relations (Title of 22 CFR)

15 CFR Parts 730
through 799

Commerce and Foreign Trade (Title of 15 CFR)

29 CFR Part 1903

Inspections, Citations, and Proposed Penalties

29 CFR Part 1910

Occupational Safety and Health Standards

29 CFR Part 1925

Safety and Health Standards for Federal Service Contracts

29 CFR Part 1926

Occupational Safety and Health Standards for Construction

29 CFR Part 1960

Basic Program Elements for Federal Employees OSHA

36 CFR, XII,
Subchapter B

Records Management

CFR Title 40 Parts
1-1068

Protection of the Environment

29 U.S.C. § 794(d)

Section 508 of the Rehabilitation Act of 1973, as amended:
Electronic and Information Technology

NASA POLICY DIRECTIVES

NASA directives are available from the nasa online directives information system
http://nodis3.gsfc.nasa.gov

NPD 1040.4

NASA Continuity of Operations

NPD 1280.1

Management System Policy
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APPLICABLE REGULATIONS AND PROCEDURES

NPD 13715 Coordination and Authorization of Access by Foreign Nationals and
Foreign Representatives to NASA

NPD 1382.17 NASA Privacy Policy

NPD 1383.1 Release and Management of Audiovisual Products and Services

NPD 1383.2 NASA Assistance to Non-Government, Entertainment-Oriented
Motion Picture, Television, Video, and Multimedia
Productions/Enterprises and Advertising

NPD 1400.1 Documentation and Promulgation of Internal NASA Requirements

NPD 1420.1 NASA Forms Management

NPD 1440.6 NASA Records Management

NPD 1490.1 NASA Printing, Duplicating, and Copy Management

NPD 1600.2 NASA Security Policy

NPD 1600.3 Policy on Prevention of and Response to Workplace Violence

NPD 1800.2 NASA Occupational Health Program

NPD 1820.1 NASA Environmental Health Program

NPD 2190.1 NASA Export Control Program

NPD 2200.1 Management of NASA Scientific and Technical Information

NPD 2530.1 Monitoring or Recording of Telephone or Other Conversations

NPD 2540.1 Personal Use of Government Office Equipment Including
Information Technology

NPD 2570.5 NASA Electromagnetic (EM) Spectrum Management

NPD 2800.1 Managing Information Technology

NPD 2810.1 NASA Information Security Policy

NPD 2820.1 NASA Software Policy

NPD 2830.1 NASA Enterprise Architecture

NPD 4100.1 Supply Support and Material Management Policy

NPD 4200.1 Equipment Management

NPD 4300.1 NASA Personal Property Disposal Policy

NPD 6000.1 Transportation Management

NPD 8500.1 NASA Environmental Management

NPD 8700.1 NASA Policy for Safety and Mission Success

NPD 8710.1 Emergency Preparedness Program

NPD 8710.2 NASA Safety and Health Program Policy

NPD 8710.5 NASA Safety Policy for Pressure Vessels and Pressurized Systems

NPD 8720.1 NASA Reliability and Maintainability (R&M) Program Policy

NPD 8730.5 NASA Quality Assurance Program Policy

NPD 8800.14 Policy for Real Property Management

NPD 9501.1 NASA Contractor Financial Management Reporting System

NASA INTERIM DIRECTIVES

| NID-9250

| Identifying Capital Assets and Capturing Their Costs
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NASA PROCEDURAL REGULATIONS

http://nodis3.gsfc.nasa.gov

NPR 1040.1 NASA Continuity of Operations (COOP) Planning Procedural
Requirements

NPR 1441.1 NASA Records Retention Schedules

NPR 1450.10 NASA Correspondence Management and Communications
Standards and Style

NPR 1600.1 NASA Security Program Procedural Requirements

NPR 1620.1 NASA Security Procedural Requirements

NPR 1620.2 Physical Security Vulnerability Risk Assessments

NPR 1620.3 Physical Security Requirements for NASA Facilities and Property

NPR 1800.1 NASA Occupational Health Program Procedures

NPR 2130.1 NASA Enterprise Architecture Procedures

NPR 2190.1 NASA Export Control Program

NPR 2200.2 Requirements for Documentation, Approval, and Dissemination of
NASA Scientific and Technical Information

NPR 2210.1 External Release of NASA Software

NPR 2570.1 NASA Radio Frequency (RF) Spectrum Management Manual

NPR 2800.1 Managing Information Technology

NPR 2810.1 Security of Information Technology

NPR 2830.1 NASA Enterprise Architecture Procedures

NPR 3792.1 Plan for a Drug-Free Workplace

NPR 4100.1 NASA Materials Inventory Management Manual

NPR 4200.1 NASA Equipment Management Procedural Requirements

NPR 4200.2 Equipment Management Manual for Property Custodians

NPR 4300.1 NASA Personal Property Disposal Procedural Requirements

NPR 5100.4 Federal Acquisition Regulation Supplement

NPR 5900.1 NASA Spare Parts Acquisition

NPR 6000.1 Requirements for Packaging, Handling, and Transportation for
Aeronautical and Space Systems, Equipment, and Associated
Components

NPR 6200.1 NASA Transportation and General Traffic Management

NPR 7120.7 NASA Information Technology and Institutional Infrastructure
Program and Project Management Requirements

NPR 7123.1 NASA Systems Engineering Processes and Requirements

NPR 7150.2 NASA Software Engineering Requirements

NPR 8000.4 Risk Management Procedural Requirements

NPR 8530.1 Affirmative Procurement Program and Plan for Environmentally

Preferable Products
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NPR 8553.1 NASA Environmental Management System (EMS)

NPR 8570.1 Energy Efficiency and Water Conservation Technologies and
Practices

NPR 8621.1 NASA Procedural Requirements for Mishap and Close Call
Reporting, Investigating, and Recordkeeping

NPR 8715.1 NASA Occupational Safety and Health Programs

NPR 8715.2 NASA Emergency Preparedness Plan Procedural Requirements

NPR 8715.3 NASA General Safety Program Requirements

NPR 8735.1 Procedures for Exchanging Parts, Materials, and Safety Problem
Data Utilizing the Government-Industry Data Exchange Program
and NASA Advisories

NPR 8735.2 Management of Government Quality Assurance Functions for
NASA Contracts

NPR 8810.1 Master Planning Procedural Requirements

NPR 8831.2 Facility Maintenance and Operations Management

NPR 9250.1 Property, Plant , and Equipment and Operating Materials and
Supplies

NPR 9501.2 NASA Contractor Financial Management Reporting

NASA STANDARDS

http://standards.nasa.gov

NASA-STD-2802

Intracenter Networking Architecture, Standards and Products

NASA-STD-2804

Minimum Interoperability Software Suite

NASA-STD-2805

Minimum Hardware Configurations

NASA-STD-2806

Network Protocol Standard

NASA-STD-2812

Internet Functional Requirements

NASA-STD-2813

NASA Firewall Strategy, Architecture, Standards and Products

NASA-STD-2814

Integrated Information Technology Architecture — Technical
Framework

NASA-STD-2818

Digital Television Standards for NASA

NASA-STD-8719.7

Facility System Safety Guidebook

NASA-STD-8719.1

Readiness Criteria for Facilities and Test Activities Handbook

NASA-STD-8719.11

Safety Standard for Fire Protection

NASA-STD-8719.13

Software Safety Standard

NASA-STD-8729.1

Planning, Developing and Managing an Effective Reliability and
Maintainability (R&M) Program

NASA-STD-8739.4

Crimping, Interconnecting Cables, Harnesses, and Wiring

NASA-STD-8739.5

Fiber Optic Terminations, Cable Assemblies, and Installation

NASA-STD-8739.8

Standard For Software Assurance
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AMES RESEARCH CENTER DOCUMENTS

APD 1382.2 Disclosure of Records Under the Privacy Act of 1974

APD 1450.11 NASA Mail Management Program

APD 1451.1 Centerwide Electronic Mail Approval and Distribution Process

APD 1490.2 Printing, Duplicating and Copying Management Program

APD 1600.6 Workplace Violence Prevention Program Policy

APD 1620.2 Maintenance of ARC Key Issuance and Return Procedures

APD 2190.1 Ames Research Center Export Compliance Program

APD 2815.1 Information Technology (IT) Policy

APD 4060.1 Control of Returnable Containers

APD 4120.1 Stock Issue/Emergency Issue of Supplies

APD 4210.5 Custodial Storage of Inactive Equipment

APD 4530.1 Item Shipment Policies and Procedures

APD 5150.4 Obtaining Publications through the Ames Libraries

APD 7170.1 Protection of Human Research Participants

APD 8020.2 Problem Reporting and Corrective Action Policy for
Programs/Projects

APD 8735.3 Verification of Product/Service Conformance to Requirements —

APD 8800.1 Real Property Management

APD 8800.4 Ames Environmental Programs

APD 8800.5 Space Assignment and Management

APD 8810.1 Mechanical/Equipment Rooms

APD 8822.2 Roof Access and Safety

APD 8829.1 Construction Permit

APD 8830.1 Reliability Centered Maintenance Program for Institutional
Equipment

APD 9810.1 Investigations by the Office of the Inspector General (OIG)

APR 1280.1 Ames Management System

APR 1440.1 Records Management Procedural Requirements

APR 1600.5 ARC Traffic Management Plan, Rules, Regulations, and Vehicle
Codes

APR 1601.4 Emergency Operations Plan

APR 1620.1 Security Procedural Requirements

APR 1700.1 Ames Health & Safety Procedural Requirements

APR 2190.1 Ames Research Center Export Compliance Program

APR 2815.2 Information Technology (IT) Policies and Requirements

APR 8705.1 System Safety and Mission Assurance

APR 8730.1 Metrology/Calibration

APR 8800.1 Closure, Caretaker, Maintenance, and Reactivation of Facilities

APR 8800.3 Ames Environmental Procedural Requirements
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IPS 2815.6

Interim Policy Statement (IPS) for Policies, Standards, and
Operating Procedures for IT Security (IPS 2815.6)

DRYDEN FLIGHT RESEARCH CENTER-WIDE PROCEDURES

DCP-F-603 Records Management (With changes 07-06-07)

DCP-F-605 Property Disposal

DCP-F-614 Mail & Package Handling Procedure

DCP-F-618 Transportation Management For Incoming Shipments

DCP-J-003 Receipt And Distribution Of Classified Information

DCP-J-004 Authorization for Access to Controlled Areas

DCP-J-006 Permanent Badging Request

DCP-J-007 Visitor Badge Request

DCP-S-002 Hazard Management Procedure (With changes 01-28-08)

DCP-S-004 System Safety Support

DCP-S-007 Software Assurance

DCP-S-008 DFRC Close Call Report Processing

DCP-S-009 Safety & Health Requirements Manual

(Chapters 1-19)

DCP-S-031 Facility Operational Readiness Review (ORR) (With changes 08-
11-08)

DCP-S-047 Mishap and Close Call Investigation and Reporting

DCP-S-056 Government Industry Data Exchange Program (GIDEP) Process

DCP-S-101 Environmental Management System Air Resources Management

DCP-S-102 Environmental Management System Chemical Management

DCP-S-110 Environmental Management System Emergency Preparedness and
Response for Hazardous Material Releases

DCP-V-001 External Release of Dryden Software

DCP-V-002 Configuration Control & Management for Dryden IT
Infrastructure

DCP-V-003 IT Security Incident Response Handling

DCP-V-004 Obtaining Logs From Information Systems

DCP-V-014 Operation of the Information Technology Project Management
Board (ITPMB)

DCP-X-002 Export Control Program (With changes 01-31-08)

DCP-X-003 Management System Opportunity For Improvement (OFI) (With
changes 02-13-08)

DCP-X-004 Medical Emergency Response Plan (With changes 05-07-07)

DPD-1440.1 Documentation Control Systems

DPD-1600.2 Requirements for Security Plans

DPD-2800.1 Personal Use of Government Office Equipment Including

Information Technology
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DPD-2800.2 Managing Information Technology
DPD-8700.1 Organizational and Individual Safety Responsibilities
DPD 8715.1 Range Safety Policy

DRYDEN ORGANIZATIONAL PROCEDURES

DOP-S-006 Software Safety Job Instruction

DOP-V-002 IT Security Virus Incident Handling

DOP-V-003 Information Technology (IT) Management

DOP-V-004 Establishment/Modification of Telecommunications Services
DOP-V-009 Information Systems Configuration Control Board (CCB)

GLENN RESEARCH CENTER DOCUMENTS

GLPD 1702.1 Glenn Safety and Health Program
GLPD 1800.2 Glenn Research Center Occupational Health Program
GLPD 8500.1 NASA Glenn Environmental Management System (EMS)

GLM-QSA-1700.1 NASA Glenn Safety Manual

GLM-QSH-1800.1 Glenn Research Center Occupational Health Programs Manual

GLPR 2190.1 Export Control

GLPR 2210.1 Software Release

GLPR 7123.1 GRC System Engineering Processes and Requirements

GLPR 7150.1 Software Engineering Requirements

GLPR 8000.1 Risk Management

GLPR 8040.1 Configuration Management (CM) and Data Management (DM)
GLPR 8050.1 Implementation of the System Development and Integration Process
GLPR 8553.1 Glenn Research Center Environmental Management System Manual
GLPR 8700.1 Implementation — Hardware Development

GLPR 8739.1 Software Assurance

GODDARD SPACE FLIGHT CENTER POLICY DIRECTIVES

GPD 8500.1 Environmental Program Management

GPD 8715.1 GSFC Safety Policy

GPR 1600.1 GSFC Security Requirements

GPR 1700.1 Occupational Safety Program at Goddard Space Flight Center
GPR 1700.2 Chemical Hygiene Program

GPR 1700.5 Control of Hazardous Energy (Lockout/Tagout)

GPR 1700.7 Electrical Safety

GPR 1800.1 GSFC Smoking Guidelines

GPR 1800.2 Occupational Health Program

GPR 1800.3 Bloodborne Pathagons Exposure Control Plan
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GPR 1800.4 Occupational Medicine and Employee Assistance Programs

GPR 1800.5 Automated External Defibrillator (AED) Program

GPR 1820.1 Hearing Conservation

GPR 1840.1 Asbestos Management Program at GSFC

GPR 1840.2 Industrial Hygiene Program

GPR 1860.2 Laser Radiation Protection

GPR 1860.3 Radio Frequency Radiation Safety

GPR 2570.1 Radio Frequency Equipment Licensing

GPR 2810.1 Security of Information Technology

GPR 2810.2 Wireless Network and Access Points

GPR 7120.4 Risk Management

GPR 8500.3 Waste Management

GPR 8621.1 Reporting of Mishaps and Close Calls

GPR 8710.2 Emergency Preparedness Program for Greenbelt

GPR 8710.3 Certification and Recertification of Ground-based Pressure
Vessels and Pressurized Systems

GPR 8715.1 Processing of NASA Safety Reporting System (NSRS) Incident
Reports

GSFC 290-WI- ISAT Division Document and Data Control

1410.1.1

GSFC 290-WI- Communications Readiness Report Process

8072.1.3

GSFC 290-WI- ISD Engineering Design Process

8700.1.1B

HO DOCUMENTS

HQPR 8710.1

| Emergency Preparedness Plan

JOHNSON SPACE CENTER DOCUMENTS

JPD 1280.1 JSC Quality Policy

JPD 1280.2 JSC Quality Manual

JPD 1382.1 Release Of Information to News Media

JPD 1385.1 Official JSC Public Speaking Engagements

JPD 1387.1 JSC Public Exhibits Program

JPD 1410.1 JSC Directives System

IPD 2200.1 Rele_ase of JSC Scientific and Technical Information to External
Audiences

JPD 8820.3 Facility Configuration Management Program

JPG 1410.2 JSC Directives System Procedures And Guidelines

JPG 1440.3 JSC File And Records Management Procedures
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JPG 2810.1 JSC Information Technology (IT) Security Handbook
JPG 1700.1 JSC Safety and Health Handbook

JPG 5322.1 Contamination Control Requirement Manual

JPG 8500.4 Engineering Drawing System Manual

JPG 8621.1 Lyndon B. Johnson Space Center Contingency Action Plan
JSC 27834 QMS Electronic Document Repository Procedures

JSC 27877 Mission Support Plan

JSC 29173 ISD Configuration Management Plan

JSC 29306 Document Availability Authorization (DAA) Procedures
JSC 29638 IRD Server Operations Management Plan

JSC 29829 JSC PKI Procedures

KENNEDY SPACE CENTER DOCUMENTS

AFSPCMAN 91-710
V6 (Air Force Range
Command Range

Ground and Launch Personnel, Equipment, Systems, and
Materials Operations Safety

Safety Manual)

D9001 Communications Systems Hurricane Preparedness Procedures

JHB 2000 Consolidated Comprehensive Emergency Management Plan

KNPD 1440.1 KSC Records Management and Vital Records Programs

KNPD 1600.3 Use of Alcoholic Beverages on Kennedy Space Center (KSC)
Property

KNPD 1800.2 KSC Hazard Communication Program

KNPD 1810.1 KSC Occupational Medicine Program

KNPD 8500.1 KSC Environmental Management

KNPG 1840.19 Industrial Hygiene Programs

KNPR 1040.3 Continuity of Operations Planning (COOP)

KNPR 1600.1 KSC Security Procedural Requirements

KNPR 1820.3 KSC Hearing Loss Prevention Program

KNPR 1820.4 KSC Respiratory Protection Program

KNPR 1870.1 KSC Sanitation Program

KNPR 2540.1 KSC Telecommunications Services

KNPR 2570.1 KSC Radio Frequency Spectrum Management

KNPR 4000.1 Supply and Equipment System Manual

KNPR 6000.1 Transportation Support System

KNPR 8040.1 KSC Configuration Management Procedural Requirements

KNPR 8040.4 International Space Stations/Payload Processing Configuration

Management Procedural Requirements
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KNPR 8040.5 Shuttle Processing Level 111 Configuration Control Board Procedural
Requirements

KNPR 8500.1 KSC Environmental Requirements

KNPR 8715.3 KSC Safety Practices Procedural Requirements

KNPR 8715.4 KSC Lockout/Tagout Program Procedural Requirements

KNPR 8715.5 KSC Personal Protective Equipment (PPE) Program

KNPR 8720.2 KSC Reliability, Maintainability, and Quality Assurance Procedural
Requirements

KNPR 8730.2 Quality Assurance Procedural Requirements

KNPR 8830.1 Facilities and Real Property Management Procedural Requirements

KDP-KSC-P-1280

Government Printing Process

KDP-KSC-P-1311

Major, High Impact and Minor Moves

KDP-KSC-P-1334

KSC Network Scan Process

KDP-KSC-P-1376

Information Technology (IT) Directorate New Work Flow

KDP-KSC-P-1451

NASA Safety Reporting System

KDP-KSC-P-1473

KSC Mishap Reporting and Investigating

KDP-KSC-P-1474

Mishap Investigation Board

KDP-KSC-P-1537

Document Release Authorization (DRA) Process

KDP-KSC-P-1538

NASA KSC Specifications and Standards Development Process

KDP-KSC-P-1833

KSC Web Page Development and Maintenance

KDP-KSC-P-1836

Removing Data and Licensed Software from Information Technology
(IT) Storage Devices

KDP-KSC-P-1878

Control and Use of Internal and External Documents

KDP-KSC-P-1881

Records Management

KDP-KSC-P-1899

Obtaining Graphics Services

KDP-KSC-P-2111

Reporting Close Calls

KDP-KSC-P-2117

Deviating from KSC Maximum Work Time (MWT) Requirements

KDP-KSC-P-2123

Reporting of Unsafe and/or Unhealthful Conditions or Acts

KDP-KSC-P-2139

Advance Notification of Workforce Reductions

KDP-KSC-P-2613

KSC Export Process

KDP-KSC-P-3320

Telecommunications Headset Acquisition Process

KDP-KSC-P-3717

Foreign National Visitor Badging and Access

KSC-DE-512-SM

Facility, System, and Equipment General Design Requirements

KSC-DF-107

Technical Document Style Guide

KSC-PLN-1912

KSC Environmental Management Plan

KSC-PLN-3302

Information Technology (IT) Security Awareness and Training Plan
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KPL-PLN-50007

KSC Facility Contamination Control Requirement Plan

KSC-STD-E-0002

Hazardproofing of Electrically Energized Equipment, Standard For

KSC-STD-E-0021

Telecommunications Premises Distribution Systems, Design of,
Standard for (KSC)

KCA 1308 Joint Operating Procedure (JOP) Between 45th Space Wing (45 SW)
and the John F. Kennedy Space Center (NASA-KSC) for Safety

79K28125 Fiber Optic Cable Specification for KSC

2711 19.00 98 Communications Termination Blocks and Patch Panels

2711 11.00 98 Communication/Equipment Room Fittings

27 13 23.00 98 Communications Optical Fiber Backbone Cabling

27 1313.00 98 Communications Copper Backbone Cabling

27 15 00.00 98 Communications Horizontal Cabling

27 5313.00 98 Clock systems

27 1500.23 98 Audio-Video Communications Horizontal Cabling

2751 13.00 98 Paging Systems

27 15 00.49 98 Intermediate/Radio Frequency Communications Horizontal Cabling

LANGLEY RESEARCH CENTER DOCUMENTS

LMS-CP-2716 Lost, Damaged, or Destroyed Equipment Survey

LMS-CP-3904 Discrimination Complaints and Equal Opportunity Counseling
Program

LMS-CP-3905 EEO Alternative Dispute Resolution (ADR) Process

LMS-CP-4760 Reporting Injuries, llInesses, Compensation Claims and Unsafe
Working Conditions

LMS-CP-5519 Requesting Information Technology Services

LMS-CP-5521 Managing Facility and Large-Scale LaRCNET Connection
Requests

LMS-CP-5541 Processing Requests for Voice Communications Services

LMS-CP-5549 Responding to Reports of Information Technology Security (ITS)
Incidents and Inappropriate Activity

LMS-CP-5593 Consolidated Information Technology Services (ConlTS) Task
Order Administration

LMS-CP-5631 Suspending or Revoking a Public Key Infrastructure (PKI)
Certificate

LMS-CP-5696 Accessing Network Services through the Center Firewall

LMS-CP-5906 Processing Requests for Media Services

LMS-CP-5915 Obtaining Two-Factor Authentication Credentials and a Virtual

Private Network (VPN) Account
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LMS-CP-8621 Reporting, Investigating, and Recordkeeping for Mishaps, Close
Calls, and Previously Unidentified Serious Workplace Hazards

LPR 1046.1 NASA Langley Research Center Emergency Plan

LPR 1620.1 Information Security Program Management Procedures and
Guidelines

LPR 1710.10 Safety Clearance Procedures for the Control of Hazardous Energy
(Lockout/Tagout)

LPR 1710.11 Fire Protection Program

LPR 1710.12 Potentially Hazardous Materials - Hazard Communication
Standard

LPR 1710.4 Personnel Protection - Clothing and Equipment

LPR 1710.6 Electrical Safety

LPR 1740.2 Facility Safety Requirements

LPR 1740.6 Personnel Safety Certification

LPR 1740.7 Process System Certification Program

LPR 1845.1 Automated External Defibrillator Program

LPR 2570.5 Radio Frequency Spectrum Management

LPR 7120.4 Langley Research Center Technical Authority Implementation
Plan

LPR 7320.1 Engineering Drawing System

LPR 8717.1 Job Hazard Analysis Program

LPR 8800.1 Environmental Program Manual

LPR 9050.1 Workforce Morale Fund Operating Procedures

LAPD 1000.1 Langley Management System (LMS) Policy Manual

LAPD 1600.4 Firearms and Dangerous Weapons Policy

LAPD 1600.5 Workplace Violence and Threatening Behavior

LAPD 1700.1 Safety Program

LAPD 1700.2 Safety Assignments and Responsibilities

LAPD 1700.5 NASA Langley Research Center (LaRC) Maximum Work Time
Policy

LAPD 1700.8 Parking Regulations

LAPD 1820.1 Smoking Control Program

LAPD 2400.3 Langley Research Center (LaRC) Computer Networks for Data
Communications

LAPD 2540.1 Telephone Administration

LAPD 2810.1 Security of Information Technology

LAPD 3630.3 Attendance and Leave

LAPD 3711.3 Labor-Management Relations Program

LAPD 8800.1 LaRC Environmental Compliance, Restoration, and Pollution

Prevention Program

LAPD 8800.14

Real Property Management
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LAPD 8800.15

Facilities Utilization Program

LAPD 9050.7 Use of Langley Research Center (LaRC) Facilities and Grounds
for Employee Efficiency, Welfare and Morale Purposes

LAPD 9050.8 Use of Langley Research Center Facilities and Grounds for Non-
Official Events

LAPD 9050.9 NASA Langley Research Center (LaRC) Exchange Council

Activities

MARSHALL SPACE FLIGHT CENTER DOCUMENTS

MPD 1040.3 MSFC Emergency Program

MPD 1280.1 Marshall Quality Management System Manual

MPD 1380.1 Release of Information to News and Information Media

MPD 1800.1 MSFC Smoking Policy

MPD 1840.1 MSFC Environmental Health Program

MPD 1840.2 MSFC Hearing Conservation Program

MPD 1840.3 MSFC Respiratory Protection Program

MPD 2190.1 MSFC Export Control Program

MPD 2210.1 Documentation Input and Output of the MSFC Documentation
Repository

MPD 2800.1 Management of Information Technology Systems and Services at
MSFC

MPD 8500.1 MSFC Environmental Management Policy

MPD 8812.1 MSFC Facility Utilization Policy

MPR 1040.3 MSFC Emergency Plan

MPR 1410.2 Marshall Management Directives System

MPR 1420.1 MSFC Forms Management Program

MPR 1440.2 MSFC Records Management Program

MPR 1490.1 Printing, Reproduction, and Self-Service Copying Services

MPR 1600.1 MSFC Security Procedures and Requirements

MPR 1800.1 Bloodborne Pathogens

MPR 1800.2 MSFC Ergonomics Program

MPR 1810.1 MSFC Occupational Medicine

MPR 1840.1 MSFC Confined Space Entries

MPR 1840.2 MSFC Hazard Communication Program

MPR 1840.3 MSFC Hazardous Chemicals in Laboratories Protection Program

MPR 1840.4 MSFC Asbestos Program

MPR 2220.1 Scientific and Technical Publications

MPR 2500.1 Marshall Telecommunications and Audio Visual Services

MPR 2800.2 Marshall Information Technology (IT) Services
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MPR 3200.1 Onsite Location or Relocation of Contractor or Other Government
Agency Personnel at MSFC

MPR 3410.1 Training

MPR 3810.1 MSFC Management of Workers Compensation Injuries and IlIness

MPR 4000.2 Property Management

MPR 8500.1 MSFC Environmental Management Program

MPR 8500.2 MSFC Environmental Management System Manual

MPR 8715.1 Marshall Safety, Health, and Environmental (SHE) Program

MSFC-STD-3394

Standard for Contractor Configuration Management, MSFC
Programs/Projects

MWI 1380.1 Handling of Freedom of Information Act Requests

MWI 1520.1 Graphic and Publication Production Services

MWI 2800.1 Service Order System for Information Technology (IT) Purchases

MWI 3410.1 Personnel Certification Program

MWI 4200.1 Equipment Control

MWI 4300.1 Disposal Turn-Ins/Reutilization Screening

MWI1 4500.1 Property Support: Furniture Operations, Retail Supply Operations,
Warehousing, and Food Services

MWI 4520.1 Receiving

MWI 5116.1 Evaluation of Contractor Performance under Contracts with Award
Fee Provisions

MWI 7120.2 Data Requirements Identification/Definition

MWI 8540.2 Green Purchasing Program

MWI 8550.1 Waste Management

MWI 8550.2 Storm Water Management

MWI 8550.3 Wastewater Compliance

MWI 8550.4 Air Emissions Compliance

MWI 8550.5 Chemical Management

MWI 8621.1 Mishap and Close Call Reporting and Investigation Program

MWI 8715.1 Electrical Safety Program

MWI 8715.2 Lockout/Tagout Program

MWI 8715.3 Hazard Identification and Warning Systems

MWI 8715.4 Personal Protective Equipment (PPE) and Systems

MWI 8715.5 Area/Building Manager Program

MWI 8715.9 Occupational Safety Requirements for MSFC Contractors

MWI 8715.10 Explosives, Propellants, and Pyrotechnics Program

MWI 8715.11 Fire Safety Program

MWI 8715.12 Safety, Health, and Environmental-Finding Tracking System
(SHEtrak)

MWI 8715.13 Safety Concerns Reporting System (SCRS)

MWI 8715.15 Operational Safety Assessment Program
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| MWI 8715.16

| Supervisor Safety, Health, and Environmental (SHE) Visits

MARSHALL SPACE FLIGHT CENTER ORGANIZATIONAL WORK

INSTRUCTIONS

1IS01-OWI-003 Contractor Evaluation Process and Contractor Interactions
1IS01-OWI-007 Mission Readiness Review (MRR) Procedures
1IS01-OWI-008 Information Technology Risk Management

1ISO1-PLAN-001

MSFC Center IT Governance and Organizational Alignment Plan

STENNIS SPACE CENTER DOCUMENTS

SCWI-1620-0001

Mission Critical Space System Personnel Reliability Program
(PRP)

SCWI-2810-0001

SSC Information Technology Security Metric Reporting

SCWI1-8500-0001-
EMS

Site-Wide Collection & Reporting of Air Emissions Data

SCWI1-8500-0004-
ENV

Hazardous Materials, Hazardous Waste, and Solid Waste Plan

SCWI1-8500-0017-
ENV

Pollution Prevention Plan

SCWI1-8500-0018-
ENV

Lead Hazard Control Program Plan

SCWI-8500-0019-
ENV

Asbestos Hazard Control Plan

SCWI-8500-0020-
ENV

Environmental Integrated Contingency Plan

SCWI-8715-0001

Lightning Warning System

SCWI-8730-0001

Metrology and Calibration Control Program

SCWI-8830-0001

SSC Facility Mangers Program Handbook

S0OI1-8080-0007

Test Site Drawings

SOI-8080-0008

Documentation and Configuration Control of Test Critical
Software

S0OI1-8080-0009

Design Reviews

SO1-8080-0015

Configuration of Propulsion Test Systems

S0OI1-8080-0039

Control System Validation

SO1-8080-0040

Test Area Access Control

SPD 2800.1 Provision of Institutionally Funded IT Resources and Services
SPD 8715.1 SSC Operational Readiness Program
SPD 8715.4 SSC Safety and Health Policy

SPLN-1040-0006

Emergency Management Plan

SPLN-1280-0001

Management Systems Internal Audit
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SPLN-7150-0001

Software Process Improvement Plan

SPLN-8621-0003

John C. Stennis Space Center Mishap Preparedness &
Contingency Plan

SPR 1280.1 SSC Management Manual

SPR 1400.1 Document Preparation, Numbering and Management

SPR 1420.1 John C Stennis Forms Management

SPR 2810.1 John C Stennis Space Center Public Key Infrastructure (PKI)
Procedural Requirements

SPR 7120.1 SSC Risk Management

SPR 8500.1 John C Stennis Space Center Environmental Management System
Procedural Requirements

SPR 8500.2 Environmental Operations and Implementation Program
Procedural Requirements

SPR 8715.1 Safety and Health Program Requirements

SPR 8715.2 John C. Stennis Space Center Operational Readiness Program
Procedural Requirements

SPR 8715.3 Stennis Space Center (SSC) Hot Work Permit Program

SPR 8739.1 John C. Stennis Space Center Software Assurance Procedural

Requirements

John C. Stennis Space Center Software Engineering Requirements
(Dratft)

SSP-8715-0001

John C. Stennis Space Center Safety and Health Handbook

SSTD-8070-0007-
CONFIG

Variance and Alternate Standard Requests

SWI-2800-0001

Information Technology Project Development Process

WALLOPS FLIGHT

FACILITY DOCUMENTS

WFF-EM-001

Wallops Flight Facility Environmental Management

GPR 8715.6

WEFF Safety, Occupational Health, and Emergency Preparedness
Program

NISN DOCUMENTS

http://www.nisn.nasa.gov/DocumentPages/Documents.html

*

Internet Protocol Operational Network (IONet) Access Protection
Policy and Requirements, 290-004

NISN Application Access Request Form

*

IONet Security Plan

*

IONet Access Control Compliance Checklist

NISN-001-001

NISN Services Document
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NISN-SOP-002

NISN Standard Operating Procedures (SOP) for Trouble
Reporting, Activity Scheduling, Mission Freeze, and Major
Outage Notifications

NISN-3000-0033

NISN Program Service Level Agreement (PSLA) Process

NISN-3000-4105

NISN Applications Disaster Recovery Plan

NISN-3000-4323

NISN Service Request System (NSRS) Process

NISN-3000-4526

NSRS Users and Operations Guide

NISN-3000-4528

NISN CCB Procedure

NISN SP800-61

Computer Security Incident Handling Guide

3000-4532 NISN Details Signature and Concurrence Process
*CSOC-MSFC- NISN Trouble Reporting, Activity Scheduling, Mission Freeze,
LOP-002931 and Major Outage Notification

CSOC-MSFC- NISN Service Request Process

MPRC-001172

CONTRACTOR DOCUMENTS

10B211 Emergency Plan for Physical Security of the National Security
Systems Enclave (NSSE)

10B214 Access and Control for the Marshall Space Flight Center National
Security Systems Enclave (NSSE)

10B218 Handling of Classified Documents Within the National Security
Systems Enclave (NSSE)

16B104 Transmitting To or Receiving from the NASA Multichannel
Systems

16B107 Acceptance of Video Signal to and from Common Carriers

19B102 MSFC Telephone Switch Disaster Recovery Activities

19B105 NASA Information Support Center (NISC) Disaster Recovery

19B111 Midrange Data Center (Building 4663) Disaster Recovery
Procedure

1b223 Resetting Passwords And Lockouts For NDC And Office Of The
CIO Managed Systems

302-054 Agency Network Radius Contingency Plan

10B201 Operations of the Marshall Space Flight Center Communications
Message Center

10B213 Secure Facsimile Messages

10B220 Maintenance and Configuration Control of Classified Equipment
and Circuits

10B228 Destruction of Sensitive Applications Data

10B230 Flash Legacy (AUTODIN) Traffic Notification List

13B1 Operation and Maintenance of the All-Hands Teleconferencing

System
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13B503 Administrative Telephone Service at MSFC

13B504 Administrative Telephone Service at MAF

14B101 Processing Trouble Reports

14B102 Support of Facilities Outages Affecting Telecommunications at
Marshall Space Flight Center

14B103 Contractor Major Outage Notifications and Escalations

14B120 Bomb Threats

16B101 Audio and Video Distribution, of Television Signals from the
Central Distribution Center

16B103 Verification of Audio and Video Levels Within Marshall Space
Flight Center Television System

16B114 Distribution of Television for Space Shuttle Missions

1b101 Processing Of Standard Operating Procedures

1b110 Facility Work

1b139 Scheduling And Operations of Conference Facilities At Marshall
Space Flight Center

1b203 Operation, Control, and Dispatch of Vehicles

1b219 Reporting Movement of Contractor Controlled Property User
Responsibilities

1b220 Sales or Exchange Of Equipment

1b221 Equipment Condition Coding

1B311 Service Restoration Team

1B312 Root Cause Analysis

1B313 MSFC Scientific and Technical Information (STI) Program

1B314 Contractor Unplanned Building Outage Notifications

2B18 Personnel Relocations

2B9 Operations and Testing of the Emergency Warning System

2100-2001 Vehicle Coordination, Maintenance and Repair

2100-2002 Purchase Request Availability Screening and Cataloging

2100-2003 Receipt of Property

2100-2004 Shipping Contractor Property

2100-2005 Issues

2100-2006 Contractor Disposal of Excess

2100-2008 Reports of Lost, Stolen or Damaged Equipment & Material

2100-2010 Processing Found on Stations

2100-2011 Cannibalization/Modification of Equipment

2100-2013 Transfers of Accountability

2100-2014 Physical Inventory of Contractor Property

2100-2015 Reports

2100-2016 Contract Closeout

2300-0001 IT Security Operations Guide
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APPLICABLE REGULATIONS AND PROCEDURES

2300-1102 Signature Update Guidelines for MSFC Intrusion Detection
Systems (Snort Only)

2300-1103 Accessing the MSFC IT Security IDS System

2300-1104 MIRT Forensics: Requesting Digital Imaging

2300-1105 MIRT Forensics: Standard Forensic Procedures

2300-1106 MIRT Forensics: Seizure and Acquisition

2300-1107 Intrusion Detection System Services Module (IDSM-2) Blade
Management

2300-1108 Procedure for Planned Power Outages at MSFC

2300-1201 Performing Post Compromise Risk Assessments

2300-1202 Performing NASA Certification and Accreditation Packages

2300-1203 Vulnerability Scanning for the NASA Data Center / Agency

2300-1204 MSFC Quarterly Vulnerability Scanning Guidelines using
FoundStone Enterprise

2300-1304 Install RSA SecurlD Appliance 2.0 Primary Server

2300-1305 Installing RSA SecurlD Remote Administration on a Windows
Platform Machine

2300-1306 Stopping/Starting RSA ACE/Services on RSA SecurlD Appliance

2300-1307 Establishing a Cross Realm Relationship with Another Center

2300-1400 Vulnerability Scanning for the NASA Data Center / Agency

2300-2200 Performing the Daily X500 Root System Checks

2300-2201 X500 Root Backup and Recovery

2300-2202 Checking NASA Postmasters' Mailbox for SPAM/Hackers

2300-2204 X500 Startup/Shutdown/Restart Procedure

2300-2235 LDIF File Consolidation

2300-2237 Adding Russian Users to the X500 Root

2300-2246 Agency X500 Contingency Plan

2600-3001 Support of Facilities Outages Affecting Telecommunications at
MSFC

2600-3002 NISC Emergency Plan for Michoud Assembly Facility

2600-3003 Requests for Emergency Assistance

2600-3004 NISC Support During Ice, Snow and Flood Conditions

2600-3005 Aviation Accidents and Investigations

2600-3006 NISC Support During MSFC Aiir Pollution Emergencies

2600-3007 Monitoring and Disseminating Severe Weather Information

2600-3008 NISC Support During Implementation of MSFC Evacuation Plan

2600-3009 NISC Support for the NASA National Security Systems Enclave

2600-3010 Notification of Inoperative Radio Paging System

2600-3011 Support of Marshall Radio Frequency Request for Surveys (Radio

Silence)
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2600-3012 Notification of Unscheduled Power Outages Affecting
Communications Facilities in MSFC Building 4207

2600-3013 Monitoring the Cable Pressure Alarm System at the NISC

2600-3014 Transportation Management Division Support

2600-3015 NISC Telephone Answering Support for MSFC Officials

2600-3016 Support for the Director, Marshall Space Flight Center

2600-3017 Space Shuttle Contingency Plan

2600-3018 Canceled 03/17/2008

2600-3019 NISC Duty Manager Duties and Responsibilities

2600-3020 MSFC Mishap Reporting

2600-3021 Telephone Answering Support for Safety Hotline

2600-3022 NISC Knowledge Database

2600-3023 Canceled 01/01/2006

2600-3024 Support for NASA Headquarters Duty Officer

2600-3025 Redstone Army and MSFC Force Protection

2600-3026 NISC Support for MSFC Emergency Operation Center Activation

2600-3027 Canceled 05/15/05

2600-3028 NISC Support for IEMP Travel Manager

2600-3029 NISC Support for Secure Network Authentication Service (SNAS)

2600-3030 NISC Support for MSFC TV Studio Live Events

2600-3031 NISC Support for the NASA Administrator

2600-3032 NISC Support for NASA Protective Services

2600-3033 NISC Support for MSFC IT Security WAR Room Activation

2600-3034 NISC Support for Flash Teletype Notification List

2600-3035 Shipping Tokens Out of Town

2600-3036 Entering User Information into RSA database

2600-3037 Issuing RSA SecurlD Tokens for MSFC Remote Access

2600-3038 Issuing RSA SecurlD Tokens for NDC VPN

2600-3039 Issuing RSA SecurlD Tokens for NSSTC Remote Access

2600-3040 Packaging RSA SecurlD Tokens for Distribution

2600-3041 Issuing RSA SecurlD Tokens for Patchlink

2600-3042 Entering User Information into RSA SecurlD Token Database

2600-3043 NISC Emergency Plan for Stennis Space Center

2600-3044 NISC Support for Activation Of Contractor Major Outage
Notification Procedure

3000-0001 Network Services Operations Guide

3000-4001 Internal Budget Instruction

3000-4002 Network Services Procurement Procedure

3000-4003 Fast Track NSRs

3000-4004 Preparing the NISN Program Operation Plan Support Data

3000-4007 How to Contact NASA DNS Administrators
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3000-0001 Network Services Operations Guide

3000-4008 Contacting External Name Registrars

3000-4009 IPAM Center Migration Checklist

3000-4010 IPControl Account Request

3000-4011 IPAM Change Mgmt Form

3000-4100 Operating Systems/Applications Patch and Configuration
Procedure

3000-4104 Network Access to ENMS Servers and Workstations

3000-4201 Customer Surveys

3000-4302 EIP Work Instruction

3000-4303 EIP Revision and Release Work Instruction

3000-4307 Developing ROMSs Procedure

3000-4317 Design Cost Schedule Processing Work Instruction

3000-4318 IDR/ERB Meeting Procedure

3000-4327 Equipment Trade-In Work Instruction

3000-4424 Managed Device Naming Convention

3000-4426 Changing and Documenting Passwords

3000-4428 NetScout RMON Probe NISN Deployment Guide

3000-4432 Office Supplies for Remote Locations

3000-4446 Firewall AdminTraining and Awareness

3000-4500 Configuration Management Plan

3000-4501 Engineering Drafting Documentation Procedure

3000-4502 Drafting Documentation

3000-4503 Planning/Scheduling Definition Procedure

3000-4509 NISN Requirements Database Procedure

3000-4510 Daily NSR Standup Meeting

3000-4512 NIIS Trace Procedure

3000-4513 Service Order Processing Procedure

3000-4518 Configuration Control Board Procedure

3000-4519 NSR Processing Procedure

3000-4522 NISN CM Library-Repository Maintenance and Control

3000-4523 QA Check Point/Audit Processes

3000-4524 Engineering Informal Design Review (IDR) Package
Development

3000-4525 Network Services RID Process

3000-4530 Creating the Monthly Metrics Package

3000-4426 Changing and Documenting Passwords

3000-4428 NetScout RMON Probe NISN Deployment Guide

3000-4432 Office Supplies for Remote Locations

3000-4608 NISN Forensics Incident Response

3000-4614 Roles And Responsibilities While On-Call
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3000-4615 Accessing the NISN/ IT Security IDS Systems

3000-4616 User Access to the NSOC Network VPN

3000-4617 Signature Guidelines for Intrusion Detection Systems

3000-4618 Ruleset Installation for the NSOC PIX Firewall

3000-4622 Handling Security Violations

3000-4623 NASIRC After-Hours Phone Support

3000-4624 NSOC Disaster Recovery Contingency Plan

3000-4625 IP Address Blocking on the WAN Router

3000-4626 Performing N-SOC Shift Responsibilities

3000-4627 Transferring Trouble Tickets

3000-4628 Handling Planned and Unplanned N-SOC Absences (Phone
Forwarding)

3000-4629 Handling SPAM/Abuse E-mail

3000-4630 Intrusion Detection Systems

3000-4631 Handling Trouble Tickets that are Transferred to IT Security

3000-4632 Release of IT Security Information

3000-4633 Entering Information into the Remedy Database

3000-4634 Hard-Closing Trouble Tickets

3B5 Operation and Maintenance of the Employee Television System

3B6 Applications and Web Services (A&WS) Test and Validation

Process

4000-FORM-046

Evidence Control and Chain of Custody Form

4000-FORM-047

Encase Data Gathering Form

4B10 Duplicating Copyrighted Video Tapes, Optical Mediaand Films

4B17 Operations of Imaging Services

4B3 Morris Auditorium Audio/Video Control

5000-1001 MSFC IT Services Operations Guide

5000-1002 Document Control

5000-1002 Service Request (SRS) Process

5000-1211 Test Area Video Documentation

5000-2000 Cable Plant Records and Pair Assignment for Fiber and Copper

5000-2001 Fiber-Optic Intrabuilding Cabling Installation

5000-2002 Telecommunications Services Workflow

5000-2100 Call Accounting for the MSFC Telephone System

5000-2101 Telephone Troubleshooting, Disconnects, Installs, Moves, Adds
and Changes.

5000-2102 Wiring in Asbestos Areas

5000-2103 Telephone / Fax Circuit Requests

5000-4100 Live Shot

5000-4101 Video File

5000-4102 Tape Operations

AN ASTERISK (*) INDICATES DOCUMENTS ARE RESTRICTED; THEY
MAY BE VIEWED ON SITE. NO COPIES WILL BE ALLOWED OFF SITE.

J-10-28




ATTACHMENT J-10 (DRAFT)
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5000-4103 POC Cut-in

5000-4104 Morris Auditorium

5000-4105 Mission Ops

5000-4200 Service Order Control Desk

5000-4201 Still Photography

5000-4202 Still and Digital Laboratory

5000-4203 Instrumentation and Engineering

5000-4204 Conference Facilities Support

502.10 SRS and ROM Procedures

502.11 Contingency Plan for Imaging Server

5B21 Impoundment of Data

5B9 Marshall Space Flight Center Media Relations Mission
Communications Support Requirements

6B5 Fiber-Optics Outside Cable Plant Procedure

6B6 Installation and Acceptance Criteria for Intrabuilding/Cabling and
Wiring

B7 Mobile Radio Installations, Removals, Relocations and Frequency
Changes at Marshall Space Flight Center and Michoud Assembly
Facility

9B13 Fire Prevention Program

9B14 Severe Weather Emergencies

9B15 Material Handling and Equipment

9B16 Asbestos Hazardous Operations

9B17 Communications Towers Safety Criteria

9B26 Ergonomics Program

9B32 Safety Inspections and Remedial Action Plans

9B36 Confined Space Entry

9B37 Safety Criteria for Elevated Work Surfaces

9B39 Personnel Safety Training and Certification

oB4 Telecommunications Manholes Entry

9B40 Control of Hazardous Chemicals, Substances, and Materials

9B41 MSFC IT Security Incident Response

9B5 Safety Equipment and Usage

9B9 Hazardous Facilities, Operations, and Equipment

RUSSIA IT SERVICES POLICIES AND PROCEDURES
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BCC Failover of VVoice Loops

Call Mgr- Add New Phone to VG248

Cisco Baseline

Cisco to Perle Serial Console Cable Diagram

Connectivity to the Wireless Access Point at RSA

Creating Monthly Service Availability Matrix

Customer Communications Policy

Installing New & Used workstations

Master Document List

NASA-RUSSIA Video Sys Guide

Optimizing Mission Services

Perle Baseline

Polycom Baseline

Re-Setting Phone From Call Mgr.

RsVG Change Request (CR) Process

RSvG Quality Records List

RsVG Shipping Instruction

Russian Alarm Procedure

Streambox Baseline

Trouble Shooting Bakinour Service

VG248 Baseline

Video System Instruction Guide (Russian & English ver.)

Volga Bldg-1 Deployment Rev-4

3000-0001

Network Services Operations Guide

3000-3300-001

Emergency Preparedness & Disaster Recovery Plan

3000-3300-002

Russia Services Travel Policy

3000-3300-003

Document Approval

3000-3300-004

How to Create, Update, or Delete a Procedure

3000-3300-005

Bradford Office Opening & Closing Instruction

3000-3300-006

Change Request Management

3000-3300-007

Controlling Nonconforming Product

3000-3300-101

Engineering New Requirements: Process Flow and Guide

3000-3300-102

Account Management Mission Services Network

3000-3300-200

In-Country Loaner Pool Instruction

3000-3300-201

RSvG In-Country Checklist

3000-3300-202

Computer Setup & Network Access

3000-3300-203

Remote Access

3000-3300-204

Check Point SecuRemote Installation
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3000-3300-205 Check Point & Cisco VPN Client Interoperability Info

3000-3300-206 How To Request a Firewall Exception

JICRCB Joint U.S./Russia Institutional Communications Requirements
Change Board Change Request

MPD 2190.1 Marshall Policy Directive: Marshall Export Control Plan

OTHER

General Records Schedules are available from the National Archives and Records
Administration home page, “Records Management — Publications” at
http://www.archives.qov/records-mgmt/.
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