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	Labor Category
	Knowledge/Skills/Capabilities

	Project Analyst
	Provides project management leadership support for NASA projects:

a) Provides applications systems analysis and programming activities.

b) Prepares long and short-range project plans for application selection, systems development, systems maintenance, and production activities and for necessary support resources.

c) Provides support for all aspects of projects.
d) Applies knowledge of concepts in particular research fields.
e) Master or Senior leads team on large projects or significant segment of large complex projects and analyzes new and complex project related problems and creates innovative solutions involving finance, scheduling, technology, methodology, tools, and solution components.

	Computer Scientist
	Provides computer science expertise for projects in support of mission and mission-support organizations:

a) Acts as a consultant to projects in support of complex or mission critical client requirements.

b) Develops, modifies, and applies computer modeling and programming applications to analyze and solve mathematical, scientific, and business problems affecting system and program performance.

c) Participates in IT support to all phases of scientific and engineering and mission-support projects, such as research, design, development, testing, modeling, simulating, training, and documentation.

	Applications Systems Analyst
	Provides systems analysis for projects in support of mission and mission-support organizations:

a) Formulates/defines system scope and objectives.

b) Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time, and form of desired results.

c) Prepares detailed specifications for software programs. Assists in the design, development, testing, implementation, and documentation of new software and enhancements of

existing applications.

d) Supports project managers, developers, and end users to ensure application designs meet requirements.

e) Formulates/defines specifications for complex operating software programming applications or modifies/maintains complex existing applications using engineering releases and utilities from the manufacturer.

f) Designs, codes, tests, debugs, and documents programs.

g) Provides overall operating system, such as sophisticated file maintenance routines, large telecommunications networks, computer accounting, and advanced mathematical/scientific software packages.

h) Assists all phases of software systems programming applications.

i) Evaluates new and existing software products for use in support of client projects.

	System Administrator
	Provides system administration support to all functions involving a homogeneous or heterogeneous computing environment (Solaris, Unix/Linux, Windows, Macintosh), including:
a) Develops scripts, installs software and hardware and upgrades, troubleshoots, manages user accounts, performs network coordination, implements security controls and software including TCP wrappers, host-based firewalls, backup/recovery, and disaster/recovery.

b) Implements computer security controls and supports the certification and accreditation process.

c) Supports peripheral equipment associated with an integrated computing environment.
d) Provides end-user support on a variety of issues.

e) Provides systems modification recommendations to optimize functionality of systems.
f) Applies knowledge of concepts in particular research fields.
g) Maintains data files and monitors system configuration to ensure data integrity. 
h) Possesses and maintains formal certifications appropriate to the applicable tasks.

	Computer Operator
	Monitors and operates the control console of either a mainframe digital computer or a group of minicomputers, in accordance with operating instructions, to process data. 

a) Studies operating instructions and determines required equipment setup.

b) Loads equipment with required items (tapes, cards, paper, etc.).

c) Switches necessary auxiliary equipment into system.
d) Diagnoses and corrects equipment malfunctions.
e) Reviews error messages and makes corrections during operation or refers problems.
f) Maintains operating record.
g) May test run new or modified programs and assists in modifying systems or programs. 
h) Master level operator uses more complex systems and deviates from standard procedures in response to non-standard output. Master level may spend time away from operations providing technical assistance to lower level operators and assisting programmers, systems analysts, and subject matter experts with resolution of problems.

	Database Administrator
	Provides database administration for projects in support of mission and mission-support organizations:

a) Provides all activities related to the administration of computerized databases.

b) Projects long-range requirements for database administration and design in conjunction with other managers in the information systems function.

c) Designs, creates, and maintains databases in a client/server environment.

d) Conducts quality control and auditing of databases in a client/server environment to ensure accurate and appropriate use of data.

e) Advises users on access to various client/server databases.

f) Designs, implements, and maintains complex databases with respect to JCL, access methods, access time, device allocation, validation checks, organization, protection and

security, documentation, and statistical methods.

g) Applies knowledge and experience to relational databases (both commercial and open source), database management, and database administration for SQL database systems including Oracle and MySQL. Performs database programming and supports systems design.

h) Performs maintenance of database dictionaries, overall monitoring of standards and procedures, file design and storage, and integration of systems through database design.

	Database Analyst
	Provides database analysis for projects in support of mission and mission-support organizations:

a) Designs and builds relational databases. Performs data access analysis design, and archive/recovery design and implementation.

b) Develops strategies for data acquisitions, archive recovery, and implementation of a database.

c) Works in a data warehouse environment, which includes data design, database architecture, and metadata repository creation.

d) Translates business needs into long-term architecture solutions.

e) Defines, designs, and builds dimensional databases.

f) Develops data warehousing blueprints, evaluating hardware and software platforms, and integrating systems.

g) Reviews and develops object and data models and the metadata repository to structure the data for better management and quicker access.

	Applications Developer
	Provides application development for projects in support of mission and mission-support organizations:

a) Designs programming applications from requirements to execution; lays out data structure, optimizes code

b) Designs, develops, enhances, debugs, and implements software. Troubleshoots production problems related to software applications.

c) Researches, tests, builds, and coordinates the conversion and/or integration of new products based on client requirements. Designs and develops new software products or major enhancements to existing software.

d) Addresses problems of systems integration, compatibility, and multiple platforms.

e) Consults with project teams and end users to identify application requirements.

f) Performs feasibility analysis on potential future projects to management.

g) Assists in the evaluation and recommendation of application software packages, application integration and testing tools.

h) Resolves problems with software and responds to suggestions for improvements and enhancements.

i) Acts as team leader on projects.

j) Instructs, assigns, directs, and checks the work of other software developers on development team.

k) Participates in development of software user manuals.

	Web Application Administrator
	Provides web application administration for projects in support of mission and mission-support organizations:

a) Designs and builds web pages using a variety of graphics software applications, techniques, and tools.

b) Designs and develops user interface features, site animation, and special-effects elements. Contributes to the design group's efforts to enhance the look and feel of the

organization's online offerings.
c) Designs website to support client strategies and goals relative to external communications. 

d) Designs, develops, and implements software packages for web sites. 
e) Troubleshoots, debugs and implements software code. 
f) Applies knowledge of standard concepts, practices, and procedures within a particular field (i.e., SQL, C++, HTML, CGI and JavaScript). 

g) Applies creativity and innovation to meet challenging web application requirements.

	Programmer
	Performs programming services for projects in support of business, science, and research requirements:

a) Converts specifications (precise descriptions) about business or scientific problems into a sequence of detailed data processing instructions to solve problems.

b) Draws program flow charts to describe the processing of data, and develops the precise steps and processing logic which, when entered into the computer in coded language to cause the manipulation of data to achieve desired results. 
c) Tests and corrects programs, prepares instructions for operators who control the computer during runs, modifies programs to increase operating efficiency or to respond to changes in work processes, and maintains records to document program development and revisions.

d) Gathers facts from users to define their business or scientific problems and investigates the feasibility of solving problems through new or modified computer programs; develops specifications for data inputs, flow, actions, decisions, and outputs; and participates on a continuing basis in the overall program planning along with other data processing personnel and users. 
e) At the Master level:  Performs some programming analysis as part of the programming assignment. Recommends the redesign of programs, investigates and analyzes feasibility and program requirements, and develops programming specifications; applies expertise in programming procedures to complex programs.

f) At the Senior level:  Solves conventional programming problems.  Monitors the operation of assigned programs and responds to problems by diagnosing and correcting errors in logic and coding; implements and /or maintains assigned portions of a scientific programming project, applying established scientific programming technique to well-defined mathematical , statistical, engineering, or other scientific problems.

g) At the Journeyman level:  Performs routine programming assignments that require knowledge of established programming procedures and data processing requirements, and works according to clear-cut and complete specifications.

h) At the Junior level:  Performs elementary programming tasks which concern limited and simple data items and steps which closely follow patterns.  Performs routine programming assignments.

	Subject Matter Expert
	Provides subject matter expertise for projects in support of mission and mission-support organizations:

a) Serves as subject matter expert, possessing in-depth knowledge of a particular area, such as business, project management, computer science, engineering, mathematics, or the various sciences.

b) Provides technical knowledge and analysis of highly specialized applications and operational environments, high-level functional systems analysis, design, integration,

documentation, and implementation advice on exceptionally complex problems that need extensive knowledge of the subject matter for effective implementation.

c) Participates as needed in all phases of software development with emphasis on the planning, analysis, testing, integration, documentation, and presentation phases.
d) Provides technical knowledge and analysis of laws, policies, and regulations germane to the task supported.
e) Applies principles, methods and knowledge of the functional area of capability to specific task order requirements, advanced mathematical principles and methods to

exceptionally difficult and narrowly defined technical problems in engineering and other scientific applications to arrive at automated solutions. 

	IT Security Analyst
	Provides IT security expertise for projects in support of mission and mission-support organizations:

a) Applies knowledge of computer and network forensics.

b) Conducts vulnerability assessments/penetration tests of information systems.

c) Develops researches and maintains proficiency in tools, techniques, countermeasures, and trend in computer and network vulnerabilities, data hiding, and encryption.

d) Identifies, deters, monitors, and investigates computer and network intrusions.

e) Provides computer forensic support to high technology investigations in the form of evidence seizure, computer forensic analysis, and data recovery.

f) Implements information security standards and procedures.

g) Provides tactical information security advice and examines the ramifications of new technologies.

h) Ensures that all information systems are functional and secure.

	Geographic Information System (GIS) Analyst/Programmer
	Provides GIS analysis/programming for projects in support of mission and mission-support organizations:

a) Demonstrates proficiency in GIS and related systems analysis and data modeling (including but not limited to RDBMS, CAD,BIM).

b) Demonstrates and maintains proficiency with current and developing technologies and software related to spatial data maintenance and  analysis.

c) Coordinates, manages, administers, and develops the spatial data systems and associated tools.

d) Develops various types of GIS maps and related data sets.

e) Designs and implements GIS analytical procedures.

f) Performs analysis and maintenance of GIS systems.

g) Maintains proficiency in related areas such as geodesy, bathometry and tidal references, aerial photography and Lidar, utility and facility networks, and modeling of building interior spaces.

	Data Acquisition Specialist
	Provides data acquisition expertise for projects in support of mission and mission-support organizations:
a) Programs, trouble-shoots, and operates complex hardware using control software.

b) Integrates software and hardware for equipment with multiple subsystems that must be coordinated and controlled simultaneously.

c) Develops, integrates, tests, trouble-shoots, and supports testing of data acquisition systems and controls.

d) Designs operator interfaces for functional hardware operations

e) Provides test support and real-time software operation and modification in the lab and in remote simulated mission environments

f) Provides calibration of test equipment.
g) Provides data acquisition using various test equipment and measurement instruments.

h) Provides post test processing and analysis of test data.

	Technician
	Provides technical support for projects in support of mission and mission-support organizations. Technicians have and apply knowledge, skills, and/or experience in one or more of the following:  

a) Performing a variety of analyses and prepares appropriate documentation.  

b) Installing, operating, maintaining, configuring, troubleshooting, and repairing IT systems, devices, circuits, cables, components, software, and connectivity, including Unix/Linux servers, and hardware required to access remote servers.

c) Assisting in the development and management of project plans.  

d) Managing computer operations, including print and job execution queue management. 

e) Acquiring and managing customer requirements.
f) Utilizing network engineering principles.
g) Possesses and maintains formal accreditations (e.g. CNE, MSCE) appropriate to particular tasks.

	Help Desk Specialist 


	Provides help desk support for projects in support of mission and mission-support organizations:

a) Responds to and diagnoses problems through discussion with users.

b) Ensures a timely process through which problems are controlled. Includes problem recognition, research, isolation, resolution, and follow-up steps.

c) Supervises operation of help desk and serves as focal point for customer concerns.

d) Provides support to end users on a variety of issues.

e) Identifies, researches, and resolves technical problems.

f) Responds to telephone calls, email and personnel requests for technical support.

g) Documents, tracks, and monitors the problem to ensure a timely resolution.

h) Provides second-tier support to end users for either PC, server, or mainframe applications or hardware.

i) Interacts with network services, software systems engineering, and/or applications development to restore service and/or identify and correct core problem.

j) Simulates or recreates user problems to resolve operating difficulties.

k) Recommends systems modifications to reduce user problems.


The following levels define the skills, education, and years and levels of experience and managerial capabilities for each labor category shown above. For education, degree should be in Computer Science, Computer Engineering, Engineering, Mathematics, Physical Sciences, Information Management Systems, Geographic Information Systems, or other field appropriate to the task. 
Master: Provides technical/management leadership on major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has and applies domain and expert technical knowledge. Directs and controls activities that support client requirements, having overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. Interactions involve client negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise others. Typically has at least a BS/BA degree and 10 years of experience in progressively complex assignments.
Senior: Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology assignments. Evaluates performance results and recommends major changes affecting short-term project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. Typically has at least a BS/BA degree and 8 years of experience in progressively complex assignments.
Journeyman: Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where applicable. Typically has at least a BS/BA degree and 6 years of experience in progressively complex assignments.
Junior: Possesses and applies expertise on moderately complex work assignments. Assignments are focused and directed in nature, requiring minimal originality and innovation in determining how to accomplish tasks. Operates with some latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where applicable. Typically has at least a BS/BA degree.
Entry-Level: Applies fundamental concepts, processes, practices, and procedures on work assignments. Possesses and applies expertise on basic work assignments. Assignments are focused and directed in nature. Performs work that requires practical experience and training. Contributes to deliverables and performance metrics where applicable. Work is performed under supervision. Typically has an AS/AA degree.
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