Solicitation No. NNJ09244782R Section J
Contract No. NNJ10JAOIB Basic

Attachment J-15
Security Classification Requirements




The Form DD254 is included in this confract and identifies all NASA, JSC and DOD Industry Security
Requirements. There is a requirement for security clearances on this contract. Security clearances are
requested through Department of Defense in accordance with the National Industry Security Program
Operating Manual {(NISPOM), DOD 5220.22-77. This form may be found at

hitn: e usaid. govipolicy/ads/B00/dd7 54 ol

The areas and approximate number of clearances required are listed below.

There is a requirement for the following clearances for IT Security personnel invoived in monitoring for
and responding to IT security incidents as defined below:

a. 1Top Secret
b. 3 Secret Clearances

For alf other contracter personnel, background checks are required.
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DEPARTMENT OF DEFENSE
CONTRACT SECURHY CLASSIFICATION SPECIFICATION

{The requirements of the Do} Industrial Security Manual apply
fo all security aspects of this effort))

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED:

b. LEVEL OF SAFEGUARDING REQUIRED:

B BT A T T P T T v
2. THES SPECIFICATION IS FOR: LV and complese as applicable)

3. THIS SPEGIFICATION 1o X and complete as applicable)

2. PRIME CONTRACT NUMBER

2. QRIGINAL rComplere date in all cases)

Date /YYAADD;

b, SUBCONTRACT NUMBER

b. REVISED (Supersedes all previous specs) Revision No.

Date (FYMMDIY;

¢. SOLICITATION OR OTHER NUMBER

DUE DATE A7MMDL)

&, FINAL Complete item 5 in all cases)

Date (FYMMDI

4,18 THIS A FOLLOW-ON CONTRACT?

| Classitied material received or generated under

[] ves

D NO, If yes, complete the following
(Preceding Contract Number) is transferrad to this follow-on contract

§.18 THIS A FINAL DD FORM 2547

In response tc the contractors request dated

M ves

[:I NQO, If yes, complete the following:
, retention of the identified classified material is authorized for a petiod of:

8. CONTRACTOR (Inciude Commercial and Government Entity (CAGE) Codej

a. NAME, ADDRESS, AND ZiP b. CAGE CORE ¢. COGNIZANT SECURITY COFFICE Name, Address, and Zip Code}
7. SUBCONTRACTOR

a. NAME, ADDRESS, AND 7iP b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE /Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE Name, Address, and Zip Code

B Y T TR T T g A et et g Ty g a ey
9. GERERAL IDENTIFICATION OF THIS PROCUREMENT

10. THIS CONTRACT WILL REQUIRE ACCESS T0:

YES

NO

11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WiLL:

YES

a. CORMMUNICATIONS SECURITY (COMBEC] INFORMATION

a. HAVE ALCESE TO CLASBIFIED INFORMATION OKLY AT ANCTHER CONYRACTORS FACRITY OR
GOVEANMENT ACTHATY

b. RESTRICTED DATA

b, RECEIVE CLASSIFIED DOCUMENTS ONLY

6. CRITICAL NUCLEAR WEAPCN DESIGN INFORMATION

c. RECEIVE AND GEMERATE JLASEIFIED MATERIAL

o FORMERLY RESTRICTED DATA

& FABRICATE, MODIFY, OR STORE CLASSIFED HARDWARE

e INTELL:GENCE INFORMATION

o. PEAFCRK SERVICES ONLY

(1} Sensitive Compartmented Inforration (SCH

f, HAVE ACCESS TO US CLASSIFED INFORMATION OUYSIOE THE ULS, PUERTO RICO, U8 POSSESSIONS
AND TRUST TERRITORIES

121 Noa-SCr

@ BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHRICAL INFORMATION CENTER DT OR
OTHER SECONDARY DISTRIBUTIGN CENTER

f. SPECIAL ACCESE INFORMATION

Fr. RECUARE & COMSEC ACCOUNT

g RATG INFORMATION

i. HAVE TEMPEST REQUEREMENTS

. FOREIGN GOVERRMENT iNPCRMATION

i HAVE CRERATIONS SECUBTY (OPSEC) REQUHREMENTS

< LINITED GISSEMINATION INFORMATION

k. BE AUTHORZZED TO USE THE DEFENSE COURIER SERVICE

i. FOR QFFICIAL USE ONLY INFORMATION

k. CTHER (Specifil

i, OTHER [Specifiy

DD Form 254, DEC 99 (EF}

Previous editions are obsolete.
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12, PUBLIC RELEASE, Any information fefassified or wnclassified) partaining o this contract shall not be released for public dissertination except 2 provided by the Industial Security Manual or unfess i has been
approved for public refease by appropriate U.S. Govemment autherity. Proposed public releases shall be submiited for approval prior 1o release

[ owect [ tHroUGH (Specify

to the Diractorate for Freedom of Information and Security Raview, Office of the Assistant Secretary of Defense (Public Affairs) for review,
“In the case of non-Del) User Agencies, requests Tor disciosure shait be submitted to that agency.

13, SECURITY GUIDANGE. The security cassification guidence needed for this classified effort Is identied below. i any difficulty i ancountered Ir: applying this guidancs or if any other coniribuling factar indicates a
need for changes in this guidance, the contractor is authorized and encouraged to previde recommended changes; o chalienge the guidance or the classification assigaad o any nformation or material furnished o
generated under this contract; and to submit any questions for interpretation: of this guidance to the official identified below. Panding fnal decision, the information involved shall be handied and protected at the highest
leve! of classfication assigned or recommentiad. (Filf in ax appropricie for the classified effort. Atieel, or forward under separate correspovdence, any documenisiguidesfextracts referenced herein, Add
additions! pages as needed fo provide cemplete guidanee.)

14. ADDITIONAL SECURITY. Requiremants, in addition to NESPOM requirements, are eslablished for this contract. (Jf Yes, idenrify the pertinent comraciual clauses in {] YES C] NO
the contract document ifself, or provide an appropriate statement whick ideniifies additional requirements. Provide a copy of the requirements o the
cogrizant security office. Use ffom 13 if additional space is required)

45, INSPECTIONS. Eiements of this contract are outside the ispection responsibiiity of the cognizant securlty office. (If ves, explain and identify specific areas or D YES D NO

clements carved put and the activity responsible for inspections, Use Jtem 13 it more snace is needed )

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complate and adequate for safaguarding the classified information to be refensed or generated under this classified effort. Al questions shall
be refarred o the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (Include Area Code)

o ADDRESS (Include Zip Code) 17, REQUIRED DISTRIBUTION

[ contractor

[ b susconTRACTOR

] . COGNIZANT SECURITY OFFIGE FOR PRIVE AND SUBCONTRACTOR

U] 6 U AGTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

l:] e, ADMINISTRATIVE CONTRACTING OFFICER

& STGNATURE [ 1 omHERS AS NECESSARY

DD FORM 254 Reverse, DEC 99 Previous editions are ohsolefe. (SA IRXDTS, Ing.j




