	ATTACHMENT F
	1.
CLEARANCE AND SAFEGUARDING

	DEPARTMENT OF DEFENSE
	A.
Facility Clearance Required

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION
	secret

	(The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort.)
	B.
Level Of Safeguarding Required

	
	none

	2.
THIS SPECIFICATION IS FOR:  (X and complete as applicable)
	3.
THIS SPECIFICATION IS:  (X and complete as applicable)

	
	A.   PRIME CONTRACT NUMBER
	
	A.  ORIGINAL (Complete Date In All Cases)
	Date (YYMMDD)

	
	
	x
	tbd
	tbd

	
	B.   SUBCONTRACT NUMBER
	
	B.  REVISED (Supersedes all previous specs)
	Revision No.
	Date (YYMMDD)

	
	
	
	
	
	

	
	C.   SOLICITATION OR OTHER NUMBER
	Due Date (YYMMDD)
	
	C.  FINAL  (Complete Item 5 In All Cases)
	Date (YYMMDD)

	X
	NNL08245024R
	
	
	
	

	4.
IS THIS A FOLLOW-ON CONTRACT?
	
	YES
	X
	NO.  If Yes, complete the following:   

	
Classified material received or generated under
	
	(Preceding Contract Number) is transferred to this follow-on contract.

	

	5.
IS THIS A FINAL DD FORM 254?
	
	YES
	X
	NO.  If Yes, complete the following:

	
In response to the contractor's request dated
	
	retention of the classified material is authorized for the period
	
	

	

	6.
CONTRACTOR  (Include Commercial and Government Entity (CAGE) Code)

	A.  Name, Address, And Zip Code
	B.  Cage Code
	C.  Cognizant Security Office (Name, Address, And Zip Code)

	tbd
	tbd
	tbd

	7.
SUBCONTRACTOR

	A.  Name, Address, And Zip Code
	B.  Cage Code
	C.  Cognizant Security Office (Name, Address, And Zip Code)

	N/A
	N/A
	N/A

	8.
ACTUAL PERFORMANCE

	A.  Location
	B.  Cage Code
	C.  Cognizant Security Office (Name, Address, And Zip Code)

	Langley Research Center
Hampton, VA  23681

and contractor’s facility
	N/A
	N/A

	9.
GENERAL IDENTIFICATION OF THIS PROCUREMENT

	FORCE MEASUREMENT SUPPORT SERVICES 

	10.
CONTRACTOR WILL REQUIRE ACCESS TO:
	YES
	NO
	11.
IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	A.
Communications Security (Comsec) Information
	 
	x
	A.
Have Access To Classified Information Only At Another Contractor's Facility Or A Government Activity
	X
	 

	B. 
Restricted Data
	
	X
	B.
Receive Classified Documents Only
	
	X

	C.
Critical Nuclear Weapon Design Information
	
	X
	C.
Receive And Generate Classified Material
	 
	X

	D.
Formerly Restricted Data
	
	X
	D.
Fabricate, Modify, Or Store Classified Hardware
	
	X

	E.
Intelligence Information
	
	x
	E.
Perform Services Only
	  
	X 

	
(1) Sensitive Compartmented Information (Sci)
	
	X
	F.
Have Access To U.S. Classified Information Outside The U.S., Puerto Rico, U.S. Possessions And Trust Territories
	
	X

	
(2) Non-Sci
	
	X
	G.
Be Authorized To Use The Services Of Defense Technical Information Center (Dtic) Or Other Secondary Distribution Center
	
	X

	F.
Special Access Information
	
	X
	H.
Require A Comsec Account
	 
	X

	G.
Nato Information
	
	X
	I.
Have Tempest Requirements
	
	X

	H.
Foreign Government Information
	
	X
	J.
Have Operations Security (Opsec) Requirements
	 
	x

	I.
Limited Dissemination Information
	
	X 
	K.
Be Authorized To Use The Defense Courier Service
	
	X

	J.
For Official Use Only Information
	x
	 
	L.
Other (Specify)
	
	

	K.
Other (Specify)
	
	
	
	
	

	N/A
	
	
	
	
	

	DD Form 254, DEC 90 (EG)
	Previous editions are obsolete
	


	12.
PUBLIC RELEASE.    Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release

	
	
	Direct
	x
	Through (Specify)
	

	“NASA LANGLEY RESEARCH CENTER, M/S 126, HAMPTON, VA 23681-2199”

ATTN:  LISA HARVEY, CONTRACT SPECIALIST, 757-864-2444

	To the Office of Public Affairs, National Aeronautics and Space Administration, Washington, DC 20546, for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13.
SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)

	SOME OF THE WORK PERFORMED ON THIS CONTRACT WILL BE PERFORNED AT GOVERNMENT FACILITIES WHERE CLASSIFICATION GUIDANCE WILL BE PROVIDED AS NECESSARY

THE CONTRACTOR HAS NO PERFORMANCE REQUIREMENTS INVOLVING ACTUAL GENERATION OR PRODUCTION OF CLASSIFIED NATIONAL SECURITY INFORMATION.  HOWEVER, ACCESS TO CLASSIFIED INFORMATION WILL BE REQUIRED TO SUPPORT PERFORMANCE OF THIS CONTRACT.

THE CONTRACTOR FACILITY SECURITY OFFICER SHALL VERIFY THE PERSONNEL SECURITY CLEARANCE STATUS OF EMPLOYEES SUPPORTING THIS CONTRACT VIA STANDARD VISIT REQUEST SUBMITTED ANNYALLLY TO THE CERTIFIER IDENTIFIED IN SECTION 16 OF THIS DOCUMENT.  THE VISIT REQUEST SHALL INCLUDE SITIZENSHIP, THE LEVEL OF CLEARANCE, DATE OF CLEARANCE, INVESTIGATION TYPE AND DATE OF COMPLETION.

Notes:

1. any dd254's issued to subcontractors working under this contract must be forwarded immediately to the address shown below in box 16 (b).

2. CONTRACTOR WILL PROVIDE COPIES OF ANY DD-254'S ISSUED TO SUBCONTRACTORS WORKING UNDER THIS CONTRACT TO THE ADDRESS SHOWN BELOW IN BOX 16, NO LATER THAN 30 DAYS FROM ISSUANCE.

3. Contractors requiring access to Communications Security (COMSEC) Information or products must comply regulations of the national security agency (NSA) and nasa Procedures and Guidelines 1600.6, " NASA communications security (comsec) procedures and guidelines." 


	14.
ADDITIONAL SECURITY REQUIREMENTS.   Requirements, in addition to ISM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements.  Provide a copy of the requirements to the cognizant security office.  Use Item 13 if additional space is needed.)
	
	Yes
	X
	No

	

	15.
INSPECTIONS.   Elements of this contract are outside the inspection responsibility of the cognizant security office. (If Yes, explain and identify specific areas  or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.)


	
	Yes
	X
	No

	

	16.  CERTIFICATION AND SIGNATURE.  Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.    TYPED NAME OF CERTIFYING OFFICIAL
	b.    TITLE
	c.    TELEPHONE (Include Area Code)

	Michael Rammel
	Security Specialist
	757-864-3419

	d.    ADDRESS (Include Zip Code)
	17.  REQUIRED DISTRIBUTION

	NASA LANGLEY RESEARCH CENTER
	X
	A.
Contractor

	M/S 163, ATTN:  MICHAEL RAMMEL
	
	B.
Subcontractor

	HAMPTON, VA    23681-2199
	X
	C.
Cognizant Security Office For Prime And Subcontractor

	e.    SIGNATURE
	
	D.
U.S. Activity Responsible For Overseas Security Administration

	
	X
	E.
Administrative Contracting Officer

	
	x
	F.
Others As Necessary

	DD Form 254 Reverse,  Dec 90
	
	


