DATA REQUIREMENTS DESCRIPTION

(Based on JSC-STD-123)
	1a. DRD Title:

Organizational Conflicts of Interest Avoidance Plan and NonDisclosure Agreements

1b. Data Type:  2
	2.  Date of Current Version
4/30/08
	3.  DRL Line Item No.
6
	RFP/Contract No.

NNJ08225419R/
NNJ09JA02B

	4. Use  (Define need for, intended use of, and/or anticipated results of data)

To ensure that conflicts of interests are mitigated and that each contractor employee acknowledges and agrees to comply with the policy to protect sensitive information


	5.  DRD Category

 __ Technical

   X  Administrative

 __  SR&QA



	6.  References (SOW, Clause, etc.) 

 Sections 2.31, and 2.32 
NFS 1852.237-72, and NFS 1852.237-73
	7.  Interrelationships (e.g., with other DRDs)




8.  PREPARATION INFORMATION:  

FORMAT: Contractor format (compatible with Microsoft Office 2003 applications).

SUBMISSION FREQUENCY:  At contract start up and then as required; upon NASA approval, this document becomes a Contractual Requirement.

APPROVAL: The COTR must approve any changes.

DISTRIBUTION:  
BJ4/Contracting Officer




AH8/Contract Officer’s Technical Representative

DATA PREPARATION INFORMATION:

In accordance with NFS 1852.237-72, Access to Sensitive Information, and NFS 1852.237-73, Release of Sensitive Information, the Contractor shall deliver a Organizational Conflicts of Interest Avoidance Plan with submission of the proposal.  Revisions required as necessary.  Upon approval, the Organizational Conflicts of Interest Avoidance Plan becomes a contractual requirement.

CONTENT: The Conflict of Interest Avoidance Plan shall discuss the following:

(i) The categories of Conflict of Interest
· Access to sensitive information.

· Access to nonpublic information in performance of Government contract.

(ii) Define any situations anticipated that may impaired the Contractor’s objectivity or biased judgment. Identify your company/team conflicts of interest avoidance techniques. 
(iii) List of Conflicts of Interest that cannot be avoided or mitigated.
(iv) Safeguards for ensuring sensitive information coming into the Contractor’s possession is used only for the purposes of performing the services specified in this contract, and not to alter the Contractor’s competitive position in another procurement.
(v) Safeguards for sensitive information coming into its possession from unauthorized use and disclosure.

(vi) Safeguards for allowing access to sensitive information only to those employees that need it to perform services under this contract.

(vii) Mitigation precluding access and disclosure of sensitive information to persons and entities outside of the Contractor’s organization, including persons within the Contractor’s and subcontractor’s company not engaged in support of this contract, or a participate of this contract without a “need to know”.

(viii) Training of contractor’s employees who have access to sensitive information to emphasize:
a. information obtained in performance of this contract is to be utilize only to perform the services specified in this contract 
b. sensitive information must be safeguarded from unauthorized use and disclosure.

(ix) Plans to have employees complete the mandatory JSC Information Technology Security Training, and after training, obtaining a Nondisclosure Agreement from each employee that he/she have received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.  These requirements must be completed before the employee arrives at their JSC workstation.  Contract management is to provide a report of mandatory Information Security Training, including Export Control and International Traffic in Arms Regulation as required whenever asked for by the COTR or TMR.  
(x) Safeguards and/or mitigation for any other situation unique to the Offeror’s circumstances that involves access to sensitive information.
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