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Intelligent Systems Research and Development Support (ISRDS)

Appendix A

Technology Area 1:  Research Infrastructure

The Contractor shall be responsible for providing overall computer system administration, network administration and security implementation on systems which will directly support the requirements of a research environment.  There will be existing Government Furnished Equipment (GFE) as well as new acquisitions and upgrades that make up the heterogeneous network of workstations and peripherals that must be supported.

Areas in which support shall be required include:

(1)
Planning, requirements definition, and implementation of future upgrades or new acquisitions to support the Division-wide services such as servers (mail, file, print, web, ftp,), printers, security prevention, network improvements, and related software packages

(2)
Integration of project or group equipment onto the building network

(3)
Laboratories and testbeds used to develop various technologies 

(4)
Graphics & multimedia development for technology presentations 

(5) 
Security surveillance of network infrastructure and system security plan implementation

(6) 
Network management over the facility's infrastructure that currently consists of unshielded twisted pair, coaxial, and fiber wiring as well as a local router with a number of subnets 

(7) Basic system administration tasks such as upgrades, software installation, definition of standards for various platforms (i.e., unix, linux, mac os, windows XP, windows vista), configuration management, backups, and user training.

(8) Special projects which would include but not limited to: possible deployment of servers and configurations to a customer’s facility to support a technical task or mission, configuration definition to support a technical requirement spanning various agencies, universities and industry, and adherence to the changing requirements of security as it is applied to servers, desktops and the wireless systems.

With the exception of special projects, for which specific requirements will be outlined in a CTO, system administration tasks will be in or nearby the Automation Sciences Research Facility, building N269 at NASA Ames. Code TI research infrastructure will require coordination with the Division operations manager, the Division computer security official, the Ames backbone manager in Code J, and the center security team.

In addition to any other requirements of this contract, all individuals who perform tasks as a system administrator or have authority to perform tasks normally performed by system administrator shall be required to demonstrate knowledge appropriate to those tasks.  This demonstration, referred to as the NASA System Administrator Security Certification, is a NASA funded two-tier assessment to verify that system administrators are able to –

1. Demonstrate knowledge in system administration for the operating systems for which they have responsibility.

2. Demonstrate knowledge in the understanding and application of Network and Internet Security.

Certification is granted upon achieving a score above the certification level on both an Operating System test and the Network and Internet Security Test.  The Certification earned under this process will be valid for three years.  The criteria for this skills assessment has been established by the NASA Chief Information Officer.  

A system administrator is one who provides IT services, network services, files storage, web services, etc. to someone else other than themselves and takes or assumes the responsibility for the security and administrative controls of that service or machine.  A lead system administrator has responsibility for information technology security (ITS) for multiple computers or network devises represented within a system; ensuring all devices assigned to them are kept in a secure configuration (patched/mitigated); and ensuring that all other system administrators under their lead understand and perform ITS duties.  An individual that has full access or arbitrative rights on a system or machine that is only servicing themselves does not constitute a “system administrator” since they are only providing or accepting responsibility for their system.  An individual that is only servicing themselves is not required to obtain a System Administrator Certification.

Technology Area 2:  Program Support

The Contractor shall be responsible for communicating knowledge about Information Technology (IT) to non-technical audiences. The group designs, develops and distributes informational products in a wide variety of output formats including written, graphical, electronic, video, audio, multimedia, and live or static demonstrations.

Contractors working within this group shall perform the following tasks:

(1)
Technical writing and editing

(2)
Web site content development and maintenance 

(3) Technology group interface (for developing project requirements and acquiring data)

(4) Accomplishment and highlight reports to line and program management

(5) Compile and update research portfolios for line and program management

Technology Area 3:  Autonomous Systems and Robotics (ASR)

The Contractor shall support the missions of the Autonomous Systems groups, consisting principally of three main sub-areas:  (a) planning and scheduling, (b) robotics, and (c) control agent architectures.

The Contractor will be involved in research, develop, and deploy automated reasoning methods and decision support methods for autonomous systems.  Such work includes enabling the design, construction, simulation, and operation of a new generation of systems that can act autonomously, as well as in support of humans, while achieving more science return at much lower cost than current approaches.  Autonomous systems require developing autonomous control kernels (commanded by high-level, goal-directed behaviors) that are programmable through compositional, common-sense models of hardware and operations behavior.  Such systems also require developing on-board automation to close the loop on sensor information at the goal level, using advanced planning, scheduling, execution, diagnosis, and recovery capabilities to ensure that goals are met.  Autonomous systems must take action to gain information, assess mission risk, plan contingencies, prepare backup resources, redirect plans to reduce risk, learn from their interactions with their environment, and adapt in real-time.  Thus, the Contractor shall perform research and develop distributed coordination and collaboration capabilities that enable autonomous systems to act as teams.

The Contractor shall employ a broad range of Artificial Intelligence (AI) methods such as model-based reasoning and simulation, planning and scheduling, constraint-based reasoning, local and global optimization, decision theory, machine learning, intelligent synthesis, multi-agent coordination, and other innovative or traditional techniques to the missions and tasks. The contractor will provide software development support with state of the art experience in C++, Java and other modern programming languages. 

Technology Area 4:  Collaborative & Assistant Systems (CAS)

The Contractor shall support the missions of the Collaborative and Assistant Systems groups.  The Contractor shall research, develop, and apply methods that provide computer-based support for daily work activities of scientists, engineers, managers, and operational support personnel contributing to major NASA Aeronautics and Space Programs.  The Contractor will be involved in research, development and operational sustainment activities that require analysis of work environments, technology needs, and communication patterns.  The Contractor shall design and develop advanced collaboration, communication, and performance support systems, and deliver these on conventional and mobile computing platforms.  They shall employ and integrate a broad range of technologies including collaborative systems design, groupware, work systems simulation, information indexing and retrieval, intelligent interfaces, adaptive systems, wireless technologies, information visualization, intelligent agents, data/information analysis techniques, knowledge-based systems, and other innovative or traditional approaches.  The Contractor shall focus application efforts so as to satisfy mission requirements in major NASA Programs such as Earth Sciences, Space Sciences, Human Exploration and Development of space, Space Operations, Airspace Systems and Aviation Safety and Security.

A recent example of such an application effort was the development of the Semantic Organizer distributed science and engineering support environment, a computer-supported cooperative work application.  Such work involves both science and engineering code development, and the specification, design, development, and integration of codes for use by a science and engineering user community.  The task thus includes substantial communication and interfacing with a broad range of users in order to understand the needs that drive development requirements, in addition to the development of the hardware and software systems to support the resultant application.

Technology Area 5:  Discovery and Systems Health (DaSH)

The Contractor shall support the objectives of the Health Management Systems; ISHM Technology Maturation; Modeling, Learning and Control; and Intelligent Data Understanding groups.  Such support shall include research, development, and the application of advanced software technology and methods for enhanced scientific and engineering data analysis, basic and applied knowledge discovery, and reduction of operational and lifecycle costs in major NASA Aeronautics and Exploration Programs.  Advanced software technology includes the development of algorithms that support modeling, simulation, diagnosis, prognostics, data mining, analysis and display.  Specific support will be in the development and deployment of advanced algorithms, such as model-based diagnosis, prognostic life estimation models, traditional machine learning, learning from partial or incomplete models, Bayesian and other statistical and model-based learning methods.  

The Contractor shall be required to apply these model-based and data-driven technologies toward aiding users in extracting a variety of types of information and knowledge from diverse and heterogeneous data-sets, codifying new formal relations between data that act as partial models, and solving problems of large-scale data analysis and optimization.  

The main products from this technology area are advanced software tools and applications, applicable to a wide range of internal NASA programs and external activities including aviation security applications with other national agencies and spacecraft applications with other government agencies.

Technology Area 6:  Robust Software Engineering (RSE)

The Contractor shall support the objectives of the Robust Software Engineering group.  Robust software engineering is focused on the development and infusion of advanced software engineering tools into NASA missions, principally within Constellation and Aeronautics. The area has a long history of developing landmark advances in software engineering tools and case studies on NASA software. The emphasis will be on maturation and adaptation of the tools so they can be incorporated directly into the software development and verification process used in different NASA missions. In order to do this, the tools will need to be adapted to interoperate with specific commercial tools already chosen within targeted NASA projects. For example, Project Orion will use commercial UML/autocoding tools (Kennedy Carter) and Mathworks tools as key parts of the software development chain. Interfacing to these commercial tools is essential in order to have RSE tools for test-case generation, autocode verification, and model analysis adopted by Project Orion.

To support the goals of RSE, contractor shall provide:

· Model Analysis (includes former compositional verification and aspects of previous formal methods)

· Autocode Verification (formerly Program Synthesis)

· Automated verification and validation (V&V).  

· Advanced Testing 

· Mathematical approaches to program verification

· Software design verification

· Software engineering

The main products expected from both sub-areas are advanced software tools. The Contractor shall report research results in appropriate technical journals, and at conferences and workshops.

