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PERFORMANCE WORK STATEMENT (PWS)

1.0 Introduction

The objective of this Performance Work Statement (PWS) is to describe the Contractor's technical support requirements for a performance‑based contract. The resulting digital multifunctional device (MFD) services contract shall provide high-quality MFD support, supplies, and maintenance for the National Aeronautics and Space Administration (NASA) and associated facilities. The Contractor shall provide networkable MFDs that come equipped to perform copy, print, scan and fax.  
The Contractor will be provided a maximum of 150 calendar days from notification of award selection to prepare for and complete phase-in of all MFDs at each NASA site and associated facility.  Exhibit #1 – “Current Volume Band Totals, Networked Machines, Faxes and Color” reflects the Government’s “best estimate” for the number of MFD units required.
There are over 2,400 devices to be provided and maintained that function as standalone copiers or networked MFDs at 10 NASA Centers, on-site Contractors' locations, associated facilities, and tenants. Exhibit #2 – “Site Descriptions with Current Volume Band Totals” gives a brief description of each Center and unique locations.

Within industry, digital copier technology has progressed to a level wherein multiple functions are included in one networked box thereby enhancing office efficiency and document management.  This contract is designed to simplify the transition to networked MFDs by ordering equipment configured with all functions network-ready.  The Contractor is expected to propose networking MFDs, advances in digital technology, and conservation of resources in support of this contract.  
1.1
Acronyms/Definitions

ARC



Ames Research Center

AFFAR


Air Force Federal Acquisition Regulation

Bandwidth
The amount of data that can flow in a given time on a data transmission medium
Business Week

Monday through Friday, except Federal holidays
Business Day 


Standard hours of operation – 7:00 am to 5:00 pm 
CCAFS


Cape Canaveral Air Force Station

CO



Contracting Officer

COTR



Contracting Officer's Technical Representative

CPC



Cost‑Per‑Copy

Degaussing


Erase recorded data

DFRC



Dryden Flight Research Center

DO



Delivery Order

Downtime
Span of time from placement of service call until MFD is fully operational

dpi
Dots per inch


DRD



Data Required Documents

Duplexing


Double-sided copying

Electronic Database

Database that can be electronically accessed by each NASA 



site

FAR



Federal Acquisition Regulation

Finishing
Any or all of the following document assembly functions: collating, sorting, stapling, binding, saddle stitch, drilling or punching

1.1
Acronyms/Definitions (continued)

Fleet Management
A comprehensive solution for remote monitoring, management and servicing of network-connected devices through a centralized intelligent control station.

Fully Operational
Activation of “start” button produces a copy and all features are functional 

GSA



General Services Administration

GRC



Glenn Research Center

GISS



Goddard Institute for Space Studies

GSFC



Goddard Space Flight Center

HQ



Headquarters

History



Record of events and production of each MFD

IDIQ



Indefinite Delivery, Indefinite Quantity

IEEE



Institute of Electrical and Electronics Engineers

IP



Internet Protocol

IPC



Interprocess Communications

IPM



Images Per Minute

IT



Information Technology

JPEG



Joint Photographic Experts Group

JPL



Jet Propulsion Laboratory

JSC



Johnson Space Center

Kbps
Kilobits per second (thousands of bits per second); a measure of bandwidth 

KSC



Kennedy Space Center

LAN



Local Area Network

LaRC



Langley Research Center

1.1
Acronyms/Definitions (continued)

LDAP



Lightweight Directory Access Protocol

MSFC



Marshall Space Flight Center

MAF



Michoud Assembly Facility

MFD



Multifunctional Device

Minimum

the lowest performance requirement acceptable to the Government ; not-less-than 

MTS



Malabar Transmitter Station

NASA Site
Centers, on-site Contractors' locations, associated facilities, and tenants

Networked
A series of points or nodes interconnected by communicating paths

NSSC



NASA Shared Services Center

NSSTC


National Space Science & Technology Center (MSFC)

Open Architecture

Permits acceptance of files from all operating systems

OCR



Optical Character Recognition

ODIN                                   
Outsourcing Desktop Initiative for NASA

OEM



Original Equipment Manufacturer

ORL



Orlando, Florida

PAFB
Patrick Air Force Base

PDF
Portable Document Format

POP
Period of Performance

Proprietary Print   
Identification Code provided to users for secure copying

SMTP
Simple Mail Transfer Protocol

PWS



Performance Work Statement
POC



Point of Contact (Key Operator or Customer)

1.1
Acronyms/Definitions (continued)

RAM



Random Access Memory

Real - Time
Data entry into transaction processing system and make the same data available immediately by updating applicable databases at the same rate that the information is received.
Remanufactured
process of restoring used, durable products or parts certified to meet original specifications and performance standards. Remanufacturing also called: rebuilding (automotive sector); retreading (tire remanufacturing); reconditioning; and refurbishing.
Response Time
Span of time from placement of service call until the time the repair begins

Return to Service
       
MFD is fully operational

RFO



Request for Offer

SSC



Stennis Space Center

TCP/IP


Transmission Control/Internet

TIFF



Tagged Image File Format

TM



Technical Monitor

TWAIN
The standard interface between software programs and image-capturing devices such as scanners and digital cameras.

Uptime
95% minimal uptime for each MFD each month, a performance metric

VAFB
Vandenberg Air Force Base

VOIP
Voice over Internet Protocol

VB
Volume Band – standard industry term applied to MFDs to denote their required monthly copy production range

WFF



Wallops Flight Facility

WSTF



White Sands Test Facility 

2.0 General Requirements

This section outlines the general requirements under which the Contractor will be expected to perform.  Any issues regarding the terms and conditions of this contract shall immediately be brought to the attention of the Contracting Officer’s Technical Representative (COTR) and the Contracting Officer (CO).

Each digital unit offered under this contract shall comply with all contract requirements as well as site-specific requirements stated in each task/delivery order.  Each unit offered shall perform in accordance with Section 2.6 “Performance”, under all working conditions including, but not limited to, multiple users, environmental differences, and extended hours of operation.

A centralized web-accessible database (Data Required Document (DRD) #1) shall be provided and maintained by the Contractor for electronic access by all of the NASA sites. The database shall be designed to allow each TM to access their specific site’s MFD data only.  Only the CO and COTR shall have “view” privileges of all of the NASA sites’ databases.  The Contractor shall enter all data regarding each MFD and associated transactions for each NASA site into the database in real time for NASA TM and COTR ad hoc report generation. (Section 3.18, Electronic Database & Reports).

The Contractor’s proposal shall demonstrate its methods of compliance with Executive Order 13123 – Greening the Government Through Efficient Energy Management, Part 4 - Section 403.

The Contractor shall certify in the proposal writing that MFDs can be modified to comply with 29 U.S. Code, 794d, Section 508 of the Rehabilitation Act of 1973 (as amended by Workforce Investment Act of 1998, Public Law 105-220) which requires that electronic and information technology developed, procured, maintained, or used by the Federal government be accessible to people with disabilities. This procurement is NOT exempt from this requirement and shall fully comply. Standards for compliance to this law can be found at http://www.access-board.gov/sec508/standards.htm
2.1
Standard Hours of Operation

The standard hours of operation for purposes of this contract shall be defined at each NASA site as 7:00 a.m. to 5:00 p.m., local time, Monday through Friday, except Federal holidays. 

2.2
Contract Management

For the purpose of this contract, there is one designated CO and one COTR located at the NASA Shared Services Center (NSSC) in Mississippi.  Each NASA site shall have, designated at their location, a Center CO to initiate and monitor that Center’s Delivery Order (DO), and a TM with full authority for day‑to‑day MFD operations, including but not limited to invoice verification and approval, new MFD orders, and MFD relocations & deletions.
The Contractor shall designate a local Project Manager at each NASA site with full authority for the MFD operations, to interact with the TM.
2.3
Fleet Management Services

NASA recognizes the emerging technology for remote-management systems (sometimes referred to as Fleet Management) for network-connected devices. MFD remote-management systems provide for the property management (hardware-specific data (i.e.: location, serial number.) meter collection, service dispatch, and supply replacement from a centralized intelligent processing device. The contractor shall provide remote management services at each NASA site. Such services shall include hardware, software, installation, personnel, tools, materials, training, and other items necessary for implementation. 
Such management systems shall perform independently at each NASA site. Any data shared with outside sources shall be controlled and approved by the TM.  Such remote management capabilities shall comply with each NASA site’s IT security criteria.  Remote management capabilities shall be approved by the TM. 

Remote management services may include functions like remote discovery (determine hardware location on network), firmware and software updates, port closings, meter readings, breakout data for print, copy, scan, and fax, placing service requests for repair and supply replenishment, and utilization analysis. 

2.4
Value-Added Services

The contractor shall coordinate  with the TMs to assure the appropriate MFD Volume Band is being utilized by the customers and the equipment meets the customer’s production requirements
2.5
Security Requirements 
Due to the sensitive nature of equipment and data present at all NASA Centers and associated facilities, Contractor personnel requiring facility access shall meet the U.S. Citizen requirements in NPR 1600.1, NASA Security Program Procedural Requirements to obtain badges and vehicle decals.  An escort will be provided when required for access into restricted work areas.   
Access to PAFB and CCAFS shall require the contractor to comply with AFFAR 5352.242-9000, “Contractor Access to Air Force Installations.” Compliance to this policy document requires two original picture ID’s for proof of citizenship; and coordination with base TM.

The TM at each NASA site will work security issues with the Contractor, as needed, to ensure that sensitive, private, and confidential as well as classified information is safeguarded.

Prior to MFD installation at each Center , the Contractor shall certify in writing to the TM that all such systems meet ongoing standards for firewall, network, and access security. Remote Management of network-connected devices must comply with NPR 2810.1A “Security of Information Technology.”  NASA is compliant with Executive Order 12958, Classified National Security Information (CNSI), and has a uniform system for classifying, safeguarding, and declassifying national security information in accordance with NASA Security Procedures and Guidelines 1620.1 Section 4.8, Reproduction of CNSI. 
The contractor shall be responsible for logically sanitizing or physically destroying the hard drive of all MFDs that are removed from any NASA Center.

2.6
Performance 

MFD performance plays a critical role in NASA achieving overall mission success.  The Government's requirement is that each MFD provided under this contract shall operate and be fully functional at no less than 95% uptime each month.  A fully-functional MFD is defined as follows:  Upon activation of the start button the device performs the requested function (copy hardcopy to hardcopy, print hard copy from electronic source, scans hardcopy to designated location, and faxes hardcopy or electronic file to designated telecommunication location) to include but not limited to all other features of the MFD such as sorting, stapling. 

The Contractor shall respond to and begin repairs within 4 business hours after notification of a malfunction by a customer via the Contractor’s Service Call system.  In those cases where repairs cannot be completed within 16 business hours the Contractor shall provide a replacement MFD by noon the next business day (Section 3.8. Service Calls). 

The Contractor shall credit the Government for any machine that fails to perform at 95% uptime during any month.  Such credit will result in a deduction to the amount invoiced and paid by the Government for the month billed (Section 3.18, Invoices).   The credit shall be calculated by multiplying the uptime percentage of performance amount by the monthly rental rate for that MFD unit.  

The percentage of uptime performance is determined by subtracting the actual percentage of downtime (expressed in hours) during the month from 100%.  (The percentage of downtime figure will be rounded up to a whole number in instances where a fraction is greater than or equal to 5/10 of a percentage).  For purposes of this clause, the total number of business hours per day is 10 hours at all NASA installations.  Business days do not include Federal holidays.  

For example:

The percentage of downtime is calculated as follows:  The total number of business days in a given month is multiplied by the total number of business hours (i.e., for a month with 22 business days, 22 days is multiplied by 10 hours a day equaling 220 total business working hours for that month).  If a machine were down for 20 hours in a month, which had 220 business hours of potential uptime, the percentage of downtime would be 9.09% (20 hours downtime divided by 220 business hours).  There is no rounding up of this figure and it is expressed as 9%.  This number is subtracted from 100% and the uptime percentage would then be 91%.

Since the uptime percentage is less than 95%, a credit is due the Government for the entire amount of downtime.  If the machine were a "volume band one" unit with a flat fixed monthly rate of $100.00, the Contractor would invoice the Government at 91% of the flat fixed rate for that machine which would be calculated at $91. 

3.0 
Technical Requirements

The Contractor shall provide MFD equipment, deliver, install and set‑up MFD equipment, and provide all personnel, tools, materials, toner, maintenance, and training necessary for the operation of MFD services as defined in this PWS.  Exhibit #2 “Site Descriptions with Current Volume Band Totals and Current Color Devices Deployed,” lists the devices by volume band currently in use at each NASA site.  The TM shall provide the Contractor with a listing of building and room locations for the Center-specific Phase-in of new MFD replacements (see Section 7.1, DRD #10).  

All systems shall be new or newly remanufactured to original specifications. All remanufactured MFDs shall meet all performance requirements stated in the Performance Work Statement.  New is defined as newly assembled for first time use with new components. Remanufactured is defined as the process of restoring used, durable products or parts certified to meet original specifications and performance standards. No equipment shall be delivered with no more than 200 clicks on the meter.  Repairs on equipment can be made with refurbished or remanufactured parts that meet the same quality and performance standards of new parts.

The Contractor or the TM can recommend the replacement of an existing unit with a unit in a lower or higher volume band of any particular MFD when a unit is being regularly under- or over-utilized.  The decision to replace a unit will be based on machine usage history and NASA mission requirements.  The TM shall make the decision on unit replacement.
The Contractor shall provide power requirements for each model proposed.  Power requirements should not exceed 115 - 120V unless approved prior to installation by the TM.

The Contractor shall have the MFD and all required consumables including but not limited to staples and toner, except paper (See Section 3.10, “Supplies”) in place and operational in accordance with the “Phase-in Plan”, described in Section 7.1.

Limited or no storage/cabinet space is available for use by the Contractor at some NASA sites. See Exhibit #3, “Government Furnished Property or Facilities for On-Site Support.”

Each NASA Center can have unique network controls.  After Contract award, the Contactor, TM and the Center IT personnel shall establish the basic configuration for network-installed MFD units to be approved by each Center.  The basic configuration may require modification as future security threats are realized. For all networked MFD units installed, the Contractor shall coordinate with the TM and the network provider(s) at each NASA site to ensure the installation and successful operation of network-connected MFD and its applicable software and drivers with minimal disruption. The MFD Contractor shall provide, install, and test drivers at each networked-customer’s desktop. 

The Government shall have the right to require, at any time, current commercial hardware and software.  The Government shall ensure that it will obtain the benefits of new design enhancements and technological updates or advances for equipment currently on the contract. 

The mandatory minimum features for all MFD are as follows:

· Fully Automatic Duplexing: 1-1, 1-2, 2-2 and 2-1

· Auto Document Feeder (capable of handling up to 11 x 17 paper)

· Full offset stacking capability (with no sorter bins required)

· Reduction and Enlargement in pre-set and in zoom (25% to 400%)

· Scanning feature (minimum  requirements listed separately below) 

· Printing feature (minimum  requirements listed separately in Section 3.3 – Networked Requirements) 

· Reproduce pages from bound documents, such as case bound books and magazines without distortion

· Resolution – minimum of 600 dpi
· Print multiple pages on single sheet of paper, i.e. 2-up, 4-up
· Reproduce transparencies utilizing a variety of transparency brands  

· Each device shall either have built in surge protection devices, or the contractor shall provide surge protectors

3.1 
Black & White Equipment

3.1.1
Black & White Volume Band Requirements

The MFDs included in this contract are divided into five (5) volume band (VB) classes.  Provided below is a historical representation of volume bands for placement based on utilization.

	VB
	B&W  Production

	
	B&W Minimum

PPM
	Minimum Monthly Volume

	1
	18
	1,000

	2
	25
	5,000

	3
	35
	15,000

	4
	45
	30,000

	5
	55
	50,000


The Contractor shall propose pricing to these monthly volume band plans for five (or less) levels of utilization, but must meet a minimum speed of 18 pages per minute (ppm) and a maximum of 55 ppm output. The Contractor may propose different monthly VB plans to provide the best value to the Government.  The Contractor shall also provide monthly allowances for color units.  Additional color requirements are found in Section 3.2 – Color Equipment.
3.1.2 
Black &White Equipment Minimum Requirements

Low-Volume Band Equipment Requirements (VB 1 only)

· Minimum of two (2) adjustable paper trays with capacity up to 250 sheets each and for various paper sizes (letter, ledger, & 11 x 17)

· Minimum of 256 MB RAM

· Optional features to be proposed by the vendor, such as stapling 

Higher-Volume Equipment (VB2, VB3, VB4, and VB5) shall offer the following features:

· Minimum of two (2) adjustable paper trays with capacity up to 500 sheets each and for various paper sizes (letter, ledger, & 11 x 17) 

· Finishing - automatic stapling capabilities, that can staple a minimum of 30 sheets of 20 lb. paper 

· Multi-position stapling for portrait/landscape documents

· Minimum 512MB RAM 

· Optional features to be proposed by the vendor (to include but limited to):


- Additional large capacity trays 

- Additional memory

Scanning Requirements

· Resolution – minimum 200 and maximum 600 dpi
· Scan from Black/White, grayscale, and/or color

· All software must be open architecture

· Scan to desktop, e-mail, or to network folders to formats including but not limited to: TIFF/TIFF-F/Multi-page TIFF/PDF/PIC/JPEG

· Ability to scan single-sided or duplex originals without intervention.

· Scans max paper size 11 x 17 at 600 dpi is 256 grayscale increments

· Machines can only scan as fast as the document feeder can go—scanning speed will vary with each volume band

· Embedded scan to email with Lightweight Directory Access Protocol (LDAP)

· SMTP and POP before SMTP authentication 

· TWAIN scanning (provides alternative scanning options for networked users)

· Optional features to be proposed by the vendor (to include but limited to):
- Optical Character Recognition (OCR) software (address any license restrictions/number of units per license)


3.1.3
Facsimile minimum requirements:

· Minimum of one fax line 

· Fax to Fax

· Fax to e-mail

· Internet faxing (optional)

· Group dialing

· Quick dialing

· Page by page job status at the machine

· Transmission confirmation

· G3 33.6 Kbps Modem with auto fallback

· Automatically stores incoming faxes in memory in the event paper or toner runs out

· Real Time fax over IP or Internet Fax Option with T.38-compliant 

· Paperless faxing by forwarding inbound faxes to receivers via email

· Optional features to be proposed by the vendor (to include but limited to):
- Mutltiple fax line capability for high-volume transmissions 

3.2
Color Equipment

3.2.1
Color Volume Band Requirements

	VB-Color
	Color Minimum

PPM 
	Color  Production 

Minimum
	B&W  Production 

Minimum

	1
	20 ppm
	500
	1,000

	2
	25 ppm
	1,000
	5,000

	3
	30 ppm
	2,000
	15,000


3.2.2
Color Equipment Minimum Requirements

Additional minimum features for Color MFD: 
· Standard 768 MB RAM & no less than 40 GB Hard drive

· 600 dpi x 600 dpi (scanning) 

· Minimum 600 x 600 dpi (printing)

· Dedicated Color Print controller (internal or external), minimum of 600 MHz, standard 128 MB RAM (upgradeable), and no less than 10 GB hard drive

· Optional features to be proposed by the vendor (to include but limited to):
- High-end print controller for graphics printing
- Stapling or Finishing 
- Additional memory

See Exhibit #1 – Current Volume Band Totals, Networked Machines, Faxes and Color  
3.3
Networked Requirements

Each networked unit shall be open architecture, (i.e. MFD will accept printing from any software application, platform, and network at each NASA site). The Contractor shall provide all necessary hardware, software, and power cables. The hardware or software shall have network interface to permit users, at a minimum, to track documents and monitor MFD/printer status and network print jobs from the user’s desktop. The MFD provided shall include the proprietary and/or secure print function, which permits the user to restrict paper output using an identification code/name.  See Exhibit #1 - Current Volume Band Totals, Networked Machines, Faxes, and Color.

Contractor shall provide drivers for and shall maintain functional compatibility with the following server and desktop operating systems:

· Microsoft Windows XP and future versions 

· Apple Macintosh, OS 10 and future versions

· UNIX drivers – and their variants (present and future versions)

All MFD must support downloadable fonts as well as meet the following network protocol and operating system requirements.  Current protocols at NASA centers:

· Ethernet 10/100 Base T interface 

· TCP/IP

· Apple Talk

Networked devices must maintain functional compatibility with the NASA network-interface type, protocols, and security guidelines.  Each MFD must pass vulnerability scan with NO High or Medium vulnerabilities remaining. Over the course of the contract the Contractor shall upgrade or update firmware, software, or hardware to comply with  new security requirements for all deployed equipment to remain technically compatibility.
Any unresolved issues will immediately be brought to the attention of the appropriate TM. 
Print (print driver option) requirements:

· Resolution minimum 600 dpi

· Fully Automatic Duplexing (1-1, 1-2, 2-2, and 2-1)

· Automatic stapling capabilities, multi-position portrait/landscape

· Output tray selection

· Secure print function, which permits the user to print using an identification code/name.

· Printer language – PCL6, PCL5e, Adobe Postscript

· Support downloadable fonts

· Standard 10Base-T/100Base-TX

· Optional interfaces such as IEEE 802.11b and 802.11G Wireless LAN, IEEE 1394, USB 2.0, and Bluetooth

· Web-based MFD monitoring software for assessing each device remotely; features such as manage print jobs, check status (for service calls) of each function (print, copy, scan, and fax), and check paper trays; administrator privileges allow remote configuration changes for IT Security.

· Programs up to 8 jobs into memory

Security Features of MFD 

· MFD devices shall purge residual images of documents from printing, copying, scanning, or facsimile transmissions after completion of each cycle. . 

· Network Authentication that validates network user names and passwords

· IP filtering for limited access to the device

· Administrator only privileges for any configuration or modification 

· Optional features to be proposed by the vendor (to include but limited to):
- Disk overwrite security software features that completely delete all print, copy, scan and fax jobs that are written to the hard drive

3.4
IT Security Requirements

The contractor shall be responsible for providing technical and managerial support for IT Security to each Center’s TM and each Center’s IT Security Manager. The contractor shall develop and document management, operational, and technical IT security procedures and controls for all equipment and services provided to NASA under this contract. For each of these services, the contractor shall integrate the IT security procedures and control measures into their full life cycle, and shall test and periodically review these procedures and controls for adequacy and compliance. The contractor shall adhere to: 

· NASA Procedural Requirements (NPR) 2810.1 Security of Information Technology; 

· NPR 1600.1 NASA Security Program Procedural Requirements; 

· NASA Federal Acquisition Regulations (FAR) Supplement 1852.204-76; 

· National Institute of Standards and Technology (NIST) Special Publications (SP) – 800 Series and Federal Information Processing Standards (FIPS); 

· NASA Agency Chief Information Officer (CIO) requirements (including IT Security Standard Operating Procedures); and 

· NASA-STD-2804J (Software Interoperability Standards).
3.4.1
System Security Controls

The contractor shall provide software to protect against spyware, adware, and other malware vulnerability on any equipment or systems identified by the Center’s IT Security Manager (or their delegated representative) to comply with Agency IT Security procedures or policies identified in paragraph 3.4.
3.4.2
Device Configuration & Risk Management

The Center Specific Phase-in Plan (DR#10) shall include a complete a security risk assessment and configuration review based on each Center’s network protocols for applicability for proposed equipment or systems being provided to NASA.   The configuration review shall identify known security risks, including possible mitigations. A standard configuration for MFD installations shall be defined for each NASA Center. Prior to equipment activation, the contractor shall provide to the Center TM and Center IT Security representative a written risk assessment and a security review for new or significantly modified hardware or software.  If the hardware or software connects to other systems, the risks shall be presented to the Center IT Security representative for discussions with the system owner or equivalents of the interconnected systems for their information. 

The Contractor shall correct or mitigate vulnerabilities on Contractor provided equipment and systems identified by each Center’s IT Security Office. Depending on the assessed severity (critical, high, medium, or low vulnerability) as defined by the Principal Center for IT Security at ARC and upon notification by IT Security Office, the contractor shall evaluate, test, and implement a correction or mitigation. The contractor shall notify the Center’s TM and the Center IT Security representative when vulnerabilities are detected,  corrected or mitigated.

If not correctable, a permanent mitigation is required for critical, high, or medium vulnerabilities. In some cases a temporary mitigation may be necessary. The contractor shall obtain approval from the Center TM for a temporary mitigation. 

For low vulnerabilities, the contractor may mitigate the vulnerability or present a justification for accepting the risk. The contractor shall comply with the standard and expedited requirements in the Vulnerability Mitigation Requirements Table below.  A Vulnerability as defined by NPR 2810, Security of Information Technology Appendix B, is a "flaw or weakness in system security procedures, design, implementation, or internal controls that could be exercised (accidentally triggered or intentionally exploited) and result in a security breach or a violation of the system's security policy."
The contractor shall obtain approval by the Center’s TM and the Center IT Security representative for any deviation from the requirements. 
Vulnerability Mitigation Requirements for High Categorization Systems:
	STANDARD REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	1 business day
	5 business days
	1 calendar months
	Per mitigation plan

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 5 business days
	If temporary mitigation is used, 15 business days
	N/A
	3 calendar months

	Occurrences expected per contract year
	2
	20
	25
	25

	EXPEDITED REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	4 business hours
	16 business hours
	10 business days
	N/A

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 8 business hours
	If temporary mitigation is used, 2 business days
	N/A
	N/A

	Occurrences expected per contract year
	1
	3
	N/A
	N/A


Vulnerability Mitigation Requirements for Vulnerability Mitigation Requirements for Moderate Categorization Systems:
	STANDARD REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	5 business days
	15 business days
	3 calendar months
	Per mitigation plan

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 10 business days
	If temporary mitigation is used, 30 business days
	N/A
	6 calendar months

	Occurrences expected per contract year
	2
	20
	25
	25

	EXPEDITED REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	4 business hours
	16 business hours
	10 business days
	N/A

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 8 business hours
	If temporary mitigation is used, 2 business days
	N/A
	N/A

	Occurrences expected per contract year
	1
	3
	N/A
	N/A


Vulnerability Mitigation Requirements for Low Categorization Systems:
	STANDARD REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	5 business days
	1 calendar month
	Per mitigation plan
	Per mitigation plan

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 10 business days
	If temporary mitigation is used, 30 business days
	1 calendar year
	1 calendar year

	Occurrences expected per contract year
	2
	20
	25
	25

	EXPEDITED REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	1 business day
	5 business days
	N/A
	N/A

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 8 business hours
	If temporary mitigation is used, 2 business days
	N/A
	N/A

	Occurrences expected per contract year
	1
	3
	N/A
	N/A


The Center IT Security Representative will determine which updates or patches are to be expedited on a case-by-case basis and reserves the right to change the level based on the Center’s environment.

All vulnerabilities identified by the Ames Research Center, Principal Center for IT Security, for each quarter that are designated as High severity and must be mitigated by the time frames outlined in the Vulnerability Mitigation Requirements table.

The contractor shall follow the NIST Security Self-Assessment Guide for Information Technology Systems, NIST SP 800-26 and NIST Risk Management Guide for Information Technology Systems, NIST SP 800-30 requirements during all phases of the equipment and systems life cycle.

The contractor shall include the cost of IT security requirements based NPR 2810, Security of Information Technology; requirements as part of the proposed contract price.

3.4.3 Prohibition of Transferring NASA Information 
The contractor shall not copy, or transfer NASA data that is classified as confidential, sensitive or administratively controlled production data across systems and/or networks, including off-site support systems and networks. The contractor shall not store information beyond that necessary to maintain equipment. Classified production data includes, but is not limited to IP addresses, router addresses, and MAC addresses. The contractor shall encrypt all electronic transmissions of maintenance data, and those that advise of, or disclose risks, threats or vulnerabilities.

3.4.4
IT Security Audits, Assessments, Certifications, Bulletins and Alerts

The Contractor shall provide all necessary support in the event of a Government-initiated investigation, Assessment or Certification involving the Contractor’s team or the Contractor’s customers.  Also, the Contractor shall provide all services necessary to properly respond to NASA IT security bulletins or notices from the NASA Incident Response Center (NASIRC), or the NASA Chief Information Officer that apply to any Contractor-supported system or environment.  The Contractor shall take necessary and/or immediate corrective actions on provided equipment and systems in response to these bulletins and notices, and shall notify the Center TM of any suspicious activities per Center security procedures.  Audits, investigations, and emergency corrective actions may be initiated by the Office of Inspector General (OIG); Office of Management and Budget (OMB); Government Accounting Office (GAO); Federal Bureau of Investigation (FBI); or the Center’s IT Security Manager, Chief Information Officer; Chief Counsel; Head of Human Resources, or others as directed by the Center TM or the CO.
3.4.5
Security Awareness and Training
The Contractor shall provide IT Security awareness training to all Contractor personnel who install and maintain the equipment or services represented within this contract. IT Security training objectives and goals are: (1) maintain the integrity of the NASA networks and to ensure all devices are kept in a secure configuration (patched/mitigated); and to ensure that all other systems understand and perform ITS duties as prescribed by NPR 2810, Security of Information Technology; and each Center’s unique requirements.

3.4.6
Background Investigations
Per NPR 1600, NASA Security Program Procedural Requirements, Contractor employees and subcontractor personnel who require physical access and/or administrative privileges to infrastructure resources (e.g., backup system, automated hardware and software inventory management, automated software distribution) shall be considered high-risk positions and shall require background investigations to be conducted by each Center’s NASA Security Office.

3.5
Orders

After the initial installation of MFD units, additional equipment may be ordered by the TM. When placing MFD orders, NASA sites will specify, in writing or electronically, the quantity, volume band, ship‑to address, point-of-contact, phone number, and any special features required. The Contractor is required to deliver and install the equipment within 14 calendar days after receipt of the written or electronic order. Training on the use of the MFD shall be provided with all deliveries of new equipment and, upon request throughout the life of the contract.

3.6
Site Preparation

The TM shall provide the Contractor access to sites for the purpose of evaluating environment, power, and safety requirements prior to the scheduled installation date. New electrical and LAN installations must be approved by the TM.  If power changes or alterations are required for installation of the MFDs, all such alterations shall be performed by the Government and must be approved by the TM.  The Contractor is required to place equipment that meets the standard voltage capacities of 115-120V.

3.7
Identification Stickers

At each NASA site the Contractor shall affix to each MFD a highly visible (minimum size of 4” x 8”) identification sticker. This sticker shall include the serial number of the MFD, the model number of the MFD, and the services and supplies phone number. The TM reserves the right to affix internal identification tags, stickers, or numbers to each unit placed.

3.8
Service Calls

One local or 800 number (not a toll call) shall be established by the Contractor to be used by all of the NASA sites to request service, supplies, and training. This number shall be staffed (no answering machine) to accommodate business hours at each NASA site. The Contractor will post all calls in real time (the actual time the call is received) to the Contractor’s web-accessible electronic database (Section 3.19, Electronic Database & Reports). 

Service calls on networked units require the MFD Contractor to confirm whether the problem is with the network or the MFD unit.  Confirmed network problems become the responsibility of the network provider, and will not be counted against the MFD vendor as downtime. 

During the standard hours of operation in each time zone, the Contractor shall respond to and begin repairs within 4 hours after notification of a malfunction by the customer. Response time on a service call begins when the call (placed by phone) is received by the Contractor.  Service calls are to be entered into the database in real time. Standard service calls received after standard hours of operation in the time zone where the MFD is located shall begin the following business day.  For after-hour emergency service calls, the Contractor shall respond to and begin repairs within 2 hours after notification.

If the technician is unable to complete the repair according to the contractual requirements of the PWS, the electronic database shall contain the current status of the repair and an estimate of how long it will take to complete.  

In those cases where repairs cannot be completed within 16 business hours, a replacement MFD shall be provided by Noon the next business day.  All performance metrics and specifications apply to replacement MFD, which must meet or exceed the specifications of the replaced VB equipment and be billed at the same rate. The unit will be considered down until the replacement is provided and fully operational. 

If the original MFD cannot be repaired, the Contractor shall provide a permanent replacement MFD. The TM shall be the final authority in determining when a MFD must be replaced due to unsatisfactory performance.  If three (3) service calls for the same problem are placed within two (2) consecutive months for a particular unit, the Contractor will be required to permanently replace the machine.

The service ticket shall not be closed until the customer or Point of Contact (POC) has verified that the unit is fully operational.   The Contractor shall devise a method of customer feedback for each service ticket whereby the POC can verify the unit is or is not operational BEFORE a service ticket is closed.  The POC closes out the service call by signing the technician’s repair sheet where required, and including the date and time the repair was completed.   

3.9
Notification of Preventive Maintenance Service

Preventive maintenance shall be based upon the specific needs of an individual MFD as determined by the contractor. Due to these actions often taking several hours, the contractor should make every effort to inform the POC or the TM, if necessary at least 8 business hours prior to any such maintenance to avoid inconvenience for the NASA customer.

3.10
Supplies

The Contractor shall supply the following at each NASA site:

·  Toner and all consumable supplies include but not limited to staples and toner, except paper – see paragraph 4.0 Additional Requirements, required for hardcopy output for copying, printing, and facsimile functions. Toner cartridges and other supplies provided shall meet recycled content requirements of Executive Order 13101, dated September 14, 1998, Greening the Government Through Waste Prevention, Recycling, and Federal Acquisition.  The Contractor shall work with the TM to implement the Contractor’s plan or process to recycle used toner containers at no cost to the Government

· Replacement parts

The Contractor is required to deliver to each MFD site a supply of consumables, except paper – see paragraph 4.0 Additional Requirements, which will handle the proposed monthly number of hardcopy output for that volume band (plus some margin of overage) for that particular MFD model. 

The Contractor shall post all requests and completed delivery times to the centralized web-accessible database. The orders will include the location and serial number of the equipment for which the supplies are required.  

Similar to service requests, the Contractor shall deliver the additional supplies within 4 business hours.  Requests that are received after 4:00 p.m. local time will be delivered no later than 12:00 pm (Noon) the following business day. 
3.11
Toner Cartridge Removal

The Contractor shall be responsible for the removal of all used MFD toner and toner cartridges for each MFD.  Expended toner cartridges shall be recycled after removal from service and may be recycled through the Center’s recycling program with the approval of the TM.  The Contractor shall not dispose of toner, parts, or chemicals at any NASA site.  The Contractor’s disposal process plan (DRD #3) shall be provided to each TM and the COTR within one month of contract award for review and approval.

3.12
Training

The Contractor shall provide training to all users at each MFD site at the time of the initial MFD installation. Additional training shall be provided on an “as‑needed” basis when requested by the customer.  With each copier placed, the vendor shall provide at least one (1) copy of the operator's instruction manual for the MFD acquired.  

3.13
Meter Readings

The Contractor shall be responsible for taking accurate meter readings monthly at each MFD location during the last week of the month for the reporting period.  Separate readings on copiers, prints, faxes and color consumption shall be captured and entered in the reporting database.  The Contractor is exempt from this requirement if the device in not connected  to a Local Area Network and shall report only B&W page charges and/or color page charges if applicable. The contractor shall review all meter readings for inconsistencies and ensure accuracy prior to submitting invoices to NASA. 

If the MFD is located in an area that cannot be accessed, a meter reading shall be relayed to the Contractor verbally by the Government (Section 2.0, General Requirements). 

3.14
Relocation of MFD equipment

During the course of the contract, MFD relocations may be necessary. The Contractor shall relocate MFD at the request of the Government and shall be authorized by the TM only.  There are two (2) categories of relocation support:

· Category “Urgent”: the Contractor has 1 business day from the time of notification to perform the move. 

· Category “Routine”: the Contractor has a maximum of 5 business days from the time of notification. 

When practicable, the Government will make every effort to notify the Contractor during normal business hours under all Categories. Equipment provided under this contract shall be moved or relocated only by authorized personnel. See Exhibit #4 for “Workload History (Annual Averages)” for moves.  

3.15
Temporary/Short Term MFD Support

The Contractor shall provide temporary or short term MFD support.  The Contractor shall deliver, (including all appropriate supplies), install, set‑up, and ensure the temporary MFD is operational.  Short term MFD support may be required in a variety of geographical locations (e.g. conference support at hotels, locations off center).  The contractor shall budget for after-hours and weekend delivery and/or pick-up. See Exhibit #4 for “Workload History (Annual Averages)” for Temporary/Short-Term MFD Support.

There are two (2) categories of temporary support. 

· Category #1: “Urgent” lead-time is 24 non-business hours (1 calendar day) notice from initial notification during business hours.

· Category #2:  “Routine” lead-time is 5 business days.  

Terms of use for both temporary and short term support are as follows:


1 – 14 calendar days


15 – 30 calendar days


1 month – 6 months (calendar)

3.16
New MFD Models/Technology Refresh

At any time during the contract period, the Contractor may introduce new or improved models of MFDs as replacements for models initially supplied under this contract. The Contractor shall propose the substitution of such new models in writing to the CO and COTR.  Replacement models shall be at the same cost as the original or at an established, verifiable commercial list price. Any proposed new model offered must meet or exceed the specifications of the previous model to be replaced and must be approved by the Government before being installed.  Acceptance of new models will be approved by the CO in writing through modification of the contract. If additional functions are requested for models that are no longer supported, the Contractor will remove the old model and install a unit that will perform all the requested functions at the same cost as the discontinued model.  See Exhibit #4 for “Workload History (Annual Averages)” for New Requirements.

The contractor is responsible for providing all software, virus protections and or print driver upgrades upon their release, with no additional cost to the Government.

3.17
Meetings

The CO, COTR, and TMs may request meetings with the Contractor at any time during the contract period to discuss:

· Performance Standards

· Customer meetings regarding specific equipment or special needs

· Issues/concerns/problems 

· Overall contract performance

The Contractor shall not hold discussions or meetings with individual MFD users or customers at any of the NASA sites regarding the terms and conditions of this contract.  Contractor may meet with the customer to gather requirements and work flow data and advise them on optimum MFD choice.  Any changes to the terms and conditions this contract shall be approved by the Contracting Officer.
3.18
Invoices 

The Contractor shall maintain a centralized, web-accessible database (DRD #1) that reflects the invoiced transactions at each NASA site. Each NASA site may choose one of three ways to receive monthly invoicing for the MFDs placed at their site: (1) through the web-accessible database, (2) hard copy or (3) electronic version (Microsoft Excel) emailed.  The invoice for each site shall be sent directly to the applicable TM and shall include all equipment as requested under the contract. The TM will verify billing against the database and their own records to insure the proper rate is being charged based on items such as uptime.  The invoice shall be provided 15 calendar days after the established reporting period (monthly) and shall contain:
· NASA site

· Contract Number and Delivery Order Number

· MFD make

· MFD model

· building and room number

· equipment serial number

· prior month's meter reading

· current month's meter reading

· current month's billable volume

· current month's billable MFD or unit charges based on uptime (Section 2.6, Performance).

· Cumulative Costs for total contract and annually 

Accuracy of all invoices is extremely important.  Noted invoice discrepancy(s) by the government during any monthly processing periods, shall be rejected, and resubmitted by the contractor within seven days from receipt date for continuous processing in accordance with Prompt Payment Act (USC, Title 31, 3903(a)) and OMB Circular A-125, Prompt Payment, as revised.  All monthly discrepancies will be documented and will serve as official documentation in the evaluation of the contractor's past performance.  

For purposes of invoicing KSC, the Contractor shall maintain separate electronic records for the MF devices operated in support of NASA GG , NASA SS (Space Station), NASA SH (Shuttle), NASA LSP (Launch Service Provider), NASA LX (Constellation  Project Office ), NASA NE (Engineering), and PGOC (Payloads). The KSC and PAFB TM shall provide the Contractor with specific instructions and processing requirements for the hardcopy, electronic invoicing, paper delivery, and the annual production report (DRD #4).

The contractor shall submit their invoice through the Wide Area Workflow (WAWF-RA) for PAFB/CCAF. The Receipt and Acceptance is an electronic Government receiving report and the Contractor can monitor their payment on-line at no cost to the Contractor.  WAWF-RA instructions will be provided through PAFB Contracting office. Also, an electronic invoice and details shall be forwarded to: the ATR at: 45CS/SCXPV, Bldg. 425, Room 1-51, 1225 Jupiter Street, Patrick AFB, FL  32925-3341.
3.19
Electronic Database & Reports 

The Contractor shall provide and maintain a centralized, web-accessible database containing the elements described in the paragraph 8.0, Data Requirements Document . All data elements will be maintained in real time. Software utilized by the Contractor must be compatible with current and future versions of all server and desktop operating systems used by the agency and shall include timely upgrades.  The web site must be secure and provide at a minimum two level authentication (user name and password).

All reports shall be site specific and default to the NASA site making the request, however, the CO and COTR shall have “view” access to report data for all sites.  All reports shall be interactive and provide NASA with the ability to sort on data to create customized ad hoc reports using the different data elements, such as sorting by time period (beginning and end of report period).
3.20
Deleting Equipment from Service 

The Center TM may request removal of equipment within 5 business days notice with a written request. Also, the TM may extend the original discontinuance date by written notice to the Contractor.  Requests for MFD removal will contain the following information:

· MFD location by NASA site with building and room number,

· MFD model,

· Serial number, and

· Expected removal date  

The Contractor shall only bill the Government for the MFD production up until the scheduled date of removal. 
The contractor is responsible for sanitizing the hard drive of all MFDs discontinued from use before removal at any NASA Center in accordance with NIST Special Publication 800-88.

4.0
Optional Requirements

4.1
Paper and Delivery

The units provided under this contract must be able to function on recycled content supplies, included but not limited to paper and toner cartridges, as defined in Executive Order 13101, dated September 14, 1998, Greening the Government Through Waste Prevention, Recycling, and Federal Acquisition, . The use of recycled content paper shall have no bearing on the units’ performance level. 

For purposes of this contract the Government's definition of a case of paper is as follows:

Size:     8.5" x 11" (accounts for 92% of total usage)

Color:   White

Case:    10 reams, 500 sheets per ream, 5,000 sheets per case

Size:
  8.5" x 14" (accounts for 3% of total usage)

Color:   White

Case:
 8 reams, 500 sheets per ream, 4,000 sheets per case

Size:
 11" x 17" (accounts for 5% of total usage)

Color:   White

Case:
 5 reams, 500 sheets per ream, 2,500 sheets per case

The Government has a requirement at some sites for the MFD provided to be capable of handling up to 110-pound card stock. There is an occasional requirement for specialty paper and transparencies.  The Contractor shall identify any proprietary or special transparencies required, including pricing. 

TMs have the option to request paper, including delivery to each MFD at any time during the life of the contract.  KSC is the only NASA center currently receiving paper. See Exhibit #4 – “Workload History (Annual Averages)” for Estimated Annual Paper Usage at these centers.

4.2
Equipment Options

The vendor may include additional equipment options by listing the options including the monthly price for each option, for example 3-hole punch.
4.3 Energy Savings

The MFD units provided under this contract shall be confirmed active during installation and set to engage first stage power reduction within no more than 15 minutes of non-use, and second stage power reduction within no more than 2 hours of non-use.
5.0 
Cost Savings Analysis and Solutions
The Contractor shall conduct activities such as site surveys, and workgroup cost benefit analysis for consolidating office equipment (including but not limited to, printers, fax machines, multifunctional printers and copiers). The Contractor shall, in all cases, make recommendations which facilitate or otherwise result in cost saving solutions for the Agency Program.  

6.0
Customer Feedback
Customer service activities shall be the responsibility of Contractor.  The Contractor shall devise a customer feedback mechanism to be approved by the COTR that will be distributed to each MFD POC or user who places a service call.  The customer shall return the feedback to the TM. The results of customer feedback will be shared with the Contractor by the TM during the quarterly review period.

7.0
Contract Transition

7.1
Phase-In

The phase‑in refers to the delivery and installation of MFD equipment at each NASA site under the contract.  (See Exhibit #2 for “Site Descriptions with Current totals”)  The Contractor shall submit an agency level phase-in strategy plan (DRD #9) with their proposal package.

The Contractor’s agency level phase-in plan shall include, but is not limited to:

· Estimated time line for phase in completion (Not to Exceed 150 calendar days)

· Tentative site survey schedule

The successful Contractor shall provide to each NASA Center TM a Center-specific phase-in plan (DRD #10) based on post-award site surveys of each NASA Center. The Center-specific Phase-In plan shall be submitted, reviewed and approved no later than 30 calendar days after contract award. The Government specifically reserves the right to amend each Center-specific Phase-In plan proposed by the Contractor.  The Contractor shall begin phase-in implementation (delivery and installation) at each NASA Center no later than 90 calendar days from phase-in approval. The finalized Center Phase-in Plan will become part of the contract.  All MFD devices shall be delivered and installed no later 150 days from contract award date.

The Contractor’s Center-specific phase-in plan shall include, but is not limited to:

· administrative matters (personnel listing including phone numbers) 

· badging of personnel

· vehicle identification for base access

· time line for planned walk-through

· concept for placement of machines at each NASA site: by building, volume band type or model

· timeline for completion with installation, training

· method of supply and/or paper delivery

· logistics (i.e. lift capabilities)

· power sources & requirements, supplies

· operational schedule for web-based electronic database

· all staffing issues for phase-in schedule and contract administration

· meter reading methods

· customer education of phase-in

· any other information the Contractor deems pertinent to phase-in or contract operations

· General Safety & Health Plan with Center-specific requirements

· IT Security Plan for each Center’s IT Security Manager approval
If necessary and if available, a staging area for phase-in may be designated to the Contractor at each NASA Center by the TM. The Contractor shall provide all resources required to ensure a smooth transition from the incumbent Contractor in accordance with contract requirements. The Contractor shall complete the phase-in with NO interruption of service to the NASA customers.

If phase-in is staged, NASA Headquarters must be included in the first phase and KSC/Patrick must be in final phase.

7.2
Phase-Out

At the end of the contract, the incumbent Contractor who is not awarded the follow‑on contract shall provide all resources required to ensure a smooth transition. 

The incumbent Contractor shall provide a detailed phase‑out plan (DRD #11) for each NASA site for removing MFD.  The phase-out plan shall be provided no later than 60 calendar days prior to the scheduled removal of the first MFDs. The phase-out plan is subject to approval and/or revision by the CO, and appropriate COTR/TM. A finalized and government approved phase-out plan shall be provided no later than 30 calendar days prior to the scheduled removal of the first MFD.

The Contractor’s written phase-out plan shall include, but is not limited to:

· administrative matters (current personnel listing including phone numbers) 

· out processing of badged personnel 

· vehicle identification & decals returned 

· timeline for removal of machines by NASA center by building locations
· lift capabilities, supplies 

· staffing for removal

The phase-out plan shall provide for a joint NASA and Contractor verification of final meter readings.

The incumbent Contractor’s Electronic database shall remain operational for the duration of the phase out. 

The incumbent Contractor shall work with the successful Contractor to establish phase-out and removal schedules of MFDs that compliments the successful Contractor's phase‑in plan as much as possible. Each NASA center TM or COTR shall compare the successful Contractor’s phase‑in plan with the incumbent contractor’s phase‑out plan to ensure little to NO interruption to the NASA customer.  The Government specifically reserves the right to direct phase‑out schedules different from those proposed by the incumbent Contractor.

The incumbent Contractor’s phase-out plan shall specifically address customer support during the phase‑out period at each NASA site. All performance requirements of this contract will remain in effect until all of the incumbent Contractor’s MFD equipment has been removed from all sites.
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