Attachment A

Specifications for

Tactical Intrusion Detection System
1.  Central Station

A fully redundant, Underwriters Laboratory (UL) approved receiving system comprising all radio and other electronic equipment required to receive, decode and provide direct interface to the existing Lenel On Guard Security Management System.  Station must be able to transmit and receive on a specific assigned frequency in the 160-170 MHz portion of the VHF band using 12.5 KHz channel separation.  Must contain all hardware/software needed to communicate with coded site transceivers to produce specific zone alarms from each of 8 zones at 10 sites and must be capable of at least double the number of sites.  Station will be operated in an indoor, air conditioned environment.  UL 365, 681, 864, 1610 and 2050 listing required.  All RF components shall be FCC  Parts 22, 74, 90 and 95 compliant.  All transceivers shall be capable of low (1 watt) and high (5 watt) power transmission.  All transmitting devices must be approved by the KSC Spectrum Manager prior to acquisition.

2.  Site Transceiver

A National Electrical Manufacturers Association (NEMA) 4X enclosed subscriber unit operating on a specific, assigned frequency in the 160-170 MHz portion of the VHF band using 12.5 KHz channel separation.  The unit must be capable of operating in the harsh outdoor weather conditions at Kennedy Space Center for periods of up to 90 days with no maintenance.  The unit will provide battery health, tamper, antenna cut, cable cut and power input failure alarms along with 8 alarm inputs from external sensors.  The alarm inputs must be contact state change.  All 8 alarm inputs, the solar charged 12 volt DC power input and the antenna input shall be via weatherproof MS-grade connectors to maintain the NEMA 4X rating during operation.  An external ground connection will be provided via a weatherproof stud.  Each transceiver shall produce site unique identification and shall further identify each zone at the site to encode the radio transmission back to the Central Station.  All site transceivers must provide communications message repeater function without operator or maintenance personnel intervention.  Site transceivers shall be operable on 115 volt AC power when not deployed in the tactical environment.  All RF components shall be FCC  Parts 22, 74, 90 and 95 compliant.  All transceivers shall be capable of low (1 watt) and high (5 watt) power transmission.  All transmitting devices must be approved by the KSC Spectrum Manager prior to acquisition.

3.  Interface Card

Device which provides full alarm point description when the Site Transmitter is interfaced with an existing Fire or Security panel.  The device allows bus transfer of data streams between the panels and the Site Transceiver rather than requiring discrete alarm inputs, and may be either a built in function or an add on card which fits within the Site Transceiver enclosure.

4.  System training

Expected class to be ten people with eight being technicians/Subject Matter Experts, one console operator and one IT person.  Training to be held at KSC by a factory certified trainer within 60 days after delivery of all items.

