Request for Information 
For Space COMSEC Services 
In Support of Classified NASA COMSEC Projects
RFI – SAIC - 0223
1.0 SUBJECT

The purpose of this Request for Information is to locate vendors capable of fulfilling a Services Support subcontract under the Science Applications International Corporation (SAIC), NASA UNITeS Contract, NNM04AA02C, for senior level Space COMSEC engineer(s) to support NASA Headquarters.  The subcontractor will provide to the IT Security Department in support of NASA - Operations and Management (O&M), and New Technology Systems and Products evaluation, testing, and implementation to meet the requirements of specific projects.
2.0 DESCRIPTION


SAIC provides consulting, engineering and operations services to NASA for various projects and services covered by the above referenced UNITeS contract.  SAIC provides services to NASA on projects such as National Security Systems (NSS), Information Technology (IT) Security Network, O&M support for the National Space Science & Technology Center (NSSTC), and Russia Support services, to name a few.

3.0 STATEMENT OF WORK

3.1 General

The subcontractor shall be responsible for providing the appropriate skills and special qualifications to ensure that services are performed in a high quality, timely and cost effective manner.  Areas of support include but are not limited to:

3.2 Space COMSEC Engineer(s)

Provide classified Space COMSEC engineering support to NASA Headquarters for activities including, but not limited to Return to Flight, and other National Security programs. Support and service will be provided at a security level requiring a TS clearance with eligibility for TS/SCI.  Must have a minimum of two(2) years, NSA level Information Systems Security Engineering experience, knowledge and understanding of national space assets in order to perform vulnerability and threat assessments, experience with the national EKMS program and understanding of the national COMSEC program, experience with other Federal Government National Security Systems in order to understand interoperability issues and offer advice and solutions for NASA programs and projects, must be available for full time HQs tasking on critical NSS issues, must be able to travel to NASA centers and attend inter-agency meetings on short notice (usually within 48 hours), and must have current TS clearance with eligibility for TS/SCI in order to participate in meetings and to review documentation associated with NASA efforts. Experience with and understanding of the Global Information Grid (GIG) architecture as well as the Transformational Communications Architecture (TCA).

· Must have expert knowledge and experience with the NSA Space COMSEC research and development (R&D) engineering standards and practices in order to perform the following:

· Perform TS/SCI threat, risk and vulnerability, and assessments of space platforms, vehicles, communications systems and subsystems, which would include evaluation of information systems security engineering processes, procedures and protocols.

· Direct participation and support with the National Space INFOSEC Steering Council, Executive Committee, and associated working groups (e.g., COMSEC).

· Analyzing low Earth orbit (LEO) and geo-synchronous satellite radio frequency and laser command, control, telemetry, and data communications with ability to recommend countermeasures based on sophisticated space threat, risk, and vulnerability assessments.

· Working knowledge and experience with the Committee on National Security Systems Committees, Sub-committees and working groups.

· First-hand knowledge and experience with NSA space encryption product design, encryption algorithm analysis, TEMPEST analysis, NSA encryption product certification, and large-scale program system integration.

· Intimate knowledge and experience with the U.S. Air Force Cryptologic Support Group space product division and encryption modernization efforts to include knowledge of “benign-fill” applications related to space encryption products.

· Ability to present and represent NASA strategic positions and concepts at DoD Global Information Grid and Encryption Modernization meetings and working groups.

· Must have eligibility for National Security space systems related clearances, personal “contacts”, and activities across the Department of Defense and the Intelligence Community to include the National Security Agency, National Reconnaissance Office (NRO), and the National Security Space Office (NSSO), which was established in May 2004. The NSSO was formed by combining the National Security Space Architect (NSSA) and the National Security Space Integration (NSSI) office. The NSSO will build on the functions and processes of NSSA and NSSI and add new capabilities in the areas of NSS-wide enterprise engineering and functional area integration. 

· Must be able to travel domestically approximately 20% of the time.

· Any individual assigned to perform these services must be a United States Citizen and have an active security clearance.

Request for Information
Following is a suggested format and outline with a maximum page count your firm’s response to this RFI.  This outline is intended to minimize the effort of the respondent and structure the responses for ease of analysis by the requestor.  

Section 1 – Personnel Assessment (4 to 6 pages)
Briefly describe two or more Space Communications COMSEC engineers with the above cited experience and capabilities; please restrict each sample engineer bio to 2 pages.
Section 2 – Availability Assessment (1 Page)
Briefly describe the availability of personnel for full time activity at NASA Headquarters in Washington D.C. and availability for travel to support requirements specified.
Section 3 – Cost Estimates (1 Page)
Provide cost estimates for hourly services by professional category. Also, describe cost drivers, cost tradeoffs, and schedule considerations, if any, how travel is handled within your firm, ODC pools, and any other unique cost accounting measures your firm utilizes.  If your firm has a GSA Schedule, GWAC, or other catalog offering these services, please provide a copy or a link to the catalog/schedule containing descriptions and pricing.  
Section 4 – Corporate Expertise (5 pages)
Briefly describe your company, the products and services offered, history, ownership, financial information, business size/classification, and other information you deem relevant.  You may provide a company capability brochure.
Project Experience (1 page per project, maximum of 4 projects)

In particular, please describe any projects you have been involved in that are similar in concept to what is described in this RFI, including management and operations approach, security requirements, security assurance processes, and any relevant lessons learned 

Include any comments on the structure of the requirements for a formal RFP response.

Section 5 – Additional Materials (1 page)
Please provide any other materials, suggestions, and discussion you deem appropriate.

This RFI is issued solely for information and planning purposes only and does not constitute a solicitation.  All information received in response to this RFI that is marked Proprietary will be handled accordingly.  Responses to the RFI will not be returned. In accordance with FAR 15.202(e), responses to this notice are not an offer and cannot be accepted by the requestors to form a binding contract.  Responders are solely responsible for all expenses associated with responding to this RFI.  SAIC may choose to proceed with an RFP for these services or may handle the requirements internally, but is under no obligation to award a contract.  
Please submit responses via e-mail in Microsoft Office format by 4:00 PM on June 30, 2005, to the POC at: the email address below.  You may also submit supplemental hardcopy materials such as brochures, etc. (5 copies each) to the Buyer.

Please submit your responses to this Request For Information to the contact below:
Bruce G. Emerson

Science Applications International Corporation

5021 Bradford Drive, M/S Bldg 4485

Huntsville, Alabama  35805
bruce.g.emerson@msfc.nasa.gov
256-544-8547 Office

256-544-4600 Fax
