DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
ORAFT
(The requirements of the DoD Industrial Security Manual apply
fo all security aspects of this effort.)

1 CLEARANCE AND SAFEGUARDING

& FACILITY CLEARANCE REQUIRED
SECRET

b LEVEL OF SAFECUARDING REGUIRED
NONE

2. THIS SPECIFICATION IS FOR: (x an4 camplote as agaiicebio)

3. THIS SPECIFICATION IS: (x ang carmpinte as spolicubla)

=. PRIME CONTRACT NUMBER

O

8. ORIGINAL (Coimplute date It ol cusos)

DATE (YYMMDD]

b, SUBCONTRACT NUMBER

O

b. REVISEO {Suporsedes Rovision No.

all provious spacs)

DATE (YYMMODD]

NNGO05110167R

<

<. SOLICITATION OR OTHER NUMBER

TIUE GATE (YYMMDD)

. FINAL (Cornploto Item 5 in all cazos)

[

DATE (YYMMDO)

4. THIS 1S A FOLLOW-ON CONTRACT?

YES D NO. If Yas, complete the following:

(Preceding Contract Numbor) is transferrod to this Tollow-on contract.

Classlified matorial recelved or genarated under

S. IS THIS AFINAL DD FORM 2547

in response to the conlractor's request dated,

DYES @ NO. if Yea, complete the following:

retantion of the Identlfied classifled material is authorized for the parlod of.

6. CONTRACTOR (inciudy Commnaroial and Government Entity (GAGE) Codo)

8. NAME, ADURESE, AND ZIP CODE

TBD

CAGE CODE c.

COGNIZANT SECURITY OFFICE (Name, Autross, and Zip Codg)

7. SUBCONTRACTOR

8. NAME, ADDRESS, AND 2IP CODE

b. CAGE CODE

¢. COGNIZANT SECURITY OFFICE (Nanié, Address, and 2ip code)

8. ACTUAL PERFORMANCE

2. LOCATION

Greenbelt, MD 20771

Goddard Space Flight Center

b. CAGE CODE

. COGNIZANT SECURITY OFFICE(Narna, Addross, end 2ip Coda)

9. GENERAL IDENTIFICATION OF THiS PROCUREMENT

Off-site and On-site Mission Assurance Services Support

10. THIS CONTRACT WILL REQUIRE ACCESS TO:

<

ES

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:

Z
o]

. COMMUNICATIONS SECURITY {COMBEC) INFORMATION

0

a. HAVE ACCESS TQ CLASSIF(ED INFORMATION ONLY AT ANOTHER CONTRACTOR'S
FACILITY OR A GOVERNMENT ACTIVITY

1

b. RESTRICTED DATA

RECEIVE CLASSIFIED DOCUMENTS ONLY

o4

< CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

RECEIVE AND GENERATE CLASSIFIED MATERIAL

n

9. FORMERLY RESTRICTED DATA

goax

v INTELLIGENCE INFORMATION:

X x| x

FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

=

e

PERFORM SERVICES ONLY

(1) Sancitvo Compartinaniad information {SCi)

. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE US.,
PUERTO RICO. U.S. POSBESSIONS AND TRUST TERRITORIES

-

{2) Nan-$Cl

3. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER

/. BPECIAL ACCESS INFORMATION

h. NEQUIRE A COMSEC ACCOUNT

3 NATO INFORMATION

I. HAVE TEMPEST REQUIREMENTS

h. FOREIGN GOVERNMENT INFORMATION

J. HAVE DOPERATIONS SECURITY (OPSEC) REQUIREMENTS

i LIMITED DISSEMINATION INFORMATION

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

XIXIX|IX]|X]XIXIx{x]|x]Xx

j FOR OFFICIAL USE ONLY INFORMATION

k. OTHER (Spucify}
Sensitive But Unclassified

mﬁmm m{E{n

RINEIEIEIEI IR

i. OTHER (Spacify)

0000000000 «|3

DD FORM 254 Front

DRAFT




12. PUBLIC RELEASE. any information (clagsifivd or Witioritl) ponialiing 1o Ik cantract ahiall ot be relegsed for public qisserinaion except as provided by the INISPOM
ur unless it hag biven approved tor public reledce by appropriats U.S, Government suthenlty  Proposwd pubilc relouses shall be submitted for appruvel prier 1o rulosse
Oiroct X Through (Speciry):

NASA Goddard Space Flight Center, Public Affairs Office, Code 130

To the Offico of Public Affalra, National Aerenautics and Spaco Adiinistration, Washinglon, DC 20848, for review.

13. SECURITY GUIDANCE. The security ciassificston guidance nesdod for this classined offon ls identified bulow. If g1ty dificully is oncounterad In Jpplying iz guldance o if any other
contribuling factor indicales 8 naed far changoc i is quidancy, tio contratiur is aulholized ang encavragad lo provide recommaiided changes, to chialienge the guidanca or the classification
bBeignod 1o any Intorination of nwlenal uMished or generated Under this cantract and to subinit 3ny quaations far inturpretation of tis guidancs o the oMcial Identtied bolow, Perding ol

In performance of this contract, some personnel may requirs access to classified information up to the SECRET level.
The contractor must have a sufficient number of cleared employees assigned duties under this contract to be able
to complete all classified work assignments up to and including SECRET.

NASA Space Network Security Classification Guide, September 16, 1996 (currently under revision)
DoD 5220.22-M, National Industrial Security Program Operating Manual, January 1995

DoD 5220.22A, COMSEC Annex to the NISPOM (Coordination Copy) dated 1995

NPR 1600.1, NASA Security Program Procedural Requirements, November 3, 2004

NPD 1600.2C, NASA Security Policy, April 28, 2004

NPR 2810.1, Security of Information Technology, Revalidated August 12, 2004

NPD 2810.1C, NASA Information Security Policy, April 7, 2004

GHB 1600.1A. GSFC Security Manual, November 30, 1990

. OMB Circular A.130, Appendix I, Security of Federal Automated Information Resources

10. Computer Security Act of 1987, as amended

11. NPD 1660.1, NASA Counterintelligence (Cl) Policy, February 27, 2002

12. NPR 1660.1, Counterintelligence (Cl) Counterterrorism (CT) Procedural Requirements, December 21, 2004

EPNOOAON

«©

Any employee, who observes or becomes aware of the deliberate or suspected compromise of classified national security
information shall promptly report such information personally to the GSFC Counter Intelligence (Cl) Office. If unclassified

but sensitive Information appears compromised by or on behalf of foreign or domestic powers, organizations or persons,
employees shall report such information to the GSFC CI Office. If an employee becomes aware of information pertaining

lo international or domestic terrorist activities, employees shall also report to the GSFC Cl Office. If the information indicates a
computer compromise or other cyber intrusion, the Office of Inspector General shall be promptly notified.

——

14. ADDITIONAL SECURITY REQUIREMENTS. Requiraments. In addifion 1o NISPOM requirements. oro establiahed for this cantract, (If Yas, wdonilty o D Yoz X Na
pertinant contraciual clav3es in the comrac! documont iseil cr provide 8fy vaproprials cfat 1t which tifles the 18! fagquirements. Provide
& copy of the requirements to tho cognizant socurtly office. Use Rem: 13 if addithns! spacs is noaded.)

Aty

15. INSPECTIONS. Eloments of this contiact are oulside the inspaction rmspanslbiiity of he cognizant securlty office. (If Yos, expluin and kienllfy spocific D Yes X No
©ra9 or @lornonts carved out End the udlivity responsibie for inspections. Use Htern 13 if aaditiunol space i houded.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated heroln are complete and adequate for safeguarding the classlified
information to be released or generated under this classified effort. All questions shall be referred to the officlai named below.

. TYPED NAME OF CERTIFYING DFFICIAL b. TITLE ¢. TELEPHONE (Include Arga Codo)
Pamela A. Starling Information/Industrial Security Speciallst 301-286-6865

d  ADDRESS (lnciude Zip Cods) 17. REQUIRED DISTRIBUTION

NASA/Goddard Space Flight Center X 5. CONTRACTOR

Code 240.1 [1v. susconTracTor

Greenbelt‘ MD 20771 X u. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

D d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRAYION

& SIGNATURE : ) £
/Z :/2 / X 0. ADMINSTRATIVE CONTRACTING OFFICER
' X 1. OTHERS AS NECESSARY NASA HQ and GSFC PAO, Cade 130

DD FORM 254 Reverse DRAFT



