Amendment 5

RTO 1 – HITSS CORE



EXHIBIT A-1
REPRESENTATIVE TASK ORDER 1
INTRODUCTION
Throughout this Representative Task Order (RTO), the following terms are used as described:
Agency ‑ Activities associated with planning, directing, coordinating, and implementing NASA’s missions and formulating and evaluating Agency policy and programs.

HQ Operational ‑ Activities associated supporting and carrying out the missions and functions of HQ as a NASA installation.

Mission Directorate – A primary strategic organization created to achieve NASA’s vision in the areas of: Exploration Systems, Space Operations, Science, and Aeronautics Research.
Mission Support Office – A primary functional organization created to support the strategic achievement of the NASA vision.
IFMP (Integrated Financial Management Program) - The integrated Financial Management Program (IFMP) is an agency-wide transformation of NASA’s business systems and processes to improve NASA’s fiscal and management accountability. 

E-Gov – Electronic Federal Government initiatives using Web-based Internet applications and other information technologies to yield benefits in cost reduction, response time, burden reduction, and improved citizen services.
One NASA - The One NASA initiative enables better fulfillment of the NASA vision by 1) ensuring we are making decisions for the common good, 2) fostering more collaboration across the Agency, and 3) promoting more efficient systems and processes throughout the Agency. One NASA enables the Agency to accomplish those things that no one organizational element can possibly achieve on their own.

ODIN (Outsourcing Desktop Initiative for NASA) – the contractor responsible for delivering comprehensive, end-to-end desktop services and support at NASA HQ.
ISEM – The expiring HQ IT support services contract, referred to as ISEM (Information Technology systems, Engineering, and Management).

HITSS – The new contract for HQ IT support services, referred to as HITSS (HQ Information Technology Support Services), which will replace the current ISEM task order.

Service Requests – A documented statement of customer requirements for an IT service at NASA HQ.
Customer Survey – A means used to measure the thoroughness, accuracy, readability, timeliness, and overall quality of a deliverable.
This RTO describes the work to be performed by the HITSS contractor and represents a comprehensive set of requirements based on HQ operational needs. Elements 1.0 - 7.0 of this RTO constitute the entire HQ organization “core” requirements. The contractor shall be prepared to begin satisfying core requirements on the effective date of the contract. 
RTO 1 ELEMENTS

1.0
MANAGEMENT AND ADMINISTRATION

2.0
INFORMATION TECHNOLOGY AND MANAGEMENT SUPPORT

3.0
APPLICATIONS DEVELOPMENT AND SUSTAINING ENGINEERING

4.0
SYSTEM ENGINEERING, INTEGRATION AND TELECOMMUNICATIONS SERVICES

5.0
NASA HEADQUARTERS COMPUTER CENTER (NHCC) SUPPORT

6.0
CUSTOMER SERVICES

7.0
INFORMATION TECHNOLOGY SECURITY (ITS)


8.0
PHASE-IN TO THE HITSS contract SUPPORT 

9.0
SPECIAL REQUIREMENTS FOR HEADQUARTERS' OFFICES
1 MANAGEMENT AND ADMINISTRATION

The contractor shall perform management and administrative tasks needed to satisfy the requirements of this RTO including, but are not limited to:
· program management
· contract tasking
· resource management
· service management
· configuration management
· safety, reliability and quality assurance (SR&QA)
	1
	Electronic Data and Document Interchange

	Requirement
	An integrated compatible electronic mail and file transfer capability to communicate with the COTR, CO, HITCD/performance monitors, WBS 10 task owners, and other HQ personnel 

	Standard
	At contract start date, ability to electronically transmit documentation in a timely manner and in a format compatible with those used at NASA HQ

	Deliverable(s)
	E-mail messages, CDs, DVDs, web sites,

	Measurement Method
	Customer survey and capability demonstration


1.1 PROGRAM MANAGEMENT

1.1.1 Contractor Program Management Organization

The contractor shall institute and maintain an effective, efficient, and responsive program management organization, which is responsible for management and oversight of contractor personnel, other contract resources, contract performance, deliverables, and costs. A list of deliverables required for performance of this RTO is provided in Attachment A.
1.1.1.1 Information Technology Management Plan
	1.1.1.1
	Information Technology Management Plan

	Requirement
	Develop, submit, and maintain an acceptable IT Management Plan, which documents the contractor’s policies, plans, and procedures to manage this contract.

	Standard
	Deliver ninety days after contract start

	Deliverable(s)
	Information Technology Management Plan

	Measurement Method
	Customer Survey


1.1.1.2 Contractor implementation of policies, plans, and procedures

The contractor shall implement and maintain policies, plans, and procedures allowing HITCD and HQ management to monitor and evaluate the overall effectiveness and efficiency of contract performance.
1.1.1.3 Problem Alerts
	1.1.1.3
	Problem Alert

	Requirement
	Promptly alert the COTR, HITCD/performance monitors, and WBS 10 task owners of any problem(s), which may adversely impact the timeliness, cost effectiveness, availability, or quality of products or services delivered under this contract or which may impede or imperil contract performance.

	Standard
	Notify within one (1) business day of problem

	Deliverable(s)
	Notification verbally or in writing.

	Measurement Method
	Customer survey


1.1.1.4 Continual assessment of IT opportunities

Assure continual assessments and identification of opportunities to improve the provision of IT services, increase capability where feasible, optimize performance and responsiveness of systems, create highly available cost effective systems, and otherwise improve the overall return on investment for NASA. At all times the contractor shall thoroughly plan, design, evaluate and implement initiatives to reduce the cost of providing IT services and/or otherwise maximize the Government’s return on investment. 
1.1.2 Program Manager
The contractor shall appoint a Program Manager (PM), responsible and accountable for contract performance, who shall receive and execute tasking on behalf of the contractor. The PM shall ensure the quality and timeliness of products and services delivered under this Contract, including the successful execution of Tactical Plan activities and projects in accordance with the Integrated Master Schedule (IMS), and special areas of emphasis identified to the contractor for each performance evaluation period.
1.1.2.1 Program Management Reports and Reviews

The contractor shall provide scheduled and ad-hoc meetings to communicate and coordinate Program and Project status, and for configuration control.

	1.1.2.1
	Program Management Reports and Reviews

	Requirement
	Conduct daily operational status tag-up meetings, a weekly Configuration Control Board (CCB) meeting, a monthly in-depth review meeting, and other forums/reviews as required to ensure proper coordination and communication. Provide documentation for these forums, including an integrated master schedule with tactical plan elements. Ensure that all Service Requests (SRs) are properly screened. 

	Standard
	Conduct meetings as required and as scheduled. Provide accurate and effective supporting documentation electronically.

	Deliverable(s)
	Meetings and documentation

	Measurement Method
	Customer Survey


1.1.2.2 Coordination and collaboration with other contractors
The contractor shall deliver timely and seamless service across contractor boundaries with minimal Government intervention and achieve quality customer satisfaction. As such, the contractor shall closely collaborate and coordinate with, but not limited to, the HQ ODIN contractor, the NASA Data Center contractor for the HQ Electronic Messaging Initiative (HEMI), mainframe computing, wide-area network services and; where appropriate, with other vendors and contractors. Work performed by the contractor, such as changes to firewall rule sets, Data Naming Services (DNS), Active Directory, and any other work that impacts ODIN or HEMI services shall be coordinated with the respective contractor(s) to ensure delivery of on-time, quality support to NASA HQ customers. To foster clear understanding about the roles and responsibilities between and among the contractors the contractor shall define and keep current the collaboration/coordination process in a joint HITSS/ODIN MOU and other MOUs as may exist or become necessary.
1.2 contract Tasking
To ensure the highest quality support; with solutions meeting requirements being provided on schedule and within costs, the contractor shall manage contract tasking with sufficient oversight. The contractor shall ensure that IT security is an integral life-cycle component of all work performed on the contract and that risks are appropriately mitigated. For those which the contractor is responsible, the contractor shall provide comprehensive management for all projects; implementation through complete delivery to all customers. This includes coordination, guidance, and oversight for other activities support the project, but which may be performed by other contractors.
1.2.1 Project Schedule Adherence Report

	1.2.1
	Project Schedule Adherence

	Requirement
	Complete approved projects in accordance with baselined schedules

	Standard
	Meet 80% of the following CCB approved milestones (SRR, PDR, CDR, TRR), and 99% of ORR for all projects’ baselined schedules and achieve customer satisfaction with quality of deliverable.

	Deliverable(s)
	Project Schedule Adherence Report: Monthly report that summarizes the schedule performance for all milestones

	Measurement Method
	Customer survey and contractor provided metrics


1.2.2 Project Requirements Conformance Report

	1.2.2
	Project Requirements Conformance

	Requirement
	Implement all baselined and approved requirements for each project

	Standard
	Implement all requirements and achieve customer satisfaction with quality without re-work

	Deliverable(s)
	Project Requirements Conformance Report: Monthly report that summarizes the requirements conformance for all the completed projects

	Measurement Method
	Customer survey and contractor provided metrics


1.3 RESOURCES MANAGEMENT
1.3.1 General

The contractor shall institute and maintain resources management capabilities to manage effectively and efficiently the resources required to perform this RTO; including labor, equipment, materials, supplies, services, facilities, and costs. The contractor shall use the SOW to identify, separate, and collect labor hours and costs in resources management reports submitted to NASA.
1.3.2 Financial Management
The contractor shall manage the expenditure of labor hours, other resources, and related costs to ensure 
that these items are properly allocated and accounted for by specific tasks and SOW elements and that there is sufficient cost visibility for both the Government and the contractor to ensure that such are reasonable and appropriate. On the effective date of this contract the contractor shall have in place an acceptable financial accounting (cost accrual) capability (i.e., an information system) which includes cost accounting, financial management, and time-keeping functions. It shall be capable of: (1) accruing labor hours and costs as they occur; (2) providing cost reporting; and (3) supporting routine and ad hoc queries, such as reports subdivided by HQ Office/organization funds source.
1.3.3 Logistics and Property Management Plan
The contractor shall maintain accurate asset records for all Government property for which the contractor is responsible. The records in the NASA Equipment Management System (NEMS) shall be kept up to date. The contractor shall adhere to the pertinent provisions and procedures of the most current NASA property management regulations.
1.3.3.1 Logistics and Property Management Plan
	1.3.3.1
	Logistics and Property Management Plan


	Requirement
	(1) Manage on‑site Government Property (OSGP) in compliance with Government property regulations so as to ensure its adequate control, security, and use; and (2) Develop, submit, and maintain a Logistics and Property Management Plan

	Standard
	Maintain lost property rate at 0.25% or less per year based on original quantity of items. Submit accurate and complete inventories quarterly and submit the Logistics and Property Management Plan ninety days after contract start; update as required by applicable regulations.

	Deliverable(s)
	Logistics and Property Management Plan and lost property survey reports

	Measurement Method
	Customer and contractor reported lost property rate


1.3.4 Facilities Management

The contractor shall:
· Keep Government Furnished Facility (GFF) areas under the contractor’s administration in a neat and orderly manner

· Report any facility problems within one (1) business day to the performance monitor and the HQ Facilities Management and Security Branch for attention.
· Support IT‑related Government facility modifications and schedule these activities to minimize disruption.
· Obtain approval from the COTR before performing any facilities activities at a HQ owned or leased building. For example, if a network project requires some modification or alteration of ceiling tiles, power, wall board, or other facility items, the contractor shall first coordinate and receive approval before making any modifications or alterations. The contractor, in conjunction with the COTR, shall maintain contact with the HQ Facilities & Administrative Services Division to ensure that work is in accordance with HQ governing procedures and does not negatively affect other on‑going services at NASA HQ.
· Maintain schedule and status information for Facility Work Requests submitted by the contractor.
· Plan and prepare for future IT facility requirements or anticipated changes in HQ personnel or IT resource locations. Maintain documentation as a basis for requesting and recommending space and reallocation of space or interior partitions.
1.3.5 Resources Management Reports and Reviews

The contractor shall develop and submit NASA 533 financial management reports. The contractor shall conduct a monthly resources management briefing for the COTR and performance monitors. The briefing shall include both a verbal and written analysis of anticipated workload and cost projections through the end of the contract period. The contractor shall address past month variances, year‑to‑date variances, and projected end‑of‑year variances. The contractor shall present the magnitude of the variances, the reasons for the variances, and plans for future months that will affect or be affected by the variances. As required by this SOW the contractor shall participate or prepare material in preparation for other resource reviews, meetings, etc. with Government personnel and prepare and provide periodic and ad‑hoc reports to the COTR, CO, and performance monitors.
1.4 service management

To effectively communicate with customers and HITCD, the contractor shall establish a structured process that facilitates the accurate capture of IT requirements and follow through to successful implementation. The process shall include a communications mechanism in which all customers may discuss requirements, resolve issues, and otherwise provide ideas and recommendations in an open forum. The contractor shall simultaneously serve as a customer advocate and extension of the HITCD service team ensuring that IT related matters of importance to the customer reach a successful conclusion. As appropriate, the contractor shall coordinate with or refer such matters to a Government Customer Service Managers and/or an ODIN Customer Outreach Manager. Contractor employees may be the first point-of-contract for HQ customers. In such cases as in all instances of customer contact, contractor employees shall behave in a customer friendly manner with “One call does it all” approach. Accordingly, when a customer makes an initial request to the contractor, the contractor shall ensure that a ticket or Service Request is initiated even if the work is to be completed by the ODIN contractor. If the HITSS contractor is responsible for completing the action, the contractor shall make contact with the customer to provide periodic updates and ensure that the action was completed to the customer’s satisfaction.
1.5 CONFIGURATION MANAGEMENT
The contractor shall establish and maintain a Configuration Management (CM) program, incorporating all practical portions of the existing HITCD CM practices and reflecting industry best practices. The IT Configuration Management Plan shall describe how CM shall be established and implemented across the contract, including ease of availability and search for baselined documents, as-builts, drawings, change packages and other supporting documentation. The plan shall address identification and documentation of configuration items, change control, baseline audits, and software release management. The contractor’s plan shall ensure access (including electronic) by HITCD to all CM baseline information. The contractor shall also support HITCD’s administration of the Configuration Control Board (CCB); ensuring integration of all HQ contractors into the process; collecting, producing and delivering minutes of the CCB meetings within one (1) day of the CCB meeting; and serving as the Secretary for the CCB. Additionally, the contractor shall support new requirements to integrate change process and configuration control with the NASA Data Centers at MSFC and JSC, the NASA Shared Services Center (NSSC), and potentially other NASA, Government, and commercial service centers.
1.5.1 Configuration Management (CM) Plan
	1.5.1
	Configuration Management (CM) Plan

	Requirement
	Develop, submit and maintain a Configuration Management (CM) Plan

	Standard
	Submit 90 days after contract start, achieve customer satisfaction with quality, and update as required

	Deliverable(s)
	CM Plan

	Measurement Method
	Customer survey


1.5.2 Configuration Control Board (CCB) Support

	1.5.2
	CCB Support

	Requirement
	Set up meeting rooms, provide supporting material and schedules, and provide CCB minutes posted within 1 business day, assure completeness and accuracy of documentation 

	Standard
	Obtain acceptance of CCB minutes and supporting documentation, orderly scheduling of CCB room and agenda. 

	Deliverable(s)
	CCB minutes, supporting documentation that is easily available and searchable while maintaining data integrity and security.

	Measurement Method
	Customer survey


1.6 SAFETY, RELIABILITY AND QUALITY ASSURANCE
1.6.1 Safety
Safety is NASA’s top priority. The contractor shall implement and maintain a comprehensive safety, housekeeping, and health program for all assigned areas and activities. In this regard, the contractor shall:

· Develop, submit, implement, and maintain an IT Safety and Health Plan. The contractor shall submit reports on occupational injuries and illnesses experienced by contractor personnel in an Occupational Injuries and Illnesses Report. 
· Comply with applicable NASA safety standards and reporting requirements, and ensure that the proper handling and/or disposition of hazardous materials and waste are observed.
· Conduct safety inspections of the NASA HQ Computer Center (NHCC), the User Resource Center (URC), communications closets, and other areas in the HQ building or other HQ facilities that are administered by the contractor. The results shall be reported to the COTR and the HQ Safety & Occupational Health Manager in a Safety Inspections Report.
· Conduct periodic safety and health training for all contractor employees, and promptly report matters of concern to the COTR and CO. The contractor is encouraged make recommendations and to actively participate in supporting NASA in improving the safety and health environment of HQ in addition to the contractor’s facility (ies).
1.6.2 Safety, Reliability and Quality Assurance (SR&QA)
The contractor shall ensure the SR&QA of contractor provided products and services. The contractor is responsible for assuring conformance of products to requirements, methods, and standards established by NASA, including verification and validation of products and services delivered under this contract. This shall include software assurance for all applications development activities. The contractor shall provide, implement, and maintain a SR&QA Plan that includes plans and procedures to ensure that products and services delivered conform to contract requirements, reflect industry best practices, and reflect a lifecycle approach.
1.6.2.1 Safety, Reliability and Quality Assurance Plan
	1.6.2.1
	Safety, Reliability and Quality Assurance Plan

	Requirement
	Develop, submit and maintain a SR & QA Plan

	Standard
	Submit a SR & QA Plan 90 days after basic ordering period start, and update as required. Obtain customer acceptance with delivery

	Deliverable(s)
	SR & QA Plan 

	Measurement Method
	Customer survey


1.6.2.2 SR&QA Customer Surveys
Upon completion of each end user Service Request or Help Desk Ticket, the contractor shall conduct a web-based customer survey appropriate to the work delivered. The first question shall be does the customer accept the work as complete. If the customer’s answer is “no”, then the work order shall remain open. If the answer is “yes” then the customer shall be provided with a customer satisfaction survey. Contractor developed surveys and the means to administer them shall be demonstrated and delivered to the government for approval 15 days before contract start date. The contractor may propose using the existing survey mechanisms available through the ISEM Work Management System (IWMS) or Remedy.
	1.6.2.2
	SR & QA Customer Surveys

	Requirement
	Develop, submit and maintain a SR & QA Customer Survey Mechanisms

	Standard
	Submit a SR & QA Customer Survey Plan 15 days prior to the contract start date. Demonstrate the capability and obtain customer acceptance with delivery

	Deliverable(s)
	SR & QA Customer Survey

	Measurement Method
	Customer survey and determination of ease of use


2 INFORMATION TECHNOLOGY AND MANAGEMENT SUPPORT
2.1 Assessments and support in drafting of Policies, procedures, and it standards
The contractor shall provide technical input requested to complete analyses of proposed or existing Federal, Agency, programmatic, CIO and HQ operational policies, programs, processes, procedures, standards, and guidelines, e.g., IT standards proposed by the National Institutes for Standards and Technology (NIST), the Chief Information Officer (CIO), a Principal Center, or NASA Programs such as IFMP. The contractor shall provide technical impact assessments as written responses to the NASA CIO Action Registry items, HITCD, working group proposals, and Mission Support and Mission Directorate sub-tasks. When these tasks are assigned, a ordering period and the deliverable shall be specified.
The contractor shall assist NASA in reviewing and commenting on various management and technical documents, such as NASA Policy Directives (NPDs) and NASA Policy Requirements (NPRs), which address IT-related policy. Examples of areas requiring support are Enterprise Architecture and IT Security, as well as integrating IT-related requirements into Agency program/project management policy documents.
The contractor shall recommend to the Government additions, deletions, and changes to Federal, Agency, programmatic, and HQ operational policies, processes, programs, procedures, standards, and guidelines which may improve the posture of the Agency, its programs, projects, service to customers, and HQ operations.
For the functional areas covered in this SOW, the contractor shall provide support to HQ personnel in: (1) applying policies, standards and practices; and, (2) promoting and publicizing these policies and practices through workshops, training sessions, town hall meetings, conferences, and NASA approved published materials.

The contractor shall provide technical support for IT meetings such as those of the NASA CIO Representatives Board, NASA IT Working Groups (e.g. webmasters, postmasters, IT Security Managers, NASA Integrated Service Environment, XML working group, etc.), the HQ ADP/T Board of Directors, the Customer Advisory Committee (CAC), and the Information Technology Advisory Group (ITAG). When technical expertise is required and as approved by the COTR, the contractor shall also attend technical workshops and conferences in support of NASA HQ. This support is most often related to the functions of IT engineering, networking, knowledge sharing and security.
	2.1
	Government IT Resource and Management Support

	Requirement
	Provide a comprehensive IT capability in support of Agency, programmatic, and HQ IT missions and functions, and provide information to the Government that supports the Government in its role as a policy maker, implementer, integrator, service provider and evaluator.

	Standard
	Meet delivery schedules and achieve customer satisfaction with quality of products as required.

	Deliverable(s)
	Studies, analyses, assessments, recommendations, innovations and reviews, responsive and knowledgeable tracking of CIO and working group activities and actions.

	Measurement Method
	Timeliness, technical accuracy and degree of professionalism 


The contractor shall work with NASA personnel and other contractors at NASA Centers and with personnel in organizations outside of NASA in a collaborative fashion in performing the requirements described above. NASA retains full responsibility for the content of NASA policy documents.
2.2 SPECIAL analyses, studIes, and TASKS
Subject to the issuance of service requests, the contractor shall conduct special studies and analyses addressing a variety of IT-related topics. Examples of support which the contractor may be called upon to provide include: 
· Updates to the Office of Diversity and Equal Opportunity Discrimination Complaints Management System to include new fields and reports as well as interactive features.

· Action tracking systems that will allow HQ offices to capture, assign, and manage to completion actions generated both internally and received through official Agency channels. 

· Technical analyses of draft NASA and federal policy documents to determine their impact on NASA’s IT capabilities and environment.
· Analyses of life cycle documentation of systems developed/proposed by federal agencies for NASA’s use to determine adequacy of requirements, design, security considerations, etc.

· Analyses of approaches for supporting NASA HQ personnel traveling overseas in protecting sensitive but unclassified data through training and possibly countermeasures against covert surveillance.

· Analyses and technical support for the Office of Security and Program Protection security and accreditation function for the systems for which that office is responsible.

· Re-assessment of the Office of Security and Program Protection (OSPP) Foreign National System to determine its effectiveness and whether the Agency should continue to use a proprietary system. 

· Analysis and technical support for the deployment of an “OSPP Program Management System” to provide robust and secure functionality from the desktop, including privileged access by function, access to security investigation information, and the ability to retrieve relevant information consolidated to a management review level.

· Continuing implementation of E-Gov systems such as data conversion support for the Federal Procurement Data System-Next Generation (FPDS-NG). For the upcoming E-Gov initiatives such as Electronic Human Resources Integration System, support is needed for deciding on when to deploy specific capabilities within NASA.

· Analyses and studies to assist the Agency in complying with the requirements of the President’s Management Agenda.
· Analyses and studies to assist NASA HQ in complying with Section 508 of the Rehabilitation Act, the Privacy Act, the Federal Information Security Management Act, Homeland Security Presidential Directive-12 (HSPD-12), and other IT-related directives, statutes, and implementing regulations.

· Analyses for the Office of the Chief Engineer on whether to continue to use the Erasmus program/project reporting tool or move to a COTS-based solution. An important consideration in performing this study will be drawing reporting information from where it natively resides rather than forcing re-keying of information into the reporting tool.

· Tracking, analyses, and compilation of information on IT security bulletins issued by the U.S. Computer Emergency Response Team (US-CERT) and other organizations.
2.3 IT Planning Support
The contractor shall support Agency and HQ strategic planning. The contractor shall also provide support for related activities, such as: aligning IT goals with the Agency’s and HQ-specific strategic objectives; planning IT support for accomplishment of the activities and milestones described in the Agency strategic and technical roadmaps; assessing IT-associated; measuring how IT is contributing to the Agency and HQ-specific strategic objectives; and, communicating IT strategy to Agency and HQ stakeholders. In providing support for strategy and planning, the contractor shall be cognizant of and provide solutions consistent with Federal-wide programs and approaches, such as the Federal Enterprise Architecture and the E-Gov initiatives.
2.3.1 Annual Operating Agreement (AOA)

The HQ CIO and each Center CIO is responsible for developing an Annual Operating Agreement for their respective installation. The contractor shall support the HQ CIO in developing and maintaining the NASA HQ-level Annual Operating Agreement (AOA), which is the HQ Information Technology (IT) management plan and operating agreement for customer provided IT products and services in support of the Agency’s mission, goals, and objectives. The HQ AOA communicates the agreements to which HQ will be held accountable in order to ensure compliance with the Agency’s IT policies and functional requirements. It includes requirements that are common across each installation, and HQ-specific products and services that are used by HQ and multiple installations or that are major HQ initiatives. Using the HQ Tactical Plan as a basis, the contractor shall assist the HQ CIO in incorporating HQ-specific requirements in the AOA, including their definitions, required resource allocations, and metrics for determining the effectiveness and efficiency of the IT processes and activities. The contractor shall also assist the HQ CIO in developing and incorporating in the AOA the long-term growth and continuous improvement of HQ IT practices and disciplines.
2.3.2 HQ IT Tactical Plan

The Contractor shall prepare a HQ IT Tactical Plan for acceptance by the government and maintain it for the duration of the contract. The intent of the IT Tactical Plan is to develop a roadmap that will guide HQ in completing NASA strategic IT initiatives, and in implementing the IT technologies and infrastructure capability needed by the HQ community to effectively and securely carry out their work on behalf of NASA. The IT Tactical Plan also helps ensure that HITCD projects and initiatives are integrated and aligned with NASA’s Information Resource Management (IRM) Strategic Plan, which supports the Agency’s strategic direction. In developing the Tactical Plan, the contractor shall ensure that it demonstrates alignment with the IT objectives of the Agency’s e-Gov, One NASA, and NASA Enterprise Architecture business drivers, which help guide the Agency’s and HQ IT capital investment and planning processes.

The IT Tactical Plan shall contain narrative descriptions of major ongoing and planned projects, along with the schedules and milestones necessary to complete the project activities. It shall also describe how each project relates to NASA’s implementing strategies, as contained in NASA’s Strategic Plan.

In addition to a descriptive narrative of each project activity along with the project objectives, the Tactical Plan shall describe:
· Critical milestones that represent the integrated development of each activity, such as planned decision points related to system maturity. Some examples of critical milestones are preliminary design reviews, detailed design reviews, and operational readiness reviews. 

· Significant accomplishments necessary to substantiate a critical milestone and indicate a level of progress or maturity directly related to each activity. Some examples of significant accomplishments are the completion of design trade studies (white papers), or the completion of a system requirements review.

· Resource and schedule estimates in enough detail to support HITCD funding and prioritization decisions.

· Success Criteria that describe the conditions that establish the completion of an activity. Success criteria should contain clear descriptions of the deliverables and their content in order to fully convey the accomplishments necessary for project completion.

The Tactical Plan shall also include an Executive Summary that can be shared with HITCD customers and stakeholders not necessarily familiar with information technology. The Executive Summary shall provide a brief high-level description of the projects and activities included in the Tactical Plan, how they relate to each other to ensure an integrated approach to provisioning HQ IT Services and solutions, and the management processes and procedures that will be utilized to implement them. The Executive Summary shall be a “customer focused” overview of the Tactical Plan content, capable of standing on its own. 

The Contractor shall obtain candidate projects for the Tactical Plan from a variety of sources, including HITCD staff, recommendations of HQ customer representatives, NASA CIO publications and action lists, publications of NASA and federal initiatives, the contractor’s knowledge of the state of the HQ infrastructure, tool set, and applicability of emerging technologies, and relevant Special Areas of Emphasis in the Contractor’s performance plan. The Contractor shall support the HITCD in executing and monitoring project activity against the Tactical Plan.
2.3.2.1 Tactical Plan Preparation

	2.3.1.1
	Tactical Plan

	Requirement
	Complete development of the Tactical Plan per the baselined schedule.

	Standard
	Update and publish the Tactical Plan on October 1, 2006, annually thereafter, and more frequently when required to incorporate new requirements.

	Deliverable(s)
	Tactical Plan document, in both electronic and hard copy format

	Measurement Method
	Customer survey and determination of feasibility


2.3.2.2 Tactical Plan Report Card

	2.3.1.2
	Tactical Plan Report Card

	Requirement
	Complete development of the Tactical Plan Report Card

	Standard
	Update and publish the Tactical Plan Report Card on November 15, 2006, and annually thereafter.

	Deliverable(s)
	Tactical Plan Report Card, in both electronic and hard copy format

	Measurement Method
	Customer survey


2.3.3 Integrated Master Schedule (IMS)

To support management of the HQ IT Program, the contractor shall develop and maintain an Integrated Master Schedule (IMS) of all major ongoing and planned activities contained in the HITCD Tactical Plan. When specified by the COTR or HQ CIO, the contractor shall also include other activities in the IMS, including those projects for which the Contractor is not responsible. The Contractor shall assist the government and other contracting personnel in providing the necessary project tasks, milestones, completion dates, dependencies, and other data necessary for building and maintaining the IMS. The contractor shall create and maintain the IMS using an automated scheduling tool, (e.g. MS Project), and shall update the IMS at least weekly. The contractor shall provide electronic copies of the schedule to NASA and contractor project management leads as requested.

The primary purpose of the IMS is for use by the contractor and government as a day-to-day tool for executing the HQ IT Program and tracking individual project technical and schedule status, including all significant risk mitigation efforts. It also serves to strengthen the effectiveness of contractor/government communications, providing an early warning system of issues and concerns regarding critical projects. As such, the Contractor shall provide IMS briefings at least twice per month to the HITCD CIO and senior staff, including progress assessments, identification of problems and work-arounds, and a discussion of critical path activities and urgent priorities. Where designated by the COTR, the contractor shall determine Earned Value for selected IMS projects.
2.3.3.1 Integrated Master Schedule (IMS) Preparation

	2.3.2.1
	Integrated Master Schedule (IMS)

	Requirement
	Complete development of the IMS per the baselined schedule.

	Standard
	Update and publish the IMS on January 5, 2006, and bi-weekly thereafter.

	Deliverable(s)
	IMS document, in both electronic and hard copy format

	Measurement Method
	Customer survey and determination of usefulness


2.4 Information / Knowledge Management

The contractor shall provide support for the development of information management (including knowledge management) capabilities to assist NASA HQ in organizing and retrieving information, retaining and sharing knowledge, and furnishing information to support decision making. The scope of this support includes developing solutions that will allow HQ offices to exchange files in a convenient, efficient, and rapid manner with personnel at NASA HQ, NASA Centers, and locations outside NASA.
The contractor shall provide technical support in assisting HQ offices in defining their information needs to support decision making, in developing technical and business process solutions for obtaining and organizing the information, in protecting information that is sensitive and not appropriate for general distribution, and in defining and deploying mechanisms and tools for retrieving the information in an efficient, intuitive/contextual, and cost-effective manner.
The contractor shall provide assistance to NASA HQ offices in developing, maintaining, and implementing information and knowledge management architectures, ontologies, taxonomies, data models, and other tools and techniques that will assist NASA in meeting its knowledge management responsibilities.
The information management solutions provided by the contractor shall be intuitive and easy to use by NASA personnel with limited IT skills.
As specified by the requiring office, the contractor personnel working with HQ offices shall also possess deep functional knowledge, e.g., financial management, in order to provide practical solutions.
Subject to the issuance of service requests, the contractor shall provide information management capabilities, such as the ones listed below by way of examples, subject to tasking by HQ offices:
· An electronic file cabinet that will help HQ offices to organize and easily retrieve information. Such a file cabinet would contain, for example, master copies of presentations, official correspondence issued by the office, meeting agendas, and commonly used NASA clip art, images, and photos.
· Managing and making available official documents, such as Memoranda of Agreement and Program Commitment Agreements. Tools and approaches are needed for making the official/approved versions of such documents available in a read-only format to those outside of the office owning the document.
The contractor shall provide support in sharing knowledge both with the Agency's partners and the general public via the World Wide Web and other venues, including the ability to provide direct content updates to web pages via “pushing” content in multiple formats, such as Microsoft Word, Microsoft Excel, and Adobe portable data format (pdf).
The contractor shall provide support in tracking changes to information on NASA HQ web sites. By way of example, some content, such as procurement regulations, sometimes change on a weekly basis; changes to the NASA Federal Acquisition Regulations (FAR) Supplement sometimes occur on a daily basis. Subject to service request, the contractor shall provide the capability for the Office of Procurement to maintain a record of prior contract clauses and guidance they have issued on when to use specific clauses. This capability shall include the ability to determine what clause was in effect on what date – especially for contract closeouts.
The information services offered to the general public by NASA through the contractor shall be commensurate with NASA’s stature as one of the lead technical agencies of the U.S. Government. The services shall be robust, accessible, available, secure, and in every way responsive to citizens’ needs.
The contractor shall provide assistance to NASA HQ in identifying and managing electronic records in conformance with NASA and NARA directives.
2.5 Engineering and Communications Management
The contractor shall perform support activities for mission, systems, and operational requirements and alternatives analyses and technology assessments for communications capabilities in support of operational, tactical, and strategic planning.
The contractor shall evaluate emerging communications and other technologies to determine functionality, feasibility, and merit. The contractor shall use modeling, market surveys, studied analysis, testing and prototyping in the evaluation process.
The contractor shall conduct and report the results of studies that include the development of business cases, investigations, benchmarks, standards migration, pricing, and trade‑off studies, risks, integration for service architectures, infrastructures and systems.
The contractor shall conduct studies, analyses, and other assessments and provide recommendations about trends, best practices, evolving technologies and standards.
2.6 Information Engineering, Software Management, and Assurance
The contractor shall support the development, coordination, and review of standards and methodologies to guide the information engineering, management and assurance of software.
The contractor shall provide technical support necessary to tailor and implement policy, standards, and guidance as implemented within NASA programs and projects.
The contractor shall provide technical support and expertise in planning, conducting, and documenting technical assessments of programs and projects.
The contractor shall provide support in the development and implementation of long‑range program plans and the complementary implementation plans, which provide technical direction and guidance.
The contractor shall provide technical support in defining and implementing a program of improvement in NASA information engineering, and software management and assurance.
The contractor shall provide specialized expertise in technologies and methods such as: (1) formal design methods (e.g., UML/RUP, JAD/RAD, OO, usability testing, etc.); (2) independent verification and validation (IV&V); (3) software reliability and extensibility; (4) software reuse, with an emphasis on component based frameworks; (5) multi-tier and web services architectures in accordance with the Federal Enterprise Architecture requirements; and (6) software safety and secure software development design.
2.7 Life-cycle performance/cost improvements/business process re-engineering

The contractor shall provide technical assistance to NASA in analyzing IT systems and services across their life cycles as well as recommendations on what changes to the systems and services could be accomplished to maximize their performance and reduce costs.
The contractor shall provide support in analyzing business processes to determine where and how IT automation could be gainfully applied, how automated and non-automated portions of the business process should integrate to provide comprehensive solutions, and for business process re-engineering to improve performance and reduce costs through the use of IT.
The contractor shall support NASA in applying IT to manage in the transformed NASA environment and in using IT as a tool for integrating the Agency’s activities, for example, in devising approaches whereby documents flow electronically through the Agency, rather than in hard copy form.
The contractor shall apply creative approaches to assist NASA in analyzing processes, workflows, decisions, source data, reporting requirements, etc., and in providing solutions whereby IT can improve timeliness and accuracy of workflow, data, and reporting. The contractor shall understand HQ offices’ business processes and recommend options/solutions as to how IT can be used in an efficient manner where the return on investment would justify its use.
2.8 Project management planning and execution

The contractor shall provide technical assistance to NASA in planning and managing IT projects, and also non-IT projects which have a significant IT content, sponsored by HQ offices. In providing this support, the contractor shall use the governing documents specified by the requiring HQ office. Most NASA IT projects will adhere to specific Agency policy documents (currently NPR 7120 (Program/Project Management) and NPR 7150 (Software Engineering)), but on occasion specialized requirements dictate that projects will use other documents to supplement or replace NASA governance documents.
The contractor shall provide comments and recommendations to HQ on project plans prepared by other contractors and other NASA Centers and government agencies.
The contractor shall provide support in developing and implementing IT Security plans in accordance with Agency policy documents.
The contractor shall provide technical support in drafting and reviewing Cost, Schedule, and Performance Agreements (CSPAs), which establish a contract commitment between the project team and the requiring organization.
The contractor shall provide assistance to NASA HQ in selecting project management tools, e.g., tools associated with Earned Value Management. 
2.9 Risk Management
The contractor shall provide assistance in identifying and characterizing IT-related risks, devising mitigation steps, and monitoring risks and mitigation activities on an ongoing basis.
The contractor shall provide support in drafting, for NASA consideration, risk management plans associated with IT investments, including the risk section of OMB Exhibit 300 reports. The requiring office will specify the format and overall requirements for the risk management activities, including the risk management plan. Those requirements shall be consistent with NASA policy concerning risk management. Currently, the following policy documents are relevant to this activity: NPR 8000.4 (Risk Management Procedural Requirements), Procurement Information Circular (PIC) 99-09 (Risk Management), NPR 7120.5 (NASA Program and Project Management Requirements and Processes), and NPR 2810.1 (Security of Information Technology).
2.10 Change Management
The contractor shall assist NASA in planning for and implementing change associated with the implementation of new IT capabilities within HQ and the Agency. NASA may call upon the contractor to provide support not only for HQ-specific system implementations, but also for program level change management activities for Agency-wide initiatives such as the Integrated Financial Management Program (IFMP).
2.11 Disaster Recovery and Continuity Planning
The contractor shall support NASA in developing and testing plans to ensure continuous availability of IT systems and services, both those IT systems located at HQ, and also for systems located at other Centers.
The contractor shall support NASA in analyzing and providing comments and suggestions to NASA on the disaster recovery and continuity planning for systems operated by other Federal agencies and by commercial suppliers who provide services to NASA.
The contractor shall coordinate with information systems and disaster recovery experts across NASA and NASA’s partners to verify integration of procedures and planning techniques for disaster recovery and continuity planning.
The contractor shall support NASA in Agency-wide emergency preparedness and continuity of operations planning (COOP).
2.12 Enterprise Architecture
The NASA Enterprise Architecture is a tool that links the Agency’s mission and strategy to its IT strategy. Complemented by strong governance processes, the NASA Enterprise Architecture guides the Agency’s IT capital investment and planning processes and helps optimize return on IT investments.
The contractor shall provide technical support for coordinating HQ Offices plans for information systems with the NASA Enterprise Architecture to ensure that:
· Designers of planned information systems are aware of and can take full advantage of capabilities provided by the Agency’s IT infrastructure, thereby lowering costs and speeding time to deployment.
· Planned information systems do not duplicate existing Agency systems that could be used or reasonably adapted to meet requirements.
· From their outset, planned information systems adhere to standards based interfaces as per the NASA Enterprise Architecture. The goal is to optimize interoperability, integration, and reutilization with the Agency’s IT infrastructure so that such systems may interoperate with other Agency systems (to the degree necessary) and also work across Center boundaries.
· Planned information systems are included in the NASA Enterprise Architecture so that the architecture continues to authoritatively describe the Agency’s IT environment.
The contractor shall provide support for reviewing updates to the NASA Enterprise Architecture, suggesting areas for enhancement/modification, and identifying emerging technical standards and technologies that should be considered for incorporation into the architecture.
The NASA Enterprise Architecture is consistent with the Federal Enterprise Architecture (FEA), and NASA has contributed and will continue to contribute to the build out of the FEA. The contractor shall provide support to assist NASA in the analysis of the FEA, recommend to NASA enhancements to the FEA, analyze recommendations for changes to the FEA proposed by non-NASA organizations, and, upon direction by NASA, draft proposed new or modified sections of the FEA.
2.13 Capital Planning and Investment Control
2.13.1 Business Case Preparation and Maintenance
The NASA Office of the CIO, the Office of Management and Budget (OMB), and good business practice require the preparation and maintenance of business cases for planned IT investments. NASA uses business cases as an integral part of its Capital Planning and Investment Control (CPIC) process. The contractor shall assist HQ Offices in the preparation and maintenance of business cases (including OMB Exhibit 300s) for IT investments for both General Purpose and Programmatic (Program Specific and Multi Program) capabilities. The format of business cases will be specified by the requiring office.

The contractor shall provide support for all aspects of IT-related business cases, including definition of technical alternatives, cost/benefit analysis, risk analysis, and schedule determination. One example is the need for a business case to determine how the Agency should resolve the growing number of Center-specific Geographic Information Systems (GIS).
In providing business case support, the contractor shall take into account all relevant aspects of NASA’s IT environment, including the installed base and requirements to extend and interoperate with services and systems outside of NASA.
2.13.2  Portfolio Management
NASA has defined a Capital Planning and Investment Control (CPIC) process that governs how the Agency selects IT investments for implementation. The intent is to approve for implementation those projects that provide the best value to NASA. The four major evaluation criteria categories in the September 2004 Office of the NASA CIO CPIC Process document include:
· Agreement with strategic direction and operational impact

· Resource and financial factors

· Enterprise Architecture and technical considerations

· Program performance factors – cost, schedule, outcome, and risk

The contractor shall assist NASA HQ in prioritizing candidate General Purpose and Programmatic (Program Specific and Multi Program) IT projects based upon evaluation of their business cases by drafting analyses that determine how individual investment opportunities rate against the CPIC criteria.
The contractor shall perform analyses to identify duplicative systems within programs/project and Centers that may be replaced by common systems.
2.14 Value Determination
The contractor shall provide technical support to NASA HQ in recommending, tracking, and analyzing performance metrics that link to mission outcomes to determine whether IT investments are performing as required. The metrics, while measuring the performance of IT investments, may be based on business process considerations such as reductions in time to complete a particular business transaction, which may include both automated and non-automated activities.
The contractor shall assist NASA HQ in formulating and tracking metrics consistent with the Federal Enterprise Architecture’s Performance Reference Model.
The contractor shall support NASA HQ in constructing and tracking Memoranda of Agreement and similar instruments for establishing performance agreements between HQ offices and other parts of the Agency/other agencies which perform IT-related services (e.g., help desk support) for HQ.
3 Applications Development, Maintenance, Sustaining Engineering, and Systems Integration
3.1 Development

The contractor shall provide software application development, maintenance, sustaining engineering, and systems integration support necessary to meet the needs of NASA HQ, its customers and, in some instances, to meet Agency and inter-agency needs. NASA HQ is committed to adhering to the Federal and NASA Enterprise Architecture requirements. As such, new and sustaining applications development efforts will meet these emerging standards. In providing applications software support, the contractor shall incorporate disciplined software development lifecycle processes, including lifecycle management and development, development of and adherence to approved application architectures, project scheduling, security, and configuration management. In support of systems and applications development, the contractor shall analyze, recommend, acquire, integrate, and deploy solutions consisting of commercial off-the-shelf (COTS) products; government off-the-shelf (GOTS) products; modified off-the-shelf (MOTS), open source / public domain, and/or new custom developed products in appropriate combination. Custom development shall reflect industry best practices.
3.1.1 Application Categories
Applications for which the contractor shall provide support are categorized into four major areas. Each is described below:
3.1.1.1 Financial / Accounting / Budget Applications
The Financial/Accounting/Budget applications constitute the software used by HQ to formulate and execute budgets and operating plans and perform the accounting for HQ (HQ) and the Agency. Examples of HQ custom applications that are vital to the budget and finance areas include the Budget Execution Support System (BESS) which provides for HQ budget execution; the Central Resources Control System (CRCS) which provides for NASA budget distribution and execution tracking; and the Account Relationship Tracking System (ARTS) which identifies account relationship differences within the IFMP SAP software. The NASA Integrated Financial Management Program (IFMP) continues to be implemented to improve the financial, accounting and budget processes, and other processes, throughout the Agency. NASA utilizes the SAP R3 software for the IFMP backbone, Core Financial module, which was implemented in June 2003 to support NASA financial management systems. The IFMP plans to incorporate additional modules which may replace a number of financial and budget applications.
3.1.1.2 Personnel Applications

The Personnel applications include a variety of software that supports HQ and the Agency human resources activities. Examples of these applications at HQ include: the Workforce Information Management System (WIMS) which contains records for every civil service employee in NASA such as hires, losses and promotions; the HQ Affirmative Employment Analysis & Reporting System (HQAEARS), which provides standard reporting based on data derived from the WIMS database as well as query and analysis capabilities; and the Project Announcement Visibility Effort (PAVE) which enables HQ to announce special project career development opportunities to a targeted group or all employees. As part of the eGovernment initiative, NASA has implemented the Department of Interior (DOI) Federal Personnel and Payroll System (FPPS). This inter-agency tool is NASA’s primary payroll and personnel tool. It integrates cross-agency applications with customized GOTS applications and custom developed systems. The IFMP has implemented several modules in the NASA’s Human Resources area. These modules include the Position Description Management (PDM) application and the Resume Management application, which reengineered the processes they implement. Other IFMP human resources modules are planned for implementation in the future.
3.1.1.3 Property and Procurement Applications

The Property and Procurement applications include a variety of important applications used to facilitate the NASA and HQ procurement and procurement analysis processes and to track NASA HQ assets. As part of its eGovernment initiative, NASA HQ utilizes the Federal Procurement Data System – New Generation (FPDS-NG) for its procurement activities. The Acquisition Management System (AMS), which provides NASA Centers a centralized database for managing, tracking, reporting and controlling contractual actions and associated procurements, will remain at MSFC. The Integrated Asset Management (IAM) module of IFMP was initiated in June 2004. This module will replace the NASA Aircraft, Facilities, Logistics, and Environmental Management applications. IAM applications include real and personal property owned by Federal Government for which control has been assigned to NASA. Examples of IAM applications at HQ are: Logistics Information Management System (LIMS) which collects, manages and reports property, equipment, vehicle licenses and supply data; Real Property Inventory (RPI) system, which manages information on real property owned and controlled by NASA; and Facility Utilization System (FUS) which is used to submit annual facility space utilization data to HQ.
3.1.1.4 General Administrative applications

The General Administrative applications constitute a broad category of automated systems and Web sites which provide support for a number of HQ business activities and general office administration. General Administrative applications and include applications designed to support public outreach, tracking and reporting, and employee services. Public outreach efforts include public facing Web sites, educational material, and picture galleries. Tracking and Reporting applications include custom applications such as the HQ Action Tracking System (HATS), a software application used across HQ to track and archive action items and correspondence in the Office of the Administrator and throughout HQ; the Corrective Action Tracking System (CATS), a software application used to track cost and schedule of corrective actions resulting from audits; and the Legislative Affairs Database (LADS), which tracks NASA visits to Congress and provides reports on these visits. Employee Services include informational Web sites, such as the site required to maintain pager lists used by HQ personnel, and custom applications such as the HQ ODIN New User Request System (HONURS), the automated process for seat ordering, user account access, and for the user relocation process.
3.1.2 Application Environment

The contractor shall support legacy and contemporary systems. Legacy systems include several traditional mainframe applications (ADABAS and COBOL) that currently reside on the NASA Data Center host computer Logical Partition (LPAR) and existing mid-range applications (e.g. Oracle) residing on the HQ servers in the NHCC. In addition, support shall be provided for other existing applications that were developed using client-server architectures, server-based architectures with web-based front ends, and small-scale stand-alone architectures (e.g. Access, FoxPro, and FileMaker Pro). Looking forward, legacy, client-server and standalone systems will be migrated to more modern tools and technologies, including, but not limited to J2EE, Tomcat, XML/RDF, component-based web services, semantic technologies, etc. The contractor shall be responsible for supporting HQ websites in accordance with system architecture and Agency and Federal regulations. This support includes providing enhancements to existing and developing new web sites in response to customer service requests. In addition, the contractor shall produce associated multimedia content formats (e.g. digital audio and video, Macromedia Flash, Macromedia Director and Shockwave, QuickTime VR) distributed on various media (e.g. CDROM, DVD video, DVDROM, etc).
The contractor shall provide a managed and controlled environment in which it can conduct software development and testing. This environment shall include the appropriate hardware and software environment for the management and conduct of software requirements, design, development, configuration management, and maintenance of the HQ custom software applications. 
3.1.3 Application Scope 

The contractor shall perform application development activities that include the full range of application lifecycle management activities, including development of an application’s architecture through data conversion and sustaining engineering and maintenance and business process re-engineering. The contractor shall support new application development using modern tools and Internet development strategies in accordance with the approved NASA HQ applications architecture.
3.1.4 Life Cycle Process Reviews

The life cycle processes performed by the contractor shall include the following key reviews:

· Requirements and release contents reviews

· Preliminary and detailed/critical design reviews

· Test readiness reviews

· Operational readiness reviews

· Post implementation reviews

· Security Reviews, including participation in each key review
3.1.5 Application Metrics Report
	3.1.5
	Application Metrics Report

	Requirement
	Propose metrics to measure trends and performance including but not limited to:
Monthly number of releases for each application

Monthly count of SRs received, completed and open

Monthly analysis of applications released

Monthly analysis of Service Center Calls by type 

Monthly Post Test Readiness Review (TRR) and Operational Readiness Review (ORR) Problem Report, by application and in aggregate, initially provided at the end of the first month after start date, and then monthly after that.
Monthly report of delivery days late or early

	Standard
	Deliver 30 days after contract start date, and monthly after that

	Deliverable(s)
	Application Metrics Reports

	Measurement Method
	Customer survey


3.2 REQUIREMENTS

The contractor shall:
· Collect (to various levels of detail, in writing and verbally), interpret, generate, and document in writing the application requirements, including specific security requirements. This activity is more than mere collection of requirements, i.e., the contractor shall provide a consultative role to leverage IT solutions in solving the problem(s) at issue and to maximize the opportunity to achieve more efficient and effective processes and outcomes. This may entail aspects of change management and business process re-engineering, all with a focus on meaningful, positive returns-on-IT investments.

· Schedule and conduct requirements reviews for the purposes of validating and documenting the NASA requirements and obtaining written NASA approval of the documented application requirements.
· Document independently testable and verifiable requirements. This may require travel to other NASA Installations or commercial sites.
· Baseline the application requirements and maintain the baseline under configuration management control.
· Consult with the Government data and/or system owner to assist them in identifying the proper data category and security requirements in accordance with the governing FIPS (Federal Information Processing Standards) and National Institute of Standards and Technology Special Publications (currently FIPS 199 and NIST SP 800-60).

The contractor shall provide an Application Requirements Report for each new application and each subsequent release of that application. This report shall provide the specifications for the functional and detailed characteristics, performance, security, and interface requirements for an application.
3.3 application Design Specification
The contractor shall:
· Provide an Application Design Specification document for each new application and each subsequent release for that application, as appropriate. This report shall provide the system functional design, the software components definition, system interfaces, data base specifications, and systems, equipment and software requirements, as appropriate.

· Conduct design reviews to include information on the design, design drivers, selection of architecture and platform, portability considerations, COTS usage, application interface specifications, potential capacity and performance problems, security problems, and other pertinent design information.
· Design applications that:

· only accept expected data entries and lengths if an application receives unauthenticated data input, including username and password fields, from a public source.

· only accept expected data entries and lengths in all input fields, including automated, remote or application-to-application input, if an application is categorized as “High” Confidentiality or “High” Integrity.

· Give maximum consideration to both the short and long term requirements, including the HQ dual PC and Macintosh environments, support for multiple browsers, and data and knowledge reuses.

· Perform an assessment as to the feasibility of using COTS, GOTS, MOTS, and/or custom code to satisfy the requirements of each software application being developed.

Prior to coding and implementation, the contractor shall provide and use modeling/analysis techniques to identify and correct design errors and deficiencies which could cause performance deficiencies or resource utilization and/or contention problems.
3.4 Coding
The contractor shall code and otherwise build application software based on requirements and design specifications approved by NASA. The contractor shall build software applications, establish baseline configurations, and perform such other tasks as are required to make the developed application ready for operational use. Formal configuration management controls shall be adhered to in coding application software.
Prior to NASA acceptance of the software application, the contractor shall prepare documentation, which typically contains the software Version Description Document and an application Implementation Plan, as well as other appropriate application or system documentation, e.g. User and Operations guide.
3.5 Test and VeriFication
The contractor shall:
· Develop an explicit plan for application verification and validation that reflects current industry best practices and takes a life cycle approach to quality management.
· Generate and use test plans, procedures, specifications, and reports. Test scripts and test procedures shall be repeatable and along with the test data, shall be under configuration control.

· Document the test results, deviations from test procedures, and all software anomalies following completion of the testing

· Make the test results available within one business day to NASA for review and/or audit upon request

· Prepare and conduct an acceptance test that demonstrates to the NASA customer the integrity of the application and prove that the application meets specified requirements.

· Test to prove, where applicable, that:

· only accept expected data entries and lengths if an application receives unauthenticated data input, including username and password fields, from a public source.

· only accept expected data entries and lengths in all input fields, including automated, remote or application-to-application input, if an application is categorized as “High” Confidentiality or “High” Integrity.
· Ensure that pilot and prototype applications do not use production data for testing or otherwise, unless specifically approved by NASA.

3.5.1 Application Discrepancies
	3.5.1
	Application Discrepancies

	Requirement
	Provide near error free software 

	Standard
	Incur no more than one (1) Discrepancy Report (DR) post TRR and no more than (1) post ORR DR per release.

	Deliverable(s)
	Monthly TRR/ORR Problem Report

	Measurement Method
	Customer survey and contractor provided metrics


The contractor shall provide a Test Plan and Procedures Document at acceptance containing the test scripts, expected results, actual results, and any waivers.
3.6 Data Conversion

The contractor shall provide data conversion support for moving and migrating data from legacy applications to formats acceptable to new E-Gov or other modernized applications. The conversion efforts require creative and efficient approaches for applying various rule sets for the conversion processes, and for validating and verifying data accuracy. The contractor shall work with the customers and owners of the source and target applications so that they may fully understand the definition and characteristics of the source data and the converted data. In doing so, the contractor shall understand the data conversion rules and provide consultation for improved efficiency and effectiveness in conversion and testing of the data. Further, the contractor shall assist the NASA customers in data reconciliation efforts.
3.7 Training
The contractor shall provide training and related support to customers to facilitate use of the developed and supported applications. Training materials shall be provided by the HITSS contractor.
3.8 IMPLEMENTATION

The contractor shall implement applications in the customer’s computing environment following a successful Operational Readiness Review and pertinent training. In conjunction with this work, the contractor shall:
· Deliver the User and Operations Guide

· Provide customer access to the production software

· Baseline the final application documentation and source code, and maintain the baseline under configuration management control

· Provide an Application Implementation Plan for each software application and release that describes how the software is to be installed, tested and accepted by the user
3.8.1 Application Delivery Schedules
	3.8.1
	Application(s) delivery

	Requirement
	Deliver all applications to the baselined schedule 

	Standard
	Deliver applications on schedule and meet customer requirements, (as specified in approved requirements document)

	Deliverable(s)
	Application(s)

	Measurement Method
	Customer survey


3.9 Configuration Management and Control
The contractor shall establish application baseline requirements for, design, code, test scripts, planned test results, actual test results, and application documentation. The contractor shall also maintain the baselines under configuration management and version number control.
3.9.1 HITSS Catalog of Software Applications 
The contractor shall provide, update, augment, validate, and maintain current a HITSS Catalog of Supported Applications to aid application sharing and code re-use and to serve as a single document reference point for NASA and contractor management and staff for supported and active production applications. The HITSS Catalog of Supported Applications shall include applications that reside on all classes of computer platforms (e.g., mainframes, mini-computers, microcomputers) and networks. This catalog shall also include all web sites that are developed and maintained by the HITSS contractor. It shall be an automated catalog and there shall be an ability to print a hardcopy of the catalog. The contractor shall provide web-enabled access for HITCD and designated customers to the HITSS Catalog of Supported Applications.
3.9.1.1 HITSS Catalog of Supported Applications

	3.9.1.1
	HITSS Catalog of Supported Applications

	Requirement
	Describe software applications supported by the HITSS contract 

	Standard
	Provide automated catalog 30 days after contract start. Update one day after each new application is released. Delivered quarterly.

	Deliverable(s)
	Electronic and hard copies of the Catalog of Supported Applications

	Measurement Method
	Customer survey


3.9.2 HITSS Graphic Application Depiction Document
The contractor shall provide, update, augment, validate, and maintain a graphic depiction of supported and active production applications and Web sites. This graphic depiction will be used by NASA and contractor management and staff to see relationships and characteristics of the various production software applications. It will graphically illustrate the various supported production applications, their interfaces among themselves, the primary software under which each was developed, whether it has a PC or MAC version, or both, whether it is mainframe based and, if so, the software it was written in and the relative size in terms of lines of code, and other meaningful characteristics which may later be defined by NASA and the contractor.

	3.9.2
	Document delivery

	Requirement
	Graphically depict HITSS software applications 

	Standard
	Provide document 120 days after contract start. Update and deliver quarterly.

	Deliverable(s)
	HITSS Graphic Application Depiction Document

	Measurement Method
	Customer survey


3.10 Application Performance
The contractor shall provide tools and perform systems, performance, tuning, and capacity analysis studies for applications. The contractor shall use modeling and/or prototyping techniques to accomplish the sizing and quantifying of data. The contractor shall also support end-to-end, closed-loop performance and tuning testing.
3.11 Other Studies
The contractor shall perform other studies, analyses, assessments, evaluations, and other activities in support of application development including:
· Evaluation of methods and techniques to improve application modifications.

· Studies directed at potential pathways for migrating data and applications to a Structured Query Language (SQL), web-based environments or new applications architecture.

· Support to working groups involved in application development and implementation.

· Pre-release testing, when specifically approved by the performance monitor, of new software tools supplied by contractors.
3.12 Interface Control
The contractor shall coordinate with computer operations and system engineering organizations within HQ and other NASA Installations to properly treat operational and system requirements in the development of applications and in the planning of system capabilities. The contractor shall document, as appropriate, these interfaces via Interface Control Documents and/or Memoranda of Understanding/Agreement.
3.13 Application Status Reviews
The contractor shall conduct a monthly application status review. The contractor may propose the format and full content of the Application Review Package. The Application Review Package will be used by NASA and contractor management and staff as the primary application status source and as the focal point for periodic (monthly) applications reviews. The initial version is due the second Wednesday of the first full month following contract start date, with subsequent deliveries due monthly on the second Wednesday of the month. An electronic version for viewing shall be made available and at least four hardcopies shall be provided to NASA each month. At a minimum the Application Review Package shall contain:
· Metrics charts and graphs

· Metrics tables showing releases and Post ORR and TRR problems by month for the current evaluation period (releases shall be sorted alphabetically in the aggregate and also sorted alphabetically within each application category, and totals shall be provided)
· Listings of all productions applications and web sites by core task and 10.x tasks.

· Schedules for applications currently in work

· A review focusing on the current life cycle phase and status of any problems and issues
3.14 Data Base Management Support
The contractor shall provide data base management support for new and/or enhanced DBMS applications throughout the application life cycle. This support is typified by:
· Programming support for all applications of the DBMS.

· Collecting, analyzing, and screening selected DBMS data (at times from disparate data bases and application platforms).

· Support for trade-off studies regarding selection of COTS, GOTS, MOTS, and open source DBMS products.

· Data administration and data base administration (e.g., the analysis of data arrangement and new data requirements with respect to data format and DBMS capabilities, and the adherence to established standards and guidelines).

· Design and implementation of new data file structures and relations to meet requirements for data base expansion and efficient report generation.

· Support of any movement to an alternate DBMS or computer system.

· Data architecture design, implementation, and enforcement.

· Configuration Management.
3.15 DATA AND DATA BASE ADMINISTRATION

The contractor shall perform the following data administration and data base administration activities.
3.15.1 Data Administration
· Support strategic information planning activities.

· Support implementation of data administration policies established by the Agency and HQ.

· Support implementation of access and security policies established by the Agency and HQ.

· Support implementation of standards established by the Agency and HQ.

· Support customer problem reporting and problem resolution.

· Support data modeling activities.
3.15.2 Data Base Administration
· Provide techniques to support access/security policies.

· Maintain data integrity.

· Perform data base backup and recovery including disaster recovery.

· Support logical database design.

· Support physical database design and implementation.

· Perform data base system performance analysis.

· Data base tuning.

· Data base planning.

· DBMS release management.

· Capacity planning.
3.15.3 Data Base Development

The contractor shall develop physical databases as specified in the logical database design and the physical database design. The contractor shall generate necessary test data to populate the databases and update the physical database designs to reflect the final product. The contractor shall develop a unit test procedure for software to be tested. Test data, and expected and actual results shall be under configuration control.
The Logical Data Base Design and the Physical Data Base Design shall be documented and presented at the PDR and CDR (or the single design review if PDR and CDR are combined into a single design review). Data element and types, primary and secondary key fields, and dependencies among data shall be identified. Other pertinent characteristics shall be presented as determined by the contractor or directed by NASA.
3.16 Applications Software Management
The contractor shall adhere to FIPS (Federal Information Processing Standards) and Agency Standards, and may propose other standards to be followed.
3.16.1 Software Management Guide

The contractor shall develop application software and provide applications maintenance and sustaining engineering in accordance with a NASA approved Software Management Guide (SMG) developed by the contractor. The SMG shall be provided by the contractor not later than 30 days after the basic contract start. The SMG shall consider size and complexity of applications, and address both object-oriented and traditional (e.g. waterfall, spiral, etc.) application development methodologies and shall be updated as appropriate. This SMG is the baseline document that identifies the life cycle method or methods that will be used by the contractor and may include provisions for prototyping and rapid application development. The SMG shall include software management and development details and shall include specific sections for Software Standards and Procedures, Software Configuration Management, and Software Assurance. The SMG shall incorporate NASA software policies and guidelines, specifically NASA Procedural Requirements (NPR) 7150, NASA Software Engineering Requirements.
	3.16.1
	Software Management Guide

	Requirement
	Identifies the life cycle methods that will be used by the contractor

	Standard
	Provide SMG 30 days after contract start. Updated and delivered as required.

	Deliverable(s)
	Electronic and hard copies of the SMG

	Measurement Method
	Customer survey


3.16.2 Software Management Plan

A Software Management Plan shall be provided by the contractor for each application release to document the lifecycle approach, i.e., applicable steps and phases, from the SMG that will be used for that release. The plan shall be followed for that release. The contractor shall collect, analyze, and report software metrics commensurate with the needs of monitoring each application.
	3.16.2
	Software Management Plan delivery

	Requirement
	Identifies the life cycle approach that shall be used for a specific software release.

	Standard
	Provide Software Management Plan 30 days after contract start. Updated and delivered as required.

	Deliverable(s)
	Electronic and hard copies of the Software Management Plan

	Measurement Method
	Customer survey


3.17 Prototyping
The contractor shall use prototyping and rapid application development (RAD) methods primarily where required to clarify application and system requirements and secondarily, where appropriate to reduce design, development, and implementation risks. Use of RAD and prototyping in no way reduces or eliminates the need to document or test an application before it goes into production. Prototyping shall not use production data.
3.18 Information Engineering, AND Flow Analysis
The contractor shall employ, where appropriate (i.e., effective, efficient, and economical), an information engineering methodology for software applications development. The information engineering results shall improve how information is stored and represented, is transmitted through networks in multimedia forms, and is processed for various services and applications. It shall provide a blending of engineering principles and business best practices to create and manage high-quality, strategic information infrastructures for NASA HQ.
The contractor shall conduct, where appropriate, information flow analyses (or a fully comparable methodology), which document the information processing and utilization activities for the enterprise. 
4 SYSTEM ENGINEERING, INTEGRATION, PATHFINDING and TELECOMMUNICATIONS SERVICES
4.1 SYSTEMS ENGINEERING, INTEGRATION AND PATHFINDING 

Systems Engineering support at NASA HQ encompasses advanced technical support across a wide breadth of activities. The contractor shall have detailed knowledge of emerging industry, Internet and NASA IT strategies and technologies in order to effectively support NASA HQ decisions on strategic and tactical direction, systems integration, operational problems or anomalies escalated for analysis and recommendation, and Agency service integration. The contractor shall also be required to conduct path finding efforts in support of developing or deploying new services or technologies and will be tasked with conducting or participating in IT workshops and strategy sessions at NASA HQ and at other Centers. In order to effectively evaluate impacts or issues in integration, upgrades or introduction of new capabilities, the contractor shall maintain in-depth knowledge of the HQ IT Security Perimeter, the internal and external networks, and the systems and services that are hosted within the HQ infrastructure. Systems Engineering is often called on to lead technical requirements gathering, development of technical white papers, and to lead prototype or pilot activities. Often these pilot activities require supporting logistics, the build-out of service architectures, integration strategies and coordination with IT Security, Operations, Customer Service, other contractors and Centers, and various participants. All of these activities shall be coordinated with IT Security during all phases to ensure proper security requirements are met. Systems engineering shall pay particular attention, ensuring that solutions are not promised, committed, recommended or suggested through procurement to NASA prior to IT Security review of requirements and potential solutions.
The contractor shall maintain and operate a systems engineering and testing facility (SEF) for the use of all HQ customers. Contractor testing may not occur on a NASA production network without the explicit permission of the COTR prior to testing. This facility operation requires the contractor to have detailed knowledge of the environments to be replicated or the new direction being contemplated. The contractor shall be responsible for applying technologies in support of customer tasks encompassing deployment of web, multimedia, or virtual environments, maintaining optimum configuration controls, scheduling individuals, and support to ensure that the correct hardware and software is on hand. Specific tasking in support of this work follows.
4.1.1 Systems Engineering Performance Metrics
	4.1.1
	System Engineering Performance Metrics

	Requirement
	Provide performance metrics for customer approval

	Standard
	Metrics delivered to customer for approval within 2 weeks of contract start. Reports provided by the 3rd of each month for the previous month’s performance. Customer satisfied with quality.

	Deliverable(s)
	Performance metrics proposal for customer approval and thereafter monthly

	Measurement Method
	Customer survey


4.1.2 Project Support

The contractor shall provide Systems Engineering support which ensures that proposed implementations provide an integrated approach with respect to existing HQ IT systems, IT Security, other work in progress, and applicable NASA policies, standards, and methodologies. This integrated approach shall encompass the architecture, equipment, software and data associated with the HQ environment. There may also be a requirement to enhance or extend a service or capability within HQ, to other NASA Centers or to customers outside the Agency. In addition, the contractor shall be responsible for staying current with evolving systems designs and implementations to ensure integration with other NASA systems or services (e.g. ODIN, IFMP, etc.). 
4.1.3 Other Studies
The contractor shall perform other studies, analyses, assessments, evaluations, and other activities in support of systems engineering and IT architecture including:
· Evaluation of methods and techniques to improve service delivery, or the customer experience.

· Studies directed at potential pathways for migrating data and applications to handheld devices, knowledge visualization, and single authentication mechanisms.
· Support to working groups involved in networks, directories, messaging, ontologies, virtual work space, procedure development and others in support of the HQ Chief Information Officer.
· Pre-release testing, when specifically approved by the performance monitor, of new monitoring, management, or operating systems, load balancers, network subsystems, video integration and other tools supplied by contractors or available in open source.
4.1.4 Engineering support for HQ IT Infrastructure
The contractor shall provide engineering support for the operations, maintenance and enhancement of the NASA HQ IT infrastructure as follows:
· Provide assistance with the design, installation, configuration, testing, securing, upgrade, and diagnoses and resolution of problems, including all servers, gateways, routers, switches, network and inter-networking configurations, firewall security and performance monitoring systems, backup and storage solutions and any other system or subsystem relating to the HQ IT infrastructure.

· Perform as required, an evaluation of the feasibility, applicability, trade-offs, and desirability of equipment, software, and service enhancements and upgrades to improve either the network or services. Also, plan, define, design, develop, acquire, implement, sustain and maintain HQ systems, equipment, software, and services, including enhancements, upgrades, and new capabilities.
· Conduct a penetration test prior to the solution going production for all solutions for which the public will or may have access.
4.1.5  System Engineering Requirements

The contractor shall collect, interpret, generate, and document requirements for IT systems. The documented requirements may be implemented by the HITSS contractor, the Government, or another Government contractor.
4.1.6 Systems Engineering Design

The contractor shall develop designs to meet the documented requirements. The contractor shall develop specifications for systems, components, equipment, and software, services and supplies that implement the design. Designs shall be consistent with Internet, Industry, Agency and / or HQ standards, architecture or design targets (e.g. High Availability) and guidelines, as appropriate, including a rigorous application of design-to-cost methodology. The contractor shall prepare written documentation of all designs, in accordance with industry and government standards, for NASA approval. All designs shall be coordinated with the HQ IT Security team to ensure that risks are minimized and that security requirements are being adequately addressed and satisfied.
4.1.7 Designs Reviews

The contractor shall conduct design reviews to ensure that a design maximizes adherence to requirements and architectural targets, commonality, consideration of human factors (e.g. usability, training), engineering principles (e.g. extensible and Highly Available architectures), minimizes security risks, and effectively and efficiently uses HQ and/or NASA IT resources. The contractor shall conduct design and specification reviews and/or submit the documents during a Configuration Control Board (CCB) for approval. When appropriate, projects shall go through Preliminary Design Review (PDR), Critical Design Review (CDR), Test Readiness Review (TRR) and the Operational Readiness Review (ORR). The contractor shall identify which new projects will require this focus.
4.1.8 Technology Assessments, Working Groups and Support for the NASA Chief Information Officer (CIO)
In support of futuristic path-finding and technical reviews, the contractor shall provide assessments of white papers, initiatives or the proceedings from working group sessions that are conducted under the auspices of the NASA Chief Information Officer (CIO). This may include actions coming directly from that office, ones assigned by the HQ CIO or Deputy, or from an IT working group. The contractor shall also conduct technology assessments that evaluate emerging IT technologies and services that have not yet been introduced to the NASA HQ IT environment to determine their applicability, feasibility, trade-offs and cost-benefit to HQ or the Agency’s mission, customer or project support requirements. The contractor shall deliver each assessment in a written document.
4.1.8.1 Chief Information Officer (CIO) Working Groups
	4.1.8.1
	Working Groups and Support for the Chief Information Officer

	Requirement
	The contractor shall actively participate in and monitor activities of identified working groups and report through status documents. Responses to position papers and assessments of technologies proposed, impacts to HQ and impacts to NASA information architectures shall be generated, briefed and documented. 

	Standard
	98% of the actions that require a response from the HQ CIO will be completed on schedule.

	Deliverable(s)
	Technology assessments that clearly and accurately articulate the goals, issues, impacts or trade-offs.

	Measurement Method
	Customer Survey and contractor provided metrics


4.1.9 Internet Engineering Research and Development

The contractor shall perform research and development activities that are extensible to the Internet community as well as NASA’s community. These activities include but are not limited to: 1) the use of broadcast or on-demand video and audio; 2) web-enabled transactional systems; 3) interactive web applications; and 4) data entry and mining across multiple data sources.
4.1.10 Development and Integration Activities among Wide-Area, Metropolitan-Area, and Local-Area Networks

The contractor shall perform development and integration activities, which include preparation and execution of pilot programs that may augment the HQ connectivity to the Wide-Area Network. Examples include alternate routes to SEF, additional (fail-over and/or parallel) connections to the NASA WAN service or commercial services, commercial provisioning of dial-in and broadband services, and/or commercial hosting of Virtual Private Network (VPN) service. 
4.1.11 The Systems Engineering Facility (SEF)

The SEF, located in the HQ Building, is an accessible but controlled facility to enable Systems Engineering and any other NASA HQ customer physical resources for testing and evaluating changes to existing services or impact to proposed HQ network systems and services. Testing and evaluations are not allowed on production systems or most of the NASA HQ networks. The SEF provides platforms for testing alternatives for satisfying new IT requirements at HQ. As a result the SEF configurations shall alternatively mirror the current HQ environment and possible future environments. The contractor shall operate and maintain the SEF. The contractor shall be responsible for coordinating and scheduling customers (e.g. Mission Offices, ODIN, IFMP or other contractors) who use the facility. Reasonable effort shall be made to assure that the facility is available for those who need it. The contractor will be responsible for assuring that the configurations match as closely as reasonably possible the actual conditions expected in deployment. The contractor shall setup, configure, and test major network equipment and software contractor products in use at HQ; test and integrate new contractor products with existing HQ network products; and benchmark and conduct demonstrations of emerging networking technologies and make recommendations to their customers and to the performance monitor. All test results will be coordinated with the HQ IT Security team to ensure that risks are minimized and that security requirements are being adequately addressed and satisfied.
4.1.11.1 SEF Configuration and Availability Report
	4.1.11.1
	SEF Configuration and Availability Report

	Requirement
	Testing shall be conducted in an environment that resembles the environment that the system will be deployed in and coordinated with the requestor. Availability to the SEF shall be provided through scheduling.

	Standard
	95% of the SEF configurations are appropriate for the applicable testing scenarios and available as scheduled by the requestor.

	Deliverable(s)
	The SEF is available and configured to meet the requestors’ requirement(s).

	Measurement Method
	Customer survey and contractor provided metrics


4.1.11.2 SEF Testing
	4.1.11.2
	SEF Testing

	Requirement
	Perform testing to determine compatibility with existing environment and provide test support when performing compatibility testing.

	Standard
	Test all new products for compatibility against the existing environment to avoid post deployment compatibility problems. Provide test support to avoid post deployment compatibility problems.

	Deliverable(s)
	SEF Test Results Report upon testing completion and SEF test support 

	Measurement Method
	Customer survey and contractor provided metrics


4.2 agency and other special Initiatives

The contractor shall assist in planning for and accomplishing the IT integration necessary to implement Agency initiatives at HQ. In some instances this support includes ensuring that cross-Center and cross-Agency systems work effectively and can exchange information while adhering to NASA IT security requirements.
In supporting the provision of services by a NASA Center, another Federal agency, or a private entity to NASA HQ, or by NASA HQ to another organization, the contractor shall coordinate seamlessly with external contractors in order to achieve successful implementation. Coordinated activities may include, for example, assistance in the development of extended and distributed service models; drafting of memoranda of agreement; customer debugging and trouble analysis; performance and acceptance testing; migration of an application and related sub-services; enhanced backup and restoration services; coordinated maintenance outages; co-development of fault tolerance, load balancing, and virtual access capabilities; and, distributed rules-based message storage.
The contractor shall provide technical support to NASA HQ in the development of Memoranda of Understanding and other agreements (such as letters of commitment) between NASA and other agencies.
The contractor shall provide support to major initiatives, such as the examples listed below:
· Analyses of tools and techniques for identifying, capturing and storing electronic records.

· Analyses leading to recommendations for the adoption of specific IT tools and capabilities, such as extensible markup language (XML) development environment tools.
· Analyses to assist NASA in determining the feasibility, costs, and benefits of procuring Agency-wide licenses for certain software products.

· Integration of Voice over Internet Protocol (VoIP) with desktop video conferencing.
· Analyses for the Office of the Chief Engineer in support of the adoption Agency-wide of a standard set of program/project management tools (including risk management tools) and how to best integrate the tools with existing capabilities, such as IFMP.

· Engineering and analyses support for ability to "plug and play" a customer’s laptop/workstation at any Center and to use any workstation at a NASA Center to access customer information, even if the customer normally resides at a different Center.

· Engineering and analyses support in development of wireless capability to allow reporters to connect to the Internet while at NASA, as well as integration of Digital NASA TV with the NASA Wide Area Network (WAN) and with the Internet.

· Analyses of proposed IT standards for the purpose of making recommendations on their suitability and appropriateness for adoption by NASA.

· Analyses of existing NASA Centers’ capabilities for data mining and visualization of information, e.g., trends, that could be applied to work performed at HQ offices.

· Analyses support for deployment of an Agency-wide Electronic Messaging solution.
4.2.1 NASA Integrated Services Environment (NISE)

NASA is implementing a NASA Integrated Services Environment (NISE) that will provide consistent identity, directory, and account management services for NASA employees, contractors, and affiliates. Over the next several years, HQ IT systems will be required to integrate with these Agency services.
The contractor shall maintain awareness of, and provide feedback as requested to the NISE project team through participation in regular team email discussions, weekly teleconferences, quarterly face-to-face meetings, and other team collaboration activities. The contractor shall ensure that new HQ products and services are aligned with the requirements of NISE and shall transition existing products and services to NISE as identified in the NISE Project Schedule.

NASA will implement NISE using an integrated IT infrastructure designed using standards-based systems and processes. In areas where standards-based solutions are not available or cost effective, NASA will conduct trade-off analyses to ensure that the best available solution is initially deployed.
The initial components of NISE are:
· Identity Management System (IDMS). The authoritative source of validated identities for NASA. 

· Cyber Identity Management System (CIMS). A unified directory that provides a secure, reliable, and accurate source for retrieving and managing end user IT identity and locator information such as name, title, expertise, organization, location, phone number, e-mail address, and other information.

· NASA Account Management System (NAMS). A secure, consistent, expedient and accurate account management environment across NASA. NAMS also will improve security and auditing capabilities, and will reduce the cost of managing accounts within networks, applications, databases, and systems across NASA Centers and facilities.

Examples of NISE activities the contractor shall support at NASA HQ are:

· Review and modification of existing HQ-internal account management processes (new account issuance, user account management, and account removal) into alignment with NAMS and CIMS.

· With an ultimate goal of “single authentication” to all HQ IT services, the contractor shall review and modification of existing HQ applications that require account authentication to utilize NISE services both for obtaining and storing authentication information.
4.2.2 Homeland Security Presidential Directive 12 (HSPD-12)
On August 27, 2004, President Bush issued Homeland Security Policy Directive HSPD-12, Policy for a Common Identification Standard for Federal Employees and Contractors. HSPD-12 is intended to aggressively address the wide variations in the quality and security of forms of identification used to gain access to Federal facilities where there is potential for terrorist attacks. It establishes as policy the United States’ intention to enhance security, increase Government efficiency, reduce identity fraud, and protect personal privacy by establishing a mandatory, Government-wide standard for secure and reliable forms of identification issued by the Federal Government to its employees and contractors (including contractor employees).

To address these requirements, NASA will issue new badges to employees and contractors who require long-term access to its facilities and information systems. The Common Badging and Access Control System (CBACS) is currently being deployed to issue new badges that adhere to the FIPS 201 smart card standards requiring a digital certificate for access control and authentication to IT resources.

The contractor shall maintain cognizance of OMB guidelines and deadlines, and shall support the local implementation of CBACS at NASA HQ. Additionally, the contractor shall perform the work efforts required for the HQ infrastructure to support the issuance, maintenance and use of FIPS 201 compliant smart cards (e.g. card readers, authentication services, digital certificate authorities, network and application integration, etc) in time to meet federal and agency deadlines.

NIST Federal Information Processing Standard (FIPS) PUB 201 establishes standards to address the requirements of HSPD-12. The Office of Management and Budget (OMB) officials have proposed guidelines and deadlines for federal agency compliance with the security and interoperability requirements established by FIPS PUB 201.
4.3 System Integration

The contractor shall provide system integration support for hardware and software solutions utilized by NASA HQ. The efforts shall include integration into the existing NASA HQ software and hardware architecture, including various Web browsers, database engines, reporting tools, networks, servers, and other infrastructure elements. System integration performed by the contractor shall support the diverse HQ computer platforms including Wintel, Apple, and UNIX computers. The contractor shall perform requirements specification, assessment, testing, and integration of Commercial-Off-The Shelf software (COTS) and Government-Off-The-Shelf software (GOTS) products for IT solutions sponsored by HQ offices for implementation across NASA HQ and NASA Centers. This work will require close coordination within the contractor organization, with NASA, and other involved parties.

In proposing solutions to NASA HQ for new capabilities, the contractor shall look first to approaches and capabilities already in place in the Agency that may be used. Open source products, existing GOTS, and COTS solutions shall be given primary consideration over the development of custom software.
The contractor shall adhere to Agency policy documents (for example, NPR 7120, and NPR 7150, as directed), but on occasion specialized requirements dictate that the contractor, solely upon the direction of the sponsoring HQ office, shall use other documents to supplement or replace NASA governance documents.
4.4 new technologies

The contractor shall proactively identify, assess, and, upon direction from NASA, deploy new and emerging information technologies within HQ and across NASA. The scope of this support includes assisting NASA in integrating new technologies into new and existing systems, as well as into the Agency’s IT infrastructure, once approved for deployment by NASA.
The contractor shall assist NASA in understanding the contributions specific new technologies can make to meeting NASA’s goals, the capabilities and maturity of new and emerging information technologies, risks associated with their adoption, alternative technologies (new or existing) that NASA should consider, how they may fit into the NASA Enterprise Architecture, the best timing for insertion of new technologies, and their life cycle costs.
By way of examples and upon issuance of Service Request by NASA, the contractor shall:
· Analyze the capabilities and limitations of the multiple portable and hand-held devices in use at HQ, and recommend how they should be used and whether a single device can and should supplant the multiple devices in use today.

· Provide analyses and recommendations for improved solutions for storing and ensuring the security of sensitive but unclassified data on handheld units and other portable devices.

· Provide technical assistance in learning about and ensuring the availability of new, accessible IT solutions, including telephones, software, video captioning, screen magnifier, and similar products.
4.5 Collaboration

The contractor shall provide support for collaboration efforts within NASA and with its external partners, such as industry, academia, other government agencies, and foreign space agencies. Assistance required includes evaluation, testing, and support of collaborative tools (e.g., the ability to markup documents in real time with staff located at NASA Centers and instant messaging), preparation of training and procedural documentation for use of the tools, and potentially operation of collaborative tool environments. Collaborative capabilities shall function on the Agency’s diverse set of computer platforms. In providing support for collaborative environments, the contractor shall work in a cooperative fashion with technical personnel in other organizations, including foreign countries. In some cases, sensitive but unclassified information must be exchanged securely between NASA (e.g., the Office of Security and Program Protection) and other Government entities such as the White House, Department of Homeland Security, and the Department of Defense. The contractor shall follow security procedures specified by NASA as well as good practice in protecting sensitive information.
The contractor shall provide support to NASA HQ in improving collaboration via video teleconferencing systems (ViTS). The existing ViTS capability at HQ is not conducive to collaboration in that participants essentially can see only the screen and do not face each other. The contractor shall recommend improved video teleconferencing solutions (for large and small conference rooms, as well as desktop capabilities) to allow better telepresence and telework, reducing the need and cost of travel.
Due to limitations of office space at the NASA HQ building at 300 E St. SW in the District of Columbia, some HQ organizations are re-locating to diverse off-site locations within the District of Columbia and suburban locations. The contractor shall provide the services and products described in this solicitation in support of these HQ organizations in their offices away from the HQ location. The contractor shall assist HQ organizations that are located off-site from the NASA HQ building proper in working collaboratively with both those organizations still located within the HQ building, as well as other off-site HQ organizations. Personnel from off-site HQ organizations visiting the HQ building need wireless and other forms of support to ensure that they are productive while at HQ. The contractor shall propose and implement, upon NASA direction, creative solutions that help all HQ organizations, regardless of location on or off-site, to work together in a productive manner. The contractor shall develop and implement solutions (e.g., single sign on) that allow all HQ employees to work seamlessly across all NASA locations and systems.
The contractor shall be cognizant of NASA-funded, groundbreaking IT initiatives in progress throughout the Agency that could be gainfully applied to work the contractor is called upon to perform under this solicitation.
The contractor shall be proactive in sharing widely with NASA HQ offices specifics of the work the contractor is performing under tasks for HQ organizations so that other HQ offices are aware of the work and can take advantage of new capabilities, lessons learned, etc. Similarly, the contractor shall also bring proactively to NASA’s attention the work the contractor is performing outside of NASA in cases where NASA HQ could benefit from the contractor’s efforts and insights, to the degree that the contractor is permitted by its non-NASA customers to share such information with NASA. The contractor shall develop and maintain a web-enabled catalog of such activities that is easily accessible by all HQ offices.
The contractor shall work with support personnel from other HQ contracts in a collaborative fashion to deliver to NASA HQ integrated solutions and to assist those other contractors in adhering to HQ process requirements such as the Configuration Control Board process.
5 NASA HEADQUARTERS IT OPERATIONS & COMPUTER CENTER (NHCC) SUPPORT

5.1 GENERAL

The HQ IT Operations is comprised of four major areas (1) Network, (2) Servers, (3) Operations & Production Control, and (4) Telecommunications. All four major areas have elements in common, e.g. monitoring for performance and availability, capacity planning, reporting, and recovery processes. Most of theses areas are in turn comprised of related but discreet focus areas within them; for instance, the Network is comprised of Wide Area Network interfaces, the edge networks, internal networks and remote access services.

HQ IT Operations is responsible for the availability, reliability, and uninterrupted service of all hardware and software in the NHCC.  The NHCC includes the Network Operations Center (NOC) and the Server Operations Center (SOC).  The NOC includes support for both Wide Area Network (WAN) interfaces and Local Area Network (LAN) while the SOC supports build out of new servers, installs applications software on production servers, and eliminates system vulnerabilities. The NOC and SOC are comprised  of switches, routers, proxies, VPN devices, analog service, monitoring equipment and network devices that reside behind the IT Security Perimeter and collectively provide a communications service and network connectivity infrastructure for the NASA HQ building and extended locations. The NHCC also consists of servers, computers, appliances, backup devices, storage devices and media, web streaming devices, monitoring, and other similar systems that reside within the HQ computer room and collectively provide customers with IT services such as databases, file storage and sharing, application and web hosting, authentication, VPN, printing, telecommunications, and directories.
In addition to the IT services hosted at HQ, the HQ IT Service provisioning also includes services hosted by the NASA Data Center (NDC) at the Johnson Space Center (JSC) and the NDC at the Marshall Space Flight Center (MSFC). JSC and MSFC NDC-hosted services include email, calendaring, instant messaging, collaboration and file sharing, task management, and contacts. These services are referred to as the HQ Enterprise Messaging Implementation (HEMI). The NDC also provides main frame services for HQ, including the HQ Logical Partition (LPAR).
5.2 Network Operations Center (NOC)
5.2.1 Headquarters IT Operations, Wide Area Network (WAN) Interface & Perimeter Control
5.2.1.1 Description

The WAN Interface & Perimeter Control personnel are responsible for providing performance and utilization monitoring, access, change, and problem management, support coordination with Wide Area Network (WAN) and Metropolitan Area Network (MAN) providers, change management to firewall rule sets, monitoring and management of services used by customers to transit the edge networks (dial-in service, VPN services (SSL service portals and traditional), monitoring and management for connections to remote sites where NASA HQ has extended its IT network presence to temporary locations or designated satellite offices, security coordination and escalation with internal and external officials, and escalation support in problem resolution. Support for critical HQ systems include but is not be limited to switch connections to NASA Integrated Services Network (NISN), border routers, firewalls, proxy servers, intrusion detection and other monitoring systems, switches, DNS servers, and VPN appliances. The purpose of WAN Interface & Perimeter Control is to maintain and ensure the continuity of service to HQ customers and services; to ensure correct fail-over or parallel connectivity; to ensure protection from malicious attacks; to report anomalous network behaviors; to coordinate analysis to resolve either technical or security issues related to the networked services (including all network-based systems within the assigned logical boundaries of NASA HQ); and to monitor for attempted unauthorized penetration (hacker attempts) into HQ systems. Network monitoring shall include a clear and complete understanding of all internal network protocols used and associated internal-to-internal and internal-to-external source(s)/destination(s). It also provides the single point-​of-contact for resolving operations problems outside of the network responsibilities of HQ. WAN Interface & Perimeter Control will also provide information on utilization of network resources and support NASA during the planning stages of network implementation as to network capacity, performance monitoring, etc. Located in the HQ Building WAN Interface & Perimeter Control personnel are integrated into the HQ Network Operations Center (NOC). 
5.2.1.2 WAN Interface & Perimeter Control Primary Duties

The contractor shall provide performance, capacity and anomalous behavior analysis, status and reporting on a 24X7 basis. This often requires the insertion of equipment into discrete network components or devices in order to identify and isolate anomalous conditions. Data harvested and additional facts often have to be escalated for further analysis and prompt resolution. The contractor shall provide on-call continuous support. The contractor shall respond to the automated pager system interfaced to NOC equipment within 15 minutes and arrive on-site, if necessary, within two hours of the initial page.
5.2.1.3 Service Level Goal 

The contractor shall monitor established networks service level goals for the Border Router, switches, firewalls, VPN appliances and other HQ network systems and subsystems, which together comprise the WAN interface and perimeter controls and provide updates to Operational Anomaly Summaries, Router & Firewall Subsystem Utilization & Anomaly Reports, ITS Activity Notifications and similar tracking, availability and performance statistics in a timely manner.

5.2.1.3.1 Suspicious Activity Monitoring and Reporting
	5.2.1.3.1
	Suspicious Activities Monitoring and Reporting 

	Requirement
	Categorize activities as either security, equipment, service or software related on a 24x7 schedule, provide recommendations and take appropriate actions

	Standard
	Investigate 99% of all anomalous activities within one hour. If the anomaly is concluded as a security incident, report to the HQ CERT immediately. If the anomaly is concluded to be equipment, service or software related, report to the performance monitor and take appropriate action(s)during normal working hours and within 3 hours for after hour occurrences

	Deliverable(s)
	Equipment, service or software related Activities Report: Daily and monthly reports on the exact nature of the activity. Security incident reporting will follow the HQ Incident Response Process 

	Measurement Method
	Contractor provided metrics


5.2.1.3.2 Internal Network Monitoring
	5.2.1.3.2
	Monitoring of internal –to-internal and internal-to-external network traffic

	Requirement
	Track and justify all internal-to-internal and internal-to-external network traffic including network protocol used and source/destination.

	Standard
	Investigate 99% of all unknown network protocols used or source/destination within 8 business hours of discovery

	Deliverable(s)
	Network Traffic Report: Monthly reports on the exact nature of the activity with justification 

	Measurement Method
	Contractor provided metrics


5.2.1.4 WAN Interface and Perimeter Control Operations, Maintenance and Engineering Support
The contractor shall operate and maintain all of the systems and subsystems that together comprise the HQ WAN Interface and Perimeter Control, which provide network connectivity to the Internet, Centers and other entities for the HQ customer community.
The contractor shall develop, acquire, sustain, operate, or recommend network system service enhancements, upgrades, or new capabilities. Proposed implementations shall provide an integrated approach with respect to existing systems, IT Security, other work in progress, and applicable policies, standards, and methodologies. The contractor shall support the network capabilities at levels that ensure that the network availability ​requirements are satisfied. This support shall quickly respond to changes in technology, IT Security requirements, dynamic requirements and system, equipment, software, service, and carrier outages. The contractor shall advise HITCD as early as possible of the need for outages or reduced services due to new security threats, IT Security incidents, investigations of anomalous behaviors, equipment failure, or other contingencies that cannot be scheduled. Operations shall be enhanced through the use of integrated management tools (e.g. Openview).
The contractor shall provide planning, definition, design, development, acquisition, implementation, maintenance and sustaining engineering support for new network systems and services including Wide Area Network (WAN) connectivity (via routers, switches, load balancers, etc.) to external networks (NASA service, the Internet and/or Metropolitan Area Network connections). The contractor shall also provide coordination and engineering support at NASA HQ for NASA Wide Area provider projects. All activities shall be coordinated with the HQ IT Security team to ensure that risks are minimized and that security requirements are being adequately addressed and satisfied.

5.2.1.4.1 Connectivity to Outside Networks
	5.2.1.4.1
	Connectivity to Outside Networks

	Requirement
	Maintain Internet connectivity and functionality at all times

	Standard
	Maintain connections to the Internet using an OC3 network and provide Quality of Service based on network analysis. Incur no unplanned or unscheduled outages that are the result of any devices or services that are part of the HQ infrastructure.

	Deliverable(s)
	Uninterrupted connectivity to the Internet at expected throughput

	Measurement Method
	Contractor provided metrics


5.2.2 Headquarters IT Operations, Internal Network Operations
NASA HQ has several campus networks including a wireless network for NASA customers, a private network supporting resident workstations and internal services, a public network supporting servers and services whose customers may reside on the HQ campus or external to HQ, a guest network intended for non-residents who require Internet access and access to printing only, a developer network reserved for non-production contractor access, an edge network that hosts dial-in, SSL Portal and VPN service and intrusion detection, server networks and dozens of VLANs supporting resident customers. Firewalls and switches often segment these networks and traffic is monitored and managed to ensure correct security levels are maintained. These networks are comprised of switches, access points, and copper and fiber network cable distributed to over 30 communication closets on 10 floors of the NASA HQ building and extending to some remote locations.
The contractor shall provide operations and maintenance support to all of the network systems and subsystems that together comprise the HQ Internal Networks, which as an infrastructure provides network connectivity to services at HQ from both inside the HQ campus or externally. Operations shall be enhanced through the use of integrated management tools (e.g. Openview).
The contractor shall develop, acquire, secure, sustain, operate, or recommend network system service enhancements, upgrades, or new capabilities. Proposed implementations shall provide an integrated approach with respect to existing systems, IT Security, other work in progress, and applicable policies, standards, and methodologies while maintaining optimum security and performance. The contractor shall support the network capabilities at levels that ensure that the availability ​requirements are satisfied. This support shall quickly respond to changes in technology, IT Security, dynamic requirements and system, equipment, software, service, and carrier outages. The contractor shall advise HITCD as early as possible of the need for outages or reduced services due to new security threats, investigation of anomalous behaviors, equipment failure, or other contingencies that cannot be scheduled. The contractor shall support IT Security incidents according to the HQ Incident Response process and direction from the HQ CERT.
The contractor shall provide planning, definition, design, development, acquisition, implementation, maintenance and sustaining engineering support for new network systems. The contractor shall also provide coordination and engineering support at NASA HQ. All activities shall be coordinated with the HQ IT Security team to ensure that risks are minimized and that security requirements are being adequately addressed and satisfied.
5.2.2.1 Internal Network Performance and Availability
	5.2.2.1 
	Performance and Availability of Internal Networks

	Requirement
	Maintain integrity and distinction of network while ensuring connectivity, availability, responsiveness, security, and functionality at all times

	Standard
	Maintaining connections to the Internet utilizing a combination of 100 Mbps and 1 Gbps network. Provide optimum Quality of Service with an average peak rate of 70%. Incur no unplanned or unscheduled outages that are the result of any devices or services that are part of the HQ infrastructure

	Deliverable(s)
	Uninterrupted connectivity and availability at expected throughput

	Measurement Method
	Contractor provided metrics


.
5.3 Server Operations Center (SOC)

5.3.1 Headquarters IT Operations, Server Operations, network printer support
NASA HQ hosts many special and general purpose servers and associated hardware that together comprise the HQ service architecture for HQ residents and external customers. HQ hosted services include personal and organizational file storage, database and web applications, listserv, Domain Name Service (DNS), RSA SecurID two-factor authentication and Active Directory services, Local Directory Access Protocol (LDAP) directory and certificate authority services, monitoring, intrusion detection, archival, streaming media encoders and other services. These services reside and depend on devices that include UNIX computers, mirrored Network Attached Storage devices, Storage Area Network devices, tape backup units, enterprise tape library system, Intel based computers, appliances, power supplies and monitoring equipment. Much of the current HQ service architecture is composed of Highly Available (HA) designs. The advantage of this architecture is (1) if a hardware failure occurs in a file server, the service is maintained on another server and (2) “Jump Start” services enable quick reconfiguration or re-commissioning of service.
5.3.1.1 HQ Hosted Server Operations

The contractor shall assure that quality and timely services are available and performance is responsive to customer expectations. The contractor shall be responsible for coordinating and performing upgrades, hardware/software maintenance, account provisioning, problem resolution, fail-over strategies, service integration, budget planning, engineering, storage administration, capacity planning, security reporting, monitoring and management reporting, and Help Desk coordination. HQ critical support includes, but is not limited to, email, file storage and data recovery, financial system portals, virus filtering, desktop software and message distribution, and transaction logs. Because these services are vital to our customers, vigilant attention to ensure continuity of service and integrity of data shall be provided by the contractor 24 hours per day, 7 days a week. The contractor shall perform regular periodic backups of servers and data storage devices in the NHCC. The contractor shall restore files on an on-demand basis. Further, the contractor shall, on a scheduled basis, conduct quality assurance and process tests for the restoration process. In the event of any contingency operations, the files must be available for recovery of operations at remote sites. The contractor shall support the planning, integration, coordination, and operations required to mirror selected files and storage devices at a designated remote location.
Monitoring and management of server use often requires the insertion of equipment or agents into discrete components, devices, or the operating systems in order to identify and isolate anomalous conditions. The contractor shall study trends, harvest and analyze data from existing management tool databases, develop new processes and procedures, and recommend innovations to ensure peak performance and availability of the service. The contractor shall provide on-call, continuous support and shall respond within 30 minutes to the automated pages from the NHCC equipment and arrive on-site, if necessary, within two hours of the initial page.

The contractor shall operate and maintain all of the servers, data storage devices systems and subsystems that together comprise the HQ Server Operations, which, as an infrastructure, provides services at HQ from inside the HQ campus or externally. The contractor shall deploy and maintain all servers in accordance with the operating system and application configuration benchmarks published by the Center for Internet Security (CIS) as adopted by NASA Headquarters.   The contractor shall develop, acquire, secure, sustain, operate, or recommend system service enhancements, upgrades, or new capabilities. Proposed implementations shall provide an integrated approach with respect to existing systems, other work in progress, and applicable policies, standards, and methodologies while maintaining optimum security and performance. The contractor shall coordinate hosting, relocation, enhancement and debugging activities with application development personnel, system administrators, network operations, the IT Security team, Help Desk, engineering and any other group that may be impacted by a change or require Server Operations to support a change. The contractor shall support the service capabilities at levels that ensure that the availability ​requirements are satisfied. This support shall quickly respond to changes in technology, IT Security threats and incidents, dynamic requirements and system, equipment, software, service, and carrier outages. The contractor shall advise HITCD as early as possible of the need for outages or reduced services due to IT Security threats and/or incidents, investigation of anomalous behaviors, equipment failure, or other contingencies that cannot be scheduled.
The contractor shall provide planning, definition, design, security, development, acquisition, implementation, maintenance and sustaining engineering support for new server systems or subsystems. The contractor shall also provide coordination and engineering support at NASA HQ.
There are currently over 100 multi-purpose printers installed at NASA HQ and local off site locations. The contractor shall provide support and maintenance of VLANs associated with the multi-purpose printers installed at NASA HQ and local off site locations, and when necessary, shall provide assistance in problem resolution and configuring the network settings of printers.
5.3.1.1.1 Server Availability
	5.3.1.1.1
	Performance and Availability of Servers

	Requirement
	Maintain availability, performance and integrity of services at the agreed levels. 

	Standard
	Maintain availability of each server at 99.9%.  
Maintain server based services at “best practices” performance level standards proposed by the contractor and agreed to by the Government during transition.  

	Deliverable(s)
	Uninterrupted connectivity and availability of service at expected performance levels

	Measurement Method
	Contractor provided metrics and routine tests of High Availability services


5.3.1.1.2 Backup Media Integrity and Restoration
	 5.3.1.1.2
	Integrity and Restoration of Backup Media

	Requirement
	Maintain integrity of backup processes, procedures, training, storage and media

	Standard
	All systems within the HQ NHCC should have a scheduled backup and restoration strategy, and a well documented mechanism for storing and retrieving specific media for specific services

	Deliverable(s)
	Documentation of storage schedules, labeled media and targeted service components 

	Measurement Method
	Contractor provided metrics, agreed to restoration tests of randomly selected services


5.4 Headquarters IT Operations, General NHCC Support & Production Control

The operation of the facility includes all of the equipment in the computer room or under control of the NHCC, e.g., the processors, disk storage equipment and tape library, on‑line printers, data entry equipment and any equipment for the logical partition (LPAR) currently located at the NDC.
The contractor shall perform computer system service tasks associated with the NHCC mid-range systems at HQ and the HQ LPAR. These tasks include but are not limited to:
· System software installation

· Management and maintenance.

· Computer operations.
· Capacity planning and performance tuning.

· Configuration management.

· Safety, physical and IT security administration.
5.4.1 Production Job Support

The contractor shall perform the activities necessary for the accurate and timely processing of production computer jobs. These include the development, implementation and maintenance of standardized and documented procedures as required for each system, and control of production libraries.
5.4.2 Production Operations Support

The contractor shall be responsible for all phases of operating NHCC computer systems. Responsibilities include, but are not limited to

· System booting.

· Communication systems initialization.

· Operator console communications and message response.

· Input and output media handling.

· Output quality control.

· Data storage equipment operation.

· File retention.

· Production control.

· Special operations request scheduling.

· Output distribution.

· Job scheduling and submission.

· Files, databases and storage device backup.

· Supply stocking.
· Mail distribution.

5.4.3  Production Shift Support 

The NHCC systems shall be available 24 hours a day, seven days per week, except on designated holidays. The NHCC shall provide customer support from 6 AM to 6 PM after which time production jobs and backups shall be performed. With the prior approval of the COTR, operation during Government holidays will be scheduled at the request of the HITCD.
5.4.3.1 Job Output Metrics
	5.4.3.1
	Job Output Processing Ratio

	Requirement
	Perform all activities to insure accurate and timely delivery of output products to customers

	Standard
	Deliver 99% jobs within 1 business day

	Deliverable(s)
	Printed output and Job Output Processing Ratio Report, delivered 1 month after start date, and monthly after that

	Measurement Method
	Customer survey and contractor provided metrics


5.4.4 Environmental Control Support

The contractor shall continually monitor the environmental control systems for the NHCC to ensure safe operations and coordinate closely with facility operations at HQ to effectively ensure that electrical distribution, HVAC and similar services are upgraded or maintained without negative impact on any of the equipment or services run out of the NHCC. Additionally, the contractor shall maintain strict and orderly computer rack and wire distribution, maintain continuously updated “as-built” diagrams and maps of the NHCC and be responsible for a clean, clutter free, professional environment.
5.4.5 Customer Support

The HITSS contractor shall provide Level 2 support to the NASA HQ customer community for applicable help desk tickets and pages, which include support to HEMI, IFMP, and other agency initiatives. Help Desk calls for the HITSS contractor are currently routed from the ODIN contractor to the HITSS contractor using the Remedy help desk system. The contractor shall be paged when a ticket is determined to be an urgent request. The contractor shall ensure that all appropriate action is successfully completed, and that the help desk ticket is closed in a timely manner.
5.4.5.1 Problem Management Report
	5.4.5.1
	Problem Management Report

	Requirement
	Respond (commence problem investigation) to problem notifications

	Standard
	For Prime Time Hours (6 am to 6 pm on business days) 

Respond to application password reset requests within 10 minutes, and accomplish reset within 30 minutes 90% of the time.
For system outages effecting more than 1 person respond within 5 minute with a continuous effort applied until the outage is mitigated.
For all other hardware or software problems respond within 30 minutes with a fix accomplished within 12 business hours 90% of the time.
For questions not involving a failure respond within 4 hours and provide an answer within 3 business days.
For non-prime time hours (all hours that are not prime time)
Respond to application password reset requests within 60 minutes, and accomplish reset within 120 minutes 90% of the time.

For system outages effecting more than 1 person respond within 30 minute with a continuous effort applied until the outage is mitigated.

For all other hardware or software problems respond within 240 minutes with a fix accomplished within 12 business hours 90% of the time.

For questions not involving a failure respond within 4 hours and provide an answer within 3 business days.

	Deliverable(s)
	Report on response times, ticket aging, and customer satisfaction, delivered 1 month after start date, and monthly after that

	Measurement Method
	Customer survey and contractor provided metrics


5.4.6 Equipment Upgrade Support

The contractor shall provide a semiannual evaluation of new commercially available equipment for use in the NHCC and provide recommendations to NASA management.
5.4.7 SYSTEM SOFTWARE INSTALLATION, MAINTENANCE AND MANAGEMENT

This responsibility includes:

· Performance and security monitoring.

· Trouble shooting.

· Implementing and maintaining updates, corrections and enhancements to subscription services and other program commercial software package.
5.4.8 Software Support for interface to MSFC NDC
5.4.8.1    HQ on site support

The contractor shall:
· Ensure NHCC software is in operating condition, current, with up‑to‑date maintenance, and is secure.

· Install and/or make updates to system software at a time that will not affect user productivity.

· Develop and maintain required test procedures or simulations to properly test software upgrades, modifications and maintenance.

· Provide an ongoing program to evaluate new commercially available software and provide reports including recommendations to designated NASA management.

· Assure all operational support software modifications are installed, secure, work as expected and that no problems have been detected.

· Prepare a system software implementation test and release plan for each release or software package update and present it for approval of the performance monitor.

· Maintain subscriptions to the OEM system software services.

· Review OEM web sites for failure, security, and enhancement information and install updates or patches as appropriate.
5.4.8.2    Management of the HQ Partition at the NDC

The contractor shall ensure that the HQ LPAR software is in operating condition, current, with up‑to‑date maintenance, and is secure. The contractor shall identify and coordinate partition changes, upgrades, and new software with the NDC contractor and perform testing of partition changes. Additionally the contractor shall participate in daily conferences with NDC personnel.
5.4.9 Technical Documentation 

The contractor shall conduct a monthly Operations status review. The contractor may propose the format and full content of the Review Package, but NASA will agree with the format and content. The Monthly Review Package shall be used by NASA and contractor management and staff as the primary status source and as the focal point for periodic (monthly) Operations reviews. The initial version is due the second Wednesday of the first full month following contract start date, with subsequent deliveries due monthly on the second Wednesday of the month. An electronic version for viewing shall be made available and at least four hardcopies shall be provided to NASA each month. At a minimum the Operations Monthly Review package shall contain:
· Metrics charts and graphs

· Metrics tables showing releases and Post ORR and TRR problems by month for the current evaluation period (releases shall be sorted alphabetically in the aggregate and also sorted alphabetically within each application category, and totals shall be provided)

· Schedules for enhancements, repairs, upgrades currently in work

· A review focusing on the current life cycle phase and status of any problems and issues

The contractor shall develop, implement and/or update technical documentation for the NHCC and NDC partition to include:

· Procedures.

· Policies.

· Operations.

· Guidelines.

· Configuration management.

This documentation shall be maintained in hard copy format and kept at a central on-site location that allows access by Government and contractor personnel.
5.4.10 Performance Monitoring & Management

The contractor shall tune and monitor performance of all system software at the NHCC and shall monitor the NDC for software performance changes and notify the performance monitor accordingly. The contractor shall manage, install and maintain the performance monitoring and capacity planning tools at the NHCC and shall monitor the LPAR for software performance and capacity planning changes and notify the performance monitor accordingly. The contractor shall tune systems and associated software for optimum performance within established security baseline. Changes outside the baseline shall be pre-coordinated and approved by HITCD. The contractor shall assess, with appropriate recommendations, the adequacy and effectiveness of solutions to hardware and/or software problems that are degrading computer system performance.
5.4.10.1 NHCC System Assessment Report

	5.4.10.1 
	NHCC System Assessment

	Requirement
	Provide a system assessment report for the NHCC systems

	Standard
	Provide a monthly report within 3 days of the end-of-the-month summarizing system performance, problems, and providing recommendations for improvements.

	Deliverable(s)
	Monthly NHCC System Assessment Report

	Measurement Method
	Customer survey


5.4.10.2 NHCC System Performance Metrics

	5.4.10.2 
	NHCC System Performance Metrics

	Requirement
	Provide performance metrics for Government approval, which shall demonstrate graphically the adequacy of system resources 

	Standard
	Delivered within 3 days of the end-of-the-month and customer satisfied with quality

	Deliverable(s)
	Monthly System Performance Metrics Report and trend analysis reports

	Measurement Method
	Customer survey


5.4.11 NHCC CAPACITY PLANNING AND PERFORMANCE TUNING

The contractor shall provide capacity planning and performance tuning of NHCC equipment, including providing tools. Further, the contractor shall develop, implement and maintain procedures, policies and standards to provide effective performance tuning and capacity planning. Capacity planning and performance tuning shall follow generally accepted industry standards, e. g., Computer Measurement Group (CMG).
5.4.11.1 Capacity Planning Report
	5.4.11.1
	Capacity Planning Report

	Requirement
	Provide capacity trend analysis and growth projections for all supported systems

	Standard
	Provide a monthly report within 3 days of end-of month and customer satisfied with quality

	Deliverable(s)
	Monthly Capacity Planning Report

	Measurement Method
	Customer survey


5.4.11.2 Performance Analysis and Tuning
	5.4.11.2
	Performance Analysis and Tuning

	Requirement
	Analyze performance of all supported systems (e.g. servers, network devices, etc.) and provide monthly reports.  Performance Tuning will be accomplished to improve system performance

	Standard
	Performance Tuning will be accomplished every three months or more as needed on all supported systems

	Deliverable(s)
	A monthly Performance Analysis Report and recommendations

	Measurement Method
	Customer survey and contractor provided metrics


5.4.12 Server Rack and Telecommunications Closet Management

The contractor shall properly label servers, cables and network devices and shall provide means to easily locate server racks, network devices and telecommunication closets. Server facilities and telecommunications closets shall be neatly organized and kept clean at all times. Any safety issues shall be reported and resolved.
5.4.12.1 Server Racks and Telecommunications Closet Safety Report

	5.4.12.1
	Server Rack and Telecommunications Closet Management

	Requirement
	Manage servers racks and telecommunications closets

	Standard
	Neat and well organized server racks, server facilities and telecommunications closets

	Deliverable(s)
	Clean, neat and safe server area and telecommunications closets

	Measurement Method
	Customer survey


5.4.13 Emergency Operation Center(EOC) and Continuity of Operation (COOP) support

NASA HQ has an EOC room located at 300 E St SW. The room consists of workstations, printers, monitors, PA system and network connections. In an emergency, EOC personnel meet in the room to implement necessary actions. Emergency exercises are conducted in the room on a regular basis. The contractor shall provide IT support for the EOC room when needed and during real emergencies.

In addition to an EOC room, NASA HQ maintains a COOP site at Goddard Space Flight Center. The COOP site has a network connection to NASA HQ using a point-to-point VPN. If NASA HQ becomes inaccessible, the site will be utilized by essential personnel to access resources from HQ. A plan is in development to mirror data to a remote site for data failover. The contractor shall assist with the implementation of this capability. The contractor shall maintain and support network connections between NASA HQ, the COOP site, and the remote site for data failover. The contractor shall ensure that all workstations, storage devices and network devices are fully operational.

The contractor shall provide support personnel for training exercises and real emergencies for both the EOC and the COOP sites.
5.4.13.1 EOC / COOP Capability Verification Report

	5.4.13.1
	EOC and COOP Support

	Requirement
	Provide support for EOC and COOP 

	Standard
	Ensure that workstations, storage devices and network devices are fully operational during exercises and emergencies. 

	Deliverable(s)
	EOC room IT devices are functioning properly. Workstations. Storage devices and network connections at remote sites are fully operational. 

	Measurement Method
	Customer survey


5.5 TELECOMMUNICATIONS SERVICES 

The contractor shall perform telecommunications support tasks including telephone service support for telecom billing oversight, pager and cellular telephone support, handheld PDA support for devices that have communications services, as well as provide support for operation of video teleconferencing facilities. The contractor shall also be responsible for the HQ IT cable plant including copper and fiber optic media to support computers, switches, telephones, cameras, television and servers. In addition, the contractor shall evaluate the effectiveness of operations and activities on an ongoing basis and recommend procedural changes for improvement, monitor internal operations and conduct quality control activities to ensure that services are being performed at the highest level, and maintain accurate and complete records.
5.5.1 Budget and Billing Oversight 

NASA HQ, located at 300 E Street S. W., Washington, DC, uses the Washington Interagency Telecommunications System (WITS) contract (GS‑00K89ADH0011) for local telephone service. Service provided is both digital and analog. Analog is mainly used for data and facsimile service. The contractor shall provide support in the planning, budgeting and administration of all telecommunications resources and shall provide support for all telecommunications billing processes.
5.5.1.1 Telecommunications Billing Reconciliation
	5.5.1.1
	Telecommunications Billing Reconciliation

	Requirement
	Verify telecommunications bills as to accuracy and appropriateness, obtain performance monitor’s signature, and submit bills to GSFC for payment

	Standard
	Verify and certify all bills for payment within 5 working days of receipt

	Deliverable(s)
	Telecommunications Billing Reconciliation Report: Monthly report of telecommunication reconciliation activities showing among other items date bill received from GSFC, date verified, date certified and date transmitted to GSFC 

	Measurement Method
	Customer survey


5.5.2 Pager, Cellular Telephone, and Wireless PDA Devices

NASA will acquire local, nationwide and international pagers, cellular telephones, and wireless Personal Data Assistant (PDA) devices -- Blackberries, Treos, and Pocket PCs -- for its customers. However, the contractor shall be responsible for their issuance. For all such equipment, the contractor shall maintain associated records and be responsible for control, accountability, distribution, and degaussing of all data contained on those appropriate devices when returned to the contractor.

The contractor shall provide quarterly billing verification and use analysis of the cellular telephone and wireless PDA device call records and invoices. The analysis shall encompass a 5%, random sample of active customer accounts. The contractor shall analyze call records to verify appropriate use as described in NASA NPD 2540.1D, Use of Government Telephones. In addition the contractor shall review 10% of the active accounts with the highest monthly utilization. These accounts shall be matched to the appropriate calling/usage plans to ensure NASA is obtaining the most favorable rates.

The contractor shall provide operational and engineering support to all issued wireless PDA devices. Operational support includes acquisition, testing, security scanning, preparation, device issuance, configuration, level-2 help desk and break fix support, exchange, turn-in, and disposal. The contractor shall manage a loaner pool for wireless enabled PDAs. Devices from the pool shall be made available for check out only during the business day, by appointment only. Once selected for distribution the device shall be available within two business hours. The contractor shall provide wireless PDA device engineering support to enable the wireless PDA device to be utilized in an optimal and fully functional manner within the constraints of the existing and planned NASA infrastructure.

The contractor shall not be responsible for the purchase of the wireless PDA devices, or for server and communications costs.

Engineering support shall include:
· Anticipating and proposing migration strategies for new technologies and capabilities

· Providing technical and software development advice to HQ wireless PDA device application developers

· Development and implementation of customer training, user manuals, and web user aids

· Integration with the NASA infrastructure and desktops/laptops

The contractor shall deliver proposed metrics for approval within two weeks of contract start. The contractor shall submit metric reports by the 3rd of each month for the previous month’s performance.

In accordance with a government provided format, the contractor shall provide a monthly pager, cellular phone, and wireless PDA device cost report that breaks down each type of device (pager, cellular telephone, or wireless PDA device) cost, by individual and by organization, including costs not incurred by the contractor. The report shall be submitted by the 3rd of each month for the previous month’s performance.
5.5.2.1 Quarterly Billing Analysis of Cellular Telephones and Wireless PDA Devices

	5.5.2.1
	Quarterly Billing Analysis Report

	Requirement
	Provide quarterly use verification on 5% of cellular telephone and wireless PDA device call records and invoices.

	Standard
	Provide quarterly billing analysis report within three weeks after the end of quarter showing account number and usage, costs, and any other appropriate items that may be gathered from NASA NPD 2540.1D. 

	Deliverable(s)
	Quarterly Billing Analysis Report

	Measurement Method
	Contractor provided metrics 


5.5.2.2 Cellular Telephone and Wireless PDA Device Utilization 

	5.5.2.2
	Cellular Telephone and Wireless PDA Device Utilization 

	Requirement
	The contractor shall review 10% of the active accounts with the highest monthly utilization.

	Standard
	Provide monthly utilization analysis report within 10 business days after the end of month showing account number, usage amount, costs and recommendations for savings.

	Deliverable(s)
	Cellular Telephone and Wireless PDA Device Utilization Report

	Measurement Method
	Contractor compares communication rates of the top 10% cellular telephone and wireless PDA device users at NASA HQ accounts to their plans and determines if better rates and savings can be obtained.


5.5.2.3 Pager / Cellular Telephone / Wireless PDA Device Issuance Control

	5.5.2.3
	Pager, Cellular Telephone, and Wireless PDA Device Issuance and Control

	Requirement
	Issue pagers, cellular telephones, and wireless PDA devices and complete paperwork for record keeping

	Standard
	Issue pagers, cellular telephones, and wireless PDA devices within three working days and provide monthly report within three business days of end-of-month showing number of devices issued, date requested and date issued.

	Deliverable(s)
	Pager / Telephone / Wireless PDA Device Issuance Control Monthly Report

	Measurement Method
	Customer survey and contractor provided metrics


5.5.2.4 Pager, Cellular Phone, and Wireless PDA Device cost report

	5.5.2.4
	Pager, Cellular Telephone, and Wireless PDA Device Cost Report

	Requirement
	Issue pagers, cellular telephones, and wireless PDA devices and complete paperwork for record keeping

	Standard
	For all pagers, cellular phones, and wireless PDA devices provide a report that identifies all costs associated with each device. This includes initial cost, data services, cellular phone services, and any other costs associated with acquisition or maintenance, including costs not incurred by the contractor.

	Deliverable(s)
	A monthly pager, cellular phone, and wireless PDA device cost report with costs shown, by individual and by organization, including costs not incurred by the contractor. The report shall be submitted by the 3rd of each month for the previous month’s performance.

	Measurement Method
	Customer survey and contractor provided metrics


The contractor shall issue local, nationwide and international pagers, cellular telephones, and wireless PDA devices. The contractor shall maintain associated records and be responsible for pager, cellular telephone, and wireless PDA device control, accountability distribution, and retrieval. Retrieval shall include following the necessary processes for data removal. NASA will acquire pagers, cellular telephones, and wireless PDA devices.
5.5.3 Telephony Support
NASA HQ is migrating from an ISDN / Centrex telephony system to a high-availability Voice over IP (VoIP) telephony system. The VoIP system consists of servers located at multiple locations. The contractor shall manage all aspects of the VoIP system, to include configuring, maintaining and troubleshooting all VoIP servers and services. The contractor shall also maintain a Telephony Lab for engineering, testing and troubleshooting. The contractor shall register new users and configure their accounts, delete accounts, and modify accounts and system features. The contractor shall provide customer training shall be provided on the VoIP system, including a user handout, user training classes, and desk-side training when necessary. The contractor shall maintain a website with VoIP system information, feature explanations, and frequently asked questions. The website shall also allow customers to change personal features on their cellular telephones.
5.5.4 Video Teleconferencing System (VITS) Support

The contractor shall staff, operate, and maintain the two NASA HQ Video Teleconferencing Control Centers (VTCC). In addition, four Mission Directorates and two Mission Support Directorates have VITS capabilities which will be supported by the contractor. The contractor shall:
· Have an understanding of the functions of the teleconferencing facility with the ability to identify and troubleshoot equipment and environmental problems and correct minor malfunctions.

· Notify the Performance Monitor when NISN or other facility repairs are needed to the video teleconferencing equipment or environment.

· Operate all necessary equipment and facilities to maintain a video teleconference to include establishing conferences, recording conferences, controlling cameras, and monitoring audio/video quality.

· Interact effectively with other NASA VITS users and conference coordinators to ensure that video teleconferences are run in an effective and professional manner.

· Perform various functions related to conference support when not engaged in teleconferencing activities, including responding to telephone requests, scheduling video teleconferences, logging attendees, providing assistance and solving problems, and preparing the facility for teleconferences.
5.5.4.1 VITS Cost Analysis Report
	5.5.4.1
	VITS Cost Analysis

	Requirement
	Calculate the cost avoidance from travel needed due to the use of VITS

	Standard
	Provide a monthly report within 3 days of end-of-month and customer satisfied with quality

	Deliverable(s)
	VITS Cost Analysis Report: Monthly report

	Measurement Method
	Customer survey and contractor provided metrics


5.5.4.2 VITS Customer Satisfaction Survey Report

	5.5.4.2
	VITS Customer Satisfaction Survey Report

	Requirement
	Evaluate the customer satisfaction using a survey passed out at the end of each conference

	Standard
	Provide a monthly report within 3 business days of end-of-month and maintain 90% of all responses in top two categories (4 or 5) for both technical and service

	Deliverable(s)
	VITS Customer Satisfaction Survey Report: Monthly report

	Measurement Method
	Customer survey and contractor provided metrics


5.6 CONFIGURATION MANAGEMENT (CM)

The contractor shall perform CM of all data processing hardware, communications infrastructure, operating system software, standard operating procedures and documentation developed or maintained by and for the NHCC. The contractor shall be certified ISO 9001:2000 or equivalent.
The contractor shall provide, update, augment, validate, and maintain current graphic depictions of logical and physical connectivity and relationship (e.g. communication paths) of servers, services and functions of all supported hardware and software within the NASA HQ facility or tied logically to HQ services (e.g. a network extending to another building). This documentation shall be kept up-to-date within 2 business days, securely stored and be continuously available to NASA management and the HQ IT Security team. Written detailed documents shall also be maintained at the same levels which shall reflect the current configurations of routers, switches, servers, cable distribution, rack distribution, punch down blocks, inventories, licenses, systems descriptions, and changes.
5.7 Headquarters IT Operations (HEMI)

The HQ Enterprise Messaging Initiative (HEMI) provides a variety of electronic messaging services to NASA HQ personnel. The contractor shall support implementation, operations, and performance of HEMI services, and shall serve as the technical and customer liaison for HEMI coordination. The Contractor shall plan, manage and conduct all local HQ IT training; account management and selected level-two/three engineer help desk service for the HEMI project as designated in MOUs and SLAs approved by HQ and the NASA Data Center (NDC).

HEMI uses Microsoft Exchange, Live Communications Server and Sharepoint services as provisioned by the NDC@JSC and the NDC@MSFC, and is comprised of Email, calendaring, task management, contacts management, instant messaging, and file sharing/collaboration. The contractor shall provide the following ongoing HEMI support:
· Network and email engineering services

· Multi center project management and integration.

· Administration of :

· Email accounts

· Domain trusts

· Active Directory (AD)

· Automated directory propagation and authentication

· Any manual maintenance required across domains, locations, AD trusts and service providers

· Problem resolution with the delivery of email between disparate nodes or facilities.

· Implementation of email security policies and procedures

· System related training.

· Mechanisms to track and report email, spam and anti-virus volume.

The contractor shall support, and keep current project plans, operating procedures, lessons learned, intra-agency/site Memoranda of Understanding (MOUs), and Service Level Agreements (SLAs).

5.8 Account Administration

The contractor shall support the processes associated with requesting, creating, modifying, and terminating access to NASA HQ administered accounts for automated information systems. This includes accounts for HQ network domain and data servers, x.500, email, calendaring, File Transfer Protocol (FTP), dial-in (remote access) services, Fax Senior, and HQ custom applications. The contractor shall adhere to the requirements of the following NASA and Government documents: Homeland Security Presidential Directive/HSPD-12 and Security of Information Technology/NPR 2810.n.
Currently, NASA HQ uses the NASA HQ Automated Systems Standard Access Request, Form 224, process. This account management process is automated through the HQ ODIN New User Request System (HONURS), a NASA HQ custom software application. The contractor shall support this process and provide support to meet future NASA direction, i. e., to provide the NASA workforce with the information infrastructure and tools that eliminate the barriers caused by disparate systems. As part of the Integrated Information Infrastructure Program (IIIP) being developed under the auspices of the NASA CIO, NASA will implement an NASA Integrated Services Environment (NISE) to provide consistent identity, directory, and account management services for end users, contractors, and affiliates. The agency will implement the NASA Account Management System (NAMS), as part of NISE. NAMS will be a secure, consistent, expedient and accurate account management environment across NASA. The contractor shall be prepared to support the current HQ Form 224 process and be positioned to support NAMS and NISE
5.9 SAFETY AND SECURITY ADMINISTRATION

The contractor shall:
· Monitor the physical security of the NHCC and all sensitive unclassified automated information resources within the NHCC.

· Work closely with HQ Security to control NHCC access provided to contractor and subcontractor personnel.

· Comply with the policies and procedures for NHCC physical security in accordance with established procedures.

· Validate that all security controls are in place prior to all new releases, updates, or patches to any system software.

· Ensure that a safe and healthy working environment is maintained. 

· Ensure that all job-related injuries, accidents and illness are reported in a timely manner, and ensure that records and reports required by public law and NASA regulations are filed in a timely and efficient manner.

· Comply with the Occupational Safety and Health act of 1970 and published Occupational Safety and Health Administrator (OSHA) and NASA standards as set forth in NPR 1800.1, NASA Occupational Health Program Procedures.
6 USER SERVICES

Delivery of IT services to the end user is a critical activity and integral to the business of NASA. The contractor shall provide a consolidated approach to delivering a comprehensive range of end user support services for HQ employees.
6.1 SERVICE MODEL 

The contractor shall provide quality support to NASA that: (1) is perceived by each individual customer as competent, responsive, and timely; (2) anticipates issues, concerns, and problems and preemptively initiates resolution; (3) encourages and facilitates customer self‑sufficiency; (4) effectively develops and disseminates information regarding available services and technologies, system outages, new initiatives, etc.; (5) understands the evolving information and IT requirements of the customer; (6) coordinates with IT Security to ensure any recommended solution or changes are secure, and, (7) provides a method to obtain after-hours emergency support via a paging or other notification system.
6.1.1 Service Management Plan
	6.1.1
	Service Management Plan

	Requirement
	Develop, implement, and maintain a comprehensive Service Management Plan and ensure that all delivered services resulting from the plan are responsive to the customer. The plan shall outline service-ordering processes designed to meet the computing needs of all NASA HQ employees.

	Standard
	Deliver within two weeks of contract start. Update as required. Achieve customer satisfaction with quality of product.

	Deliverable(s)
	Service Management Plan

	Measurement Method
	Customer survey


6.1.2 User Services Metrics

	6.1.2
	User Services Metrics

	Requirement
	Propose, for Government approval, metrics that describe service delivery activities to measure contract performance with regard to service delivery, customer feedback, quality assurance and timely delivery of products and services.

	Standard
	Deliver within 30 days of contract start and monthly after that. Achieve customer satisfaction with quality of product.

	Deliverable(s)
	User Services Metrics Proposal

	Measurement Method
	Customer survey


6.1.3 Customer Satisfaction Survey Report
	6.1.3
	Customer Satisfaction Survey Report

	Requirement
	Institute a customer satisfaction survey process to gather and report customer satisfaction. Upon completion of providing a customer service, the contractor shall furnish the customer a survey form which the customer is requested to complete. At the end of each month, the contractor shall provide reports that describe the customer ratings.

	Standard
	Deliver at contract start the customer satisfaction survey. Achieve a rating of “3” or better (“3” being synonymous with a “good” rating) on 98% of all customer survey responses. Achieve customer satisfaction with quality of product.

	Deliverable(s)
	Monthly Customer Satisfaction Survey Report which includes corrective actions for those surveys rated below the “good” service level.

	Measurement Method
	Customer survey


6.2 SERVICE requestS

The contractor shall manage the Service Request (SR) process for all IT services provided to HQ customers, including requests processed by other contractors. As such, the contractor shall efficiently receive and promptly process all customer SRs in support of all IT‑supported systems, equipment, software, and services. The contractor shall enter all SRs into the work management and tracking system within 24 hours of receipt and shall enter the agreed upon SR completion date within three business days of SR receipt. 

The current work management system, ISEM Work Management System (IWMS), is a web-based collaborative tool that allows customers to create, track, and monitor the status of IT SRs. IWMS supports automated management of the complete SR life cycle to ensure both continuity and customer acceptance of the projected work and the schedule. Email notifications automatically inform customers as SRs progress through the lifecycle. Other functions include SR initiation and update, search and retrieval of specified SRs, predefined reports and monthly In-Depth Review reports, agenda displays for daily status, SR review and CCB meetings, access to support documents and presentations, and as an archiving facility for cancelled or closed SRs.
The contractor shall use IWMS to manage the service request process, or the contractor may propose an alternate tool that is currently being used in a production environment. The adoption of an alternate tool requires the successful demonstration, testing and acceptance of the proposed production system and data migration approach by the government at least 15 business days prior to the HITSS contract transition. Further, the contractor shall migrate all Service Request data prior to contract start if the government accepts an alternate tool. The contractor shall also provide training and customer outreach to the Government, the ODIN contractor, and any other users of the contractor’s alternate tool.
If the contractor proposes an alternate tool, it shall have the following features at a minimum: web-based SR initiation and browse capability; user permissions based on specific tasks; standard permissions for any customer who does not have a system USERID; the ability to initiate a new service request, search for existing service requests, run standard and custom reports, browse the SR review agenda, browse the CCB Agenda, and provide automatic notification via e-mail for any change in status of the SR throughout the SR lifecycle.
The contractor shall perform the work for all SRs within the scope of this SOW. As such, the contractor shall:
· Coordinate the CCB date or the completion date of all service requests with the customer. Complete service requests by the approved completion date for which customer concurrence is obtained.

· Coordinate any extension of completion dates with the customer. The COTR will approve requests for all extensions. 

· Coordinate all recommended solutions and changes with IT Security.

· Coordinate the closure of SRs with the customer. The contractor shall insure that SRs are closed within two weeks of completion. 

· Coordinate approved completion dates with the customer. The customer has the right to disagree with the date proposed by the contractor. This shall be tracked as an unapproved completion date.
6.2.1 Service Request Processing Plan
	6.2.1
	Service Request Processing Plan

	Requirement
	Document the overall management and execution of the service request system.

	Standard
	Within two weeks of contract start, deliver a service request Processing Plan that identifies the processes required to effectively execute and manage the service request process. Achieve customer satisfaction with quality of product.

	Deliverable(s)
	Service Request Processing Plan, Policies, and Procedures/ Service Request Processing Report

	Measurement Method
	Customer survey


6.3 WORK MANAGEMENT TRACKING 

The contractor shall implement and sustain a work management tracking system. The system shall be capable of capturing and reporting contractual metrics and other relevant data necessary to ensure that contractual requirements are met.
6.3.1 Work Management Tracking System
	6.3.1
	Work Management Tracking System

	Requirement
	Provide and maintain an automated work management system to manage all form requested and call in requests for service or assistance.

	Standard
	Deliver at contract start. Achieve customer satisfaction with quality of product. Update as required.

	Deliverable(s)
	Work Management Tracking System

	Measurement Method
	Customer survey


6.4 SERVICE management PROGRAM

The contractor shall implement a service management program that provides comprehensive support in the planning for and execution of customer requirements. The contractor shall be knowledgeable of individual Mission Directorates and Mission Support organization’s mission, programs, and organizational structure, and work closely with their Points of Contact (POCs) and HITCD. The contractor shall assist the Mission Directorates and Mission Support POCs in defining requirements for their organization; developing, tracking and coordinating schedules for their activities; and ensuring that configuration and inventory controls are maintained.
6.5 USER RESOURCE CENTER (URC)

The contractor shall operate and maintain an on-site walk-in User Resource Center that provides generalized and specialized IT information and assistance. The contractor shall keep abreast of current and emerging technologies that are relevant to the NASA IT environment and mission. The hours of operation of the User Resource Center shall be 7:30 AM to 5:00 PM, Monday through Friday excluding holidays.
6.6 CUSTOMER EDUCATION

The contractor shall manage and maintain a program designed to inform the HQ community of HQ IT and tactical plans, impacts, and benefits. As such, the contractor shall work across organizations and contracts to deliver accurate, timely and “user friendly” information through meetings, user groups, information exchanges, etc. This includes the establishment and maintenance of HQ-wide customer education and information dissemination activities to encompass the maintenance and management of the Office of Infrastructure and Administration web page. Additionally, the contractor shall provide timely submissions to Heads Up, HIT, HQ Bulletin and coordination and support of the “IT Notice” distribution list.
6.7 Customer Training

The contractor shall provide training to customers for ODIN and HITSS products using classes, videotapes and printed materials.
6.8 FORMS MANAGEMENT

The contractor shall develop, implement, and maintain both Agency and HQ operational forms. "Forms" refers to paper forms and forms produced by electronic means. In support of this activity, the contractor shall:
· Design, produce, publish, and maintain Agency and HQ forms in both electronic media and hard copy.
· Maintain a library (electronic and hard copy) of Agency and HQ forms via web access from the HQ home page and with electronic file transfer capability to NASA HQ organizations and field installations.
6.9 AUDIO/VISUAL (A/V) IT SUPPORT

The contractor shall serve as the IT expert for all events requiring audio-visual services at HQ. However, primary support for operating the HQ A/V equipment and facilities and for set up and operational support for electronic presentations is provided via another contract vehicle. IT support includes both on-site and off-site activities such as providing and configuring the necessary IT hardware and software, checking LAN connections, interfacing with other systems or facilities, providing dedicated support for the entire length of multi-day meetings, training the A/V contractor who operate the A/V equipment, and coordinating with multiple organizations and contractors. The contractor shall develop standard procedures available at contract start for obtaining advance coordination for A/V IT support. Work products and procedures must also adhere to standards of federal web publishing, IT security and Section 508 conformance along with all other applicable federal, Agency and departmental regulations.
6.10 HARDWARE MAINTENANCE

The contractor shall maintain in a fully operational condition all mid-range and WAN IT systems and equipment at HQ. Some of this equipment is commercially leased and currently scheduled for refresh every three years while the remaining inventory is Government owned. In support of this function, the contractor shall develop, submit, and implement a HITSS Maintenance Plan that describes the contractor’s policies, plans, and procedures to affect its maintenance responsibilities. Additionally, the contractor shall notify the performance monitor before any maintenance, testing or other work is performed, which will interrupt or otherwise adversely impact the HQ IT systems.
6.10.1 HITSS Maintenance Plan
	6.10.1
	HITSS Maintenance Plan

	Requirement
	Develop and maintain an HITSS Maintenance Plan

	Standard
	Deliver plan within 30 days of contract start, achieve customer satisfaction with quality of product and update as required

	Deliverable(s)
	HITSS Maintenance Plan

	Measurement Method
	Customer survey


6.10.2 Equipment Maintenance, Logistics and Relocation Metrics
	6.10.2
	Equipment Maintenance, Logistics and Relocation Metrics

	Requirement
	Propose, for Government approval, metrics that describe equipment trends and related contract performance

	Standard
	Deliver within 30 days of contract start and achieve customer satisfaction with quality of product and deliver monthly thereafter.

	Deliverable(s)
	Metrics Proposal

	Measurement Method
	Customer Survey


6.10.3 After Hours Support and Emergency Requirements

The contractor shall respond to emergencies or other activities that require the performance of services outside of the standard maintenance support hours of 7:30 AM to 5:00 PM, Monday through Friday excluding holidays.
6.10.4 Documentation

The following documents are applicable to IT equipment maintenance support:
NASA Equipment Management Manual, NASA Procedural Requirements (NPR) 4200.1E
6.11 PREVENTIVE AND REMEDIAL HARDWARE MAINTENANCE

The contractor shall provide proactive preventative maintenance and remedial maintenance on all HITSS IT systems and equipment for which HITSS has responsibility. If the HITSS contractor can't repair an item the HITSS contractor shall provide a temporary replacement until the equipment or system can be replaced with an item that provides equal or better functionality. The contractor shall ensure that all common use HQ network color printers (currently 8) are checked daily and loaded with Government furnished paper and toner cartridges.
6.11.1 Service Record

The contractor shall provide, maintain, and update work management tracking information, which contains all the pertinent information relative to a particular system. This shall include routine maintenance activities as well as documenting and correcting equipment failures.
6.11.2 Spares

The contractor shall ensure that maintenance tools, diagnostics and spares are adequate to meet the NASA HQ requirements. The contractor shall provide, maintain, and track an inventory of spares and spare parts to accomplish repairs or replacement of defective equipment and parts. Essential spare parts and equipment shall be maintained on-site at the HQ building.
6.11.2.1 Spare Parts Inventory Report
	6.11.2.1
	Spare Parts Inventory Report

	Requirement
	The Contractor shall have the capability in-place to acquire any out of stock parts within 24 hours.

	Standard
	Analysis of quantities that assures being able to make repairs within 24 hours. 

	Deliverable(s)
	Deliver within 2 weeks of contract start and quarterly thereafter a Spare Parts Inventory List

	Measurement Method
	Customer survey


6.11.2.2 Hardware Maintenance Service Report

	6.11.2.2
	Hardware Maintenance Service Report

	Requirement
	Provide all hardware maintenance support on a 7 x 24 schedule.

	Standard
	Resolve 98% of the problems within 2 hours with the remainder resolved within 24 hours. Otherwise provide a workaround. 

	Deliverable(s)
	Monthly Hardware Maintenance Service Report

	Measurement Method
	Customer survey and contractor provided metrics


6.12 LOGISTICS AND PROPERTY MANAGEMENT

The contractor shall provide logistics and property management support to the Government in support of tasks and activities under this SOW. The contractor shall receive equipment, software, and related documentation being excessed as surplus by customers and shall reissue or dispose of these items in accordance with applicable Government property management and security regulations and policies. In this regard, the contractor shall provide support for property receipt, control, and accountability.
6.12.1 Property Management Report
	6.12.1
	Property Management Report

	Requirement
	Submit NEMS changes to keep NEMS data current

	Standard
	NEMS changes shall be processed in 1 day and customer satisfied with quality of product.

	Deliverable(s)
	Monthly Property Management Report of equipment changes and associated dates

	Measurement Method
	Customer survey and contractor provided metrics


6.13 MOVES, RELOCATIONS AND EQUIPMENT EXCESS

In accordance with an approved SR, the contractor shall provide comprehensive moving services and prepare HQ IT systems and equipment for physical moves from one customer location to another. Preparation shall include the necessary activities to ensure the system is protected and proven operational at completion. Additionally, the contractor shall follow the Federal, NASA, and HQ guidelines to properly collect, sanitize, and disposition equipment to be excessed.
6.13.1.1 Equipment Excess Report
	6.13.1.1
	Equipment Excess Report

	Requirement
	Pick-up all ADP/T equipment identified for excess, restore it to a baseline configuration and process it for excess

	Standard
	Process excessed equipment within 3 business days and achieve customer satisfied with quality of product.

	Deliverable(s)
	End-of-month Equipment Excess Report

	Measurement Method
	Customer survey and contractor provided metrics


7 INFORMATION TECHNOLOGY SECURITY

IT security planning, implementation, and compliance is integral to all work performed under this contract, and therefore is not limited to the contractor’s IT security staff. The contractor is responsible for ensuring that all of the services it provides complies with Federal, Agency, and HQ laws, regulations, requirements, standards, policies, and procedures. The contractor is also responsible for providing technical and managerial support for the HQ IT Security Program, which is under the direction of the HQ IT Security Manager (ITSM).
7.1 Security requirements for Contractor Provided Services

The contractor shall develop and document management, operational, and technical IT security procedures and controls for all services the contractor provides to NASA HQ. For each of these services, the contractor shall integrate the IT security procedures and control measures into their full life cycle, and shall test and periodically review these procedures and controls for adequacy and compliance. The contractor shall adhere to: NASA Procedural Requirements (NPR) 2810.1 Security of Information Technology; NPR 1600.1 NASA Security Program Procedural Requirements; NASA Federal Acquisition Regulations (FAR) Supplement 1852.204-76; National Institute of Standards and Technology (NIST) Special Publications (SP) – 800 Series and Federal Information Processing Standards (FIPS); NASA Agency Chief Information Officer (CIO) requirements; HQ policies and procedures; and other governing security items.
7.1.1 Management Controls
7.1.1.1 System and Application Life Cycle Requirements

The contractor shall follow the NIST Security Self-Assessment Guide for Information Technology Systems, NIST SP 800-26, NIST Risk Management Guide for Information Technology Systems, NIST SP 800-30, and the HQ Security Review Process requirements during all phases of the System and Application Life Cycle.
7.1.1.1.1 Cost Estimate Requirements

When providing any NASA customer with a cost estimate, the contractor shall include the cost of IT security requirements based on the type of data being stored or transferred through the application or system.
7.1.1.1.2 Security Risk Assessments and Design Reviews
The contractor shall complete a security risk assessment on a design prior to the design being provided to NASA. Before or during official design review, the contractor shall provide design security risks, including possible mitigations, to the line manager or equivalent, data owner, and application owner. If the risks are accepted the life cycle may continue, otherwise the life cycle shall cease or the design and/or mitigations shall be modified until the risks and possible mitigations are acceptable.
7.1.1.1.3 Security Reviews for New or Modified Hardware and Software
The contractor shall provide a written risk assessment and security review for new or significantly modified HQ hardware or software, prior to deployment. The products reviewed shall be used as a basis to update IT Security Plans, as applicable. Prior to deployment, all risks shall be presented to the line manager or equivalent, separate from the security plan. If the hardware or software connects to other systems the risks shall be presented to the line managers or equivalents of the interconnected systems for their information. 
7.1.1.1.4 System Recovery in IT Security Plan

Prior to deployment, the contractor shall include instructions for system recovery in the IT Security Plan.
7.1.1.1.5 Storage of System Documentation

The contractor shall store duplicate copies of system documentation, including updates, in two different buildings.
7.1.1.1.6 Prohibition of Production Data on Non-production Networks

The contractor shall not store, copy, or transfer NASA confidential, sensitive or administratively controlled production data across non-production or development systems and networks, including off-site support systems and networks. Production data does not include system configuration data or files. 
7.1.1.2  Distribution of Risks, Treats and Vulnerabilities.

The contractor shall encrypt all electronic transmissions of risks, threats or vulnerabilities.
7.1.1.3 Privileged and Limited Privileged Access

The contractor shall follow NPR 1600.1 and the Headquarters Contractor Badging and Screening Process. 

All contractor requests for privileged or limited privileged access shall be made a minimum of six week prior to need date.
If the event the contractor needs to provide privileged or limited privileged access to one of their employees who do not meet the requirements stated in NPR 1600.1, the contractor shall request approval from the HQ Center Chief of Security through the NASA COTR.

Regardless of status, the contractor shall not fill positions with, or assign duties that require privileged or limited privileged access to foreign nationals.

The Contactor shall document in a monthly report all privileged and limited privileged positions and current background screening status, including Position, Name and Status.
7.1.1.3.1 Privileged and Limited Privileged Access Employees
	7.1.1.3.1
	Privileged and Limited Privileged Access Employees

	Requirement
	Privileged Access Tracking

	Standard
	Document all privileged and limited privileged positions and current background screening status including Position, Name and Status.

	Deliverable(s)
	Monthly Privileged Position Report

	Measurement Method
	Customer survey


7.1.1.4 Account Establishment and Termination Process

The contractor shall follow the HQ process for requesting, establishing, issuing and closing user accounts and authentication devices, including removal of user accounts after contractor employees depart.
7.1.1.5 Access to Contractor Sites

The contractor shall allow NASA access to the contractor’s and sub-contractor’s facilities, installations, technical capabilities, operations, documentation, records, databases and personnel to the extent required to carry out a program of IT inspection and audit. This access is needed to safeguard against threats and hazards to the integrity, availability and confidentiality of NASA data.
7.1.1.6 Vulnerability Mitigation

Depending on the assessed severity (critical, high, medium, or low) of a vulnerability and NASA COTR concurrence with the severity, the contractor shall evaluate, test, and implement a mitigation. The contractor shall notify the COTR when vulnerability is mitigated. A permanent mitigation is required for a critical or a high vulnerability. In some cases a temporary mitigation may be necessary. The contractor shall obtain approval by the COTR for a temporary mitigation. For a medium or low vulnerability, the contractor may mitigate the vulnerability or present a thoroughly researched recommendation that justifies accepting the risk. The contractor shall comply with the standard and expedited requirements in the Vulnerability Mitigation Requirements Table below. The contractor shall obtain approval by the NASA COTR for any deviation from the requirements. 
	STANDARD REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	5 business days
	15 business days
	3 calendar months
	Per mitigation plan.

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 10 business days
	If temporary mitigation is used, 30 business days
	N/A
	6 calendar months

	Occurrences expected per contract year
	2
	20
	25
	25

	EXPEDITED REQUIREMENT
	CRITICAL
	HIGH
	MEDIUM
	LOW

	Time to mitigation after severity concurrence
	4 business hours
	16 business hours
	10 business days
	N/A

	Time to create a plan for permanent mitigation
	If temporary mitigation is used, 8 business hours
	If temporary mitigation is used, 2 business days
	N/A
	N/A

	Occurrences expected per contract year
	1
	3
	N/A
	N/A


Vulnerability Mitigation Requirements
7.1.2 Operational Controls
7.1.2.1 Separation of Duties

The contractor shall separate sensitive IT duties to limit risks. For example, the contractor shall require two individuals to access password storage facilities.
7.1.2.2 Backup Media

The contractor shall log removals from the NHCC of all backup media for multi-user systems. The contractor shall maintain separation of duties while accessing and transporting backup media outside the NHCC. The contractor shall store backup media at an off-site location secure from threats.
7.1.2.3 Incident Reporting

The contractor shall immediately report to the HQ Computer Emergency Response Team (CERT) any known malicious activity that negatively affects confidentiality, integrity or availability.
7.1.2.4 Security Training

The contractor shall ensure that all of its employees, including sub-contractors with access to NASA information resources, complete NASA Annual IT Security Awareness Training. In addition, the contractor shall support, as required, the development and presentation of NASA Annual IT Security Awareness Training for NASA HQ IT users.
The contractor shall employ an effective method for ensuring that all of its new employees, including sub-contractors, understand ITS policies and guidance provided by the ITSM and/or CIO as part of the new employee briefing process. The contractor shall ensure that employees serving as system or network administrators to NASA IT systems possess requisite IT security skills in the operating systems they support. On a triennial basis, system and network administrators shall be required to pass NASA certification tests.
7.1.2.5 Unexplained System Anomalies Reporting

The contractor shall report to the HQ CERT, within four business hours after discovery, all unexplained system anomalies found while conducting normal duties that effect confidentiality of data or integrity of a system or data.
7.1.2.6 Deviations from Appropriate Use Policy

Within eight business hours, the contractor shall report to the HQ CERT deviations of the HQ Appropriate Use Policy that are observed while conducting normal duties.
If an observed deviation is thought to be a malicious activity that affects integrity, confidentiality or availability, it shall be considered a Computer Security Incident and immediately reported to the HQ CERT.
7.1.2.7 Computers and PDA’s Sanitization

The contractor shall develop and implement procedures that ensure IT resources leaving control of an assigned user, e.g., the resource is being reassigned, repaired, replaced or excessed, have all NASA data and sensitive application software removed by a NASA approved technique. 
Applications acquired via a “site license” or “server license” shall be removed prior to resources leaving the control of NASA. Damaged IT storage media for which data recovery is not possible shall be degaussed by a NASA approved technique or destroyed.
7.1.2.8 Copies of Contractor Systems Upon Request

Within eight business hours for normal requests, the contractor shall provide to the COTR a full, bit-by-bit copy (e.g. software such as Norton Ghost or other similar software) of any system they use to support NASA HQ. For urgent requests, the copy shall be provided within two business hours. The copy shall be delivered either on a DVD, a CD, or a secure network share directory. The authority to obtain such data is provided by NASA Headquarters Appropriate Use Policy.
7.1.2.9 Computer Anti-Virus Services

In the event of a virus/Trojan outbreak (i.e., more than 15 help desk reports in eight business hours) the contractor shall provide updated virus signatures to the signature distribution server from the virus software contractor within two hours of the contractor’s signature release.
7.1.2.10 Auditing of System Operations (Self Inspections)

The contractor shall conduct an annual audit of all operational general support systems to determine compliance with the established security baseline as well as Agency and federal security policies, standards, and procedures. The HQ Security Baseline documents shall be used as the control for each system audited. Some systems have multiple security baseline documents, e.g., a desktop system has Windows XP, Internet Explorer, and Outlook.

The contractor shall develop a detailed System Audit Report which identifies vulnerabilities found during the audit and recommends corrective actions, and deliver the report at the end of the first contract year. The contractor shall also update the applicable risk assessments and IT Security plans based upon audit findings.

Using an independent tool other than the operating system, the contractor shall annually verify password compliance on all servers and each Desktop Core load. The contractor shall follow-up on findings to change passwords. The contractor shall include a review of all firewall rule sets to verify the continued need for each rule.
7.1.2.10.1 System Audit Report

	7.1.1.10.1
	System Audit Report

	Requirement
	Develop and conduct periodic audits of all operational systems

	Standard
	Audit all general support systems on an annual basis, identify deficiencies and recommend corrective actions

	Deliverable(s)
	System Audit Report delivered at the end of the first contract year, and annually after that

	Measurement Method
	Customer survey


7.1.3 Technical Controls
7.1.3.1 Hardware and Software Configuration

The contractor shall implement the controls specified in the security configuration baseline documents. These baseline documents provide additional security control configuration details beyond the documented security settings that are required under NPR 2810.1 or other HQ policies and guidelines. They specify security controls in effect for each of the following supported items:
· Operating systems;

· Personal Digital Assistant (PDA) operating systems;

· Email clients;

· Web browsers; and

· Publicly accessible NASA HQ Library systems (desktop operating system only). 

The contractor shall only deploy into production hardware and software, including security related patches or upgrades, which have been subject to a NASA-approved security review.
7.2 Contractor Support for Headquarters IT Security Program

The contractor shall provide comprehensive IT support to the HQ IT Security Manager (ITSM). The activities associated with this support are those for implementing the policies, processes, procedures and guidelines of Federal Information Security Management Act (FISMA), the Computer Security Act of 1987, OMB Circular A-130, NPR 2810.1, NPR 1600.1, NIST Special Publications and Federal Information Processing Standards (FIPS), and other Agency/HQ policies, processes, procedures and guidelines governing the protection of information resources. The following are specific security support requirements that enhance selected governing security items.
7.2.1 Standards and Procedures

The contractor shall develop and maintain security standards and procedures for a broad range of IT operations and support in accordance with Federal and NASA policies, requirements, and guidelines. Categories include but are not limited to: System access controls; account management controls; technical, network, and environmental security controls; risk management; system certification and accreditation (C&A); virus detection and eradication; vulnerability scanning; penetration testing; remote access; secure communications; security monitoring; personnel screening procedures; incident handling response and reporting controls; contingency planning; application development security controls; and auditing metrics.
7.2.2 Support of IT Security Program Meetings

The contractor shall provide the HQ ITSM schedules and status of completed, current, and future ITS program projects on a weekly basis. The contractor IT security program lead or designated alternate shall attend weekly Agency IT Security teleconferences and off-site, semi-annual NASA ITS working group meetings.
7.2.3 Contingency Planning

The contractor shall annually update, maintain, and test the HQ IT Security Contingency Plan in accordance with NPR 2810.1 and NIST guidelines. The contractor shall at least annually train contingency teams in plan procedures and operations. The contractor shall at least annually develop, plan, and implement a contingency scenario test designed to validate the effectiveness of the plan to quickly restore HQ IT operations in the event of a disaster. The contractor shall deliver a lessons learned report from each test and use the results to update the HQ IT Security Contingency Plan.
7.2.3.1 HQ IT Contingency Plan
	7.2.3.1
	HQ IT Security Contingency Plan

	Requirement
	Conduct annual update of IT Contingency Plan and as needed to incorporate key lessons learned from Contingency Plan tests 

	Standard
	Update the HQ IT Contingency plan and include any outstanding lessons learned 

	Deliverable(s)
	HQ IT Security Contingency Plan

	Measurement Method
	Customer survey


7.2.3.2 HQ IT Contingency Plan Training and Testing
	7.2.3.2
	HQ IT Contingency Plan Training and Testing

	Requirement
	Conduct annual HQ IT Contingency Plan Training and Testing

	Standard
	Training provided and test conducted in accordance with the HQ IT Contingency Plan; lessons learned are documented

	Deliverable(s)
	Test report

	Measurement Method
	Customer survey


7.2.4 Computer Emergency Response Team (CERT)

The contractor shall provide 24-hour support (after hours on-call only) for the identification and mitigation of incidents. The contractor shall follow the HQ Incident Response Process. The contractor shall provide a report describing the incident and actions taken to the HQ Incident Response Leader for each incident. The contractor shall close incidents such that no more than two incidents persist for more than 30 days at any time. 
7.2.4.1 Incident Response Report
	7.2.4.1
	Incident Response Report

	Requirement
	Provide 24-hour support for the identification and mitigation of all incidents.

	Standard
	Respond within one hour during normal work hours (weekdays from 6 am to 6 pm) and within three hours for after hour occurrences (weekdays from 6 pm to 6 am, and weekends and holidays), take appropriate corrective action and accurately document the incident

	Deliverable(s)
	Incident Response Report (within 16 business hours of HQ Incident Response leader request) (encrypted)

	Measurement Method
	Customer survey and contractor provided metrics


7.2.5 Security Configuration Baseline Documents

In accordance with CCB approval, the contractor shall develop and maintain security configuration baseline documents. These baseline documents shall provide additional security control configuration details beyond the documented security settings that are required under NPR 2810.1 or other HQ policies or guidelines; i. e., they shall specify security controls in effect for each of the following HQ supported items:
· Operating systems;

· Personal Digital Assistant (PDA) operating systems;

· Email clients;

· Web browsers; and

· Publicly accessible NASA HQ Library systems (desktop operating system only).
7.2.6 IP Vulnerability Scanning

The contractor shall conduct and document monthly and quarterly vulnerability scanning of all NASA HQ owned IP space in accordance with NPR 2810.1 and current NASA Agency and HQ guidelines. The results of these tests shall be documented in monthly and quarterly reports and provided to the HQ IT Security Manager. 
All vulnerabilities found during scanning shall be assessed and distributed per the Vulnerability Reporting and Monitoring section.
7.2.6.1 Monthly Vulnerability Scanning
	7.2.6.1
	Monthly Full Policy Vulnerability Scanning

	Requirement
	Conduct monthly Full Policy Vulnerability Scanning

	Standard
	Using the latest HQ vulnerability scanner, perform a scan of all HQ IP space including non-routable addresses on HQ Networking equipment.

	Deliverable(s)
	Vulnerability Scan Report (encrypted)

	Measurement Method
	Customer survey


7.2.6.2 Quarterly Vulnerability Scanning
	7.2.6.2
	Quarterly Agency Vulnerability Scanning

	Requirement
	Conduct quarterly Agency Vulnerability Scanning

	Standard
	Using the latest Agency Vulnerability scanner, perform scans of the HQ IP space as directed by the Agency.
Eliminate or mitigate all (100%) vulnerabilities within the reporting quarter they are found.

	Deliverable(s)
	Quarterly Agency Vulnerability Scanning Report (encrypted)

	Measurement Method
	Customer survey


7.2.7 System and Major Application Certification and Accredidation (C&A) Documentation 
The contractor shall develop and maintain C&A documentation for HQ systems and major applications as required under OMB A-130, Appendix III, NPR 2810.1, and NITR-2810.4, IT System Security C&A and Authorizing Systems for Operation.  The documents to be developed shall include Risk Assessments, IT Security Plans, and other supporting documentation as required by the NIST 800 Series Special Publications, e.g. NIST SP 800-18; NIST SP 800-30; and NIST SP 800-37, Guide for Security Certification and Accreditation  of Federal Information Systems; and NITR-2810-2; and NITR-2810-4.  The contractor shall update C&A documentation whenever significant changes occur affecting the security of a system or major application.  The contractor shall maintain a C&A Change Log for each ITS Plan to document relevant system changes as well as steps taken to eliminate and/or mitigate any risks.  The contractor shall also conduct and document periodic testing of security controls for each ITS Plan in accordance with NITR-2810-4.

7.2.7.1 ITS Plan Update

	7.2.7.1
	ITS Plan Update

	Requirement
	Conduct periodic ITS Plan Updates

	Standard
	Update ITS Plans upon occurrence of a significant change affecting the security of the system

	Deliverable(s)
	ITS Plan

	Measurement Method
	Customer survey


7.2.7.2  Risk Assessment Update

	7.2.7.2
	Risk Assessment Update

	Requirement
	Conduct periodic Risk Assessment Updates

	Standard
	Update Risk Assessments upon occurrence of a significant change affecting the security of the system

	Deliverable(s)
	Risk Assessment

	Measurement Method
	Customer survey


7.2.7.3  Security Controls Test Report

	7.2.7.3
	Security Controls Test Report

	Requirement
	Conduct annual test of security controls for each ITS Plan

	Standard
	Conduct a security controls test in accordance with NIST and NITR-2810-4 requirements

	Deliverable(s)
	Security Controls Test Report

	Measurement Method
	Customer survey


7.2.8 HQ Center Security Plan

The contractor shall annually develop the HQ Center IT Security Plan in compliance with NPR 2810.1 and annual guidance provided by the NASA OCIO. The plan shall be delivered 120 days after start date, and annually after that. The plan provides a management summary of the HQ IT Security program and shall describe IT Security activities and accomplishments for the prior, current, and future fiscal years.
7.2.8.1 Center Security Plan Update
	7.2.8.1
	Center IT Security Plan

	Requirement
	Develop Center IT Security Plan 

	Standard
	Update the Center IT Security Plan as dictated by the Agency

	Deliverable(s)
	HQ IT Security Plan (encrypted)

	Measurement Method
	Customer survey


7.2.9 Analog Telephone Scanning (War Dialing)

The contractor shall conduct monthly analog telephone scanning to verify that no unauthorized analog lines are connected to NASA HQ computers. The contractor shall submit a monthly report indicating identity of any unauthorized analog lines shall be submitted, even if no unauthorized analog lines are detected.
7.2.9.1 Analog Telephone Scanning Report

	7.2.9.1
	Analog Telephone Scanning Report

	Requirement
	Conduct monthly Analog Telephone Scanning

	Standard
	Perform monthly Analog Telephone scanning to ensure no unauthorized analog lines are connected to NASA computers

	Deliverable(s)
	 Authorized and Unauthorized Analog Telephone report (encrypted)

	Measurement Method
	Customer survey


7.2.10 Wireless 802.11 Scanning (War Driving)

The contractor shall conduct monthly analog telephone scanning to verify that no unauthorized wireless systems are connected to the NASA HQ wireless network. The contractor shall submit a monthly report identifying all detected authorized and all detected unauthorized wireless system.
7.2.10.1 Wireless 802.11 Scanning Report

	7.2.10.1
	Wireless 802.11 Scanning

	Requirement
	Conduct monthly Wireless 802.11 Scanning

	Standard
	Perform monthly Wireless 802.11 scanning to ensure no unauthorized wireless systems are connected to NASA computers

	Deliverable(s)
	Authorized and Unauthorized Wireless Systems Report (encrypted)

	Measurement Method
	Customer survey


7.2.11 Wireless Bluetooth Scanning (War Nibbling)

The contractor shall scan devices running Bluetooth to verify if authentication is occurring. A report shall be submitted monthly documenting all instances of non-authentication. As this technology matures, improved scanning techniques and reporting content shall be provided by the contractor.
7.2.11.1 Wireless Bluetooth Scanning Report

	7.2.11.1
	Wireless Bluetooth Scanning Report

	Requirement
	Conduct monthly Wireless Bluetooth Scanning

	Standard
	Perform monthly Bluetooth scanning to ensure systems running Bluetooth are secure. 

	Deliverable(s)
	Secured and Unsecured Wireless Bluetooth Report (encrypted)

	Measurement Method
	Customer survey


7.2.12 HQ Penetration Testing

The contractor shall conduct annual HQ penetration testing. These tests may include attack simulations, running automated scanning tools, or conducting physical inspections. A report describing the penetration test, methods, results, vulnerabilities, and recommendations for corrective actions and improvements shall be provided to the NASA HQ ITSM.
7.2.12.1 HQ Penetration Testing Report

	7.2.12.1
	HQ Penetration Testing Report

	Requirement
	Conduct annual HQ penetration testing

	Standard
	Perform penetration testing annually, identify vulnerabilities, and recommend and/or implement corrective action(s); provide report within 30 days of test completion.

	Deliverable(s)
	HQ Penetration Test report (encrypted)

	Measurement Method
	Customer survey


7.2.13 Ad Hoc Risk Assessments and Security Reviews

On an ad hoc basis, the contractor shall provide written risk assessments and technical security reviews as requested by the HQ ITSM or NASA COTR. The assessments and reviews developed shall be used as a baseline to update IT Security Plans, as applicable. All risks shall be presented to the line manager or equivalent, at least verbally, and subsequently reflected in the applicable security plan. If the system connects to other systems, the risk assessment shall also be presented to each interconnected line manager or equivalent. 

The contractor shall provide to the NASA ITSM a documented Security Review Process to be used for reviewing contractor provided systems including, but not limited to: Network, Desktop, Server, Application, Database and Web.
7.2.13.1 Security Review Process
	7.2.13.1
	Security Review Process

	Requirement
	Create Security Review Process

	Standard
	This security review process should include industry best practices for all contractor provided systems including but not limited to: Network, Desktop, Server, Application, Database and Web.

	Deliverable(s)
	Within 60 Days of Contract start provide and implement Security Review Process

	Measurement Method
	Customer survey


The contractor shall review annually IDS signatures and firewall rule sets to determine their validity in relation to services provided and associated risks. The results of the review shall be documented, including a description of updates implemented.
7.2.14 Intrusion Detection System (IDS) Signature and Firewall Rule Sets Review

	7.2.14
	IDS Signature and Firewall Rule Set Review

	Requirement
	Conduct annual IDS Signature and Firewall Rule Set Review

	Standard
	Perform reviews of and updates IDS signatures to provide needed security in relation to current known risks to NASA HQ. Perform reviews of and updates to Firewall Rule Sets to verify that each rule is appropriate in relation to current known risks to NASA HQ.

	Deliverable(s)
	 Signature and Rule Set report (encrypted)

	Measurement Method
	Customer survey


7.2.15 Vulnerability Monitoring and Reporting
The contractor shall provide IT security vulnerability services that affect the HQ contractor and ODIN systems by monitoring/reviewing the following:
· NASIRC distributed bulletins and alerts

· The HQ standard web browser contractor web sites 

· The HQ standard email client web site 

· The operating system web sites for MACs, Windows PCs, and other desktops

· Vulnerability scans

· Relevant emails from the HQ ITSM

When the contractor finds, or is notified of, a HQ contractor or ODIN vulnerability, the contractor shall report an “initial” recommended severity within four business hours via encrypted email or hand delivery.
If initial severity is Critical or High, the contractor shall immediately contact one of the following in this order for concurrence on severity:
· Chief, Operations and Engineering Branch/NASA COTR 

· HQ ITSM

· Chief, Security and Information Systems Branch

· HQ CIO

The following conditions shall be used to determine initial severity:
CRITICAL (A1 plus one of B plus one of C)
HIGH (A1 plus one of B OR A1 plus both of C)
MEDIUM (A2 plus one of B OR A2 plus both of C)
LOW any other vulnerability, i.e., one that provides information that could affect availability, confidentiality, or integrity.
	A
	B
	C

	1. Affects availability, confidentiality or integrity of HQ border systems or internal systems from external network sources

2. All other vulnerabilities on HQ border systems or internal systems
	1. A known scripting exploit exists

2. The vulnerability can be easily exploited by non-scripting or manual means

3. Probes for this vulnerability have been detected at the border means (easy to exploit)
	1. If reported on www.cnn.com, or www.msnbc.com, or www.washingtonpost.com/technews , or if notified that it exists on another widely read normal media site (These sites do not need to be monitored on a normal basis only when vulnerability evaluation occurs and A and B are met)

2. Has been flagged for special attention by senior NASA officials.


7.3 TASK ORDER AUTOMATED MANAGEMENT SYSTEM

The offeror shall provide a task order automated management system that will enable NASA to query all tasks issued under this contract.
8.0 DELIVERABLES
	Deliverable Name
	Delivery Date
	Updates

	SOW ELEMENT 1.0
	
	

	Project Schedule Adherence Report
	30 days after effective date of contract
	Monthly

	Project Requirements Conformance Report
	30 days after effective date of contract
	Monthly

	Information Technology Management Plan
	90 days after effective date of contract
	None

	Problem Alerts
	1 day after awareness
	None

	Program Management Reports and Reviews
	Various deliveries
	N/A

	Logistics and Property Management Plan
	90 days after effective date of contract
	As needed

	Configuration Management (CM) Plan
	90 days after effective date of contract
	As needed

	Safety, Reliability and Quality Assurance Plan
	90 days after effective date of contract
	As needed

	Change Control Board (CCB) minutes
	within 1 day of CCB
	As needed

	SOW ELEMENT 2.0
	
	

	Studies, analyses, assessments, 

recommendations, innovations reviews
	As needed
	As needed

	Tactical Plan
	October 1, 2006
	Annually

	Integrated Master Schedule
	January 5, 2006
	Bi-weekly

	Strategic, Tactical, & Operational Plan Analysis
	As needed
	As needed

	SOW ELEMENT 3.0
	
	

	Application Metrics Report
	30 days after effective date of contract
	Monthly

	TRR/ORR Problem Report
	30 days after effective date of contract
	Monthly

	HITSS Catalog of Supported applications
	30 days after effective date of contract
	As needed

	HITSS Graphic Applications Depiction Document
	120 days after effective date of contract
	Quarterly

	Application Review Package
	2nd Wednesday of the month               
	2nd Wednesday of the month

	Software Management Guide
	30 days after effective date of contract
	N/A

	Software Management Plan
	30 days after effective date of contract
	As needed

	Logical Data Base Design
	Due at PDR and CDR
	N/A

	Physical Data Base Design
	Due at PDR and CDR
	N/A

	Source Code
	Due at ORR
	N/A

	User and Operations Guide
	Due at Training
	N/A

	Training Materials
	Due at training
	N/A

	Application Metrics Report
	30 days after effective date of contract
	Monthly

	Application Requirements Report
	Due at Acceptance
	N/A

	Application Design Specification
	Due at Acceptance
	N/A

	Software Version Description Document
	Due at Acceptance
	N/A

	Application Implementation Plan
	Due at Acceptance
	N/A

	Test Plan and Procedures Document
	Due at Acceptance
	N/A

	Monthly post-TRR/ORR Problem Report
	30 days after effective date of contract
	
Monthly

	Interface Control Documents
	As needed
	As needed

	SOW ELEMENT 4.0 
	
	

	Technology Assessment Reporting
	As needed 
	As needed

	System Engineering Performance Metrics
	Monthly
	As needed

	SEF Configuration and Availability Report
	As needed
	As needed

	SEF Test Results Report
	At test completion
	N/A

	Quarterly Cell Phone Wireless 

PDA Device Billing Report
	3 wks after quarter end         
	Quarterly

	Monthly Cell Phone & Wireless 

PDA Device Utilization
	30 days after effective date of contract
	Monthly

	Pager and Cellular Telephone Issuance and Control Report
	30 days after effective date of contract
	Monthly

	Pager, Cell Phone, Wireless 

PDA Cost Report
	30 days after effective date of contract award
	Monthly

	SOW ELEMENT 5.0
	
	

	Suspicious Activity Monitoring and Reporting
	daily (as needed)
	at month end

	Internal Network Monitoring
	30 days after effective date of contract
	Monthly

	ViTS Cost Analysis Report
	30 days after effective date of contract
	Monthly

	ViTS Customer Satisfaction Survey Report
	30 days after effective date of contract
	Monthly

	System Availability Report
	30 days after effective date of contract
	Monthly

	Job Output Processing Ratio Report
	30 days after effective date of contract
	Monthly

	Problem Management Report
	30 days after effective date of contract
	Monthly

	Capacity Planning Report
	30 days after effective date of contract
	Monthly

	NHCC System Assessment Report
	30 days after effective date of contract
	Monthly

	System Performance Metrics Report
	30 days after effective date of contract
	Monthly

	Equipment Upgrade Support Report
	As needed
	As needed

	Quarterly Billing Analysis Report
	January 15, 2006
	Quarterly

	Cellular Telephone and Wireless PDA Device Utilization  
	30 days after effective date of contract
	
Monthly

	Pager/Telephone/Wireless 

PDA Device Issuance Report
	30 days after effective date of contract
	Monthly

	Pager, Cellular Telephone, Wireless PDA Device Cost Report
	30 days after effective date of contract
	Monthly

	SOW ELEMENT 6.0
	
	

	Service Management Plan
	14 days after effective date of contract
	As needed

	Service Request Processing Document
	14 days after effective date of contract
	As needed

	Audio Visual Support Guidelines
	Effective date of contract
	As needed

	User Services Metrics
	30 days after effective date of contract
	Monthly

	Customer Satisfaction Survey Report
	Effective date of contract
	Monthly

	Corrective Actions Report
	30 days after effective date of contract
	As needed

	Equipment Maintenance, Logistics and Relocation Metrics
	30 days after effective date of contract
	Monthly

	HITSS Maintenance Plan
	30 days after effective date of contract
	As needed

	Spare Parts Inventory Report
	2 weeks after effective date of contract
	Quarterly

	Property Management Report
	30 days after effective date of contract
	Monthly

	Hardware Maintenance Service Report
	30 days after effective date of contract
	Monthly

	Equipment Excess Report
	30 days after effective date of contract
	Monthly

	SOW ELEMENT 7.0
	
	

	Privileged Position Report
	30 days after effective date of contract
	Monthly

	HQ IT Security Contingency Plan
	90 days after effective date of contract
	As needed

	ITS Plans
	As needed
as needed 
	As needed

	Risk Assessments
	As needed
	As needed

	Security Controls Test Report
	As needed
	As needed

	HQ Penetration Test Report
	At test completion
	N/A

	Incident Response Report
	within 16 business hrs
	Monthly

	Vulnerability Scan Report
	As needed
	As needed

	IT Security Awareness Training Materials
	As needed
	
N/A

	System Audit Report
	end of 1st year
	Annually

	HQ Security Plan
	120 days after effective date of contract
	Annually

	Analog Telephone Scanning Report
	30 days after effective date of contract
	Monthly

	Authorized and Unauthorized 

Wireless Systems Report
	30 days after effective date of contract
	Monthly

	Wireless Bluetooth Scanning Report
	30 days after effective date of contract
	Monthly

	SOW ELEMENT 8.0
	
	

	Space Utilization Plan
	Effective date of contract
	N/A

	Software Development Environment 

Utilization Plan
	Effective date of contract
	N/A

	Transition Report
	3 days prior to effective date of contract
	N/A
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