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	1.  DRD Title
	2.  Date of current version
	3.  DRL Line Item No.
	RFP/Contract No. (Procurement completes

	Contractor Security Management Plan
	4/26/2005
	013
	RFP# NNJ05098306R

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category (check one)

	The contractor security plan is used to document the security requirements of the facility and describe the controls in place or planned for meeting those requirements. Controls include system capabilities, processes and procedures. 


	 FORMCHECKBOX 
  Technical

	
	 FORMCHECKBOX 
  Administrative

	
	 FORMCHECKBOX 
  SR&QA

	6. References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	Specified below
	     

	8.  Preparation Information (Include complete instructions for document preparation)


1.0 Submission

1.1 Draft: due at transition start
1.2 Final: due at contract start 
 

1.3 Approved: 30 days after contract start


1.4 Submission frequency: annual

2.0 Applicable documents (note: some documents may fall into more than one category and are grouped for reference only)

2.1 Federal Documents:

· OMB circular A-130, App. III, Security of Federal Automated Information Resources

· NIST Special Publication 800-18 “Guide for Developing Security Plans

· FAR 52.204-2

· Export Administration Regulations (EAR)

· Arms Export Control Act (AECA)

· Federal Information Security Management Act (FISMA)

· Health Insurance Portability Act (HIPA)

2.2 NASA Agency and JSC Center documents

· NPR 2810.1 Security of Information Technology

· JSC JPG 2810.1B JSC IT Security Handbook

3.0 Data Preparation Information

3.1 Scope:  The Plan shall describe the facility security capabilities, processes and procedures implemented to maintain the security integrity for the facility.  The plan shall address the security requirements for facilities, systems, equipment, personnel, information, communications, and sensitive IT security procedures.  Each security plan shall be specifically generated to address the type of facility and information processed in the facility as defined JPG 2810.1 (latest version).  It is applicable to all facilities identified in this Statement of Work.  

3.2 Content: The processes for data collection shall be established, defined and documented to ensure adequate visibility and insight for Government personnel. The content described in JPG 2810.1B (latest) Section 5.11 “IT Security Plan Content” shall be adhered to.

3.3 Format: Format shall be in the form specified by NIST computer security guidelines.

3.4 Distribution: per Contracting Officer’s letter

3.5 Personnel Access to Secure Areas: Describe processes to accommodate secure access to areas serviced by this contract.  Access to White Sands Complex (WSC) and the adjoining DOD facility are controlled in accordance with: 

· NPR 1600.1, NASA Security Manual

· NPR 1371.2A, Procedural Requirements for Processing Requests for Access to NASA Installations or Facilities by Foreign Nationals or US Citizens Who are Representatives of Foreign Entities

· DOD 5220, National Industrial Security Program Manual

· WSC-PLN-009, WSC Security Manual

· Network Advisory Message (NAM) 886 
4.0 Maintenance: 

4.1 Changes to each facility security plan shall be documented per the NASA/JSC Facility Computer Security Officer guidelines for addendums to security plans. Contents of addendums shall be incorporated into the next release of the security plan. 

4.2 Security plans for General Support Systems shall be updated as a minimum every three years, as significant architecture or functional changes are incorporated, or as required by NASA. 
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