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ATTACHMENT L-3 TASK ORDER

	National Aeronautics and Space Administration

Lyndon B. Johnson Space Center

Houston, TX  77058
	    ORDER FOR SUPPLIES OR SERVICES
	
	

	1.  PURCHASE ORDER NO.
	2.  DATE OF ORDER
	

	
	
	

	3.
ISSUING OFFICE
	4.  SHIP TO:
	Transportation Officer

	
NASA Johnson Space Center, Houston, TX  77058
	
	NASA Johnson Space Center

	
Attn:
	Karen D. Adams
	
	Houston, TX  77058

	
Org./Buyer:
	BJ
	
	Mark For:  Accountable Property

	Tel. No.:
	281-483-1863
	Fax:
	281-xxx-xxxx
	
	Purchase Order No:
	

	5.  CONTRACTOR
	TN:
	
	6.  DELIVER ON OR BEFORE:

	JETS Contract
	Period of Performance: August 1, 2004 – July 31, 2005.



	PHONE:
	
	F.O.B. POINT:
	

	7.  CONFIRMING ORDER:
	8.  BILLING ADDRESS:

	
FROM:
	
	
	     NASA Johnson Space Center

	
TO:
	
	
	     Attn: BJ/Karen D. Adams
Procurement Group

	
DATE:
	
	
	     2101 NASA Parkway, Houston, TX  77058-3696

	
	                   Contract No.:
	
	

	
	
	

	9.  TYPE OF ORDER:



	
	
	PURCHASE:  REFERENCE
	
	
	X
	DELIVERY:  Except for the Terms and Conditions of Purchase

	
	
	
Order listed on the following page, this delivery order is subject to

	
Please furnish the following on the terms and conditions specified 
	
instructions contained on this form and is issued subject to the

	
on this order.
	
terms and conditions of contract number:
	NAS 9-TBD 
	

	
	
	

	10.  DISCOUNT TERMS:
	11.

	
	BY
	
	
	
	

	
	
	CONTRACTING OFFICER
	
	DATE
	

	12.  SCHEDULE

	
	DESCRIPTION
	QUANTITY 
ORDERED
	UNIT
	UNIT
PRICE
	AMOUNT
	QUANTITY
ACCEPTED

	
	The Contractor shall provide the services necessary to fulfill the requirements identified in the attached Statement of Work for JETS IDIQ Task Order #1.
	
	
	
	
	

	13.  FOR JSC INTERNAL USE ONLY:
	14.  Total

	PURCHASE REQUEST NO.:
	TBD
	
	COMP.
	
	PART.
	PPC:
	
	      $

	APPROPRIATION DATA:
	
	

	ACCOUNTING CODE:
	TBD
	

	REISSUE TO:
	
	

	15.  QUANTITIES IN “QUANTITY ACCEPTED” COLUMN HAVE BEEN:

	
	
	INSPECTED
	
	ACCEPTED
	
	RECEIVED

	TO CONFORM TO THE CONTRACT.
	BY
	
	
	
	

	ACCEPTANCE WILL BE AT JSC UNLESS OTHERWISE NOTED.
	
	Authorized U.S. Government Representative
	
	Date
	

	JSC Form 1429 (Rev June 26, 2000) (MS Word August 1995)
	


Approvals

Task Order:
Systems and Network Services & Security Support

Subtask Orders:
1. Systems Development

2. General System Administration and Sustaining Engineering

3. Infrastructure Development 

4. Technical Assistance

5. Network Security Operations

6. Firewall Operations 
7. Incident Response
8. Public Key Infrastructure

Performance Period:

08/01/04 – 07/31/05

Funding Organization:
TBD

Approved By:

___________________________________

__________




JETS Program Manager



Date

Approved By:

____________________________________
____________




JSC JETS Budget Analyst



Date

Approved By:

____________________________________
____________




JSC JETS COTR




Date

Approved By:

____________________________________
____________




JSC JETS Contracting Officer



Date

1. Systems Development

The Contractor shall identify the elements and steps that would be required to successfully implement a server platform for hosting Space Shuttle imagery data.  There will be approximately 375 simultaneous users across all of the NASA centers, with a total of 10,000 users and approximately 1.7 terabytes of data.  The system must be available 100% of the time. The software will be SQLserver developed by another IRD contractor, and remote access will require NACB approval and potential firewall rule modifications. 

2. General System Administration and Sustaining Engineering

As described in the Statement of Work (SOW), the contractor shall provide the Government with system administration for the systems listed in section J-7, Government Equipment Systems, and sustaining engineering for the IRD components listed in Attachments J-8 and J-9, Government Equipment – Software and Government Equipment- System Components respectively.  While performing system administration and sustaining engineering tasks, the Contractor shall comply with the Statement of Work and shall comply with availability standards specified in section J-7 of the statement of work (SOW) of this contract.
System administration includes activities such as:

· Obtain estimates for hardware and software warranties, spares and licenses.  

· Perform cost and schedule estimates for preventive and corrective maintenance.  

· Perform operations, preventive and corrective maintenance, and system configuration control pertaining to NT, Windows 2000, Windows 2003, SQL, IIS, Unix, Solaris, and Linux systems.  This may require removing and replacing system hardware and software components to the extent allowed by the original equipment manufacturer’s warranty.  For purposes of this task order, assume 70% of the systems run on Windows 2000 and 30% run on Unix.

· Develop system specifications, requirements documents, test plans, security plans including risk assessments, server system configuration control change requests, and obsolescence plans.

· Coordinate with the appropriate JSC organizations to allow external connectivity through the JSC firewalls.

· Provide necessary inputs to Server Registration Database

· Document and provide system problem assessment, resolution, and corrective action using IRD’s problem resolution systems and specifications.

· Negotiate, on the Government’s behalf, hardware maintenance agreement renewals, and software license renewals for items in section J-8 and J-9.

3. Infrastructure Development

The Contractor shall identify the elements and steps that would be required to successfully implement a consolidated Network Operations Center (NOC) in Building 46.  The NOC must be capable of interfacing with the current NOC, which is managed by the Outsourcing Desktop Initiative for NASA (ODIN) contractor.  The consolidated NOC must support out-of-band monitoring of network devices and access to the Network Intrusion Detection System (NIDS) for security investigations and monitoring.

4. Technical Assistance

The contractor shall provide the government with technical assistance to support up to ten 2 hour meetings per week.  Technical Assistance requires:

· Coordination, preparation and web posting of meeting agendas and minutes
· Tracking and web posting of meetings’ action items
· Preparation of meeting facilities: scheduling conference rooms, preparation and checkout of computer desktops and laptops and display equipment, preparation and checkout of telephone equipment in preparation for teleconferences, and distribution of pertinent meeting documentation. 
· Assisting in the preparation of presentations
· Faxing and copying paper materials 
· Support badging domestic and international visitors including international  
5.  Network Security Operations

The Contractor shall manage security related requests as defined in the SOW.  The Government estimates that the Contractor may receive between ten and twenty security requests per month.  The Contractor shall provide technical expertise to the Network Access Control Board (NACB) as required, implement approved firewall and networking solutions, network production capabilities, and respond to those requests for firewall and other IT security services by providing consultation and direct technical assistance to assist customers with the development of requirements for secure firewall and networking solutions.  

The contractor shall provide and maintain secure remote access capabilities for JSC users.  The remote access capabilities include Checkpoint IPSec (using local, PKI, and SecurID authentication for up to 500 users), Point-to-Point Tunneling Protocol (using NT authentication for all JSC NT domain users), RaptorMobile-EC (using proprietary public/private RC4 key pairs with password authentication for approximately 200 users), Neoteris (secure web access application using local passwords, PKI, or SecurID authentication), and Secure Server (a home-grown JSC secure web access application using NT authentication).

The Contractor shall provide recommendations and technical assessments of TCP-based Virtual Private Network (VPN) products that may be able to replace the aging JSC RaptorMobile-EC capability.  The JSC RaptorMobile-EC server is running on a DEC Alpha 1000A UNIX platform and has approximately 200 users, but less than 20 are active at any given time.  A TCP-based VPN is required for users who need full network connectivity but are not able to use IPSec or PPTP from their remote locations.

6.  Firewall Operations 

The contractor shall provide firewall rule set administration and configuration management of the JSC Institutional Firewall System per the SOW.  The contractor shall assume that there will be between ten and twenty firewall rule changes per month.
The contractor shall provide analysis of the daily inner, outer, and special-purpose institutional firewall access logs to identify possible security issues or user configuration problems.  The contractor shall report all possible security issues to IRD and shall work directly with users to correct configuration problems.  Experience has shown that approximately 4 hours per day of log files is required to identify possible security issues and to work with users to resolve configuration problems.

7.  Incident Response

The contractor shall be on call at all times to provide expertise and response to JSC computer security incidents as per the SOW.  The contractor shall use all available tools (NIDS, firewall logs, network monitoring devices, etc.) to identify, analyze, and respond to JSC computer security incidents and make recommendations to IRD.  The Contractor shall assume approximately 10 major incidents (affecting more than 100 systems) and 20 minor incidents (affecting 100 or less systems) per year.  
As part of the response to a computer incident, the contractor shall document the incident in a NASA-provided database and follow up with users as directed by IRD to eradicate the problem (e.g. assist users in the removal of worms or viruses, correct configuration errors, etc.).

8.  Public Key Infrastructure
The contractor shall build and test up to 2 unique PKI software installation packages per year for supported PKI clients and shall ensure continued interoperability between PKI and JSC secure remote access applications (Checkpoint IPSec, Neoteris, and Radius/Ace/SecurID servers).

Attachment L-3.doc
L-3: 1 of 5
11/10/03


Attachment L-3.doc
L-3:5 of 5
11/10/03




