JSC DATA REQUIREMENTS DESCRIPTION (DRD)

(Based on JSC –STD-123.  See work page for instructions.)


	1.  DRD Title
	2. Date of current version
	3. DRL Line Item No.
	RFP/Contract No. (Procurement completes)

	DRD-14 Information Technology Security Plans and Reports
	10/22/03
	14
	03JDB001

	4.  Use (Define need for, intended use of, and/or anticipated results of data)
	5.  DRD Category:  (check one)

	The contractor shall be responsible for Information Technology Security for all systems connected to a NASA network or operated by a NASA contractor. This plan will ensure contractor awareness and compiance with the NASA regulations.
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	Technical

Administrative

SR&QA

	6.  References (Optional)
	7.  Interrelationships (e.g., with other DRDs) (Optional)

	I.10 Security Requirements for Unclassified Technology Information Resources (NASA FAR Supplement 1852.204-76), SOW 3.0
	

	8.  Preparation Information (Include complete instructions for document preparation)




a. Data Type – 1 Written Approval
b. Scope: The contractor shall submit an IT security plan for their unclassified technology information resources. This plan shall describe the processes and procedures that will be followed to ensure appropriate security of I/T resources that are developed, processed, or used under this contract. The Contractor’s I/T security plan shall be compliant with the I/T security requirements in accordance with Federal and NASA policies as referenced in OMB Circular A-130 (Management of Federal Information Resources, NPG 2810.1 (Security of Information Technology), and NPG 1620.1 (Security Procedures and Guidelines).


i)
SECURITY PLAN(S)

The contractor shall have a line manager who is responsible for the contractor’s systems in accordance with the definitions set forth in NPG2810 and the JSC IT Security Manual JPG 2810.

The security plan shall be kept up to date as changes to the baseline configuration of the system occur and shall be documented in the security plan.


ii)
TRAINING

Evidence must be presented that periodic I/T security awareness and training has been met for all on-site contractors via an Annual Security Refresher Briefing provided by NASA.  Monthly reports should be compiled detailing the overall status of the annual training program. Annual training program is defined as the period from Oct. 1st through Sept. 30th.


iii)
INFORMATION ON EMPLOYEES IN SENSITIVE AIS POSITIONS/ASSIGNMENTS REPORT

The report on employees in sensitive IT positions/assignments shall provide information for personnel screening as required by the PIC02-04, NPG2810, and the JSC IT Security Manual (JPG2810). This report should be compiled on a semi-annual basis.

A list of all lead system administrators must be updated annually and provided to the Government. This list will be used to ensure the contractor, as outlined in PIC03-16, has met the system administrator certification requirements.

d. Format – Electronic Format consistent with JPG 2810.

e. Submission:


                 i.   Initial – 30 days after contract start 


ii.
  Approval  - 60 days after contract start

iii.  Frequency  - Annually

f. Distribution:  COTR


9.
Maintenance – Revision shall be incorporate by change page or complete reissue. 
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