The following are representative clauses included in NASA/MSFC Support Services Contracts to protect  proprietary, business confidential, or financial data of other companies.
X.X  ORGANIZATIONAL CONFLICTS OF INTEREST
(a) Pursuant to FAR 9.504, the Contracting Officer is 

responsible for identifying and evaluating potential Organizational conflicts of interest early in the acquisition process and either avoiding, neutralizing, or mitigating such conflicts before contract award.  The Offeror’s attention is invited to this subpart.

(b) The Contracting Officer has determined that during performance of this contract, the successful Offeror may be put in the position of performing engineering, scientific, or other related technical services on space flight hardware and other critical systems that were designed and/or built by the Contractor.  (For purposes of this clause, the term “Contractor” includes any division, separate company, or subsidiary that is wholly-owned by the parent corporation.)  The existence of these  conflicting roles might bias the Contractor’s judgement.

(c) Within two working days of receipt of a Subtask

Request causing such a conflict to arise, the Contractor shall notify the Contracting Officer and provide a report detailing

(1) The nature of the conflict;

(2) Plan for avoiding, neutralizing or mitigating the conflict; and

(3) The benefits and risks associated with acceptance of the plan.

(d) The Contracting Officer shall review the report, and

either authorize the performance of the Subtask Request, modify the Subtask Request, or withdraw the Subtask Request in its entirety.  If the Subtask Request is withdrawn or substantially modified by the Contracting Officer, the subtask or affected part thereof may later be performed by Government personnel or under another Government contract by a different Contractor not possessing a similar conflict of interest.


(e)   Any limitations on future contracting resulting from the Contractor’s preparation of specifications/ statements of work or access to proprietary, business confidential, or financial data of another company are identified in Clause H.6 “Limitation of Future Contracting”.


(f)
The terms of this clause and application of this FAR Subpart to the contract are not subject to negotiation. 

(End of clause)

X.X  LIMITATION OF FUTURE CONTRACTING (1852.209-71) (DEC  1988)
(a) The Contracting Officer has determined that this acquisition may give rise to a potential organizational conflict of interest.  Accordingly, the attention of prospective Offerors is invited to FAR Subpart 9.5 -- Organizational Conflicts of Interest.

(b)    The nature of these conflicts include:

(1) An unfair competitive advantage

(2)
Existence of conflicting roles that might bias the Contractor’s judgement 

(c)
The restrictions upon future contracting are as

follows:

    (1) If the Contractor, under the terms of this contract, or through the performance of tasks pursuant to this contract, is required to develop specifications or statements of work that are to be incorporated into a solicitation, the Contractor shall be ineligible to perform the work described in that solicitation as a prime or first-tier subcontractor under an ensuing NASA contract.  This restriction shall remain in effect for a reasonable time, as agreed to by the Contracting Officer and the Contractor, sufficient to avoid unfair competitive advantage or potential bias (this time shall in no case be less than the duration of the initial production contract).  NASA shall not unilaterally require the Contractor to prepare such specifications or SOW under this contract.

(2)
To the extent that the work under this contract requires access to proprietary, business confidential, or financial data of other companies, and as long as these data remain proprietary or confidential, the Contractor shall protect these data from unauthorized use and disclosure and agrees not to use them to compete with those other companies.

(End of clause)

X.X  SECURITY REQUIREMENTS FOR UNCLASSIFIED AUTOMATED 


INFORMATION RESOURCES (1852.204-76) (SEP 1993)

  
(a) In addition to complying with any functional and technical security requirements set forth in the schedule and the clauses of this contract, the Contractor shall initiate personnel screening checks and obtain user responsibility agreements, as required by this clause, for each Contractor employee requiring unescorted or unsupervised physical access or electronic access to the following limited or controlled areas, systems, programs and data information technology resources requiring screening checks will be identified by the COTR during contract performance.

        (1) The Contractor shall submit a personnel security questionnaire (NASA Form 531, Name Check Request, for National Agency Check (NAC) investigations and Standard Form 85P, Questionnaire for Public Trust Positions, for specified sensitive positions) and a Fingerprint Card (FD-258 with NASA overprint in Origin Block) to the Installation Security Officer for each Contractor employee who requires access.  The required forms may be obtained from the Installation Security Office.  Employees may have finger-prints taken at the MSFC Security Guard Headquarters, Building 4312, or at any police department.

   (i) Several months may be required for completion of complex personnel screening investigations.  Background screening may not be required for employees with recent or current Federal Government investigations.

   (ii) When employee access is necessary prior to completion of personnel screening, each Contractor employee requiring access may be considered for escorted access.  The Installation Security Officer will establish the eligibility of proposed escorts.

(2) The Contractor shall ensure that each Contractor employee requiring access executes any user responsibility agreements required by the Government prior to access.  The Contractor shall provide signed copies of the agreements to the installation Security Officer for inclusion in the employee’s security file.  Unauthorized access is a violation of law and punishable under the provisions of 18 U.S.C. 1029, 18 U.S.C. 1030 and other applicable statutes.

(3) The Contractor shall notify the installation Automated Information Security Manager no later than the end of the day of the termination for cause of an authorized employee’s access.  The Contractor shall notify the COTR no later than 10 days after an authorized employee no longer requires access for any other type of termination.  Verbal notifications shall be confirmed in writing within 30 days.


(b) The Contractor shall incorporate this clause in all

subcontracts where the requirements identified in paragraph (a) are applicable to performance of the subcontract.

