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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD Industrial Security Manual apply

to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

SECRET
b. LEVEL OF SAFEGUARDING REQUIRED

None

e .4 S L Y D M A AN AT AR B e
2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER

Date (YYMMDD)
a. ORIGINAL (Complete date in all cases)

b. SUBCONTRACT NUMBER

b. REVISED (Supersedes | Revision No.

all previous specs)

Date (YYMMDD)

c. SOLICITATION OR OTHER NUMBER
X | RFP2-38115 (RRG)

Due Date (YYMMDD)

Date (YYMMDD)

c. FINAL (Complete Item 5 in all cases)

4. ISTHIS A FOLLOW-ON CONTRACT? | X [ VES
NAS2-98083

Classified material received or generated
under

NO. If Yes, complete the following:

(Preceding Contract Number) is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 254?

In response to the contractor's request

T+

| X | NO. If Yes, complete the following:

, retention of the classified material is authorized for the
dated period

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE

THIS DD FORM 254 IS FOR PROPOSAL
PURPOSES ONLY. A NEW DD FORM 254
WILL BE PROVIDED UPON CONTRACT

b. CAGE CODE c.

COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

AWARD
s o s e
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
a. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

NASA Ames Research Center
Moffett Field, CA 94035

N/A

T ————
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT: Support services for operation, maintenance, repair and engineering support of

aerospace test, calibration, and support facilities.

A S e - WA S VeSS FESTRSTTE W S NE  SU IS VWP P A L T ———————— e —_———— e
10. CONTRACTOR WILL REQUIRE ACCESS TO:| ¥ES| MG | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES| NO
WILL:
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X

b. RESTRICTED DATA

CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RECEIVE CLASSIFIED DOCUMENTS ONLY

¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

d. FORMERLY RESTRICTED DATA

P e e e

e. INTELLIGENCE INFORMATION

c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

I e. PERFORM SERVICES ONLY

X
X
X
| X
(1) Sensitive Compartmented Information (SCI) X f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO X
RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
(2) Non-SCI X g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION X
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
g. NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION x j- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION X . OTHER (Specify) X
k. OTHER (Specify) X
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14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this X | Yes No
contract.

(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies
the gdgl)tional requirements. Provide a copy of the requirements to the cognizant security office. Use ltem 13 if additional space is
needed.

See Item 15 for further information.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office.. (f Yes,| X | Yes No
explain

and ider))tify specific areas or elements carved out and the activity responsible for inspections. Use Iltem 13 if additional space is

needed.

DSS is carved out and relieved of all security and inspection responsibility of contractor activities on NASA Ames
Research Center. NASA ARC, Code JP has exclusive security responsibility for all collateral and special access
material released to or developed under the contract and held within NASA ARC spaces.

T T ———
16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be
released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code)
George Reyes Security Classification Officer (650) 604-4344
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

NASA Ames Research Center X | @ CONTRACTOR

b. SUBCONTRACTOR
X ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

M/S 15-1

X e. ADMINISTRATIVE CONTRACTING OFFICER

X f. OTHERS AS NECESSARY (NASA HQ/X1; NASA ARC/Code JPS)
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N



