i. Item 10j: "For Official Use Only" information will be safeguarded in accordance with the Privacy Act Program and Freedom of Information Act.

j.  Item 11a: Performance on this contract is restricted to NASA installations, Cape Canaveral Air Force Station (CCAS), Patrick Air Force Base (PAFB), and worldwide landing sites.  Contractor is authorized to receive and generate classified material at only these locations.  Contractor is authorized to transmit and exchange classified material between the cited installations pursuant to local governing directives.  All classified material sent to or from Kennedy Space Center (except DCS items) will be forwarded via the KSC CMCC.

k.  Item 11f: Performance on this contract outside the con​tinental United States will be under direct supervision of NASA, John F. Kennedy Space Center.

l.  Item 15: Industrial security inspections of contractor COM​SEC activities are under the purview of the NASA KSC Protective Services Office and the NASA Central Office of Record (COR).  Defense Security Service (DSS) is relieved of this responsibility.

m.  The following classification guides (current and subsequent revisions) are made a part of this contract:


(1)
STS Security Classification Guide



(2)
Space Network Security Classification Guide



(3)  NASA COMSEC Classification Guide

Additional classification guidance will be provided by the NASA KSC Security Classification Officer as necessary.

n.  Classified information will not be entered into any ADP sys​tem, word processing system, or other electrical system until that particular system has been approved by the appropriate Government official as meeting the requisite standards.  A letter of such ap​proval must be kept on file.

o.  The NASA KSC COMSEC Officer, located in the NASA KSC Protec​tive Services Office, will serve as the Contracting Officer's Techni​cal Representative for all matters pertaining to COMSEC, including COMSEC account administration and management, the Data Encryption Standard (DES), and Public Key Cryptography (PKC).

p.  The contractor will comply with requirements of the follow​ing instructions.  Distribution of documents 4 through 8 will be limited to those contractor personnel performing COMSEC respon​sibilities.



(1)  NPG 1600.6A, NASA COMSEC Procedures and Guidelines.



(2)  NPG 1620.1, NASA Security procedures and guidelines.



(3)  KHB 1610.1C, KSC Security Handbook.



(4) NSTISSI 4005, Safeguarding Communications Security (COMSEC) Facilities and Materials.



(5) NTISSI 4004, Routine Destruction and Emergency Protection of COMSEC Material.



(6)  NTISSI 3013, Operational Security Doctrine for the Secure Telephone Unit III (STU‑III) Type 1 Terminal.



(7)  NTISSI 3005, Safeguarding and Control of Data Encryp​tion Standard (DES) Equipment and Associated Unclassified Communica​tions Security Aids.



(8) Such other NASA KSC security handbooks, manuals, and management instructions, and all other attendant procedures, plans and instructions as may be applicable.  Guidance concerning COMSEC applicability of any document may be obtained from the NASA KSC COM​SEC Officer.

q.  Classified material storage capability under this contract will be provided by NASA. 

r.  The Facility Security Officer, COMSEC Account Manager, and Alter​nate COMSEC Account Manager(s) must hold a final SECRET Government clearance.

s.  COMSEC work areas must meet requirements of reference (1 and 4), paragraph (q), except all areas containing operational keying material marked "CRYPTO" must be designated "LIMITED AREAS" (identical to DOD "CLOSED AREAS") as defined in reference (3), paragraph (q).  A list of individuals (Contractor and Government per​sonnel) who access such limited areas will be maintained throughout the contract and be disposed of in accordance with the NASA KSC COM​SEC Officer's instructions.

t.  A copy of all COMSEC Material Reports (SF 153) received by or originated by the contractor's COMSEC account will be forwarded to the NASA COR.

u.  The NASA KSC COMSEC Officer, or his/her designated represen​tative, may conduct periodic audits, full or partial, to ensure com​pliance with references listed in paragraph (q).

v.  All contractor personnel, prior to being granted access to classified COMSEC information and/or material under this con​tract, must be U. S. citizens granted a final security clearance by the Government.  Foreign nationals, immigrant aliens, personnel hold​ing interim SECRET clearances, or personnel holding a contractor granted CONFIDENTIAL clearance are not eligible for access to clas​sified COMSEC information released or generated under this contract.

w.  Reproduction of cryptographic keying material is STRICTLY PROHIBITED under this contract, without prior written approval from the KSC COMSEC Officer.

x.  COMSEC keying material and other accountable COMSEC paper material will be destroyed by burning, pulping, pulverizing, or crosscut shredding in accordance with references (1) and (2), paragraph (q).  All other accountable COMSEC material will be dis​posed of in accordance with instructions issued by the NASA KSC COM​SEC Officer.  

y.  The contractor will not divulge to any individual, company, organization, or other U.S. Government Department or Agency, any information, either classified or unclassified, pertaining to the design or capabilities of COMSEC systems or equipment being developed, produced, or provided as Government furnished equipment under this contract, or previous NASA contracts, without the prior approval of the NASA KSC COMSEC Officer.

z.  The contractor will not release classified COMSEC informa​tion to any activity or individual of the contractor's organization not directly engaged in providing services under this contract or to another contractor (including a subcontractor), Government agency, private individual, or organization without written consent of the NASA KSC COMSEC Officer.

aa.  All UNCLASSIFIED COMSEC information will be restricted in dissemination to contractor/subcontractor and Government personnel involved in this contract.  Any proposed release into the public domain of information pertaining to COMSEC activities on this contract will be forwarded to the NASA KSC COMSEC Officer for review and approval.  The term "release" includes, but is not limited to, newspaper articles, company newsletters, contract announcements, advertisements, brochures, photographs, motion picture films, technical papers, and unclassified presentations on any phase of this contract at any forum.

ab.  The contractor will make an immediate report to the NASA COR and the NASA KSC COMSEC Officer of any incident or violation of the re​quirements of these security provisions, irrespective of the contractor's judgment as to whether or not a compromise or possible compromise has occurred.  A follow‑up written report is required and will be submitted to the NASA COR and the NASA KSC COMSEC Officer.

ac.  Requests for clarification and guidance concerning security requirements under this contract will be directed to the NASA KSC COMSEC Officer.

