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Attachment D

THIS DD FORM 254 |S FOR PRE-AWARD PURPOSES ONLY - DRAFT* 1. CLEARANGE AND SAFEGUARDING
DEPARTMENT OF DEFENSE & FACHINGELEARACEIRECIINED
CONTRACY SECURITY CLASSIFICATION SPECIFICATION Ton Secret
{The rezulrements of the Dol Industrial Security Manual apply b. LEVEL OF SAFEGUARDING RECLIRED
. , None
2. THIS SPECIFICATION 1S FOR! (Xand complets a5 apglicabie} 3. THIS SPECIFICATION 15 (% and complete a5 applicabia)
a PRIE CONTRAGT NUMBER Cats (Y YMMED)
2. ORIGINAL {Complch date in &)l cites}
b. RUBCONTRAGT NUMBER b. REVISED (Supersedes | Revision No. Date (YYMMLD)
R all pravicus spmca)
e. SOLICITATION OR OTHER I Due Date (YYMMDO} ; Date (VIAALD) |
X NNGI} -&3503551& : |FINAL (Cumplels tlom 5 in 2 casee)
4. IS THIS A FOLLOW-ON CONTRACT? | % yes | NOC. H Yes, completa the following:
Glassified materlal received or gensrated undar _ NNGOTCA2IC ' {Proceding Conlract Numnber) ate iransfarred in thig folow-on conbracl.
5. IS THIS A FINAL DD FORN; 2547 | | YEs 1 X__ | NO. i Yes, complats the following:
It rosponzs to tho conlrector's requestdated , retention of the clacsified maieclal ls avlherized for Ihe pariod
6 CONTRACTOR {Include Commercial and Government Entity (CAGE) Cada) .
s NAME, ADDREGS, AND 2P CODE N CAGE e TOGNIZANT SEGURITY OFFIGE (Name, Address, and 2ip
TBD

7. SUBCOGNTRAGTOR S — <gre—d
a. NAME, ADDRESS, AND ZIP CODE a3 CAGE | ©. COGNIZANT SECURITY DFFICE (Name, Address. ark Zip

8, ACTUAL PERFORMANCE

a. LOCATION > ~ ST COGNZANT SEGLRITY OFFICL (Name, Aduress, and Zip
| NASA Goddard Space Flight Center
8800 Greenbelt road

Greenbelt, MD 20771

[ 9. GENERAIL IDENTIFICATION OF THIS PROCUREMENT
Mechanica] and Related Services: ~ - 7, for the study, design, development, fabrication, integration, testing,
Verification, and operation of space flight and ground system hardware and software, including the development and
s . .

10.CONTRACTOR WILL REQUIRE ACCESS TO:| YES; NO | 11. IN PIERFQRHING THIS CONTRACT '!'HE CGNT'RM:TOR YES| NO
2. GOMUNICATIONS SRCURITY (COMSET) RFORMAT ION 5 ; : oN

Lo
% RESTRICTED DATA X
X

e CRITCAL RUCLEAR WEAPOH DESIGN MEGRIAATION
. FORMERLY RESTRICTED DATA

. TTELLIGENGE INFORMAT.GN

Ti} Snbliivs Ganmerimariad Aicamalion (8C1)

T} Non-BC1
| EPECHL AGDEDE INFORMATION X d
¥ WAYG INFORMINTION bl m"‘v‘a‘“’w&sr"'mum—m
X
X

. FORRIGH GG VERRMENT INFORMATION T RAVE DFERATIONG BECURITY (OF S0 REGUIREWENTE
i TRITED DISSEMINATION INFORMATION ¥ BE ALTHORIZED TO USE THE DEFENGE DOURIER SERVICE
], FOR OFFIGIAL LISE GNLY IRFORIATION Y T GTHER {Specify)

K OTHER (Spechy)

e bt bt bt bt bt bt bt e




1z. PUBLIC RELEBARE Any Informalicn (clessRed or unclussified) pertaining Lo tis contract shalt not be reixaned fo- pubiic disssmination excejt as provided by the
Inustde’ Security Manus; unless it hes baen spproved for public release by app-opriata U.S. Governeent authorlly. Proposed public releesss shall be submitted for
A | prior to relazes

Direct [_] Thwough (Specify)

| NASA/GODDARD SPACE FLIGHT CENTER  130/OFFICE OF COMMUNICATIONS, GREENBELT, MD 20771

¢ Tothe Pubiic Afairs Division, NASA Headquarters, Washingtan, D.C. 20546 for revisw.

13. SECURITY GUIDANCE. The sscurily ciassifiectlon guidance needed for this classiiied affort Is identified below. If any dfficulty Is envountered in epplying this
guikienca or i any other contrbuling factor hdlcates a nead for shanges in this puidance, the serlraclos ls akdhorized and encodraged fo provide recommended
changes; to chaliange the guidance or lhe classification sssigned to any informution or malerist furnislwd or gansraled under this contract; and to submit any questians
for interpralation of this guidance to the official idenitfied balow, Pendiny final decision, the infermation imwlved ehall be handled and pratected at the tigheat level of
classification aszigned of moommended. {Filtin o4 appropriale for the classified effort. Attach, or forward under separate corFtapandence, any
documenisiguidasfaxtracis referancad hersin. Add additanal pages 28 needed o provide compiete guidance.)

The contractor must have sufficient cleared employees assigned duties under this contract io be able to complete ail
classified work assignments up to and including Top Secret/Sensitive Compartmented Information (SCT).

The following documents shall be applicable and binding in the performance of this contract:

DoD §220.22-M National Industriat Sccurity program Operating Manual (NISPOM) dated 2/28/06
NSA/CSS Policy Manua] 3-16 "Control of COMSEC" dated 8/5/05

National Security Telecommunications Systems Security Instruction (NSTSSI) 4005 Safeguarding
Communications Security (COMSEC) Facilities and Matetials 8/97 ‘

Amendment to NSTSSI 4005 (NSTISSC-003-98) 3/2/98

Amendment to NSTSST 4005 (CNS5-079-03) 8/5/03

CNSSP-1 National Policy for Safeguarding and Control of COMSEC Materials 5/04

NASA Space Network Security Classification Guide 01/01/2010

GPR 1600.1 Goddard Security Requirements, 4/3/08

. NPR 1600.1 NASA Security Program Procedural Requirements w/Change 2, 4/1/09

10. NPD 1600.2E, NASA Security Policy Revalidated 4/1/09

11. NPR 16060.2, NASA Classified National Security Information (CNST) 10/11/2011

hadl alban

LR R

14. ADDITIONAL SECURITY REQUIREMENTS. Reguirements, n addiion to ISM requirernents, are established for this | i Yos I X I Na

contract. {If Yes, identify tha partinent coniractusl clausses In the cont-act documert itself, or provido an approgtiste stalbrhent wheh
identifios the atdtionsl requirements. Provide & copy of the requ'remants io the cognizant seciwiéy office. Use Hem 73 if additional spece 1a
' neadsd.}

15. INSPECTIONS, Slarments of tis contract ere caislda the inspecilon respansiifily of the cogritzant seeurtly office. (F Yes, explain | Yes | X ] N
and idantify specific preas or siemants carved out and the activily respansile for inspections. Uss Item 12 if addidonal gpace Is needed ) :

10 CETTIFICATION AND SIONATURE. Dottty requrements stalad horsin are comptats and adequete 1or safoguarding the ciassilld formation 1o be reieased
or genaraied under this ciassifiad effort. All questions ehall be referred to the official named balow.

—2 W_"—u TYPED NAME OF CERTRVING ) THLE ' TELEPHOHE (Inciide Area Code)
FEI
Pamelz A. Starling Induistrial Security Specialist 301-286-6865

d. . ADDKESS finciude 2ip Cods) 17. REQUIRED DISTRIBUTION

KASA CGoddard Space Flight Center a CONRACTGR
Coxle 240 b. SUBCONTRACTOR
' Greenbeli, MD 20771 & CCONRZANT SEGURITY OFFICE FOR PRIME AND SUBCGHTRACTOR

SIGNATURE

/gﬁu& -.'f/(’7 M" ,-g/,;/{r/

D0 Form 254, Dec 90

4. 1.8, ACTMITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINIGTRATION
& ADMINISTRATIVE CONTRAGTING OFFIER
{. OTHERS AE BaCESSARY NASA Headquariers, Code X

papa| e
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12. NPD 1660.1B, NASA Counterinteiligence {CI) Policy 11/18/08

13. NPR 1660.B, NASA Counterintefligence and Counterterrorism 1/11/2011

14. NPR 2810.1A, NASA Security of Information Technology Change 1, 5/19/2011

15. NPD 2810.1D, NASA Information Security Policy 05/09/09

16. OMB Circular A-130 Appendix I, Security of Federal Automated Information
Resources

17. Federal Information Security Management Act of 2002

Any employoe, who observes or become aware of the deliberate or suspected compromise
of classified national security information (CNSI) shal promptly report such information
personatly to the GSFC Counter Intelligenee (CI) Office. If sensitive but unclassified
{SBU) informatior appears compromised by or on behalf of foreign or domestic powers,
organizations or persons, employee shall report such information to the GSFC CI Office.
If an employee becomes aware of information pertaining to international or domestic
terrorist activities, employees shall also report to the GSFC CI Office. If the information
indicates a computer compromise or other cyber intrusion, the Office of Inspector General
shall be promptly notified.

10.e. (1) & (2) Sensitive Compartmented Information (SCI) and Non-SCI

This contract requires access to Sensitive Compartmented Information (SCI). SCI will
only be released to contractor employees requiring access in order to perform within the
scope of the contract and only after official verification of the appropriate clearance level
has béen obtained. Any SCI material furnished to the contractor will be returned to the
direct custody of the agency having cognizance unless other disposition instructions have
been issued.

The names of any additional employees requiring SCI clearance solely for the purpose of
this contract will be providzd to a designated centract monitor or the Contracting Officer’s
Technical Representative (COTR), who will verify and approve the request. After
approval, the name will be provided to the GSFC Security Office (GSO) Program Security
Official for coordination with the Contractor Special Security Officer (CSS0). The C5SO
shall submit a request for the investigation and clearance in accordance with the National
Industrial Security Program Operating Manua! and any additional instructions of the User
Agency having cognizance.

Need-to-know verification for empfoyees’ classified visits to SCI facilities in the
performance of this contract shall be obtained by the CSSO from the designated contract
monitor, the COTR, or the GS0 Program Security Official prior to submission or
transmittal.



