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I. Overview

The NASA Integrated Communications Services (NICS) contract is a performance-based
information technology services contract that accomplishes the Information Technology
(IT) Infrastructure Improvement Program (I'P) vision for a seamless end-to-end Agency-
wide communications infrastructure. Although portions of this contract effort (e.g.
Agency-wide transformational projects) require a great deal of subjectivity as part of
performance evaluation, a large portion of NICS lends itself to the use of objective
performance measures.

The standards delineated herein are derived from the Performance Work Statement (PWS)
and the activities delineated therein. NICS will utilize an integrated process for objectively
evaluating certain areas of contractor performance along with the subjectivity of a
corresponding award fee process to provide the overall evaluation of the contractor’s
technical, schedule, business management, and cost performance. The standards delineated
herein, when used in conjunction with Attachment J-5, Cost-Plus-Award Fee/Cost-Plus-
Incentive/Award Fee Evaluation Plan, will determine the overall fee applicable to a
particular semi-annual or annual performance evaluation period.

Objectives: The objective is to provide accurate and objective assessments of the
contractor’s technical performance. These assessments and their feedback to the contractor
help to ensure receipt of the quality and kinds of products and services required by the
Government. Surveillance provides assessments of contractor performance, documentation
quality and timeliness, plan and schedule adherence, controls, and processes. The accuracy
of contractor reporting (reports, performance metrics, or insight metrics) will be verified
through Government surveillance of activities, reviews of contractor reports, and random
audits.

Change Control: The performance measures contained herein may be modified throughout
the life of the NICS contract. The change control of this document is the responsibility of
the Contracting Officer within the MSFC Office of Procurement. As required changes are
identified by the Office of the Chief Information Officer (OCIO), they will be forwarded to
the COTR/CO for implementation by bilateral modification to the contract.

Table Description:

For each table of performance measures (3.6, 3.8, and 4.0), the contractor will perform a
monthly self assessment based on their objective measurements.  The performance
measure with the lowest level of performance against the objective measures will
determine the percentage of Objective Fee Allocation (OFA) earned for each table of
performance measures. The OFA earned for each table of performance measures is
summed monthly to calculate the total objective fee earned for that month of the evaluation
period. Each performance measure is fully described in the supporting tables that follow
each of the tables of performance measures (3.6, 3.8, and 4.0).
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iti i i Objective Measure- Gold Perf. Excellent Minimum Unaccep. | Contractor
Table of Critical Service Levels Metrics FeeJ Alloc ment Standard Perf. Acceptable Qualit)F/) Self-
and Targets (OFA) % Window Standard Quality Level Assessment
Level (AQL)
(100% OFA) | (90% OFA) | (80% OFA) | (0% OFA)
Corporate Management and Operations (PWS 3.6) 45%
1.1 Corporate WAN Service Availability Monthly >99.99% 99.97% 99.95% <99.95%
1.2 ViTS Room Outages Exceeding Thresholds Monthly <5 <7 <9 > 10
1.3 VCS Bridging Service Availability Monthly >99.80% 99.50% 99.00% <99.00%
1.4 Outage Scheduling Monthly >99.99% 99.00% 98.00% <98.00%
1.5 Network Anomaly Sensor Availability Monthly >99.97% 99.95% 99.80% <99.80%
1.6 Corporate LAN Availability Monthly >99.99% 99.95% 99.90% <99.90%
1.7 DNS Availability Monthly >99.99% 99.97% 99.95% <99.95%
1.8 DHCP Service Availability Monthly >99.99% 99.97% 99.95% <99.95%
1.9 Corporate Firewall/Proxy Availability Monthly >99.99% 99.97% 99.95% <99.95%
1.10 | Severity 1 Outage Resolution - 24 x 7 effort to Monthly 0 misses 1 miss 2 misses > 2 misses
restore; 2 hour restoration
1.11 | Severity 2 Outage Resolution - 24 x 7 effort to Monthly 1 misses 2 miss 3 misses > 3 misses
restore; 4 hour restoration
1.12 | Severity 3 Outage Resolution- 12 x 5 effort to Monthly >98% in 4 96% in 4 94% in 4 <94% in
restore; 4 business hour restoration bus hrs & bus hrs & bus hrs & 4 bus hrs
100% in 1 100% in 2 100% in 3 orany >3
bus day bus days bus days bus days
1.13 | Severity 4 Outage Resolution - 12 x 5 effort to Monthly >98%in12 | 94%in 12 90% in 12 <90% in
restore — Next Business Day restoration bus hrs & bus hrs & bus hrs & 12 bus hrs
100% in 7 100% in 10 | 100% in 10 or any >
days days days 10 days
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1.

Corporate Management and Operations (PWS 3.6)

1.1 Corporate WAN Service Availability

Critical Service Level

Service Level Description

The weighted percentage of time that the NISN Core backbone network is
available during scheduled uptime.

Definitions

All core network optical switches, facilities, and services required to operate and
sustain NASA’s backbone network at or above service level targets.

Hours of Operation

24 X7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

(WVa * Na * Aa%) + (WVb * Nb * Ab%) + (WVc *Nc * Ac%)
A =

(WVa * Na) + (WVb * Nb) + (WVc*Nc)

A = Availability per Month

WVx = Weighted Value of the Class of Device (a, b or c)
Nx = Number of Devices within a Class (a, b or ¢)

Ax% = Availability Percentage for period the Class (a, b or ¢)

Class of Device (x)/Weighted Value (WVX):
Center Devices — “a “ with a WV of 25
Associated Center Device — “b” with a WV of 20
Tail Device — “c” with WV of 1

Class Availability (Ax%):
Center (Aa%), Associated Center (Ab%), Tail (Ac%)

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.2 ViTS Room Outages Exceeding Thresholds

Critical Service Level

Service Level Description

The number of system outages or events that impact ViTS room availability.

Definitions

All ViTS room equipment, facilities, and telecommunications equipment. Outage
thresholds are less than or equal to 4 hours for outages without technician
dispatch, and less than or equal to 8 hours with technician dispatch.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation The calculation is the total number of ViTS room outages, including full-service
conference rooms and roll-about systems, exceeding outage thresholds as defined
above.

Measurement The contractor will employ a suitable monitoring tool to measure and report

actual room availability and service restoral times. Monthly performance reports
will calculate actual service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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1. Corporate Management and Operations (PWS 3.6)
1.3 VCS Bridging Service Availability

Critical Service Level

Service Level Description

The percentage of time that the NISN full service video teleconferencing bridges
are available during scheduled uptime.

Definitions

All video equipment, telecommunications equipment, facilities, and services
required to operate and sustain NASA center video conferencing facilities or
above service level targets

Hours of Operation

Monday — Friday, 6 am — 6 pm Central Standard Time

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime/ Scheduled Uptime) x 100%
Monthly availabilities are averaged to calculate the availability for the reporting
period.

For example, if the NISN video conferencing bridges were expected to be
available for normal business use 11 hours per day, 5 days per week the
Scheduled uptime for this system would be 3,300 minutes per week ((60
[minutes] * 11 [hours] * 5 [days]).

If the Actual Uptime for this system during a month (in this example, 28 days)
was 3,275 minutes, Availability for that month would be 99.24 ((3,275 minutes /
3,300 minutes) * 100) or 99.24%.

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)

1.4 Outage Scheduling

Critical Service Level

Service Level Description

The percentage of activities scheduled and coordinated within 10 calendar days or
in accordance with mission freeze policies.

Definitions

Mission freeze and scheduling policies are defined in NISN SOP-002.

Hours of Operation

N/A

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of Activities Scheduled Within Threshold] / [Number of Activities
Scheduled] * 100%
Measurement The contractor to provide report on activities scheduled outside the outage

scheduling window and reason for occurrence.

Requirements and Dependencies

None

Exceptions and Exclusions

Exceptions as approved by COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.5 Network Anomaly Sensor Availability

Critical Service Level

Service Level Description

The percentage of time that network anomaly sensors are available during
scheduled uptime.

Definitions

None

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime/ Scheduled Uptime) x 100%
Monthly availabilities are averaged to calculate the availability for the reporting
period.

For example, if there are 100 network anomaly sensors in the network and the
sensors were expected to be available 24 hours per day, 7 days per week, except
during a mutually agreed Maintenance Window, (using a 4-hour hypothetical
Maintenance Window per week) the Scheduled Uptime for this system would be
984,000 minutes per week (100 * ((60 [minutes] * 24 [hours] * 7 [days]) — (60
[minutes] * 4 [hours])).

If the Actual Uptime for this system during a month (in this example, 28 days)
was 3,930,000 minutes, Availability for that month would be 99.85 ((3,930,000
minutes / 3,936,000 minutes) * 100) or 99.85%.

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.6 Corporate LAN Service Availability

Critical Service Level

Service Level Description

The weighted percentage of time that the NASA Center Local Area Network
(LAN) is available during scheduled uptime.

Definitions

All network hardware, software, and services required to operate and sustain
NASA’s IP-based Center LAN at or above service level targets during scheduled
uptime.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation The Contractor will calculate the Center LAN network availability monthly for
each center. The lowest Center LAN network availability number will be the
number used for Corporate LAN Service Availability.

(WV * NXL * A%) + (WV * NL * A%) + (WV * NM * A%) + (NS * A%)
A=

(WV *NXL) + (WV *NL) + (WV * NM) + NS
A = Availability
WYV = Weighted Value (9 for XL or HI, 6 for Large and 3 for Medium)
NXL = Number of Extra Large Devices ( Greater than 192 ports, or High Impact
device)
NL = Number of Large Devices (97 to 192 ports attached)
A% = Availability Percentage for period
NM = Number of Medium Devices (25 to 96 ports attached)
NS = Number of Small Devices (1 to 24 ports attached)
High Impact = critical device as defined by COTR.
Measurement The contractor will employ a suitable monitoring tool to measure and report

actual availability, such as Solarwinds or Whats Up Gold (WUG). Individual
measurements will be taken from a monitoring tool located at each center.
Monthly performance reports will calculate actual service level measurements as
calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)

1.7 DNS Availability

Critical Service Level

Service Level Description

The percentage of time that the NASA Center Domain Name Service (DNS) is
available during scheduled uptime.

Definitions

DNS appliances, hardware, software, and services required to perform name
resolution at or above service level targets.

Service Set = A collection of IPAM devices providing DNS service to a
designated user community

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation Availability = (Actual Uptime/ Scheduled Uptime) x 100%
The lowest DNS Availability number for each Service Set (local, agency, or
public) for each month will be used to determine the contractor’s performance
rating.

Measurement The contractor will employ a suitable monitoring tool to measure and report

actual availability for each DNS Service Set. Monthly performance reports will
calculate actual service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)

1.8 DHCP Service Availability
Critical Service Level

Service Level Description The percentage of time that the NASA Center Dynamic Host Configuration
Protocol (DHCP) service sets are available during scheduled uptime.

Definitions DHCP appliances, hardware, software, and services required to provide dynamic
IP address assignments at or above service level targets.

Service Set = A collection of IPAM devices providing DHCP service to a
designated user community.

Hours of Operation 24X 7
Service Level Target See Table of Critical Service Levels Metrics and Targets
Calculation Availability = (Actual Uptime/ Scheduled Uptime) x 100%

The lowest DHCP Service Set Availability number for each month will be used to
determine the contractor’s performance rating.

Measurement The contractor will employ a suitable monitoring tool to measure and report
actual availability at each DHCP Service Set. Monthly performance reports will
calculate actual service level measurements as calculated above.

Requirements and Dependencies | None

Exceptions and Exclusions Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.9 Corporate Firewall/Proxy Availability

Critical Service Level

Service Level Description

The percentage of time that the firewall and proxy devices are available during
their scheduled uptime.

Definitions

Firewall and Proxy hardware, software, and services required to operate and
sustain firewall and proxy availability at or above service level targets.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime/ Scheduled Uptime) x 100%

For example, if a firewall was expected to be available for normal business use 24
hours per day, 7 days per week, except during a mutually agreed Maintenance
Window, (using a 4-hour hypothetical Maintenance Window) the Scheduled
uptime for this system would be 9,840 minutes per week ((60 [minutes] x 24
[hours] x 7 [days] ) — (60 [minutes] x 4 [hours] )).

If the Actual Uptime for this system during a month (in this example, 28 days)
was 39,160 minutes, Availability for that month would be 99.59 ((39,160 minutes
/39,360 minutes) * 100) or 99.59%.

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.10 Severity 1 Resolution - 24 x 7 effort to restore; 2 hours

Service Level Description

Restoration of a Severity 1 outage that impacts critical services (defined below)
within 2 hours that impacts critical services.

Definitions

Critical Service Impact = Loss of services to any high impact asset, such as a
mission router/switch or a data center router/switch, that results in an outage to a
large community of users or impact to a high visibility event or mission.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Number of Severity 1 outages that exceed the threshold.

Measurement

The contractor will track service outage start and stop times, per event. The time
for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.11 Severity 2 Resolution - 24 x 7 effort to restore; 4 hours

Service Level Description

Restoration of a Severity 2 outage that impacts a large segment of users within 4
hours.

Definitions

Loss of services to any major service or large segment of users, such as Domain
Name Services, Remote Access Services, a campus core or distribution network
device, a large segment of a network or multi-shift facility, or a communications
hub such as a CIEF or gateway.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Number of Severity 2 outages that exceed the threshold.

Measurement

The contractor will track service outage start and stop times, per event. The time
for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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1. Corporate Management and Operations (PWS 3.6)
1.12 Severity 3 Resolution- 12 x 5 effort to restore

Service Level Description

The percentage of Severity 3 incident resolutions for restoration of an outage that
impacts multiple users within 4 business hours.

Definitions

Loss of services to multiple users, such as an access layer switch, or loss of
system redundancy, such as a redundant core, distribution or other backbone
router/switch.

Hours of Operation

24x7 for WAN
Monday — Friday, 6 am — 6 pm Local Time* for all other

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of Severity 3 Incident Resolutions Within Threshold] / [Number of
Severity 3 Incident Resolutions] * 100%
Measurement The contractor will track service outage start and stop times, per event. The time

for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

If multiple Severity 3 incidents are reported on the same service/system/location,
then a Severity 2 ticket will be opened.

Exceptions and exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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1. Corporate Management and Operations (PWS 3.6)
1.13 Severity 4 Resolution - 12 x 5 effort to restore

Critical Service Level

Service Level Description

The percentage of Severity 4 incident resolutions for restoration of an outage to a
single user before the end of the next business day.

Definitions

Loss of services to a single user, such as a loss of a port on a switch, or a DNS
record issue.

Hours of Operation

24x7 for WAN
Monday — Friday, 6 am — 6 pm Local Time* for all other

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of Severity 4 Incident Resolutions Within Threshold] / [Number of
Severity 4 Incident Resolutions] * 100%
Measurement The contractor will track service outage start and stop times, per event. The time

for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

If multiple Severity 4 incidents are reported on the same service/system/location,
then a Severity 3 ticket will be opened.

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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iti i i Objective Measure- Gold Perf. Excellent Minimum Unaccep. | Contractor
Table of Critical Service Levels Metrics Feg Alloc ment Standard Perf. Acceptable Qualits Self-
and Targets (OFA) % Window Standard Quality Level Assessment
Level (AQL)
(100% OFA) | (90% OFA) | (80% OFA) | (0% OFA)
Mission Management and Operations (PWS 3.8) 40%
2.1 | Mission Real-Time Critical WAN Service Monthly 100% 95% 90% <90%
Availability
2.2 | Mission Critical WAN Service Availability Monthly >99.99% 99.97% 99.95% <99.95%
2.3 | Mission Real-Time Critical Voice Service Monthly 100% 95% 90% <90%
Availability
2.4 | Mission Critical Voice Service Availability Monthly 100% 99.95% 99.90% <99.90%
2.5 | Outage Scheduling Monthly >99.99% 99.00% 98.00% < 98.00%
2.6 | Severity 1 Outage Resolution - 24 x 7 effort to Monthly 0 misses 1 miss 2 misses > 2 misses
restore; 2 hours
2.7 | Severity 2 Outage Resolution - 24 x 7 effort to Monthly 1 misses 2 miss 3 misses > 3 misses

restore; 4 hours
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2. Mission Management and Operations (PWS 3.8)
2.1 Mission Real-Time Critical WAN Service Availability

Critical Service Level

Service Level Description

The percentage of Mission Real-Time Critical WAN Service Sets that meet the
documented SLA of 99.98% during the month.

Definitions

Service Sets = predefined data flow endpoint pairs for specific point to point real
time critical data flows. (e.g. JSC to WSCA, JSC to WSCB) There are
approximately 20 Mission Real-Time Critical WAN service sets.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation Percentage = [Number Of Service Sets That Meet SLA] / [Number Of Service
Sets] * 100%
Measurement The contractor will employ a suitable monitoring tool to measure and report

actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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2. Mission Management and Operations (PWS 3.8)
2.2 Mission Critical WAN Service Availability

Critical Service Level

Service Level Description

The percentage of time that the Mission Critical WAN Service is available during
their scheduled uptime.

Definitions

All routers, switches, LANs, and associated equipment required to operate and
sustain NASA’s Mission Critical WAN and GSFC LAN services at or above
service level targets.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

(WVa * Na * Aa%) + (WVb * Nb * Ab%) + (WVc *Nc * Ac%)
A =

(WVa * Na) + (WVb * Nb) + (WVc*Nc)

A = Availability per Month

WVx = Weighted Value of the Class of Device (a, b or ¢)
Nx = Number of Devices within a Class (a, b or ¢)

Ax% = Availability Percentage for period the Class (a, b or c)

Class of Device (x)/Weighted Value (WVXx):
Center Devices — “a “ with a WV of 25
Associated Center Device — “b” with a WV of 20
Tail Device — “c” with WV of 1

Class Availability (Ax%):
Center (Aa%), Associated Center (Ab%), Tail (Ac%)

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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2. Mission Management and Operations (PWS 3.8)
2.3 Mission Real-Time Critical Voice Service Availability

Critical Service Level

Service Level Description

The percentage of Mission Real-Time Critical WAN Service Sets that meet the
documented SLA of 99.98% during the month.

Definitions

Service Sets = predefined data flow endpoint pairs for specific point to point real
time critical data flows.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation Percentage = [Number Of Service Sets That Meet SLA] / [Number Of Service
Sets] * 100%
Measurement The contractor will employ a suitable monitoring tool to measure and report

actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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2. Mission Management and Operations (PWS 3.8)
2.4 Mission Voice Service Availability

Critical Service Level

Service Level Description

The percentage of time that the GSFC Mission Voice Service is available during
their scheduled uptime.

Definitions

All equipment required to operate and sustain GSFC’s Mission Voice system at or
above service level targets.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime/ Scheduled Uptime) x 100%
Monthly availabilities are averaged to calculate the availability for the reporting
period.

For example, if the Mission Voice system was expected to be available for normal
business use 24 hours per day, 7 days per week, except during a mutually agreed
Maintenance Window, (using a 4-hour hypothetical Maintenance Window) the
Scheduled uptime for this system would be 9,840 minutes per week ((60
[minutes] x 24 [hours] x 7 [days] ) — (60 [minutes] x 4 [hours] )).

If the Actual Uptime for this system during a month (in this example, 28 days)
was 39,160 minutes, Availability for that month would be 99.59 ((39,160 minutes
/39,360 minutes) * 100) or 99.59%.

Measurement

The contractor will employ a suitable monitoring tool to measure and report
actual availability. Monthly performance reports will calculate actual service
level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

J-4-22




2. Mission Management and Operations (PWS 3.8)

2.5 Outage Scheduling

Critical Service Level

Service Level Description

The percentage of activities scheduled and coordinated within 10 calendar days or
in accordance with mission freeze policies.

Definitions

Mission freeze and scheduling policies are defined in NISN SOP-002.

Hours of Operation

N/A

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of Activities Scheduled Within Threshold] / [Number of Activities
Scheduled] * 100%
Measurement The contractor to provide report on activities scheduled outside the outage

scheduling window and reason for occurrence.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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2. Mission Management and Operations (PWS 3.8)
2.6 Severity 1 Resolution - 24 x 7 effort to restore; 2 hours

Service Level Description

Restoration of a Severity 1 outage that impacts critical services (defined below)
within 2 hours that impacts critical services.

Definitions

Critical Service Impact = Loss of services to any high impact asset, such as a
mission router/switch or a data center router/switch, that results in an outage to a
large community of users or impact to a high visibility event or mission.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Number of Severity 1 outages that exceed the threshold.

Measurement

The contractor will track service outage start and stop times, per event. The time
for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

J-4-24




2. Mission Management and Operations (PWS 3.8)
2.7 Severity 2 Resolution - 24 x 7 effort to restore; 4 hours

Service Level Description

Restoration of a Severity 2 outage that impacts a large segment of users within 4
hours.

Definitions

Loss of services to any major service or large segment of users, such as Domain
Name Services, Remote Access Services, a campus core or distribution network
device, a large segment of a network or multi-shift facility, or a communications
hub such as a CIEF or gateway.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation Number of Severity 2 outages that exceed the threshold in the measurement
window.
Measurement The contractor will track service outage start and stop times, per event. The time

for each outage is from identification of outage (outage start time) to service
restoration (outage stop time).

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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Table of Critical Service Levels Metrics | O | Veasre [ Sdipart | Bxelent [ iy [ G | Copteor
and Targets (OFA) % | Window Standard Quality Level Assessment
Level (AQL)
(100% OFA) | (90% OFA) | (80% OFA) | (0% OFA)
Center and Assoc. Comp. Facility Serv. (PWS 4.0) 15%
3.1 Proper Installation of Cable Plant Services Monthly 100% N/A N/A <100%
32 Outside Cable Plant Return to Service Monthly >98% 95% 90% <90 %
3.3 Inside Cable Plant Return to Service Monthly >98% 95% 90% <90 %
34 Inside Cable Plant MAC Monthly >98% 95% 90% <90 %
3.5 Public Address/Emergency Warning System Monthly >99.9% 99.8% 99.7% <99.7%
Availability

3.6 Radio Equipment Return to Service Monthly >98% 95% 90% <90%
3.7 Telephone System Availability Monthly >99.99% 99.95% 99.90% <99.90%
3.8 Telephone System Return to Service Monthly >98% 95% 90% <90 %
39 Telephone Handset Return to Service Monthly >98% 95% 90% <90 %
3.10 | Telephone Handset MAC Monthly >98% 95% 90% <90 %
3.11 | VoIP System Availability Monthly >99.99% 99.95% 99.90% <99.90%
3.12 | VoIP System Return to Service Monthly >98% 95% 90% <90 %
3.13 | VoIP Handset Return to Service Monthly >98% 95% 90% <90 %
3.14 | VoIP Handset MAC Monthly >98% 95% 90% <90 %
3.15 | Cable Television Distribution System Availability Monthly 299.9% 99.8% 99.7% <99.7%
3.16 | Cable Television System Return to Service Monthly > 98% 95% 90% <90 %
3.17 | Cable Television Display Device Return to Service Monthly > 98% 95% 90% <90 %
3.18 | Cable Television Display MAC Monthly > 98% 95% 90% <90 %
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.1 Proper Installation of Cable Plant Services

Critical Service Level

Service Level Description

The percentage of time that cable plant services are performed in accordance
with applicable duct usage or fiber lease agreements.

Definitions

None

Hours of Operation

N/A

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Cable Plant Installations In Accordance With Applicable Duct
Usage Or Fiber Lease Agreements] / [Total Number Of Cable Plant
Installations] * 100%

Measurement The contractor will employ a suitable monitoring tool or process to measure

and report actual services performed.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.2 Outside Cable Plant Return to Service

Critical Service Level

Service Level Description

The percentage of outside cable plant Return To Service (RTS) implementations
within 5 business days.

Definitions

Outside cable plant is defined as the hardware and cable plant infrastructure
(copper or fiber optic cabling) that is between buildings.

Hours of Operation

N/A

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Outside Cable Plant RTS Within Specified Time] / [Total Number
Of Outside Cable Plant RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.3 Inside Cable Plant Return to Service

Critical Service Level

Service Level Description

The percentage of inside cable plant time to Return To Service (RTS)
implementations within 2 business days.

Definitions

Inside cable plant is defined as the hardware and cable plant infrastructure (copper
or fiber optic cabling) that is within buildings.

Hours of Operation

N/A

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Inside Cable Plant RTS Within Specified Time] / [Total Number Of
Inside Cable Plant RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)

3.4 Inside Cable Plant MAC

Critical Service Level

Service Level Description

Percentage of inside cable plant moves, additions, and changes (MAC)
implemented within 3 business days.

Definitions

Inside cable plant is defined as the hardware and cable plant infrastructure (copper
or fiber optic cabling) that is within buildings.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Inside Cable Plant MAC Within Threshold] / [Total Number Of
Inside Cable Plant MAC] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

Requires that infrastructure is available to support cable plant additions and
moves.

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.5 Public Address/Emergency Warning System Availability

Critical Service Level

Service Level Description

The percentage of time that Public Address or Emergency Warning System
availability is maintained to support broadcasts, system tests, and emergency
broadcasts.

Definitions

Public Address and Emergency Warning System includes all hardware and
software components necessary to support broadcasts, system tests, and
emergency broadcasts.

Hours of Operation

24 X7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime / Scheduled Uptime ) * 100%

Measurement

The contractor will employ a suitable monitoring tool or process to measure and
report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.6 Radio Equipment Return to Service

Critical Service Level

Service Level Description

The percentage of time that Mean-time-to-repair (MTTR) for radios is within 2
business days.

Definitions

All radios for which the contractor has been assigned operational responsibility.
Repair window is from time of trouble ticket initiation to completion of repair.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Radio Repairs Completed Within Threshold] / [Number Of Radio
Repair Requests] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.7 Telephone System Availability

Critical Service Level

Service Level Description

The percentage availability of telephone system during scheduled uptime.

Definitions

The telephone system is the backend infrastructure to support call processing,
voicemail and 911 services for a given location.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime/ Scheduled Uptime) x 100%

Measurement

The contractor will employ a suitable monitoring tool or process to measure and
report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.8 Telephone System Return to Service

Critical Service Level

Service Level Description

The percentage of telephone system Return To Service (RTS) incidents resolved
within 4 hours.

Definitions

The telephone system is the backend infrastructure to support call processing,
voicemail and 911 services for a given location.

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Telephone System RTS Within Threshold] / [Total Number Of
Telephone Service RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.9 Telephone Handset Return to Service

Critical Service Level

Service Level Description

The percentage of telephone handset Return To Service (RTS) incidents resolved
within 8 business hours.

Definitions

None

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Telephone Handset RTS Within Threshold] / [Total Number Of
Telephone Handset RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)

3.10 Telephone Handset MAC

Critical Service Level

Service Level Description

The percentage of telephone handset moves, additions, and changes (MAC)
implemented within 3 business days.

Definitions

None

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Telephone Handset MAC Within Threshold] / [Total Number Of
Telephone Handset MAC] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)

3.11 VolP System Availability

Critical Service Level

Service Level Description

The percentage availability of VoIP systems are during scheduled uptime.

Definitions

VoIP Systems include call processing systems, voicemail systems, gateways,
E911 systems, and Uninterruptible Power Supplies (UPS).

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime / Scheduled Uptime ) x 100%

Measurement

The contractor will employ a suitable monitoring tool or process to measure and
report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.12 VolP System Return to Service

Critical Service Level

Service Level Description

The percentage of VoIP system Return To Service (RTS) incidents resolved
within 4 hours.

Definitions

VoIP Systems include call processing systems, voicemail systems, gateways,
E911 systems, and Uninterruptible Power Supplies (UPS).

Hours of Operation

24X 7

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of VoIP System RTS Within Threshold] / [Total Number Of VoIP
Service RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.13 VolP Handset Return to Service

Critical Service Level

Service Level Description

The percentage of VolP handset Return To Service (RTS) incidents resolved
within 8 business hours.

Definitions

None

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of VoIP Handset RTS Within Threshold] / [Total Number of VoIP
Handset RTS] 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)

3.14 VolP Handset MAC

Critical Service Level

Service Level Description

The percentage of VolP handset moves, additions, and changes (MAC)
implemented within 3 business days.

Definitions

None

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number of VoIP Handset MAC Within Threshold] / [Total Number of VoIP
Handset MAC] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.15 Cable Television Distribution System Availability

Critical Service Level

Service Level Description

The percentage availability of cable television distribution systems during
scheduled uptime.

Definitions

Cable Television System includes the video headends and video switchgear that
provides the programming for cable TV service.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation

Availability = (Actual Uptime / Scheduled Uptime ) x 100%

Measurement

The contractor will employ a suitable monitoring tool or process to measure and
report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.16 Cable Television System Return to Service

Critical Service Level

Service Level Description

The percentage of Cable Television System Return To Service (RTS) incidents
resolved within 8 business hours.

Definitions

Cable Television System includes the video headends and video switchgear that
provides the programming for cable TV service.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Cable TV System Return To Service Within Threshold] / [Total
Number Of Cable TV System Return To Service] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.17 Cable Television Display Return to Service

Critical Service Level

Service Level Description

The percentage of Cable Television display Return To Service (RTS) incidents
resolved within 8 business hours.

Definitions

Cable Television displays include regular cathode ray tube (CRT), plasma and
liquid crystal display (LCD) televisions.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Cable TV Display RTS Within Threshold] / [Total Number Of Cable
TV Display RTS] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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3. Center and Associated Component Facilities Services (PWS 4.0)
3.18 Cable Television Display MAC

Critical Service Level

Service Level Description

The percentage of cable television display moves, additions, and changes (MAC)
implemented within 3 business days.

Definitions

Cable Television displays include regular cathode ray tube (CRT), plasma and
liquid crystal display (LCD) televisions.

Hours of Operation

Monday — Friday, 6 am — 6 pm Local Time*

Service Level Target

See Table of Critical Service Levels Metrics and Targets

Calculation [Number Of Cable TV Display MAC Within Threshold] / [Total Number Of
Cable TV Display MAC] * 100%
Measurement The contractor will employ a suitable monitoring tool or process to measure and

report actual availability. Monthly performance reports will calculate actual
service level measurements as calculated above.

Requirements and Dependencies

None

Exceptions and Exclusions

Downtime excludes any period that the environment is not available due to
scheduled outages or outages outside the contractor’s control, as determined by
the COTR.

* Local Time is considered to be the time zone at the customer’s location.
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