DRAFT NNMO09263608R

ATTACHMENT J-1,
APPENDIX C (DRAFT)

PERFORMANCE SPECIFICATIONS

J-1-C-1



DRAFT NNMO09263608R

The following table represents Performance Specifications for PWS sections 3.0, 4.0, 5.0, and 6.1 that
will be used to monitor service performance. The contractor shall report their performance against
these specifications in accordance with DRD 1294MA-008, Service Performance Report. This report
is utilized by NASA in subjective evaluations as described in J-5, Award Fee Plan.

A subset of these specifications, fully described in Attachment J-4, Performance Measures, comprise
the objective award fee measures.

PWS ‘ ‘ PERFORMANCE STANDARD NOTES
3.1.1 IPAM Service Performance Requirements as follows:

DNS, DHCP service availability: See J-4, Table 1, Measure 1.7 and 1.8

Creation/modification of records: < 1 business day

DNS, DHCP data accuracy: 99.9%

Restoral Time: See J-4, Table 1, Measure 1.11

3.1.2 Remote Access Services Performance Requirements as follows:
RAS Service Availability: 99.9%

Creation/modification of records: < 1 business day

Restoral Time: See J-4, Table 1, Measure 1.11

3.1.3 Network Timing Protocol Service Performance Requirements as follows:
Acceptable Time Drift for the NTP Service: +/- 0.5 seconds

Restoral Time: See J-4, Table 1, Measure 1.11

3.1.4 Guest Network Services Performance Requirements as follows:
Availability: See J-4, Table 1, Measure 1.6

Restoral Time: See J-4, Table 1, Measures 1.12 and 1.13

34.1 Routed Data Performance Requirements as follows:

WAN Availability: See J-4, Table 1, Measure 1.1

WAN Restoral Time: See J-4, Table 1, Measures 1.10, 1.11, 1.12, and 1.13
LAN Availability: See J-4, Table 1, Measure 1.6

LAN Restoral Time: See J-4, Table 1, Measures 1.10, 1.11, 1.12, and 1.13
LAN Availability: See J-4, Table 1, Measure 1.6

LAN/WAN Acceptable Packet Loss Percent: <1.0%

LAN Latency < 10 ms

WAN Latency: <100 ms

Jitter <20 ms

3.4.2 Data Center Network Performance Requirements as follows:
LAN Availability: See J-4, Table 1, Measure 1.6

LAN Restoral Time: See J-4, Table 1, Measures 1.10, 1.11, 1.12,and 1.13

J-1-C-2



DRAFT NNMO09263608R

PWS |

‘ PERFORMANCE STANDARD

NOTES

3.4.4

Firewall Services Performance Requirements as follows:

Firewall/Proxy Availability: See J-4, Table 1, Measure 1.9

Restoral Time: See J-4, Table 1, Measure 1.10, 1.11, 1.12, and 1.13

Firewall Rule Modification: Within 8 business hrs from approval of firewall request

345

Proxy Services Performance Requirements as follows:

Firewall/Proxy Availability: See J-4, Table 1, Measure 1.9

Restoral Time: See J-4, Table 1, Measure 1.10, 1.11, 1.12, and 1.13

3.4.7

Layer 2 VPN Service Performance Requirements as follows:

WAN Availability: See J-4, Table 1, Measure 1.1

WAN Restoral Time: See J-4, Table 1, Measures 1.13 and 1.14

LAN/WAN Acceptable Packet Loss Percent: <0.1%

Latency: <100 ms

3.5.1

VCS Service Performance Requirements as follows:

VOIP Availability: See J-4, Table 1, Measure 1.1

Bridging Availability: See J-4, Table 1, Measure 1.3

WAN Latency: <100 ms

Jitter of <10 ms

Grade of Service (Packet Loss) of <0.1%

Restoration of VCS bridging service: See J-4, Table 1, Measure 1.10 and 1.11

Time to restore bridging service during an in progress call: <15 minutes

>98.0% of VTS conference requests met

Operator assistance response delay during an in progress call < 5 seconds

Mean time to respond to problems on an in progress call: <3 minutes

Instant Video account implementation for new requests: <30 minutes from receipt of
request

3.5.1

VCS Facility Performance Specifications as follows:

Aggregate Facility Availability of >299.50%: Measured monthly

Conference Impacts: See J-4, Table 1, Measure 1.2

Service Restoration to an individual facility (with on-site dispatch): See J-4, Table 1,
Measure 1.10

Service Restoration to an individual facility (with off-site dispatch): See J-4, Table 1,
Measure 1.12

Mean time to respond to problems on an in progress call: <3 minutes

351

VCS Reservation System Performance Specifications as follows:

Availability: See J-4, Table 1, Measure 1.3

Restoration: See J-4, Table 1, Measure 1.10

Reservation acceptance: <10 minutes from user’s request.

Operator assistance response delay: <15 seconds
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35.2 ACS Performance Specifications as follows:
Conference Impacts: See J-4, Table 1, Measure 1.2 3
Service Restoration to an individual facility (with on-site dispatch): See J-4, Table 1,
Measure 1.10 3
Service Restoration to an individual facility (with off-site dispatch): See J-4, Table 1,
Measure 1.12 3

Account implementation for new requests: <45 minutes from Contractor’s receipt of
request. This time includes any time needed to coordinate with the bridging service
provider.

Network Monitoring & Management Performance Requirements as

3.6.2
follows:

Availability of AOPNS: 99.5%

Availability of Out-Of-Band Access Network: 99%

Availability of Network Performance Monitoring Tool: 99%

Publication of Outage Notification: <2 hrs after Identification of Outage

3.7.1  Mission Voice Services Performance Requirements as follows:

Availability: See J-4, Table 2, Measure 2.3, 2.4

Restoral Time: See J-4, Table 2, Measures 2.6 and 2.7

Restoral Time: < 5 min. for Real-Time Critical; 2 hr for Mission Critical 2

Analog Channel Parameters: 300 to 3400 Hz (+/- 0.5 dB) <1% total harmonic for Real-
Time Critical; distortion <-40 dBmO noise level for Mission Critical

Latency: <500 ms for Real-Time Critical & Mission Critical

3.7.3  Mission Routed Data Performance Requirements as follows:

Availability: See J-4, Table 2, Measure 2.1, 2.2

Restoral Time: See J-4, Table 2, Measures 2.6 and 2.7

Restoral Time: < 1 min. for Real-Time Critical; 2 hr for Mission Critical 1,2

Acceptable Packet Loss Percent: < 0.001% for Real-Time Critical & Mission Critical

Latency: < 120 ms for Real-Time Critical & Mission Critical

Mission TDRSS Data/Video Services Performance Requirements as

. follows:
Availability: 99.95%
Restoral Time: See J-4, Table 2, Measures 2.6 and 2.7 2
Latency: <540 ms
375 Mission Dedicated Data & Custom Services Performance Requirements as
follows:
Availability: See J-4, Table 2, Measure 2.1, 2.2
Restoral Time: < 1 min. for Real-Time Critical; <2 hr for Mission Critical 1,2
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3.8.2 Communications Control Performance Requirements as follows:

IONet Firewall Availability: See J-4, Table 1, Measure 1.9

IONet DNS Availability: See J-4, Table 1, Measure 1.7

Small Conversion Device (SCD) Availability: See J-4, Table 2, Measure 2.1

Mission Voice Switch Availability: See J-4, Table 2, Measure 2.3, 2.4

Mission Outage Notification System (MONS) Availability: 99.5%

3.8.4  Mission Network Scheduling Performance Requirements as follows:

| ‘ Scheduling: See J-4, Table 2, Measure 2.5

Mission Config Mgmt and Documentation Performance Requirements as

3.8.8
follows:

‘ Configuration Management and Documentation data accuracy: 99.9%

3.10.2 | NISN Service Delivery Systems Performance Requirements as follows:

‘ Availability of AOPNS: 99.5%

3.10.3 Configuration Management Performance Requirements as follows:

| ‘ Configuration Management and Documentation data accuracy: 99.9%

3.12  IT Security Performance Requirements as follows:

Response to Incidents: Within 1 hour of Incident Notification

Analysis & Report of Incidents: Within 2 hours of Incident Notification

ID/IR Sensor Availability: See J-4, Table 1, Measure 1.5
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Center & Associated Component Facility Performance Requirements as

4.0
follows:

Proper Installation of Cable Plant Services, See J-4, Table 4, Measure 4.1

Outside Cable Plant Return to Service, See J-4, Table 4, Measure 4.2

Inside Cable Plant Return to Service, See J-4, Table 4, Measure 4.3

Inside Cable Plant MAC, See J-4, Table 4, Measure 4.4

Public Address/Emergency Warning System Availability, See J-4, Table 4, Measure 4.5

Radio Equipment Return to Service, See J-4, Table 4, Measure 4.6

Telephone System Availability, See J-4, Table 4, Measure 4.7

Telephone System Return to Service, See J-4, Table 4, Measure 4.8

Telephone Voicemail System: mailbox 15 minutes for standard, 30 minutes for enhanced

Telephone Handset Return to Service, See J-4, Table 4, Measure 4.9

Telephone Handset MAC, See J-4, Table 4, Measure 4.10

VoIP System Availability, See J-4, Table 4, Measure 4..11

VoIP System Return to Service, See J-4, Table 4, Measure 4.12

VolIP Voicemail System mailbox: 15 minutes for standard, 30 minutes for enhanced

VoIP Handset Return to Service, See J-4, Table 4, Measure 4.13

VoIP Handset MAC, See J-4, Table 4, Measure 4.14

Cable Television Distribution System Availability, See J-4, Table 4, Measure 4.15

Cable Television System Return to Service, See J-4, Table 4, Measure 4.16

Cable Television Display Device Return to Service, See J-4, Table 4, Measure 4.17

Cable Television Display MAC, See J-4, Table 4, Measure 4.18

5.0 Project Performance Requirements as follows:

Technical: Status, Risk, Issues

Cost: Cost Performance Index (CPI)

Schedule: Schedule Performance Index (SPI)

6.1 Russia IT Services Performance Requirements as follows:

Russia Mission Services WAN availability: 99.98%

Russia Corporate Services WAN availability: 99.95%

Russia LAN and end user return to service: Category 1 - 4 hours; Category 2 - COB
Moscow normal duty hours; Category 3 - COB day following Moscow normal duty hours

Russia IT Security incident response: Agency SOC notification of event less than 1 hour;
isolation of security incident less than 2 hrs, restoration of affected services less than 4 hrs
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NOTES:

1 - For Voice conferencing when Video conferencing services transition to IP
2 - A capability for immediately switching to an alternate data path exists (Real-Time Critical only)
3 - Same as VCS performance specifications

4 - The government expects reimbursement on a 1:1 basis at the cost per minute for each minute of circuit
outage less than 21.5 minutes, on a 2:1 basis for each minute greater for an outage greater than 21.5
minutes but less than 80 minutes, and 3:1 for circuit outge greater than 80 minutes

5 - The government expects reimbursement on a 1:1 basis at the cost per minute for each minute of circuit
outage less than 60 minutes, on a 2:1 basis for each minute of an outage greater than 60 minutes but less
than 120 minutes, and on a 3:1 basis for an outage greater than 120 minutes
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