NNMO09263608R

National Aeronautics and Space
Administration (NASA) Integrated
Communications Services (NICS)

Attachment J-1
Performance Work Statement

DRAFT

15 April 2009



DRAFT

Change Information Page

NNMO09263608R

Document History

Document Number Version/Change Issue Date Effective Date
Draft Attachment J-1 12/12/2008 12/12/2008
Performance Work
Statement
Draft Attachment J-1 04/20/2009 04/20/2009

Performance Work
Statement

J-1-2



DRAFT NNMO09263608R

Table of Contents

1 NASA INTEGRATED COMMUNICATIONS SERVICES (NICS)....ccccccocvvivivirirnn 8
1.1 INtroduCtion aNd OVEIVIEW .........oiveiuiiiiiiiiieieieie et nneas 8
1.2 PWWS OVEIVIBW. ...ttt sttt 9
2 CONTRACT MANAGEMENT ..ottt 9
2.1 PROGRAM MANAGEMENT ..ottt enean 10
2.2 FINANCIAL MANAGEMENT ....ooiiiiitcisieee e 11
2.3 LOGISTICS .ttt bbbttt 12
2.3.1 Property/Inventory Management ............cocooevieieieneneneneneseseseenns 12

2.3.2 Shipping/Receiving/INSpection SErviCes............cccvvveveiieeieeriesieeseeneas 13

2.3.3 VENICIES. ... 13

2.4 CONTRACT PHASE-IN/TRANSITION MANAGEMENT ......cccoooviiieiieienne 14
2.4.1 CoNtract PRASE-IN......ccuoiiiiiiiiisieee s 14

2.4.2 COoNLract TranNSITION ......cc.ovveiviiiiieieie e 14

2.5 PROCUREMENT SERVICES........cooiiiiiieiese e 14
2.6 SECURITY MANAGEMENT .....ooiiiiiiiieeie e 15
2.6.1 PRYSICAl SECUNILY .....oveeiecie e 16

2.6.2 Information Technology (IT) SECUMtY .......ccceeveriiiiiiiie e 16

2.6.3 EXPOrt CONLIOL.....cviiieciicce e 16

2.6.4 Emergency Management...........coocvveiiiieiiiin i 17

2.7 SAFETY, HEALTH AND ENVIRONMENTAL (SHE) MANAGEMENT ........ 17
2.8 FACILITIES MANAGEMENT .....ooiiiiiiinieiee e 18
2.9 QUALITY ASSURANCE AND MANAGEMENT .....ccooviiiiiiienene s 18
2.10 CONTRACTOR’S ROLE WITHIN IPP ..., 19
2.11 OTHER INTERFACE POINTS ...ttt 19
2.12 CONTRACT AND SUBCONTRACT ADMINISTRATION ....cccoocvviiiniiiinine 20
3 ENTERPRISE SERVICES ...ttt 21
3.1 CORPORATE NETWORK SERVICES.......ccccoiiiiiesieieieeie e 22
3.11 Internet Protocol Address Management (IPAM) ........cccovvvviieiinnnnn. 22

3.1.2 Remote ACCESS SErVICES (RAS) ....ccoviiiiirieiesereseeeee e 23

3.1.3 Network Timing ProtoCol (NTP) .....covoiiiieiieiieieee e 23

3.14 GUESt NEtWOIK SEIVICES .....civiiiieiieiieieiere s 24

3.2 CORPORATE VOICE SERVICES........cooeie ettt 24
3.3 (RESERVED) ..ottt sttt st bbb ene s 25
3.4 CORPORATE DATA SERVICES. ..o 25
34.1 (0N (=0 I - USRI 25

34.2 Data Center NEtWOIKS ........cvoiiiiiiieiiee e 26

3.4.3 CUSTOM NEIWOIKS. ..ottt 26

344 FIFEWAIl SEIVICES......cvveiiieii e 26



DRAFT

3.5

3.6

3.7

3.8

3.9
3.10

3.11
3.12

3.13

NNMO09263608R

345 PIOXY SEIVICES. .. .iitiitieieitie ettt sttt neas 27
3.4.6 (RESERVED) ...ttt 27
3.4.7 LaYEr 2 VPN SEIVICES....c..oiviitiiiieiieieieie ettt 27
3.4.8 INErNational SEIVICES........cveiiiiieiieiiee e e 28
CORPORATE COLLABORATION SERVICES.........cccccoiiiiinieiene s 28
351 Video Conferencing Services (VCS) ......ocovviiiiinieieienc e 28
3.5.2 Audio Conferencing Services (ACS)......cccovimiinieiiiiienee e 30
3.5.3 (RESERVED) ...ttt 30
CORPORATE MANAGEMENT AND OPERATIONS ..o 30
3.6.1 Network Monitoring and Management..........ccccveveveerenieeseenesiee e 31
3.6.2 Collaboration Management and Monitoring........c.cceeveveviverecieeseennn, 33
3.6.3 Technical Field SUPPOIT ... 34
3.6.4 MAINTENANCE ...t et e 35
3.6.5 Corporate Services SCheduling .........cocovveiieie i 36
3.6.6 Tier 2 Service Desk Management and Integration.............cccocvvvnennee 36
MISSION SERVICES ......coooiiieiiese ettt nre s 37
3.7.1 MIiSSION VOICE SEIVICES.....ccviiiiiiiiiiiiieieiie et 37
3.7.2 MiSSION VIO SEIVICES ....ocvviivieiieie et 38
3.7.3 Mission Routed Data SErVICES .........covveiirierienieie et 38
3.7.4 Mission INtegration SEIVICES.........ccvivereiieiiere e se e 39
3.7.5 Mission Dedicated Data and CUStOM SErviCes .........ccccevvrervrenvnnnnnns 40
3.7.6 Center-Specific MiSSION SEIVICES .......c.ocveiiriieieeiieie e 41
3.7.7 MIiSSION IT SECUNILY SEIVICES ....cveivievreie e ceeie e se e 41
3.7.8 Mission Configuration Management and Documentation.................... 42
MISSION MANAGEMENT AND OPERATIONS........ccoviiiieieese e 42
3.8.1 Communications CONEIol ..........ccoiueiiriiiiisie s 43
3.8.2 Installation and MaiNtENANCE ..........cccveeerierieie e 45
3.8.3 Mission Network Scheduling.........c.ccoovviieiiciecce e 45
3.84 Mission Security Operations SUPPOIT .......cccvvevveierieeiieeie e 46
3.85 Mission Facilities Management ...........cccoovvirinenininiene e 47
CUSTOMER RELATIONSHIP MANAGEMENT ....cccooiiiieieieree s 47
SERVICE MANAGEMENT ..ottt 48
3.10.1  Facilities Engineering IT SUPPOIT......ccooiiiiiiiiieieie e 48
3.10.2  NISN Service Delivery Support SOftware .........ccccceevvevveiv i, 49
3.10.3  Configuration Management ...........ccceevvereereeiesieese e 50
STRATEGY GENERATION ..ottt 51
IT SECURITY SERVICES ...ttt 52
3.12.1  Intrusion Detection/Incident RESPONSE .........covvvvereeieiieiierie e 52
3.12.2 1T SecUrity PErIMELEN .......cooiiiiiiieieeee s 54
3.12.3  NISN SECUILY SEIVICES ..cvieviieieiieeie ettt 54
GSA CONTRACT INTEGRATION .....ooiiiiiiieiesie et 54

J-1-4



DRAFT NNM09263608R
4 CENTER AND ASSOCIATED COMPONENT FACILITY SERVICES.................... 57
4.1 AMES RESEARCH CENTER (ARC) ...coiiiiieiieittciesieeeee e 57
4.1.1 Cable PIaNt SEIVICES. ....cc.oiiiiiiiiiieierie et 57

41.2 Emergency Warning Systems (RESERVED)..........cccccooviiiiiniiinnnns 59

4.1.3 PUDBlIC AJAress SYSIEMS ........couiiiiiieie e 59

414 RAIO SEIVICES. ....viiviiiiiieieite sttt eneas 59

415 Telephone SEIVICES .......ooiiviiiiiee e 60

4.1.6 Voice over Internet Protocol (VoIP) (RESERVED)..........ccccceiiiennnnns 62

4.1.7 Cable TeleViSiON SEIVICES .......cciiiiiireie i 62

4.2 DRYDEN FLIGHT RESEARCH CENTER (DFRC) (RESERVED)................... 64
421 Cable Plant SEIVICES........oiiiiiiiecie e 64

4.2.2 Emergency Warning SYStEM.........cccociveiiiiieiieeieere e 64

4.2.3 PUDIIC AdAress SYSEM......ccviieiiieiec e 64

4.2.4 RAAIO SEIVICES....couviiiie et 64

4.2.5 TelePNONE SEIVICES ...cvveieecieeee et 64

4.2.6 Voice over Internet Protocol (VOIP) ... 64

4.2.7 Cable TeleviSion SErVICES ........cccci e 64

4.3 GLENN RESEARCH CENTER (GRC)....cciiiiiiiiiiiinenisieeee e 65
43.1 Cable Plant SEIVICES.......oiveiiiie et 65

4.3.2 Emergency Warning Systems (RESERVED).........ccccccoviviiniiniciinnn. 66

4.3.3 Public Address Systems (RESERVED)..........ccccooveveiiienenieseese e 66

4.3.4 RAMIO SEIVICES. .. eeviiiie ettt es 66

4.3.5 TelephONEg SEIVICES ......ooiiiieiee e 67

4.3.6 Voice over Internet Protocol (VoIP) (RESERVED)..........ccccccvvvvivennnne 69

4.3.7 Cable TeleViSion SErVICES .......cccvvviierieiesie e 69

4.4 GODDARD SPACE FLIGHT CENTER (GSFC) (RESERVED) ........ccccvevennne. 71
44.1 Cable PIANT SEIVICES. ......oiiiiiriiiieieiee e 71

442 Emergency Warning SYSIEMS .........ccocveiieiinininenieee e 71

4.4.3 Public AAress SYSIEMS ........cccviiieiieie e e 71

444 RAIO SEIVICES. .....iiviiiiiieieste et 71

445 Telephone SEIVICES .......coveiviiiiiieee e 71

4.4.6 Voice over Internet Protocol (VOIP) ........ccooveiiiieiiececc e 71

4.4.7 Cable TeleViSioN SEIVICES .......c.coiiiiireiisiesieee e 71

4.5 HEADQUARTERS (HQ) ...cuveieieiece ettt 72
45.1 Cable PIaNt SEIVICES. ....cc.oiviiiiriiiieieie et 72

452 Emergency Warning SYStEM.........cccoviveiievieiieeii e 73

45.3 PUDIIC AdAress SYSEM.......cviieieieiee e 74

45.4 Radio Services (RESERVED) .......ccccociveiiiieciese e 74

455 Telephone Services (RESERVED).......ccccviveiiiiiiiecc e 74

4.5.6 Voice over Internet Protocol (VOIP) ... 74

457 Cable TeleViSiON SEIVICES .......ccciiiiieiiiesesiieee e 76

J-1-5



DRAFT

4.6

4.7

4.8

4.9

4.10

411

NNMO09263608R

JET PROPULSION LABORATORY (JPL) (RESERVED)......cccccvvvriiiiirrirnnnn. 78
4.6.1 Cable PIaNt SEIVICES. .....c.oiiiiriiiieieie et 78
4.6.2 Emergency Warning SYSIEMS .........ccocveiiiiirininenesieee e 78
4.6.3 PUDIIC AJAress SYSIEIMS ........ooiiiiiiieie e 78
4.6.4 RAIO SEIVICES. ....eiiviiiiiieieite sttt 78
4.6.5 Telephone SEIVICES .......ocuiiviiiiiee e 78
4.6.6 Voice over Internet Protocol (VOIP) ......cccvvieiiiiiiiiie e 78
4.6.7 Cable TeleViSiON SEIVICES .......cciviiieiiriii e 78
JOHNSON SPACE CENTER (JSC) ..ovoieieieiee sttt 79
4.7.1 Cable Plant SEIVICES........oiiiiiiiecie e 79
4.7.2 Emergency Warning Systems (RESERVED)..........cccccceveviveivevnsnene. 80
4.7.3 Public Address Systems (RESERVED)..........cccoeiviinincieniiesieens 80
4.7.4 Radio Services (RESERVED) .......cccoooiiieiiiieiiee e 80
4.7.5 TelePNONE SEIVICES ...cvveieiiecieee e 81
4.7.6 Voice over Internet Protocol (VOIP) ......cccooiiiiiiiiiiicece e, 82
4.7.7 Cable Television Services (RESERVED).........ccccooeviiiniiiiciiesee 84
KENNEDY SPACE CENTER (KSC) (RESERVED) ......cccocviiiiiiniiineiieeees 85
4.8.1 Cable Plant SEIVICES.......oiieiiiie et 85
4.8.2 Emergency Warning SYSIEMS .........c.cooveiirieiieniiie e 85
4.8.3 PUbliC AdAress SYSIEIMS .....ccvveieiieiiee e 85
4.8.4 RAMIO SEIVICES. .. eevieiie ettt sae e nes 85
4.8.5 TelepPhONEg SEIVICES ...c..ooeiiieiiee s 85
4.8.6 Voice over Internet Protocol (VOIP) .......cocvvveiiiieiiece e 85
4.8.7 Cable TeleViSion SErVICES .......cccvevviierieie e 85
LANGELY RESEARCH CENTER (LARC) ...c.ciiiiiiiiieieiesiese e 86
49.1 Cable PIaNT SEIVICES. ....c.oiviiiiiiiiieieiee e 86
4.9.2 Emergency Warning Systems (RESERVED)..........cccccooeiiiiiinininnnns 87
4.9.3 Public Address Systems (RESERVED)..........cccccoeveveiiieieciieceeseeee 87
4.9.4 Radio Services (RESERVED) .......cccociiieiiiiieiiese e 87
4.9.5 Telephone SEIVICES .......ccuviviiiiisecee e 87
4.9.6 Voice over Internet Protocol (VOIP) ........cccoveiiiiiiiccecc e 89
4.9.7 Cable TeleViSioN SEIVICES .......c.coiiiiireriiesieee e 91
MARSHALL SPACE FLIGHT CENTER (MSFC) (RESERVED).........c..c.c...... 93
4.10.1  Cable Plant SEIVICES. ...t 93
4.10.2 Emergency Warning SYSIEMS ........c.ccovevveiieiieeiieie e e see s 93
4.10.3  Public Address SYSIEMS ........cccouriririeiiierie st 93
4.10.4  RAAIO SEIVICES.....ciiiiiirieieiiesie sttt sb et st sne e 93
4.10.5  Telephone SErVICES ......ccvcveieeiiiie e 93
4.10.6  Voice over Internet Protocol (VOIP) ......cccooiiiiiiiniiiiec e 93
4.10.7  Cable TeleviSion SErVICES........ccuvuiriiiiii it 93
NASA SHARED SERVICES CENTER (NSSC) .....cccoviiiiiiiiieenene e 94
4.11.1  Cable PIant SEIVICES.......ciiieieiiesie et 94
4.11.2  Emergency Warning Systems (RESERVED)..........cccccevvviveiiciieennenn, 95

J-1-6



DRAFT NNMO09263608R
4.11.3  Public Address Systems (RESERVED).........ccccccovinvininniiiiinienieen 95
4.11.4  Radio Services (RESERVED) .......cccccooviieiiieiecc e 95
4115  Telephone Services (RESERVED)........ccccooiiiiiiiiiniiicicncc e 95
4.11.6  Voice over Internet ProtoCol (VOIP) .....cccovviiiiiiiie e 95
4.11.7  Cable Television Services (RESERVED)..........ccccoevvivieiveiiciccieen, 97
4.12 STENNIS SPACE CENTER (SSC) (RESERVED).......coccoveiieiiievece e 98
4.12.1  Cable PIant SEIVICES........ciiiiiiiiiiie et 98
4.12.2 Emergency Warning SYStEMS ..........ccovevviiieiieie e 98
4.12.3  Public AAress SYSIEMS ........cccouiiririiieiiesie st 98
4.12.4  RAGIO SEIVICES.....eiiueiiiieieiiiesieeie sttt sttt 98
4.12.5  Telephone SErVICES ......cccvciveieeiicie e 98
4.12.6  Voice over Internet Protocol (VOIP) ......cccooiiiiiiiiiiicec e 98
4.12.7  Cable TeleViSion SErVICES .......cccoiiiiiiiie e 98
5 INFRASTRUCTURE PROJECTS. ..ottt et 99
5.1 NETWORK COMMUNICATIONS INITIATIVE (NCI) CONTINUATION ...100
5.2 CENTER ZONE ARCHITECTURE PROJECT (CZAP) CONTINUATION....101
53 NICS CONSOLIDATED CONFIGURATION MANAGEMENT SYSTEM
(NCZMS) PROJECT ..ot 101
54 CONSOLIDATED CORPORATE NETWORK OPERATIONS CENTER
(5[0 103 TS 102
55 RESERVED FOR FUTURE INDEFINITE DELIVERY INDEFINITE
QUANTITY (IDIQ) PROJECTS ... .ottt 102
6 UNIQUE SERVICES ..ottt ettt 103
6.1 RUSSIA IT SERVICES ... .ot 103
6.1.1 Russia IT Wide Area Network (WAN).......cccovviieieninneee e 103
6.1.2 Russia IT Local Area Network (LAN)........ccovvvveiiveieiieceece e 104
6.1.3 Russia IT ENd USEr SUPPOIT.......cccoeveiieriirieiieriescsieeee e 104
6.1.4 RUSSIA IT SECUNLY ... e 104
6.1.5 Technology Shipping, Export Control, and Equipment Inventory .....104
6.1.6 Bi-Annual Congressional Reporting.........ccccvvvvvieieienenenc e 104
6.2 NASA NATIONAL SECURITY SYSTEMS (NSS) SERVICE IT SUPPORT .105
6.3 DIGITAL TELEVISION (DTV) ENGINEERING SERVICES.............cevuen. 105

J-1-7



DRAFT NNMO09263608R

1 NASA INTEGRATED COMMUNICATIONS SERVICES (NICS)

1.1 Introduction and Overview

The nature of NASA’s program implementation model requires cross-Center collaboration for
the execution of the strategic Enterprises’ programs and HQ initiatives across multiple Centers.
NASA therefore requires a seamless technical infrastructure to ensure interoperability within
programs and across Centers. The NASA Office of the Chief Information Officer (OCIO)
established the IT Infrastructure Integration Program (I°P) to partner with industry to transform
the way IT services are delivered and managed across the Agency. Specifically, the NASA I°P
strategy intends to achieve the following benefits:

a. Enable Agency-wide collaboration through a seamless IT infrastructure.
b. Significantly reduce operating costs.

c. Reduce the complexity of managing IT services across the Agency.

d. Improve IT security across the Agency’s mission environment.

The existing NASA Integrated Services Network (NISN) provides the Wide Area Network
(WAN) communications infrastructure between NASA Centers, whereas independent Center-
managed contracts provide Metropolitan and Local Area Network (MAN and LAN)
communications within the NASA facilities. In this configuration, the present network is not
optimally configured to accomplish the seamless, technical infrastructure to ensure effective and
efficient interoperability.

Central to the I°P initiative is the recognition that responsibility for major elements of the
Agency’s ‘As-Is’ IT environment must be consolidated into a smaller number of integrated
Agency-wide I°P contracts. The I°P vision for the NICS contract is an end-to-end seamless
communications network that encompasses both the existing NISN and Center Local Area
Network (LAN) services at NASA Centers and associated component facilities. Specifically, the
NICS transformational goals are to:

Successfully phase-in contracts within schedule and without disruption of services.
Reduce overhead and duplication, thereby reducing costs.

Standardize on common architectures and technologies.

Manage contract as a single end-to-end service provisioning organization.
Establish operational relationships with peer 1°P contractors.

Integrate into 1°P operations framework.

Improve IT security of NASA’s communications infrastructure.

Implement ITIL-compliant operations processes.

Implement transformational projects to improve collaboration and reduce cost.

—Se@ oo o

NASA has already initiated, through its current contractors, a series of transformational
communications projects in support of the above goals. The NICS contractor will complete
these projects, initiate other transformational projects formulated by NASA, and will partner
with NASA to identify future projects to further transform NASA communications.
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Attachment J-1, Appendix A, I°P Transformation Objectives and Requirements contains more
information on the definition and overview of I°P, its concept of operations, success criteria, and
scope and boundaries of the I°P contracts. Included in Appendix A is a matrix that cross
references the NICS Performance Work Statement (PWS) to the I3P Transformation Objectives
and Requirements.

1.2 PWS Overview

Within this framework, the contractor's mission is to provide IT services to meet the
requirements as defined by this Performance Work Statement (PWS). The PWS consists of the
following sections:

a. Contract Management: These services include program management, financial
management, logistics, contract Phase-In/Transition management, procurement,
security management, safety, health & environmental management, facilities
management, quality assurance and management, contractor’s role in I°P, other
interface points, and contract and subcontract administration.

b. Enterprise Services: These services include network services, voice services, data
services, collaboration services, corporate management and operations, mission
services, mission management and operations, customer relationship management,
service management, strategy generation, IT security support, and GSA contract
integration. This is to include WAN and LAN communication services at all NASA
Centers and associated component facilities.

c. Center and Associated Component Facility Services: These services include Center
and associated component facility-specific services, such as cable plant management,
Emergency Warning System (EWS), public address system, radio, telephone service,
Voice over Internet Protocol (VolIP), cable television (TV).

d. Infrastructure Projects: This activity includes both continuation and new projects and
shall include all the effort to perform projects such as Network Communications
Initiative (NCI) Continuation Project, Center Zone Architecture Program (CZAP)
Continuation Project, NICS Consolidated Configuration Management System,
Consolidated Corporate Network Operations Center Project, and other NASA-
approved projects. These projects shall be accomplished in accordance with NPR
7120.7, NASA Information Technology and Institutional Infrastructure Program and
Project Management Requirements.

e. Unique Services: These services include infrastructure (i.e. desktop, LAN
management) for Russia IT services, NASA National Security Systems (NSS) service
IT support, and Digital Television (DTV) engineering services.

2 CONTRACT MANAGEMENT

The contractor shall provide contract management services including program management,
financial management, logistics, contracts transition management, procurement, security
management, safety, health, and environmental management, facilities management, quality
assurance and management, contractor role within I°P, other interface points, and contract and
subcontract administration.

J-1-9
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2.1 PROGRAM MANAGEMENT

The contractor shall perform cost, schedule, risk, and technical management of all NICS
services, functions, and tasks. The contractor shall:

a. Provide, implement, and maintain the Management Plan in accordance with DRD
1294MA-001, Management Plan.

b. Prepare and submit monthly reports of project plans, status, and schedules (NICS
Monthly Status Review Report in accordance with DRD 1294MA-018, NICS
Monthly Status Review Report. Prepare and conduct monthly program management
reviews including presentation and discussion of program priorities, project statuses,
significant accomplishments, risk management, and problem areas.

c. Prepare and submit the “Top Five Report”, which provides status, progress, and
problem information on a bi-weekly basis in accordance with DRD 1294MA-005,
Documentation.

d. Track and provide status of official communication with the Contracting Officer’s
Technical Representative (COTR) such as technical direction, requests for
information, and transmittals.

e. Assist NASA with risk management consistent with the requirements defined by NPR
7120.7, NASA Information Technology and Institutional Infrastructure Program and
Project Management Requirements (e.g. Risk Management Plan, Analysis, and
Tracking Reports). Additionally, the contractor shall participate in recurring risk
management meetings, and coordinate with Agency and Center Chief Information
Officers (CI0s) in the execution of its responsibilities.

f. Measure and report the service level objectives and performance for each of the
services defined in this PWS in accordance with DRD 1294MA-008, Service
Performance Report.

g. Prepare and submit a Contractor Self-Assessment Report in accordance with DRD
1294MA-012, Contractor Self-Assessment Report.

h. Prepare and submit a Work Breakdown Structure (WBS) and WBS Dictionary in
accordance with DRD 1294MA-006, Work Breakdown Structure and WBS
Dictionary.

The contractor shall align their services and operations processes with the Information
Technology Infrastructure Library (ITIL) Version 3 as defined in the Cross-Functional SOW
described in Attachment J-1 Appendix A, I°P Transformation Objectives and Requirements, to
establish common terminology and processes across all of the I°P contracts. ITIL is a commonly
accepted information technology service management framework that provides a cohesive set of
public and private sector best practices which are supported by a comprehensive qualifications
scheme, accredited training and certification organizations, and implementation and assessment
tools

J-1-10
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2.2 FINANCIAL MANAGEMENT

The contractor shall perform all business and financial functions necessary to fulfill the
requirements of this contract and integrate these functions across all areas of performance. The
contractor shall also provide on-going business analysis and respond to requests and inquiries
from the Government relating to budget, schedule, Work Year Equivalents (WYE), cost plans,
NASA-defined work packages, and cost performance. In performing these functions, the
contractor shall:

—Sa

Provide and maintain a contractor financial management system in accordance with
DRD 1294MA-011, Financial Management Report and DRD 1294MA-009, Cost
Reports. The contractor’s system shall be the authoritative source for contractor
financial data across all PWS elements and shall provide committed, obligated,
accrued and actual costs. DRD 1294MA-011, Financial Management Report, will be
entered into NASA'’s financial system, SAP Core Financials.

Prepare and submit DRD 1294MA-009, Cost Reports, which include detailed
monthly financial analyses by customer and/or fund source based on the approved
yearly plan for each service, project, and/or customer by cost and WYE. The analysis
shall provide variance explanations in the areas of actual cost versus planned,
estimate at completion of current Fiscal Year (FY), overtime, and WYE.

Prepare and submit monthly financial management reports (NASA Form 533M&
533Q) in accordance with DRD 1294MA-011, Financial Management Report.

Assist in the preparation of the NASA Program Planning, Budgeting, Execution
(PPBE) process, which typically includes five-year budget projection planning.

Assist in the preparation and statusing of NASA-defined work packages such as
service requests, customer-funded services, and Center-specific services.

Assist in the preparation of financial data for business cases.

Provide cost data for services in support of ITIL processes.

Assist in the preparation of OMB Exhibit 300, Business Case Analyses, as required.
The contractor shall provide documentation from the cognizant Administrative
Contracting Officer (ACO) that the contractor’s proposed Earned Value Management
System (EVMS) (applies to PWS 5.0 only) complies with the EVMS criteria in DoD
5000.2, Mandatory Procedures for Major Defense Acquisition Programs (MDAPS)
and Major Automated Information System (MAIS) Acquisition Programs, or conforms
to the full intentions of the guidelines in ANSI/EIA STD 748. If the contractor
proposes an EVMS that has not been validated by a Government Compliance Review
Team as being compliant with these requirements, the contractor shall provide for
Government approval a Management System Description in accordance with DRD
1294MA-004, Earned Value Management System Description.

Prepare and submit the Cost Performance Report in accordance with DRD 1294MA.-
013, Cost Performance Reports.

J-1-11
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2.3 LOGISTICS

The contractor shall provide logistics management functions to support services as detailed in
this contract. These functions include property/inventory management, shipping/receiving/
inspection services, and vehicles.

2.3.1 Property/Inventory Management

The contractor shall perform property management functions in accordance with NPR 4100.1,
NASA Materials Inventory Management Manual, NPD 4200.1, Equipment Management, NPR
4200.1, NASA Equipment Management Procedural Requirements, and NPR 4300.1, NASA
Personal Property Disposal Procedural Requirements. In performance of these functions, the
contractor shall:

a. Prepare and maintain an Asset Management Report in accordance with DRD
1294MA-005, Documentation, identifying and listing all equipment, tools, hardware,
material, and supplies provided by the Government for use by the contractor in the
performance of contracted effort, and for which the contractor has been given
physical custody. The Government Property Management Plan shall be prepared,
implemented, and maintained in accordance with DRD 1294LS-001, Government
Property Management Plan.

b. Perform property management for the current inventory of all hardware and software
as listed in Attachment J-8, Government-Furnished Property (GFP).

c. Perform property custodian functions for all hardware and software as listed in
Attachment J-9, Installation Accountable Government Property. The contractor shall
also be required to participate in annual physical inventories.

d. Utilize the NASA Integrated Asset Management Property, Plant, and Equipment
(IAM PP&E) system, or its successor, to track and manage property/equipment. In
addition, the contractor may provide and maintain an asset management tool for items
not required to be tracked via IAM PP&E or its successor.

e. Utilize Government systems to screen for excess equipment needed in support of the
contract and use the resulting components in support of the infrastructure in a cost
effective manner.

f. Survey manufacturers of components which are important to the supportability of
NICS communications systems, and respond to "last production runs” by purchasing
sufficient quantities to continue to support the affected system as appropriate.

g. Identify excess and obsolete out-of-service assets, and initiate disposal in accordance
with Agency and Site/Center guidelines, policies, and directives.

h. Ensure all items removed from service have all data removed prior to excess, in
accordance with the applicable policies and procedures listed in Attachment J-10,
Applicable Regulations and Procedures.

I. Utilize the existing property tags permanently affixed to all existing assets. Utilize
Government-provided NASA Equipment Control Number (ECN) tags and decals for
acquired or procured equipment.
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J.  Provide copies of Purchase Orders for all hardware purchases to appropriate Center
personnel, enter all required data into the PP&E database, assign the property to the
requiring organization/end user, and within 5 days of receipt of the property, prepare
and forward to the CO and the Installation Property Officer (IPO) a DD1149 for
transfer of accountability to the Government.

2.3.2 Shipping/Receiving/Inspection Services

The contractor shall utilize the most cost-efficient receiving procedures and storage space
available. The contractor may utilize Government-provided receiving or storage facilities for
receipt and storage of hardware, software, and other associated property to meet the requirements
of this contract. If contractor-provided storage facilities are utilized, the contractor shall ensure
that such facilities provide adequate protection of all items to which the Government has or will
obtain title. In addition, the contractor shall:

a. Prepare items for shipping with required documentation.

b. Provide receiving and inspection functions including accountability, storage and
warehousing support.

2.3.3 Vehicles

The contractor shall furnish and maintain all vehicles in support of contract requirements. The
contractor shall further be responsible for performing vehicle management functions in
accordance with NPR 6200.1, NASA Transportation and General Traffic Management and NPD
6000.1, Transportation Management, GSA leasing and reporting requirements, Center-specific
vehicle management policies and procedures, and Executive Order 13423, Strengthening Federal
Environmental, Energy, and Transportation Management.

In performance of these services, the contractor shall:

a. Utilize GSA schedules to satisfy the requirements for motor vehicles to the maximum
practicable extent.

b. Operate NASA-owned or leased vehicles identified in Attachment J-8, Government-
Furnished Property, if applicable.

c. Utilize on-site fueling stations for fueling GSA-leased vehicles and Government-
furnished vehicles.

d. Ensure that all drivers have proper state licenses, with the applicable endorsements,
for requisite equipment being operated.
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2.4 CONTRACT PHASE-IN/TRANSITION MANAGEMENT

2.4.1 Contract Phase-In

The contractor shall provide the services necessary to perform all Phase-In activities in
accordance with Attachment J-20, Contract Phase-In Plan, and in accordance with the schedule
delineated in Attachment J-19, Contract Phase-In/Transition Schedule. NOTE: The Phase-In
activities will be conducted under a separate Purchase Order and are not considered within the
scope of the NICS contract.

2.4.2 Contract Transition

The contractor shall provide the services necessary to transition, and assume full contractual
responsibility for, those Center communications services identified for transition subsequent to
the contract Phase-In period, in accordance with Attachment J-19, Contract Phase-In/Transition
Schedule, and DRD 1294MA-003, Transition Plan.

2.5 PROCUREMENT SERVICES

The contractor shall provide effective, customer-focused procurement and purchased services
that result in the delivery of consistently high-quality products, services, and deliverables (hot
otherwise furnished by the Government) required to perform the services and functions specified
in the PWS and to accomplish the NICS mission.  This includes utilizing Agency-wide or
Government-wide contracts or site software license agreements for the systems assigned to the
contractor.

The contractor shall also develop and execute documentation to support the procurement of
services, supplies, materials, and equipment including, but not limited to: consumables and store
stock; replacement parts or equipment; routine and critical spares; purchase, rental, lease, or
maintenance of equipment; hardware and hardware upgrades; temporary labor services; vendor
maintenance agreements; software, such as software necessary to perform the operations and
maintenance functions of this contract; and software licenses, such as systems and applications
licenses, subscription, renewal and enhancement services, and software maintenance.

In performing the procurement functions, the contractor shall:

a. Maintain management, control, and visibility of intra-company, subcontractor, lease
agreements, and major vendor activities that are used to fulfill contract requirements.

b. Maintain accountability for quality and timeliness, including expediting of high
priority items, of the goods and services that are subcontracted or procured.

c. Establish and ensure continuous certification of a Government-approved purchasing
system in accordance with the Federal Acquisition Regulations (FAR) and NASA
FAR Supplement (NFS).

d. Provide, implement, and maintain procurement controls, including contractor policies
and procedures governing standards of conduct, procurement processes and practices,
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and the prevention of waste, fraud, and abuse in accordance with DRD 1294MA-005,
Documentation.

e. Provide small business and small disadvantaged business concerns the maximum
practical opportunity to receive a fair portion of procurement awards.

f. Establish a status and tracking system for all acquisitions from receipt of purchase
request through close-out of acquisition documentation. The tracking system shall
provide visibility of order status to the requestor. Documentation in the tracking
system shall include, but is not limited to:

Assigned work or purchase request number.

Date of receipt.

Date order or subcontract is placed.

Order delivery or completion date.

Actual receipt or completion date.

Actual delivery date to requestor.

Vendor name, address, and contact information.

Order dollar value.

9. Assigned buyer.

g. Coordinate with requestors to confirm requirements for any item with hazardous
content, prior to ordering.

h. Generate and maintain purchasing and subcontracting documentation sufficient to
ensure compliance with the Contractor’s approved purchasing system and allow for
audit of all such documentation as required by the Government.  These
documentation files shall allow for clear traceability through all phases of the
acquisition cycle, and shall include, commensurate with the size and complexity of
the acquisition, purchase request/funding documentation, evaluation plans, requests
for quotation/proposal, successful and unsuccessful quotations/offers, negotiation
documentation including rationale for selection, and copy of award document.

i. Procure and manage telecommunications services that are not available via GSA
contracts, as defined in PWS 3.12.

J.  Ensure that procurements of systems and applications associated with one or more of
the six covered Electronic and Information Technology Accessibility product groups
specified below comply with the applicable standards contained with the Federal
Acquisition Circular 97-27, Electronic and Information Technology (EIT)
Accessibility, Section 508 of the Rehabilitation Act of 1973. The applicable
Technical Standards (Subpart B) include:

Software Applications and Operating Systems (1194.21).

Web-based Intranet and Internet Information and Applications (1194.22).

Telecommunications Products (1194.23).

Video or Multimedia Products (1194.24).

Self-Contained Closed Products (1194.25).

Desktop and Portable Computers (1194.26).

LN~ wWNE
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26 SECURITY MANAGEMENT

The contractor shall provide NICS security management services including physical security, IT
security, export control, and emergency management.
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2.6.1 Physical Security

The contractor shall implement a comprehensive security program consistent with NASA,
Department of Defense (DoD), and Center-specific regulations and procedures for the
performance of the NICS mission and the protection of assigned assets and equipment.

2.6.2 Information Technology (IT) Security

The contractor shall incorporate appropriate safeguards in accordance with applicable NASA IT
security standards to ensure availability, integrity, and confidentiality of information and IT
resources utilized in performance of this contract. The contractor shall submit all data in
accordance with applicable Government standard formats and protocols. Further, the contractor
shall:

a. Develop, document, manage and integrate operational and technical IT security
policies, procedures and control measures in accordance with NPR 2810.1, Security
of Information Technology, NPR 1600.1, NASA Security Program Procedural
Requirements, NFS 1852.204-76, Security Requirements for Unclassified Information
Technology Resources, and other guidelines identified in Attachment J-10, Applicable
Regulations and Procedures.

b. Ensure that systems institute information security controls as outlined in the National
Institute of Standards and Technologies (NIST) Special Publication SP 800-53,
Recommended Security Controls for Federal Information Systems.

c. Ensure that systems meet the Federal Information Security Management Act
(FISMA) requirements for Certification and Accreditation (C&A).

d. Ensure that systems secure sensitive data, as it is stored or transmitted across the
network, complies with Federal Information Processing Standards (FIPS).

e. Prepare, submit, and maintain Contractor Account Management documentation to
include contractor user account information (e.g. userids, access, quotas, and
requirements), smart cards, and secure tokens in accordance with DRD 1294MA-005,
Documentation.

f. Ensure that when using NASA IP address space, only NASA-provided external
Internet connections shall be used.

2.6.3 Export Control

The contractor shall implement a comprehensive export control process consistent with
applicable NASA, Department of State, and Department of Commerce regulations and
procedures for the performance of the NICS mission. The contractor shall comply with NASA
FAR Supplement 1852.225-70, Export Licenses, NPD 2190.1, NASA Export Control Program,
and NPR 2190.1, NASA Export Control Program. The contractor shall also:

a. Prepare, submit, and maintain an Export Control Plan in accordance with DRD
1294MA-010, Export Control Plan and Reports.
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b. Provide a monthly report of all export control activities in accordance with DRD
1294MA-010, Export Control Plan and Reports.

c. Maintain a database recording export control activities that is accessible to contractor
and NASA personnel as designated by the COTR.

2.6.4 Emergency Management

Each Center CIO has key responsibilities related to the Center’s Continuity of Operations
(COOP) in accordance with NPR 1040.1, NASA Continuity of Operations (COOP) Planning and
Procedural Requirements. The contractor shall provide each Center CIO with the necessary
NICS support to meet COOP requirements by providing related IT materials, equipment and
emergency-essential personnel in support of the COOP.

2.7 SAFETY, HEALTH AND ENVIRONMENTAL (SHE) MANAGEMENT

The contractor shall establish and implement an industrial safety, occupational health, and
environmental program that prevents employee fatalities, reduces the number of incidents,
reduces the severity of employee injuries and illnesses, and protects the environment through the
ongoing planning, implementation, integration and management control of these programs in
accordance with DRD 1294SA-001, Safety, Health, and Environmental (SHE) Plan. The SHE
Plan shall address each of the following MSFC SHE core program requirements in detail that are
applicable to the contracted effort and include a matrix that identifies where each requirement is
addressed:

Management leadership and employee involvement.
System and worksite analysis.

Hazard prevention and control.

Safety, health, and environmental training.

oo

For each NASA Center where work will be performed, the contractor shall coordinate with each
Center’s Safety and Mission Assurance Directorate/Office to ensure compliance with that
Center’s specific safety, health, and environmental requirements, delineated in Attachment J-10,
Applicable Regulations and Procedures, and shall maintain an up-to-date listing of Center Safety
Points of Contact to facilitate communications.

The contractor shall report mishaps and safety statistics to the applicable Center’s Safety Office
in accordance with DRD 1294SA-002, Mishap and Safety Statistics Reports. The contractor shall
submit directly to the NASA Incident Reporting Information System (IRIS) or shall use the
forms listed in section 15.4 of DRD 1294SA-002, Mishap and Safety Statistics Reports, or
electronic equivalent to report mishaps and related information required to produce the safety
metrics.

The contractor shall ensure that all work, including that which may require exposure to asbestos,
is performed in accordance with all Federal, State, Local, and Center-specific safety, health,
environment, and fire protection/prevention regulations and procedures, as well as the
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contractor’s Safety and Health Plan per DRD 1294SA-001, Safety, Health, and Environmental
(SHE) Plan, and each Center’s applicable asbestos requirements. The contractor shall also
provide safety, training, and protective equipment as required.

2.8 FACILITIES MANAGEMENT

The contractor shall provide, implement, and maintain a uniform process of managing the use of
assigned facility space in accordance with DRD 1294MA-005, Documentation. In performance
of this function, the contractor shall:

a. Maintain documentation as a basis for requesting and recommending additional space
and reallocation of assigned space or interior partitions.

b. Maintain floor plans of all assigned facility space to reflect the location of furniture,
equipment, telephones, environmental systems and electrical services in equipment
areas.

c. Monitor and report utilization and capacity for power, HVAC, and floor and rack
space.

d. Maintain continuous records of changes or movements of equipment, furniture, and
telephones to ensure that accountability requirements for all equipment and systems
are met.

e. Maintain continuous records of changes or movements of personnel, providing this
information online for COTR-designated personnel to review.

f. Maintain location information including number of personnel by location, square
footage, and associated lease and maintenance costs.

g. Review, assess, and provide comments to Center Facilities Offices’ planning
activities for impact on NICS systems. Comments shall be provided on designs and
drawings in accordance with Center processes.

h. Assist in the planning of future facility requirements, to include facility modifications
to accommodate personnel space changes and new equipment installations, while
minimizing disruption of daily operations.

i. Obtain approval from the cognizant NASA Facilities Offices before performing any
facilities activities at a NASA installation.

J.  Track the schedule and status information for facilities work requests and facilities
projects that affect IT service delivery.

k. Define and document environmental requirements to accommodate equipment.

I. Provide off-site office space in support of work performed under this PWS, as
appropriate.

m. Ensure physical security requirements are met in compliance with NPR 1620.3,
Physical Security Requirements for NASA Facilities and Property.

2.9 QUALITY ASSURANCE AND MANAGEMENT

The contractor shall maintain a quality system compliant with 1ISO9001:2000 and AS9100. The
contractor may satisfy this requirement by current registration by a recognized registrar and/or
by NASA audit of their system. The contractor shall detail their planned quality controls in
accordance with DRD 1294QE-001, Quality Plan.
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The contractor shall establish an IT Service Management framework in compliance with
ISO/IEC 20000 and IT Infrastructure Library (ITIL) V3 within two years of contract start.

If the contractor operates to or uses NASA Center procedures, the contractor shall support the
applicable Center’s registration process for these procedures.

2.10 CONTRACTOR’S ROLE WITHIN I°P

The NICS contractor shall work with NASA, other I°P contractors, the I1°P Service Integration
Management (SIM) Office, and the NASA Enterprise Service Desk in a collaborative and
cooperative manner as prescribed by defined processes and assigned roles and responsibilities, to
transform NASA’s IT infrastructure and enterprise applications service delivery capabilities into
a highly consolidated, integrated and secure IT Service Management (ITSM) environment. The
contractor shall adopt NASA’s IT Infrastructure Library (ITIL) framework, described in detail in
Attachment J-1, Appendix A, I°P Transformation Objectives and Requirements.  The
framework’s high-level ITIL v3 processes have been identified and prioritized for development
and implementation within the NASA IT environment.

In addition to the NICS-specific PWS, which defines requirements specific to the delivery of
NICS services, Appendix A includes cross-functional requirements that are common to each I°P
contract and defines expectations for synchronization of effort and solution integration across
multiple I°P contracts and NASA.

The contractor shall ensure that NICS successfully interfaces with all other I1°P contracts/
contractors as delineated in the clause entitled “Associate Contractor Agreements” and all
touchpoints for the successful accomplishment of NICS I°P objectives. The contractor shall
meet the requirements as delineated in Attachment J-1, Appendix A, I°P Transformation
Obijectives and Requirements, and the following DRDs:

DRD 1294CF-003, I°P Service Asset & Configuration Management (SACM) Plan
DRD 1294CF-004, I°P Release and Deployment Management (RDM) Plan

DRD 1294CF-005, I°P Application Inventory (Al) Report

DRD 1294CF-006, I*P Capacity Management Plan

DRD 1294CF-007, I°P Service and Component Capacity Report

DRD 1294CF-008, I*P Availability Management (AM) Plan

DRD 1294CF-009, I°P Availability, Reliability, and Maintainability (ARM) Report
DRD 1294CF-010, I*P IT Service Continuity Management (ITSCM) Plan

DRD 1294CF-011, I°P Interface Definition Agreement (IDA)

—S@hoooow

2.11 OTHER INTERFACE POINTS

The contractor shall adhere to local Center CIO governance processes for activities that involve
design modification/enhancement of local services.
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The contractor shall ensure that NICS successfully interfaces with other related NASA
integration points as delineated in the clause entitled “Associate Contractor Agreements”.

2.12 CONTRACT AND SUBCONTRACT ADMINISTRATION
In performance of contract and subcontract administration functions, the contractor shall:

a.

Provide a single point of contact with contractual obligation authority to perform all
contract administration functions and activities required for this contract. This point
of contact shall have access to all contract administration data and information related
to contract performance.

Provide a single point of contact for all subcontract management activities. This
point of contact shall have access to all subcontract administration data and
information related to contract performance.

Provide online access to contract administration information and other required data
to the Contracting Officer (CO) and designated personnel, in accordance with NPD
1440.6, NASA Records Management.

Provide and maintain complete subcontract award documentation in accordance with
the contractor’s approved purchasing system, to support subcontract consent and
subcontract audit activities.

Ensure delivery of all documentation required by this PWS, as well as the
documentation required by Attachment J-2, Data Procurement Document (DPD)
1294. The activity shall include retaining and maintaining support documentation,
controlling the documentation, and maintaining a document control list, naming
convention, and storage control system.

Separately track all costs associated with contract changes issued by the CO pursuant
to the “Changes” clause, as well as IDIQ Task Orders, if requested in advance by the
CO.

Provide and maintain a listing of all contractor and subcontractor employees working
under this contract and their designated locations in accordance with DRD 1294MA-
014, Badged Employee and Remote IT User Listing.

Provide to the CO, upon request, Option Decision Package (ODP) documentation and
associated proposals in accordance with the clause entitled, “Special Option Decision
Package” in accordance with DRD 1294CD-001, Option Decision Package.

Prepare and submit a Contractor Employee Clearance Document in accordance with
DRD 1294MA-015, Contractor Employee Clearance Document.

Prepare and submit a Position Risk Designation for Non-NASA Employee in
accordance with DRD 1294MA-016, Position Risk Designation for Non-NASA
Employee.

Report and document this work and fulfill the requirements of associated Data
Requirement Descriptions (DRD’s) as outlined in Data Procurement Document
(DPD) 1294 (Attachment J-2). The contractor shall determine the data restriction that
applies to each data deliverable and mark or transmit the data restriction in
accordance with section 2.3.3 of the Data Procurement Document.

Maintain and update the Organizational Conflicts of Interest (OCI) Avoidance Plan in
accordance with DRD 1294MA-017, Organizational Conflicts of Interest (OCI)
Avoidance Plan.
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m. Prepare, submit, and maintain a Personnel Activity Report in accordance with DRD
1294MA-005, Documentation. Provide small business and small disadvantaged
business concerns the maximum practical opportunity to receive a fair portion of
subcontract awards in accordance with Attachment J-7, Small Business
Subcontracting Plan.

3 ENTERPRISE SERVICES

NASA has established a strategic approach to the management of IT infrastructure that will treat
all inter-Center and standard intra-Center IT infrastructures as a set of unified, enterprise-wide
services throughout their life cycle. The NICS contractor will implement and manage a single
end-to-end service provisioning organization that combines and streamlines LAN and WAN
communications services for both corporate and mission networks. Therefore, for purposes of
this contract, NASA has expanded the NASA Integrated Services Network (NISN)
program/project responsibilities to include all services defined in this PWS section.

The purpose for managing IT infrastructure using an enterprise model is to improve the planning
and delivery of enterprise-wide IT services and to obtain cost efficiencies resulting from the
consolidated delivery structure. The NASA enterprise model will improve the consistency of
infrastructure services built and operated in multiple locations (e.g., LANs and firewall
management) to better enable cross-Center collaboration, user mobility, and security. It will also
enable greater leverage of NASA infrastructure investments across Centers and projects. The
contractor shall partner with NASA for continuous innovation.

This PWS facilitates the transformation of NASA’s architecture from an individual Center-
driven operations and services model to a cohesive Enterprise operations and services model.
This transformation shall not include the addition or deletion of any of the services under this
PWS without the approval of NASA.

PWS 3.0 is structured as follows:

a. Sections 3.1 through 3.5 describe the engineering effort necessary to perform
Corporate services.

b. Section 3.6 describes the Corporate operations effort necessary to provide the
Corporate services called out in Sections 3.1 through 3.5.

c. Section 3.7 describes the engineering effort necessary to provide Mission services.

d. Section 3.8 describes the Mission operations effort necessary to provide Mission
services called out in Section 3.7.

e. Sections 3.9 through 3.13 describe the overarching support services for both
Corporate and Mission.

Performance specifications for all requirements in PWS 3.0 are found in Attachment J-1
Appendix C, Performance Specifications.
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The contractor shall be responsible for providing the Enterprise services and associated
operations activities for those services. Specifically, the contractor shall be responsible for
providing Corporate network services, Corporate voice services, Corporate data services,
Corporate collaboration services, Corporate management and operations, Mission services,
Mission management and operations, customer relationship management, service management,
strategy generation, IT security, and GSA contract integration. These NISN services and
operations are performed at the NASA Centers and associated component facilities.

3.1 CORPORATE NETWORK SERVICES

The contractor shall be responsible for Internet Protocol Address Management (IPAM), Remote
Access Services (RAS), Network Timing Protocol (NTP), and guest network services.

In performing these services, the contractor shall provide the systems and sustaining engineering
required to facilitate the design of the infrastructure and development of operations concepts
used to provide Corporate services. This shall include the preparation of requirements analyses
and a prototyping strategy for implementing the requirements, development of network
architecture(s) and design, site preparation, installation, integration and testing for deployment,
capacity management, trouble resolution, and preparing as-built documentation for all
implemented requirements. NASA will review and approve the design concepts.

3.1.1 Internet Protocol Address Management (IPAM)

The contractor shall provide systems and sustaining engineering to plan, track and manage all
NASA Internet Protocol (IP) addresses using NASA’s IP address management (IPAM) systems
and techniques. The contractor shall provide engineering support for NASA’s Domain Name
Service (DNS) to include management of the e-root domain name server at Ames Research
Center (ARC), the domain level .nasa.gov servers (including but not limited to scijinks.gov), and
the sub-domain name servers (e.g. msfc.nasa.gov). In addition, the contractor shall provide
engineering support for the IPAM Dynamic Host Configuration Protocol (DHCP) services. In
providing these services, the contractor shall:

a. Be responsible for the infrastructure and tools to manage, assign, delegate, and
reclaim as necessary the NASA Internet Protocol resources (i.e., IPv4 and IPv6
address space) assigned to the Agency.

b. Be responsible for the infrastructure and tools to coordinate with the appropriate
Regional Internet Registry (RIR), for example, the American Registry of Internet
Numbers (ARIN) and Reseaux IP Europeens (RIPE), for registration of NASA’s IP
resources.

c. Maintain NASA IP management policy documents, as approved by NASA.

d. Be responsible for the infrastructure and tools to verify and validate NASA address
space, including performing audits to determine address space utilization as required,
and ensure compliance with NASA address management policies.

e. Be responsible for the infrastructure and tools to collect and enter DNS, DHCP, and
IP address configuration information for each NASA Center into the Agency
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provided Internet Protocol Address Management system via the Government
furnished interface.

f. Be responsible for the infrastructure and tools to maintain documentation for IP
address to physical location mapping in the IPAM system.

g. Be responsible for the infrastructure and tools to maintain documentation for IP
address to points of contact mapping in the IPAM system, including Admin, Security,
Technical, and User (for single-user systems only).

h. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

i. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

j. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.1.2 Remote Access Services (RAS)

The contractor shall provide systems and sustaining engineering support for the secure remote
access systems (e.g. Client Virtual Private Network (VPN), dial-in, Secure Sockets Layer (SSL)
VPN) at each NASA Center. In performance of RAS, the contractor shall:

a. Be responsible for the infrastructure and tools to provide the secure remote access
systems at all centers.

b. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

c. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

d. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.1.3 Network Timing Protocol (NTP)

The contractor shall provide systems and sustaining engineering support for both Agency (e.g.
WAN) and Center (e.g. LAN) network timing systems to provide Stratum 1 timing for all
network equipment managed by the contract and to provide Network Timing Protocol (NTP)
service to all NASA customers. The contractor shall:

a. Be responsible for the infrastructure and tools to provide NTP.

b. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

c. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.
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d. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.1.4 Guest Network Services

The contractor shall provide systems and sustaining engineering in support of NASA Guest
Networks at each NASA Center and associated component facility. The Guest Network is
intended to facilitate the work of non-NASA employees and contractors who are temporarily
located at a NASA Center or associated component facility, while continuing to protect internal
assets (NASA Intranet and Extranet resources). The contractor shall:

a. Be responsible for the Government-provided wired and wireless infrastructure for
Guest Network services at all Centers.

b. Support NASA in the development of standard policies and processes for guest
network access at all Centers.

c. Document instructions on how to use the Guest Network.

d. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

e. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

f. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.2 CORPORATE VOICE SERVICES

The contractor shall provide systems and sustaining engineering and capacity management in
support of NASA Switched Voice Services (SVS) to all NASA Centers, associated component
facilities, Headquarters, JPL, and non-NASA locations as designated by the COTR. SVS
includes domestic and international long distance service from the desktop, telephone calling
cards held by individuals, and toll-free in-bound services. The contractor shall support NASA
selection of General Services Administration (GSA) services, as defined in PWS 3.13. The
contractor shall:

a. Perform capacity and utilization analysis and recommend alternative solutions, as
appropriate.

b. Provide audit, analysis and reporting of SVS call detail records to support
investigations of fraud and/or abuse, only at the request of the CO or COTR.

c. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

d. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.
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3.3 (RESERVED)

3.4 CORPORATE DATA SERVICES

The contractor shall be responsible for Corporate data services, including routed data, data center
networks, custom networks, firewall services, proxy services, layer 2 VPN services, and
international services. In performing these services, the contractor shall provide the engineering
to facilitate the design of the infrastructure and development of operations concepts used to
provide corporate data services. This shall include the preparation of requirements analyses and
a prototyping strategy for implementing the requirements, development of network
architecture(s) and design, site preparation, installation, integration and testing for deployment,
sustaining engineering, trouble resolution, and preparing as-built documentation for all
implemented requirements. NASA will review and approve the design concepts.

3.4.1 Routed Data

The contractor shall provide systems and sustaining engineering and capacity management for
NISN’s Corporate Internet Protocol (IP)-based routed data requirements in support of NASA
programs, projects, and centers. NISN’s corporate network includes routed data presence (both
WAN and LAN) at all NASA Centers and associated component facilities. Additionally,
NISN’s WAN routed data presence extends to NASA’s Carrier Independent Exchange Facilities
(CIEF), Internet exchange facilities, NASA contractor sites, universities, and international
locations.

NISN’s corporate routed data systems include routers, switches, circuit emulation equipment,
multiplexers, wireless access points, associated cabling, network monitoring and management
tools, and associated protocols. In support of corporate routed data services, the contractor shall:

a. Provide network design, traffic analysis, capacity management, modeling, and
operational concepts for the NISN routed data network (end-to-end).

b. Be responsible for routed data demarcation interface specifications and the
coordination with ACES, EAST, and other NASA routed data customers.

c. Be responsible for Internet peering to commercial, research, and other Internet
Service Providers in support of external agency data content exchange requirements,
in compliance with OMB-mandated Trusted Internet Connection (TIC).

d. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

e. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

f. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

g. Update the requirements database to support engineering activities, with clear linkage
to documented customer requirements as identified in PWS 3.9.

h. Maintain arrangements and subcontracts for facility and operations with Carrier
Independent Exchange Facilities (CIEFs).
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3.4.2 Data Center Networks

The contractor shall provide system and sustaining engineering and capacity management for
three types of data center environments: (1) NEDCs located on NASA Centers and associated
component facilities; (2) NEDCs located at vendor-provided facilities; and (3) other data center
environments located on NASA Centers and associated component facilities. NICS shall
provide LAN and WAN services for (1) and (3) above. For (2), NICS shall only provide WAN
services to/from the off-site location. In support of Data Center Networks support services, the
contractor shall:

a. Provide network design, traffic analysis, capacity management, and operational
concepts.

b. Provide the NEDC contractor the ability to configure network assets within the data
center through role-based security.

c. Maintain operational capability and enhance the performance and functionality of the
Data Center Network service.

d. Respond to requests for Data Center Network services by providing consultation and
direct technical assistance for the development of requirements for Data Center
Network solutions.

e. Ensure that Data Center Network systems are adequate to meet performance
(availability and throughput) and log retention requirements.

f. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.4.3 Custom Networks

The contractor shall provide continuity of service for legacy custom data network solutions for
point-to-point network connections until their transition to an OMB-mandated Trusted Internet
Connection (TIC). Engineering support to transition these connections to an approved NASA
TIC are to be included in PWS 5.0. The contractor shall also provide continuity of service for
Center point-to-point copper and fiber optic circuits that allow for data connectivity that are not
part of the Center private network.

3.4.4 Firewall Services

The contractor shall perform system and sustaining engineering and capacity management of
Corporate firewall systems for the LANs and WAN managed under this PWS. The contractor
shall:

a. Maintain the legacy firewalls or the NCI transitioned firewalls.

b. Maintain operational capability and enhance the performance and functionality of the
firewall services.
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c. Respond to requests for firewall services by providing consultation and direct
technical assistance to customers for the development of secure firewall and
networking solutions.

d. Ensure that firewalls are adequate to meet performance (availability and throughput)
and log retention requirements.

e. Collect and assess security requirements against network data flow requirements and
define network firewall implementation.

f. Maintain a De-Militarized Zone (DMZ) design at the NISN Internet peering points
and/or the NASA TIC, consistent with the Agency-wide architecture.

g. Establish and maintain monitoring points between all IT Security zones, as directed
by the Security Operations Center (SOC).

h. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

i. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.4.5 Proxy Services

The contractor shall provide system and sustaining engineering and capacity management for
proxy service for the NISN corporate network, in accordance with NASA Agency and Center
directives. The contractor shall:

a. Maintain the legacy proxies or the NCI transitioned proxies.

b. Maintain operational capability and enhance the performance and functionality of the
Proxy servers.

c. Ensure that proxy servers are adequate to meet performance (availability and
throughput) and log retention requirements.

d. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

e. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

34.6 (RESERVED)

3.4.7 Layer 2 VPN Services

The contractor shall provide systems and sustaining engineering for NISN’s unencrypted
corporate Open Systems Interconnect (OSI) Layer 2 virtual private network (L2VPN)
requirements in support of NASA programs and projects. NISN’s corporate L2VPN service
includes presence at several NASA Centers and component facilities, as required. NISN’s
L2VPN systems include switches and associated cabling. In support of corporate L2VPN
services, the contractor shall:
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a. Provide network design, traffic analysis, capacity management, and operational
concepts.

b. Maintain operational capability and enhance the performance and functionality of the
L2VPN service.

c. Respond to requests for L2VPN services by providing consultation and direct
technical assistance to customers for the development of requirements for L2VPN
solutions.

d. Ensure that L2VPN systems are adequate to meet performance (availability and
throughput) and log retention requirements.

e. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

f. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

g. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

3.4.8 International Services

The contractor shall provide systems engineering and sustaining engineering of international
telecommunications services to facilitate communications with NASA’s International Partner
Agencies and their research facilities, as designated by the COTR. This service provides
transport of data, voice, and video for both corporate and mission communications.

3.5 CORPORATE COLLABORATION SERVICES

The contractor shall provide Video Conferencing Services (VCS) and Audio Conferencing
Services (ACS). In performing these services, the contractor shall provide the engineering to
facilitate the design of the infrastructure and development of operations concepts. This shall
include the preparation of requirements analyses and a prototyping strategy for implementing the
requirements, development of network architecture(s) and design, room design, installation,
integration and testing for deployment, sustaining engineering, trouble resolution, and preparing
as-built documentation for all implemented requirements. Collaboration Services Facilities
documentation shall be prepared and delivered in accordance with DRD 1294MA-005,
Documentation. NASA will review and approve the design concepts.

3.5.1 Video Conferencing Services (VCS)

The contactor shall provide systems and sustaining engineering for NISN Video Conferencing
Services. The contractor shall support NASA procurement of General Services Administration
(GSA) contracts, as defined in PWS 3.13. The contractor shall:

a. Be responsible for the infrastructure and tools for the NASA Teleconferencing Center
(NTC).
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Provide the service performance report(s) as specified in DRD 1294MA-008, Service
Performance Reports.

Be responsible for the infrastructure and tools for the VCS Bridging System.
Develop and maintain processes for activation of, and failover to, the GSA backup

VCS bridging service.

Provide engineering support and develop procedures for the integration and
interoperability with non-NASA conferencing services, including but not limited to
GSA/Networx, Defense Information Services Agency (DISA), and internet-based
conferencing services.

Design, install, and sustain the VCS facilities, including associated hardware and
software systems, room layout, video projection screens or monitors, audio
equipment, interactive graphics and document sharing systems, and room operations
panel.

Customize VCS facilities to provide support as requested by the NASA customer,
while standardizing designs to the extent possible.

Provide designs that maintain interoperability between all VCS facilities and industry
standards.

Be responsible for the infrastructure and tools for the VCS Reservation System,
including account approval and reservation of facility and bridging resources.

Be responsible for the infrastructure and tools for the VCS Facilities Directories to
contain at a minimum: building, room, point of contact information, facility
conference name designation and dial number(s), and internet protocol addresses (to
conference directly with facility).

Develop and maintain the VCS user guides, encompassing both facility and service
operations.

Develop and maintain the VCS Room Operator guides, encompassing facility and
service operations.

Develop, maintain, and implement VCS Room Operator training and certifications,
VCS facility maintenance policies, and VCS Room Certification processes.

Coordinate VCS room certification processes with the GSA Backup VCS Bridging
Service. Review, disposition and submit to GSA requests for VCS accounts.

Review GSA VCS usage and service performance reports.

Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.
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3.5.2 Audio Conferencing Services (ACS)

The contractor shall provide systems, sustaining engineering, and account management for the
ACS facilities and services. The contractor shall support NASA procurement of General
Services Administration (GSA) contracts, as defined in PWS 3.13. The contractor shall:

a. Be responsible for the infrastructure and tools for the ACS Facilities Directory that
will contain at a minimum building, room, point of contact information, and facility
conference dial number (to conference directly with facility).

b. Develop and maintain ACS user guides, encompassing both facility and service
operations.

c. Develop and maintain ACS facility maintenance policies.

d. Be responsible for the infrastructure and tools for ACS facilities, including associated
hardware and software systems, room layout, audio equipment and room operations
panel.

e. Submit requests and coordinate with facility engineers on facility changes as a result
of an ACS installation or modification.

f. Be responsible for the infrastructure and tools for on-site support and trouble
isolation/escalation for ACS conferences held to conduct the planning, monitoring,
and closeout of manned spaceflight missions.

g. Develop and coordinate with the GSA vendor to create the “Holiday Notification
Letter” that will notify ACS users of official Government holidays.

h. Review, disposition and submit to GSA requests for ACS accounts.
i. Review GSA ACS usage and service performance reports.

J. Provide risk analysis and mitigation to include continual identification and
assessment of technical, process and organizational risks.

k. Perform service infrastructure sparing analysis and maintain adequate sparing levels
and inventories to support service performance requirements.

I.  Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations.

353 (RESERVED)

3.6 CORPORATE MANAGEMENT AND OPERATIONS

The contractor shall provide operations, sustaining support, and technical support to the NISN
corporate network in support of network service elements in PWS sections 3.1 through 3.5. This
includes sustaining support, network monitoring and management, operations and technical field
support, maintenance, network scheduling, Tier 2 Service Desk management and integration, and
contingency planning services. The contractor shall perform all corporate management and
operations functions in compliance with NISN SOP-002, NISN Standard Operating Procedures
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(SOP) for Trouble Reporting, Activity Scheduling, Mission Freeze, and Major Outage
Notifications, and in accordance with DRD 1294MA-005, Documentation.

The contractor shall ensure, as applicable, that employees are approved at the appropriate
position risk designation to work in a Mission Essential Infrastructure (MEI) Facility, in
accordance with NPR 1600.1, NASA Security Program Procedural Requirements.

The contractor shall implement service requests (including Move/Adds/Changes) and perform
incident management/problem management within the bands delineated below, and within the
estimated/target cost of the contract. These activities are considered within the scope of the PWS
and shall not, in general, be construed as changes within the meaning of the “Changes — Cost-
Reimbursement — Alternate I1” clause of this contract as long as the total number of service
requests and trouble tickets per year fall within the following parameters:

Category NISN Corporate Service Request Implementations Number per Year
1 Highly complex (200+ days to implement ) 60 — 100
2 Moderate complexity (100-199 days to implement ) 130-170
3 Low complexity/routine service (30-99 days to implement) 220 - 300
4 Routine LAN service Moves/Adds/Changes (less than 30 days) 36,000 — 48,000

NISN Corporate Trouble Tickets Number per Year
WAN trouble tickets 2,400 - 3,600
Center trouble tickets 24,000 - 36,000

3.6.1 Network Monitoring and Management

The contractor shall provide NISN network monitoring and management 24 hours a day/7 days a
week in support of all the services described in PWS sections 3.1 through 3.4. The contractor
shall:

a. In performance of network monitoring:

1. Operate the corporate network management system to monitor and manage the
network.

2. Provide tiered network monitoring.

3. Monitor up/down status, performance characteristics, end-to-end response time,
and physical parameters of network devices at all locations.

4. Provide proactive health monitoring, and archival of network monitoring data for
trend analysis and system tuning.

5. Maintain the NISN Out-of-Band Administration (OOBA) system.
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Provide visibility and connectivity into carrier/supplier network management
systems for the services described in PWS sections 3.1, 3.2, 3.3, 3.4, 3.5, 4.0 and
6.0, as applicable.

Operate network-based monitoring tools that show near-real-time status.

Operate and display performance characteristics and specific bandwidth to be
made available to approved customers and other help desks.

Report service performance metrics in support of service level agreements per
DRD 1294MA-005, Documentation.

Provide operational read-only access to network monitoring and management
systems for NASA personnel as designated by the COTR or designee.

In performance of network management:

1.

2.

o

Analyze system traffic patterns and develop expansion plans to quickly react to
traffic peaks with minimal user impact.

Obtain and review monthly and quarterly carrier performance reports and provide
resulting data to the Government.

Reconcile vendor outages with vendor billings to determine carrier credits due to
the Government.

Provide recommendations to the Government for the improvement of carrier
performance and the resolution of recurring problems.

Perform software updates of NISN-managed devices.

Maintain configuration control of NISN-managed devices, to include backups and
change history.

In performance of service operations for IPAM:

1.

2.

Manage, assign, delegate, and reclaim as necessary the NASA Internet Protocol
resources (i.e., IPv4 and IPv6 address space) assigned to the Agency.

Coordinate with the appropriate Regional Internet Registry (RIR), for example,
the American Registry of Internet Numbers (ARIN) and Reseaux IP Europeens
(RIPE), for registration of NASA'’s IP resources.

Verify and validate NASA address space, including performing audits to
determine address space utilization as required, and ensure compliance with
NASA address management policies.

Collect and enter DNS, DHCP, and IP address configuration information for each
NASA Center into the Agency provided Internet Protocol Address Management
system via the Government furnished interface.

Maintain documentation for IP address to physical location mapping in the IPAM
system.

Maintain documentation for IP address to points of contact mapping in the IPAM
system, including Admin, Security, Technical, and User (for single-user systems

only).

In performance of service operations for RAS, coordinate with the ACES contract for
integrated service delivery of remote access services, problem management, and
incident response. NOTE: The I°P ACES contract shall be responsible for the
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provisioning of secure 1D tokens and client software. The I°P EAST contract shall be
responsible for secure 1D infrastructure systems.

e. In performance of service operations for NTP:
1. Maintain and operate the NTP related hardware at all Centers.

2. Coordinate with other NISN services for timing related maintenance and
incidents.

3. Coordinate with other NASA customers for the delivery of NTP services.
f. In performance of service operations for Guest Network Services:
1. Maintain and operate the Guest Network related hardware at all Centers.
2. Provide customer training for use of the Guest Network.
g. In performance of service operations for Firewall Services:

1. Provide firewall rule set administration and perform configuration management of
the firewall systems in accordance with Agency and Center IT security policy and
standards.

2. Analyze firewall logs and provide results to the appropriate Government security
personnel.

3. Maintain existing web-filtering system(s), including subscription services for
updates to prohibited site lists.

4. Perform service infrastructure sparing analysis and maintain adequate sparing
levels and inventories to support service performance requirements.

h. In performance of service operations for Proxy Services:

1. Provide proxy rule set administration and perform configuration management of
the proxy servers in accordance with Agency and Center IT security policy and
standards.

2. Analyze proxy logs and provide results to the appropriate Government security
personnel.

3. Perform service infrastructure sparing analysis and maintain adequate sparing
levels and inventories to support service performance requirements.

i. In performance of launch and mission readiness, prepare and submit DRD 1294MA-
007, NISN Systems Readiness Reports, and participate in flight, mission, program,
and system readiness reviews to verify systems are ready to support missions,
programs, flights, and operational users.

3.6.2 Collaboration Management and Monitoring

The contractor shall provide Collaboration Service management and monitoring operations in
support of all the services described in PWS 3.5. The contractor shall:
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Maintain VCS and ACS facilities, including associated hardware and software
systems, room layout, video projection screens or monitors, audio equipment,
interactive graphics and document sharing systems, and room operations panel.

Maintain the VCS Reservation System.

Maintain the VCS Bridging System.

Provide dedicated room operator support at locations designated by the COTR or
designee.

Maintain interoperability between all VCS and ACS facilities provided under this
contract.

Implement the VCS and ACS facility maintenance policies.

Provide on-site support, for those locations designated by NASA, and trouble
isolation/escalation for VCS and ACS conferences held to conduct the planning,
monitoring, and closeout of manned spaceflight missions.

Staff the NASA Teleconferencing Center (NTC) Monday through Friday, 6am-6pm,
Central Standard Time. The NTC shall be staffed outside of these hours as requested
and scheduled by NASA. The NTC shall perform the following functions:

1. Provide the interface between the users and providers of the Collaboration
Services.

2. Maintain the Collaboration Services Facilities Directories to contain at a
minimum: building, room, point of contact information, and facility conference
name designation and dial number(s), and internet protocol address(es) (to
conference directly with facility).

3. Process reservations, schedule resources for video conferences, initiate VCS calls,
and monitor call quality.

4. Operate VCS Reservation System, including account approval and reservation of
facility and bridging resources.

5. Provision and operate the VCS Bridging System.
6. Develop and maintain usage and service performance reports for the VCS.

7. Maintain and implement processes for activation of, and failover to, the GSA
backup VCS bridging service.

8. Maintain integration and interoperability procedures with non-NASA VCS
conferencing services, including but not limited to GSA/Networx, Defense
Information Services Agency (DISA), and internet-based conferencing services.

9. Monitor VCS and ACS conferences held to conduct the planning, monitoring, and
closeout of manned spaceflight missions.

3.6.3 Technical Field Support

The contractor shall provide operational and technical field support to maintain service
performance requirements at each Center and associated component facilities or as designated by
the COTR or designee. Additionally, the contractor shall provide heightened operational and
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technical field support during Government-defined mission critical periods. This support shall
include:

a. Operate and maintain network services in accordance with Performance
Specifications as called out in Attachment J-1, Appendix C and Attachment J-4,
Performance Measures.

b. Participate in NISN, program, flight, operational readiness reviews, and certification
of flight readiness reviews to ascertain whether WAN/LAN services are ready to
support missions, programs, flight, and operational users.

c. Implementation of new systems related to infrastructure changes and customer
service requests.

d. Perform Remedial Maintenance (RM) and ensure that the maintenance tools, spares,
procedures, skills, and response times are adequate to meet performance metrics.

3.6.4 Maintenance

The contractor shall maintain in a fully operational condition all equipment for those systems
which the contractor has responsibility. In performance of this function, the contractor shall:

a. Provide, implement, and maintain the Operability/Maintainability Plan in accordance
with DRD 1294RM-001, Operability/Maintainability Plan, to include operational
procedures that ensure the system continues to operate while any failed component is
being replaced, as applicable.

b. Consolidate vendor hardware and software maintenance and license agreements in
accordance with DRD 1294MA-005, Documentation, where possible, to achieve
operational efficiencies and cost reductions including with Mission services.

c. Input into the Remedy Trouble Ticket System information on operational failures,
incidents, discrepancies, and problem disposition and resolution, to include a daily
log of all maintenance and repair activities.

d. Prepare and deliver maintenance status reports in accordance with DRD 1294MA-
005, Documentation, providing information on outages, such as component involved,
period of downtime, and corrective actions.

e. Compile and maintain a list of key contacts responsible for coordinating and
conducting the required equipment maintenance functions in accordance with DRD
1294MA-005, Documentation.

f. Submit activities for maintenance performed via the Activity and Outage Posting
Notification System (AOPNS) process in accordance with NISN SOP-002, NISN
Standard Operating Procedures (SOP) for Trouble Reporting, Activity Scheduling,
Mission Freeze, and Major Outage Notifications. This shall encompass all NISN
services.

g. Provide updates as a result of any maintenance activity to the IT asset management
database.

h. Maintain up-to-date vendor documentation for all systems.
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i. Develop Preventative Maintenance (PM) schedules that minimize disruption to
customer operations in accordance with DRD 1294RM-001, Operability/
Maintainability Plan.

j. Coordinate the installation of software updates/releases/patches.

3.6.5 Corporate Services Scheduling

The contractor shall provide scheduling and coordination to optimize the operation of all NISN
corporate services. Documentation shall be prepared and delivered in accordance with DRD
1294MA-005, Documentation. The contractor shall:

a. Provide scheduling of systems and circuit releases used in the network.

b. Ensure that all scheduled maintenance activities include risk assessments and back-
out plans and that all contractor personnel participating in the activities are properly
trained and familiar with the planned activity.

c. Maintain a daily log of all service scheduling activities.

d. Operate the AOPNS system, which notifies approved users of user-impacting
activities at least 10 calendar days prior to conducting the activity. Network activity
and outage reports shall be archived and available via the web to approved users.
Grant access to this system and any archived information to COTR-designated
personnel and ensure only authorized users gain access.

e. Support customer requests for cancellation or rescheduling of activities.

f. Adhere to NASA mission freeze policies which disallow certain changes during
mission-critical periods, follow the NASA freeze exemption request and waiver
process, and coordinate requests for exemptions to network freezes.

3.6.6 Tier 2 Service Desk Management and Integration

The contractor shall provide incident management in response to service problems detected by
the contractor, vendors, or users. Documentation shall be in accordance with DRD 1294MA-
005, Documentation. The contractor shall:

a. Provide and operate the Tier 2 Service Desk 24 hours a day, 7 days a week and
integrate with the I°P Tier 1 Service Desk to include status reports, in accordance
with 2?22

b. Utilize the MSFC Remedy system provided by MITS for automated logging,
categorization, prioritization, and tracking of NISN Corporate incidents. In
collaboration with MITS, the contractor shall be responsible for interfacing the MSFC
Remedy system with the I°P Tier 1 Service Desk.

c. Utilize the NISN work flow for automated logging, categorization, prioritization, and
tracking of NISN corporate incidents.

d. Isolate, escalate, and automatically route calls to appropriate operations center and
field personnel.

e. Support user-initiated, supplier-initiated, and auto-detected problem reporting and
resolution processes.
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f. Provide processes, criteria, and points of contact (including other services providers
and suppliers) necessary for effecting problem resolution, including but not limited to
maintaining escalation contacts and procedures and notification lists and processes.

g. Maintain a knowledge management capability to assist in resolution of troubles on the
first call and to identify trends.

h. Perform real-time fault isolation and restoration of failed services, including
coordination with carriers and other suppliers.

i. Generate and report root cause analysis and corrective action plans for outages.

3.7 MISSION SERVICES

The contractor shall provide the systems and sustaining engineering necessary to support NISN
Mission services. This includes Mission voice services, Mission video services, Mission routed
data services, Mission integration service, Mission dedicated data and custom services, Center-
specific Mission services, Mission IT security services, and Mission configuration management
and documentation.

Mission services include the Agency Mission WAN services (e.g., routed data, dedicated data
and custom networks, and communication integration services for missions, projects, and
launches), the GSFC-specific Mission services (e.g., GSFC LAN, Voice, and Video), and
Center-specific Mission services. The Mission WAN has a point-of-presence at multiple NASA
Centers and associated component facilities and includes the WAN equipment at these locations.
The GSFC-specific Mission services represent the unique services dedicated for Missions at
GSFC. Any other Center-specific Mission services shall be included in NICS as IDIQ task
orders, as defined in PWS 3.7.6, at the direction of NASA.

In performing these services, the contractor shall provide the engineering required to facilitate
the design of the infrastructure and development of operations concepts used to provide Mission
services. This shall include the preparation of requirements analyses and a prototyping strategy
for implementing the requirements, development of network architecture(s) and designs, site
preparation, installation, integration and testing for deployment, sustaining engineering, trouble
resolution, preparing as-built documentation, and providing on-call support during mission
activities. The contractor shall develop network designs and operational concepts and NASA
will approve the concepts through the appropriate review channels.

3.7.1 Mission Voice Services

The contractor shall provide support for a system of dedicated mission voice circuits, working in
conjunction with Center switching and conferencing systems and with GSA carriers to create
inter-connected voice communications loops. The voice loops interconnect the different Center
voice distribution systems that support multiple missions within the Agency. The contractor
shall provide operations and sustaining engineering of the Center switching and conferencing
systems. In providing this service, the contractor shall:

J-1-37



DRAFT NNMO09263608R

a. Coordinate and interface with Government and contractor personnel regarding
mission voice requirements.

b. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.7.2 Mission Video Services

The contractor shall provide for the distribution of video signals in support of NASA programs.
The particular implementation shall be dependent on the specific requirements of the program
and may involve terrestrial or satellite transmission, with or without the utilization of digital
compression and encoding techniques. Examples of current video distribution services include
Shuttle External Tank Ice Video, Mission Tracking & Data Relay Satellite System (TDRSS), and
NASA Select.

The contractor shall provide systems and sustaining engineering of the mission video distribution
system. In providing mission video, the contractor shall:

a. Perform design, procurement, and installation of terrestrial and satellite services and
associated hardware and software to extend, enhance, and/or standardize existing
services.

b. Coordinate with NASA centers to obtain frequency authorization (in compliance with
NPR 2570.1, NASA Radio Frequency (RF) Spectrum Management Manual prior to
implementation of or changes to satellite services.

c. Procure the satellite services that support the Public Affairs Office, DTV, and
Mission Video.

d. Document all operations, engineering, maintenance and repair activities, including a
daily log, in accordance with DRD 1294MA-005, Documentation.

e. Coordinate and interface with Government and contractor personnel regarding
mission video activities.

f. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.7.3 Mission Routed Data Services

The contractor shall provide the systems and sustaining engineering necessary to support NISN’s
mission routed data networks. The contractor shall support Internet Protocol (IP) as the
Agency’s standard for routed data services and legacy non-IP protocols until they are phased out.

Performance requirements for these services are specified in the NISN-SOP-001, NISN Services
Document. Requirements that are not satisfied by these performance categories shall be
provided as a custom service and shall not be construed as a contract change in accordance with
the “Changes” clause. NISN’s mission routed data includes routers, switches, firewalls, Small
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Conversion Devices (SCD), associated cabling, and network monitoring and management tools.
In support of mission routed data services, the contractor shall:

a. Provide network design, traffic analysis, capacity management, and operational
concepts.

b. Provide engineering support to transition and maintain all external connections to an
approved NASA Trusted Internet Connection (TIC), in accordance with OMB
mandates.

c. Provide technical coordination with the managed backbone service provider, procured
by NASA from the GSA Networx contract.

d. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.7.4 Mission Integration Services

The contractor shall provide NISN WAN and GSFC LAN mission integration service out of the
Network Operations and Management Center (NOMC) located at GSFC. The contractor’s
mission integration service personnel at GSFC that support the NISN mission WAN shall
coordinate with the mission operations personnel at all Centers with Mission Communications
Control. This coordination shall ensure requirements for mission technical support meet
availability and restoration requirements for Mission Services. The contactor shall provide for
Mission Communications Managers and Shift Communications Managers. The contractor shall:

a. In providing Mission Communications Managers:

1.

2.

Assess the technology, processes and significance of all Mission services and
their impact to specific Missions.

Provide leadership in the resolution of all specific mission-impacting issues
associated with Mission services.

Coordinate with each specific Shuttle Mission or Project to understand
communications and support requirements, and develop Operational Support
Plans for the specific mission or project, in accordance with DRD 1294MA-005,
Documentation.

Provide on-console staffing augmentation during critical coverage periods for
specific missions to provide the mission-focused communications management
support.

Participate in program, flight, and operational readiness reviews and certification
of flight readiness reviews to ascertain whether mission communications services
are ready to support the specific missions, programs, flight, and operational users.
Provide, implement, and maintain the annual Training and Certification Plan in
accordance with DRD 1294MA-005, Documentation, for each mission operations
support function for NASA approval.

Provide and maintain annual certification training to include: written tests in the
areas of Mission-critical operations, on-the-job training, and on-the-job skill
assessment.
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b. In providing Shift Communications Managers:

1.

B ©o o~

11.

12.

13.

Assess the technology, processes and significance of all Mission services and
their impact to all ongoing Missions.

Provide leadership in the resolution of all specific mission-impacting issues
associated with all ongoing Mission services.

Coordinate the day-to-day operations of mission communications services and
staff the on-console position of Shift Communications Manager, 24 hours a day, 7
days a week.

Categorize, prioritize, escalate, track and log NISN mission incidents and/or
problems.

Interface with missions and projects to receive requests for all service repairs and
other functions required of the entities in the NOMC.

Furnish information to missions and projects concerning service outages and
trouble resolution.

Coordinate the activities of all functional areas to provide mission services.
Prioritize problem trouble resolution and restoration activities.

Coordinate all work during mission freeze periods.

. Prepare and send mission outage notifications utilizing the Mission Outage

Notification System (MONS) to the appropriate distribution listing, in
coordination with the Government, for outages meeting the established criteria.
Prepare and submit a Daily Summary Report (DSR) in accordance with DRD
1294MA-005, Documentation.

Provide, implement, and maintain the annual Training and Certification Plan in
accordance with DRD 1294MA-005, Documentation, for each mission operations
support function for NASA approval.

Provide and maintain annual certification training to include: written tests in the
areas of Mission-critical operations, on-the-job training, and on-the-job skill
assessment. Ensure recertification annually for certified personnel.

3.7.5 Mission Dedicated Data and Custom Services

Although NASA encourages the use of mission routed data services, there are customer
requirements that result in dedicated data and custom services. In those instances, the contractor
shall support the Government in procurement of point-to-point network connections between two
or more discrete locations, in accordance with OMB-mandated TIC, due to performance and/or
security considerations, or to support unique data transfer protocols not otherwise supported by
the routed data network. The contractor shall maintain any highly specialized software for
systems whose requirements cannot be met using Commercial Off-the-Shelf (COTS) Software
(e.g. Small Conversion Devices, Tracking Data System), as determined by the Government. The
contractor shall:

a. Perform requirements analysis, system design, coding, configuration management,
testing for implementation, and software and network design reviews.

b. Perform application modifications to support network requirements and
modifications to correct software issues.
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c. Provide maintenance of several tools (e.g., debuggers, traffic generators, and traffic
capture software) that provide system test and network capabilities, diagnostic and
fault isolations capabilities, and network traffic data collections capabilities.

d. Provide integration and testing support for the distribution of operating systems
upgrades, security patches/fixes, kernel upgrades, custom kernel upgrades, and
custom serial drivers.

e. Provide notification of problems to Communications Control personnel and the
Government.

f. Provide subject matter expertise and problem resolution support to Communications
Control during critical coverage periods.

g. Coordinate with Communications Control to review and analyze internal Event
Reports (ER) and if related to the software, resolve appropriately via an internal
System Problem Report (SPR)/change request and a new release/patch.

h. Coordinate the release/patch of software into operations with Mission Operations
Manager.

i. Provide, implement, and maintain the annual Training and Certification Plan in
accordance with DRD 1294MA-005, Documentation, for each mission operations
support function for NASA approval.

J. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.7.6  Center-Specific Mission Services

The contractor shall provide Center-specific mission services as they are identified throughout
the entire period of NICS performance, and as directed in accordance with Task Orders issued in
accordance with the clauses entitled Task Ordering Procedures and Supplemental Task Ordering
Procedures. In performing these services, the contractor shall provide all necessary labor (both
prime and subcontractor), materials, travel, and Other Direct Costs to accomplish the tasks
delineated therein.

3.7.7 Mission IT Security Services

The contractor shall support the security systems within the Mission Network. The contractor
shall verify and specify the appropriate security controls and designs that meet Federal, Agency,
NISN, and Mission security requirements. Documentation shall be prepared and delivered in
accordance with DRD 1294MA-005, Documentation. The contractor shall:

a. Provide support to the mission intrusion detection system, until transition to SOC is
achieved by the end of the contract base period.

b. Collect and assess security requirements against network data flow requirements and
define network firewall implementation.

c. Provide support to incident investigation and IT security incidents/emergency
response, to include SOC natification, in coordination with the Mission Network
Security Officer (NSO).

d. Perform Mission vulnerability scanning, including unannounced scanning, consistent
with the current network scanning architecture and approach. Provide scanning
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findings and metrics quarterly in accordance with NPR 2810.1, Security of
Information Technology. Coordinate with each Center’s IT Security Manager (ITSM)
for the use of the scanning tools (e.g. Foundstone).

e. Report all identified intrusions to the Mission NSO and report intrusion detection
findings monthly to the Mission NSO.

f. Maintain a security incident response team to support the Mission NSO.

Provide security-engineering consultation and intrusion evaluation services to the
mission community.

h. Develop, maintain, and test the Contingency and related Disaster Recovery Plans, in
accordance with DRD 1294MA-005, Documentation, to ensure the orderly recovery
from a disaster that may render all or part of information facilities, systems, and
equipment inoperable. This plan shall be in accordance with NPR 1040.1, NASA
Continuity of Operations (COOP) Planning Procedural Requirements.

i. Coordinate with information systems and disaster recovery experts across NASA to
verify integration of procedures and planning techniques.

J. Execute effective measures to protect all systems equipment and data from potential
environmental threats.

3.7.8 Mission Configuration Management and Documentation

The contractor shall be responsible for mission configuration management and documentation.
Specifically, the contractor shall:

a. Manage a physical and electronic server library consisting of internal and external
supporting documents, including but not limited to, Local Operating Procedures
(LOP’s), Operational Directive Memorandums (ODM’s), Project Service Level
Agreements (PSLA’s), Interface Control Document (ICD’s) and Memorandums of
Agreements (MOA’s), Memorandums of Understanding (MOU’s), Mission
Operations Interface Documents (MOID’s) and Inter-Agency Agreements.

b. Maintain information in the NMSIS that contains the complete end-to-end
configuration of the carrier network and supporting infrastructure such as the power
panels, PDU’s, and voice and data ports.

c. Maintain routing topology diagrams of the network and key individual services.

3.8 MISSION MANAGEMENT AND OPERATIONS

The contractor shall provide Mission Management and Operations including, communications
control, installation and maintenance, network scheduling, IT security operations support, and
facilities management. Documentation of management and operations shall be prepared and
delivered in accordance with DRD 1294MA-005, Documentation. The contractor shall operate
and maintain network services in accordance with Performance Specifications as called out in
Attachment J-1, Appendix C and Attachment J-4, Performance Measures.

The contractor shall implement Mission service requests and perform mission incident
management/problem management within the bands delineated below, and within the
estimated/target cost of the contract. These activities are considered within the scope of the PWS
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and shall not, in general, be construed as changes within the meaning of the “Changes — Cost-
Reimbursement — Alternate I1” clause of this contract as long as the total number of service
requests and trouble tickets per year fall within the following parameters:

Category NISN Mission Service Request Implementations Number per Year
1 Highly complex (200+ days to implement ) 5-10
2 Moderate complexity (100-199 days to implement ) 10-20
3 Low complexity/routine service (30-99 days to implement) 30-50
4 Routine Services (< 30 days to implement) 30-50
NISN Mission Trouble Tickets Number per Year
Mission trouble tickets (WAN & LAN) 1000 - 1200

3.8.1 Communications Control

The contractor shall provide communications control for day-to-day operations and trouble
resolution of the mission services, which includes five integrated functional areas. These areas
are mission routed data, Small Conversion Devices (SCD), mission voice switches, mission GSA
carriers, and mission video. Other NASA Centers provide communications control through local

contracts.

The communications control personnel at GSFC shall coordinate with the

communications control personnel at these Centers to support mission services. The contractor

shall:

Staff on-console positions, 24 hours a day, 7 days a week, during day-to-day,
mission-critical, and special support periods, unless otherwise noted.

Report all anomalies and the results of all subsequent restorations to the Shift
Communications Manager.

Escalate anomalies associated with custom software systems to internal event reports

(ER) for resolution by software engineering.

Maintain the historical database of all logs for operations, testing, and restoration

activities.

Perform fault isolation and trouble resolution and coordinate fault isolation and

trouble resolution efforts at remote locations.

In performance of mission routed data services:

1. Monitor frame/cell switched and routed networks using the existing Network

Management System (NMS) and workstations.

Monitor all network problem isolation and resolutions.

Compile traffic statistics for network optimization and engineering.

Provide configuration management for all infrastructure components.

Coordinate maintenance issues and work with maintenance providers to maintain,

repair, and upgrade network equipment.

Create and test all new configurations and/or configuration changes for the

Internet Protocol Operational Network (IONet).

7. Operate, maintain and upgrade the Internet Protocol Network Operations Center
(IPNOC) NMS using Commercial Off-The-Shelf (COTYS) tools.

oW

S
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Maintain and upgrade the IONet firewall and any related firewall tools.
Maintain IONet Domain Name Service (DNS) records in IPAM.

In support of the Small Conversion Devices:

1.

o s w

Manage, operate, configure, install, troubleshoot, and repair conversion devices
used in the network as gateways between the legacy 4800 bit block and the IP
network.

Configure, manage, and operate conversion devices for operational and testing
support of missions and projects, according to approved requirements and mission
briefings.

Reconfigure conversion devices to maintain and support missions and projects.
Generate Secure Gateway Requests associated with conversion devices.

Assign network data routing codes (source/destination, logical port addresses and
fixed multicast addresses).

Assist in the maintenance of the Source/Destination Code Handbook containing
network data routing codes and security level of the handbook according to the
applicable NASCOM Security Guidelines and Operating Procedures.

In support of the mission voice switches:

1.

Manage, operate, configure, and troubleshoot mission voice systems, including
but not limited to designated Center switching and conferencing systems used to
provide mission voice service in the form of digital switching and conferencing,
24 hours per day, 365 days per year, at the NASA Information Category Level of
“Mission (MSN),” in accordance with NPR 2810.1, Security of Information
Technology.

Establish, maintain, and monitor voice conferences to NASA network and
mission control Centers and various other NASA, federal Government, contractor,
and international partner facilities, according to approved requirements and
mission briefings.

Provide fault isolation, restoration, testing, and monitoring, including detection of
circuit degration, of all voice circuits terminated in the voice switching and
conferencing systems.

In performance of the GSA carriers that provide mission critical services:

1.

2.

Coordinate with GSA Carrier to provide configuration of high speed, wideband
and video transport systems to meet specific mission requirements.

Monitor services and coordinate any necessary trouble resolution activities with
both the GSA Carrier and other Center Contractors.

In performance of the mission video services:

1.

2.
3.

Provide operations, sustaining engineering, and maintenance of GSFC’s video
distribution system to support missions, projects and organizations.

Provide and distribute timing references for mission control centers.

Operate and maintain the GSFC TV Central Facility, 8:00 am to 5:00 pm, Eastern
Time, Monday through Friday, at the NASA Information Category Level of
“Mission (MSN),” as defined in NPR 2810.1, Security of Information Technology.
During Shuttle Mission support, the facility shall be operated and maintained 24
hours per day, 7 days per week.

Perform recording, editing, dubbing, and playback of video for Agency Mission
and GSFC programmatic activities.
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5. Provide switching and distribution of video feeds throughout GSFC.
6. Provide transponder switching of the NASA Select TV service.

In performance of mission operations:

1. Provide at least one Mission-certified Shift Comm Manager for each shift.

2. Ensure that employees are approved at the appropriate position risk designation to
work in a Mission Essential Infrastructure (MEI) Facility, in accordance with
NPR 1600.1, NASA Security Program Procedural Requirements.

3.8.2 Installation and Maintenance

The contractor shall install and maintain the systems used to provide mission services. In support
of this function the contractor shall:

2 Q

Provide support for the implementation of Service Requests (SR’s) for mission work,
including the installation and documentation of implemented solutions.

Participate in reviews (design, requirement, test, operational readiness and others) as
requested.

Staff these services on an 8 hours a day, 5 days a week basis, except when requested
to provide mission critical or special support.

Perform physical installation of equipment and cables in support of Mission Services
including the installation of systems and equipment racks.

Provide and maintain the cable plant and associated systems required to provide
mission video, mission data, TV, and precision timing references.

Maintain approved documentation of the cable plant to track the connections and
available fibers in the cable plant.

Perform Preventative Maintenance (PM) on equipment supporting Mission Services.
Perform Line Replaceable Unit (LRU) replacement on equipment supporting Mission
Services.

Operate and maintain the GSFC Modular Repair Facility to repair LRU modules for a
number of otherwise non-maintainable systems.

Perform system administration functions for mission systems and ensure that all IT
Security requirements are implemented in full compliance with NASA directives.

Log all maintenance and repair activities.

Interface and coordinate with Communications Control, as necessary, to provide and
restore service.

. Report all activities to the Communications Manager.

Document all implementations with drawings and Engineering Changes (ECs), using
the EC format as approved by NASA and in accordance with 1SO certified processes.
Consolidate hardware and software vendor maintenance and license agreements,
where possible, to achieve operational efficiencies and cost reductions including with
Corporate services.

3.8.3 Miission Network Scheduling

The contractor shall provide scheduling and coordination to optimize the operation of all NISN
entities. The contractor shall:
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Provide scheduling of satellite transponders, systems and circuit releases.

Distribute communications alert and advisory messages to network users and
common carriers notifying them of mission critical support periods, events, and/or
changes (e.g., Network Advisory Messages, Support Preparedness Advisories,
Channel Rename Advisories, Communication Service Advisory Messages).

Maintain a daily log of all network-scheduling activities.

Maintain and operate the e-mail based activities scheduling system, which shall notify
approved users of user-impacting activities at least 10 calendar days prior to
conducting the activity. The contractor shall provide a feedback mechanism for
customers to request cancellation or rescheduling of activities. Network activity and
outage reports shall be archived and available via the web to approved users.

Manage notification process for the Mission Freeze Policy as defined in the NISN-
SOP-002.

Issue mission-related video schedules identifying the latest composite of television
requirements

Calculate network availability for services and report on a monthly basis to the
carriers and NISN management.

Enter trouble ticket information into NISN Management Services Integration System
(NMSIS) for trending and reporting analysis.

3.8.4 Miission Security Operations Support

The contractor shall ensure all work in the mission support areas is properly coordinated under
Engineering Changes (ECs) and Release Requests and that all sections have current versions of
supporting documentation. In support of this PWS, the contractor shall provide support to the
NASCOM programmatic security operations and configuration management programs and all
mission operation facilities. The contractor shall:

Staff the Security Control Center, 24 hours a day, 7 days a week.

Provide physical security control, electronics systems control, and security
configuration management of all mission operations facilities, according to the
applicable security guidelines and operating procedures.

Report all security anomalies, or breaches, to the Communications Manager and the
Systems Security Officer (SSO), and to the SOC, as applicable.

Interface and coordinate with all areas of the NOMC, as required, to provide security
services.

Log all security operations and coordinate content with the SSO.

Ensure continuity of operations by providing safe and secure storage of all mission-
related software necessary to support mission critical network equipment.
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3.8.5 Miission Facilities Management

The contractor shall provide the mission facility management services to support the Mission
Operations Manager(s). The contractor shall provide, implement, and maintain a uniform
process of managing the use of assigned facilities in accordance with DRD 1294MA-005,
Documentation. In performance of this work, the contractor shall:

a. Ensure that all mission critical network infrastructure is configured properly to
provide diverse main power sources, backup power source, and surge protection in
order to provide uninterrupted power supply.

b. Interface with the Goddard Facilities Division, building Facility Operations Managers
(FOMs) and Building Engineers to ensure that Center-wide facility work does not
impact the mission critical network infrastructure.

c. Provide coordination for work requests and mission related work freezes.

d. Participate in the Goddard Safety Reviews and coordinate resolution of safety
violations.

e. Serve as the primary point of contact for the internal organization for facility
modifications, relocations and repairs.

f. Attend all Utility Working Group (UWG) meetings for buildings that house mission
critical infrastructure and supporting infrastructure such as duct banks, load centers,
and HVAC.

g. Serve as a member of the Freeze Exemption Request review board and perform
physical site assessment when necessary to determine of proposed work could have
potential impact on the Mission Network.

3.9 CUSTOMER RELATIONSHIP MANAGEMENT

The contractor shall be responsible for providing on-site customer interface support for NASA'’s
primary and component facilities. The contractor shall also provide documentation in
accordance with DRD 1294MA-005, Documentation. In performance of these functions, the
contractor shall:

a. Partner with NASA Customer Relationship Managers (CRMSs) to perform customer
relations functions across all services.

b. Serve as point of contact for customer requirements and liaison to Center and
Program representatives.

c. Assist service owners, NASA CRMs, and customers in the development of new
requirements for programs and projects.

d. Document and maintain customer agreements, including requirements formulation,
establishment of Service Level Agreements (SLAs), and communication of any
impacts caused by changes to requirements.
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Access, retrieve, review and disseminate accurate and timely information related to
service requests, incident management, problem resolution, operational status, service
level management, costs, cost estimates, and usage.

Identify resources necessary to accomplish customer requirements and ensure service
implementation that meets customer needs.

Schedule and conduct customer requirements reviews, support annual requirements
review and PPBE generation, and participate in mission directorate reviews.

Communicate NISN’s new services, existing services, service changes, existing
operating level agreements, operating level changes, mission freeze policies,
infrastructure architecture and changes to this architecture, procurement status, NISN
processes, funding policy and changes, billing requirements and changes, and any
other NISN policies and procedures.

Plan, coordinate, and conduct NISN customer meetings, including support for site
visits by NISN civil service and contractor personnel.

Provide support for NISN-sponsored customer meetings, including input to agenda,
ensuring appropriate customers are invited, and participating in events.

Maintain NISN website customer information.

Identify, collect, summarize, and present customer satisfaction data within each
customer service area, to include as a minimum summarization of customer
satisfaction survey data (number of surveys sent, responses received, action taken,
and results) for general, problem resolution, and service request process by PWS level
2.

. Provide and maintain a service request system and ensure integration with the I°P

service ordering system that customers use to order services.

Utilize information management systems to support effective customer relationship
management (e.g. NIIS, AOPNS, Flash Report, MONS, Sharepoint, NISN Website,
Remedy Trouble Tickets).

Maintain the existing NISN Services Document (NISN 001-001).

. Provide class documentation, videotapes, hardcopy and computer-based tutorial

information, and reference information for user/specialized training of NISN services
and systems.

Provide and maintain the status of all active service requests.

3.10 SERVICE MANAGEMENT

The contractor shall provide Service Management, including but not limited to facilities
engineering, integrated service delivery support, and configuration management.

3.10.1 Facilities Engineering IT Support

The contractor shall provide on-site field engineering IT support for NICS services in support of
construction and refurbishment projects at NASA Centers and associated component facilities.
In providing these services, the contractor shall:

J-1-48



DRAFT NNMO09263608R

a. Participate in design reviews, planning meetings, scope development, and
coordination with other construction disciplines.

b. Provide communications engineering consultation services to the Centers’ Facilities
Offices for the Centers’ Master Construction of Facilities (CoF) Plan.

3.10.2 NISN Service Delivery Support Software

The contractor shall provide the systems, software, development and sustaining engineering
necessary to support NISN’s integrated service delivery. This includes the corporate network
management and NISN service delivery support software and tools (e.g. network management
tools, NIIS, eHealth, etc.) The contractor shall:

a. Track, maintain, and renew vendor maintenance agreements, equipment warranties,
license agreements, and systems software.

b. Maintain up-to-date vendor support, configuration management and as-built
documentation for all systems.

c. Acquire, evaluate, test, and install software and security updates, releases, and
patches.

d. Maintain software change management system (includes priority determination and
ranking for schedule integration).

e. Consolidate vendor maintenance and license agreements, where possible, to achieve
operational efficiencies and cost reductions in coordination with PWS 3.8.3.

f. Provide software architecture and engineering support for tools and systems.
Coordinate with MITS to maintain the NICS Remedy Trouble Ticket System (TTS)
design which shall contain information on operational failures, incidents,
discrepancies, and problem disposition and resolution, to include a daily log of all
maintenance and repair activities.

h. Be responsible for Commercial off the Shelf (COTS) tools and the NetPerform
system, hardware systems and connectivity to monitor, in real-time, system
performance parameters such as network latency and throughput for the entire end-to-
end system, from user device to the server.

i. Provide and maintain software and hardware systems displaying performance
characteristics and specific bandwidth to be made available to authorized customers
and help desks.

J. Provide and maintain software and hardware systems for customer-facing tools
including the voice conferencing Online Registration System (ORS), NISN Customer
Scheduling Awareness (NCSA), Mission Outage Notification System (MONS),
Activity and Outage Posting Notification System (AOPNS), VoTS usage, NISN
Customer Survey, NASA Collaborative Infrastructure Resource Scheduler (NRS),
Desktop Appliance Video Conference (DAVC) and NISN Call Detail to be made
available to authorized users.
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k. Provide and maintain software and hardware systems for service delivery support
tools including NIIS, Data Center and Network Security Services (DCNSS) service
request system, NISN Accounts, NISN Procurement, and Flash Report.

I. Provide configuration updates as a result of any maintenance activity to the IT asset
management database.

m. Provide a tool that collects data and is capable of reporting a summary of total cost
for each NASA-designated work package. The summary shall include NICS costs
(e.g. fully burdened labor equipment, software, maintenance, travel, ODC), Networx
costs, and any costs related to NASA-purchased items (e.g. SEWP, ACES, etc.)

n. Provide integration and system administration for COTS software products.

0. Provide system integration and report generation capabilities for COTS and custom
applications.

p. Perform related Network Service Request (NSR) analysis and design to meet
customer requirements, minimize impacts of service implementation to the current
operational infrastructure, and coordinate with responsible organizations as necessary.

3.10.3 Configuration Management

The contractor shall prepare, implement, and maintain a Configuration Management Plan in
accordance with DRD 1294CF-003, I°P Service Asset and Configuration Management (SACM)
Plan, and other documentation in accordance with DRD 1294MA-005, Documentation. The
contractor shall also ensure conformance with evolving IT standards and guidelines, such as ITIL
V3.

The contractor shall maintain the system to manage the end-to-end configuration of assigned
network systems as described in PWS 5.4, NICS Consolidated Configuration Management
Database. The contractor shall ensure that the stored configuration information accurately
reflects the current system configuration and is verified at least quarterly. Verification shall be
by means of an automated tool, where possible. Where automated validation is not possible, the
contractor shall monthly audit a randomly selected, statistically significant subset of entries in
the system. All corrections shall be incorporated within five working days of discovery.

Additionally, the contractor shall:

a. Maintain and update information systems architectures in accordance with DRD
1294CF-003, I°P Service Asset and Configuration Management (SACM) Plan.

b. Provide an online configuration management capability to document technical
configurations, diagrams, architectures and procedures.

c. Provide electronic and hardcopies of network and facilities drawings.

Utilize applicable Government standards for generating and maintaining
documentation and create a records retention plan in accordance with NPD 1440.6.

e. Provide documentation support for service definition, project management, service
implementation, and service management. The activity shall include retaining and
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maintaining support documentation, controlling the documentation, and maintaining
a document control list, naming convention, and storage control system.

f.  Coordinate with MITS to maintain and update the NISN Sharepoint site and subsites,
including maintaining configuration control for site structure and providing access to
authorized users. Transition to EAST Sharepoint service when available.

g. Maintain an initial set of documentation and drawings that were generated under
previous contracts related to the work described in this PWS.

h. Retain and maintain all documentation and drawings generated under this contract.

i. Prepare and submit documents for ClIO-sponsored user meetings and committees, and
provide support for follow-up documentation for these meetings.

J. Provide additional documentation required by this PWS, to include as a minimum
hardware numbers, software revision levels, user interface details, and circuit details,
such as circuit numbers, circuit types, originating and terminating locations,
installation date, and service request reference number.

3.11 STRATEGY GENERATION

The contractor shall provide thought leadership and perform systems analysis and planning
activities to assist the Government in strategy generation in order to effectively maintain and
evolve infrastructure systems. Documentation shall be prepared and delivered in accordance
with DRD 1294MA-005, Documentation. The contractor shall:

a. Develop special studies, to include trade studies, feasibility studies, trend analyses,
business cases, hypothetical investigations, benchmarks, standards migration, and
pricing.

b. Continually assess current network usage to determine large bandwidth consumers
and develop strategies for alternative solutions.

c. Review and assess the future direction of developments in IT to ensure architectures
and management structures evolve to take advantage of new product releases
(hardware and software), IT innovations, and advances in technology and to retire
technologies that are no longer cost effective to operate and maintain.

d. Review, assess, and determine infrastructure impacts of emerging customer
requirements and network expansions.

e. Develop and document strategic/implementation plans for the services and supporting
systems. These plans will establish the direction of change based on evolving
technologies and customer requirements.

f. Assist in the development of the comprehensive Five Year Integrated Information
Technology Plan, taking into account customer requirements and technology
evolution.

g. Develop decisions packages (e.g. Capital Planning and Investment Control (CPIC),
business cases) for the Office of the CIO to support funding prioritization of
infrastructure improvements resulting from the strategic planning efforts (e.g.
refreshes, obsolescence, service improvements, and technical enhancements).
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h. Support development of exhibits, artifacts, and reports required by NASA
Headquarters, the Inspector General, General Accountability Organization, and
Office of Management and Budget and others.

i. Implement and document Enterprise Architecture in accordance with OMB mandates,
NPR 2830.1, NASA Enterprise Architecture Procedures and DRD 1294MA-005,
Documentation, as coordinated with the Agency Enterprise Architects.

J.  Provide technical information concerning any invention, discovery, improvement, or
innovation made by the contractor in the performance of work under this contract.
Technology Reports shall be prepared in accordance with DRD 1294CD-002,
Technology Reports.

k. Assist in the preparation, analysis, and maintenance of a portfolio description of
major information systems that support the governance of investments and identifies
redundancy of existing or shared IT capabilities. The analysis of the portfolio shall
provide information demonstrating the impact of alternative IT investment strategies
and funding levels, identify opportunities for sharing resources, and consider the
Agency’s inventory of information resources.

I.  Support partnerships with industry, academia, and Government agencies to accelerate
the use of advanced technologies to meet NASA requirements.

m. Operate the associated network technology laboratories and the consolidation of
laboratory resources. This activity shall include asset management, system testing,
protocols/standards evaluation, customer requirements documentation and analysis,
and technology investigation.

n. Develop and recommend standards for the implementation and feasibility of incor-
porating new services across the Agency.

0. Participate in standards and forum boards to influence next generation standards,
services, and technology direction.

3.12 IT SECURITY SERVICES

The contractor shall support the Agency CIO’s goal to strengthen and improve IT security. This
effort includes intrusion detection/incident response, IT security perimeter and network security.
Documentation shall be in accordance with DRD 1294MA-005, Documentation.

3.12.1 Intrusion Detection/Incident Response

The contractor shall support a comprehensive intrusion detection/incident response capability, in
coordination with the NASA SOC.

Intrusion detection is defined as the full range of activities aimed at detecting attempts to
compromise the confidentiality, integrity or availability of NASA’s network and information
resources. This includes, but is not limited to, examining network traffic, log files or other
evidence for signs of intrusions. Incident response includes activities such as preparation,
identification, analysis, investigation, containment, eradication, recovery, reporting, and follow-

up.

In performance of this effort, the contractor shall:
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Provide all necessary assistance and access to the affected systems so that a detailed
investigation can be conducted and lessons learned documented. Security logs and
audit information shall be handled according to evidence preservation procedures.

Make available logs from any information systems, as requested by the SOC.
Electronic raw log data shall be forwarded to the SOC, in accordance with NASA
policies, procedures and guidance.

Support NASA incident investigations. This includes providing analysis of the NASA
traffic passing through NASA connections to any connections between NASA and its
partners, even if they are utilizing NASA address space, including Internet
connections.

Provide early warning and detection of intrusions into NISN through analysis of
network traffic from IP networks, including the Internet and key signatures associated
with known vulnerabilities and cyber attacks. Promptly report to the SOC any
suspected information security incidents occurring on any systems.

Provide the response mechanism to contain, analyze and report on the number, source
and nature of hostile probes coming from the networks, which includes the Internet.

Analyze and be able to project evolving situations based on data collected from
contractor-managed networked and monitoring devices, as well as NASA-managed
networked and monitoring devices.

Provide daily reports and analysis on the nature of the NASA traffic passing through
the NASA connections to any connections between NASA and its partners even if
they are utilizing NASA address space, including Internet connections.

Support the deployment and maintenance of network monitoring devices, as directed
by the SOC, which includes the installation of network taps as required by NASA.

Coordinate intrusion detection/incident response/mitigation activities with the NASA
SOC, the Center ITSMs, and their representatives.

Utilize NASA’s IT and NISN capabilities to perform the support functions at all field
centers and Headquarters.

Provide rapid response and mitigation to any vulnerabilities or security incidents that
might occur. This includes responses to threat notification, risk management,
network monitoring, centralized database collections, security response tracking and
analysis, and forensics in the SOC incident management environment.

Establish and maintain contact with internal and external technical working groups to
include IT and IT security professional associations, NASA Centers and component
facilities, vendors, other Government agencies, and national/international industry
organizations.

Evaluate, develop, and test prototypes of NISN security tools, techniques, and
training in coordination with NASA IT security management.

Provide system information to authorized recipients within NASA security and law
enforcement agencies as requested to support investigations, audits, personnel
actions, and legal proceedings.
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3.12.2 IT Security Perimeter

The contractor shall provide support to implement and maintain a secure NISN perimeter. In
providing this service, the contractor shall:

a. Support Denial of Service (DOS) prevention and mitigation at the Internet peering
points, NASA Centers, and associated component facilities.

b. Analyze the traffic passing into and out of the perimeters of the NISN WAN and
between each security zone at the Centers and associated component facilities and
provide an analysis of the traffic showing, at a minimum, types of services, volume of
traffic associated with the services, and connection origination/destination.

c. Provide and maintain out-of-band management of NISN IT security monitoring
systems, data analysis engines, firewalls, and VPN systems.

3.12.3 NISN Security Services

The contractor shall support the Agency CI1O’s goal of strengthening and improving IT security
in accordance with NPR 2810.1, Security of Information Technology. In performing these
services, the contractor shall:

a. Implement technology-related recommendations established by the NASA CIO and
the SOC.

b. Perform NISN vulnerability scanning, including unannounced scanning, consistent
with the current network scanning architecture and approach. Provide scanning
findings and metrics quarterly in accordance with NPR 2810.1, Security of
Information Technology. Coordinate with each Center’s IT Security Manager (ITSM)
for use of the scanning tools (e.g. Foundstone).

c. Provide technical support for NASA vulnerability scans.

d. Develop, maintain, and test the Contingency and related Disaster Recovery Plans, in
accordance with DRD 1294MA-005, Documentation, to ensure the orderly recovery
from a disaster that may render all or part of information facilities, systems, and
equipment inoperable. This plan shall be in accordance with NPR 1040.1, NASA
Continuity of Operations (COOP) Planning Procedural Requirements.

e. Coordinate with information systems and disaster recovery experts across NASA to
verify integration of procedures and planning techniques.

f. Execute effective measures to protect all systems equipment and data from potential
environmental threats.

3.13 GSA CONTRACT INTEGRATION

For WAN services, NASA purchases telecommunications services (e.g. switched voice,
dedicated data, conferencing services) via Government-Wide Acquisition Contracts (GWACS)
such as GSA’s Federal Technology Service and Networx contracts, when those contracts meet
NASA'’s requirements or can be modified to meet NASA’s requirements. Documentation shall
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be prepared, maintained, and delivered in accordance with DRD 1294MA-005, Documentation.
The contractor shall:

a. Match NASA requirements to GSA contract solutions and identify any exceptions
where the GSA contract solutions do not meet NASA requirements.

b. Generate technical designs that include the use of GSA contractor-provided services.

c. Support the NASA Networx CO(s) and COTR(s) in preparing and tracking requests
for quotations, performing market research, and evaluating GSA contractor quotations
to determine whether the quotations are technically acceptable and represent fair and
reasonable pricing.

d. Support the NASA Networx CO(s), the COTR(s), and GSA in initiating,
coordinating, and reviewing quotes for GSA contract modifications and NASA
master agreement/delivery order modifications.

e. Ensure that all NICS contractor personnel supporting this PWS element are properly
trained regarding Designated Agency Representative (DAR) responsibilities and that
all personnel comply with Federal and NASA procurement regulations relative to the
use of GSA telecommunications contracts (for example, performing fair opportunity
in accordance with FAR Part 16.505).

f. As NASA DARs, initiate, prepare, submit, and track service orders on the GSA
contracts and escalate any issues related to processing of these orders.

g. Initiate, submit, and track requests for new accounts, deletion of accounts, and
changes to accounts on Networx contractor business systems and for Networx
services.

h. Coordinate GSA Networx service orders and service order issues with the NICS
contractor’s internal organizations (for example, engineering, operations, business
functions) and with NASA.

i. Support the NASA Networx CO(s) and COTR(s) in performing acceptance testing of
new services and perform ongoing monitoring of services delivered by the GSA
contractors to ensure that the delivered services are in accordance with the
requirements specified in the GSA’s Networx master contracts, NASA’s master
agreement/delivery orders, and individual service orders.

J-  Monitor GSA contractor(s) performance relative to requirements and analysis of GSA
contractor-provided reports and report results to NASA Networx CO(s) and COTR(s).

k. Coordinate network management and operations functions with GSA contractor(s),
including but not limited to sharing of network monitoring and problem resolution
information and processes, sharing of trouble ticketing information, and maintenance
and exercise of escalation processes.

I.  Conduct GSA contractor billing analysis, to include:

1. Maintenance of NASA’s Agency Hierarchy Code (AHC) in accordance with
NASA’s requirements to report usage and billing to multiple accounts.

2. Ensuring that all service orders and associated invoices contain the correct AHC.

3. Reviewing and reporting of all GSA Contractor bills to ensure that the
Contractor(s) are billing in accordance with the requirements specified in the
GSA master contract, NASA’s master agreement/delivery order, and individual
service orders per DRD 1294MA-005, Documentation.
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4. Initiating, documenting, filing, tracking, reporting, reconciliation, and escalation
of billing disputes with GSA Contractor(s) and ensuring that billing credits are
applied to the correct NASA account per DRD 1294MA-005, Documentation.

5. Identifying and reporting to NASA any instances of fraud or abuse of GSA
Contractor services.

6. Creating, maintaining, and distributing GSA and Networx contractor billing
reports and data to report costs by consumer (e.g., center, program/project, user,
and account).

m. Review new/changed/deleted GSA contractor service offerings to determine the
impact to NASA users.

n. Coordinate project management of activities related to transition of any GSA
contractor services to new or different contract vehicles or service offerings.
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4 CENTER AND ASSOCIATED COMPONENT FACILITY SERVICES

For each Center listed in this PWS section, the contractor shall provide cable plant services,
emergency warning systems, public address systems, radio services, telephone services, Voice
over Internet Protocol (VolP) services, and cable television services. Reserved paragraphs are
placeholders for potential future work. Performance specifications for all requirements in PWS
4.0 are found in Attachment J-1, Appendix C, Performance Specifications.

The NICS Program Office and the NASA Center CIOs are responsible for the technical
requirements, funding, and governance of services described herein. It is the objective of NASA
to manage these services in a consistent fashion; NASA may transition some or all of these
functions to Enterprise services as part of Agency transformation. The contractor shall adhere to
local Center CIO governance processes for activities that involve design modification/
enhancement of these local services.

The contractor shall ensure, as applicable, that employees are approved at the appropriate
position risk designation to work in a Mission Essential Infrastructure (MEI) Facility, in
accordance with NPR 1600.1, NASA Security Program Procedural Requirements.

Documentation for PWS 4.0 shall be prepared and submitted in accordance with DRD 1294MA-
005, Documentation.

41 AMES RESEARCH CENTER (ARC)

4.1.1 Cable Plant Services

The contractor shall provide Cable Plant services which include operation, maintenance,
engineering, design installation, and sustaining engineering of the copper and fiber optic cable
plant. This shall include cable management and support for end-to-end configuration/validation
tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center C1O
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.
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Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

Provide technical support for design, installation, and maintenance of
communications manholes.

Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.

Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11” clause of this
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contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

ARC Cable Plant Services Number Per Year
Service request outside building cable plant 5-10
Service request inside building cable plant 300 - 400
Cable plant trouble tickets 200 - 300

4.1.2 Emergency Warning Systems (RESERVED)

4.1.3 Public Address Systems
The contractor shall operate and maintain the Public Address System.

The contractor shall implement public address system service requests and perform trouble ticket
resolution within the bands delineated below, and within the estimated/target cost of the contract.
These activities are considered within the scope of the PWS and shall not, in general, be
construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11”
clause of this contract as long as the total number of service requests and trouble tickets per year
fall within the following parameters:

ARC Public Address Systems Number Per Year
Public Address System Service Requests 5-10
Public Address System Trouble Tickets 5-10

4.1.4 Radio Services

The contractor shall provide radio services required to meet customer requirements. These
services include maintenance of existing capabilities, as well as the development or acquisition,
and implementation of enhancements.

In providing these services, the contractor shall:

a. Provide fixed, portable, and mobile radios.
b. Provide battery exchange for failed batteries.

c. Provide Radio Frequency (RF) analysis for proposed development, acquisition, and
implementation of enhancements.

d. Coordinate new radio equipment requirements with the Center frequency or spectrum
management authority prior to procurement or fielding of new or modified
equipment.
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The contractor shall implement radio service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

ARC Radio Services Number Per Year
Radio Service Requests 20 - 40
Radio Trouble Tickets 75 -100

4.1.5 Telephone Services

The contractor shall provide the design, installation, operations, maintenance, and sustaining
engineering for the telephone system.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for both the analog and digital
telephone system infrastructure.

b. Perform corrective and preventative maintenance of telephone instruments and drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services.

d. Provide end-to-end support equipment and services for moves, adds, and changes
(MAC). These services include instrument placement, infrastructure management,
and other required services to provide telephone-related connectivity within, and
external to, the Center.

e. Provide operator services including placement of international calls, collect calls,
conference calls, other operator-assisted calls, and directory assistance.

f. Maintain directory assistance information.

g. Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

h. Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

i. Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).
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Provide call detail information in support of security, Office of Inspector General
(OIG), Office of Chief Counsel, and other audits and investigations. This information
may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

. Provide voice mail services, including recorded announcements, audio and visual

indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
Identification (ID), call waiting, message waiting, call pickup, hunt group, speed call,
auto dial, caller ID outgoing, and Center-wide calling name delivery.

Procure and manage appropriately sized circuits from the telephone company to
provide dial-tone to the Center telephone system.

Monitor usage on telephone trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.

Transfer title to the Government of all telephone system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

The contractor shall implement telephone service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

ARC Telephone Services Number Per Year
Telephone Service Request MAC 1400 - 1600
Telephone Trouble Tickets 1000 - 1200

J-1-61



DRAFT NNMO09263608R

4.1.6 Voice over Internet Protocol (VolP) (RESERVED)

4.1.7 Cable Television Services

The contractor shall operate, maintain, and perform sustaining engineering on the cable
television distribution system. The contractor shall:

a. Operate and maintain the TV control Center including support for all equipment (e.g.,
recorders, switches, demodulators, monitors, modulators, character generators)
having to do with manipulating audio, bi-directional video, and data signals for
distribution across the broadband Cable Television (CATV) system.

b. Provide preventative and corrective maintenance and operation on all related
equipment, including: VHF, UHF, and satellite antennas; cable plants; all cable plant
hardware; and the Center’s TVs and monitors.

c. Receive, videotape, and distribute satellite downlinks and TV newscasts and other
video programs, for supporting satellite uplinks and other TV broadcasts.

Monitor all channels to ensure correct programming.
Review and schedule all requests to broadcast programming.
Update, maintain, and backup the Video Bulletin Board (VBB).

Broadcast programming at scheduled times including prerecorded video, live video,
and conferencing.

h. Test all equipment regularly to comply with the Center’s ISO/Quality Management
System.

i. Coordinate all equipment repairs and maintenance.

Perform all work in accordance with all applicable safety and electrical codes.
Relocate and reassign existing video system connections.

Provide for new video connections to TVs and monitors

Provide, install, and maintain televisions and monitors, as required.

Maintain documentation to include an updated environment description and drawings
of the head-end and broadband CATV system.

Q@ -~ o o

- X

2 3

The contractor shall implement cable television (CATV) service requests and perform trouble
ticket resolution within the bands delineated below, and within the estimated/target cost of the
contract. These activities are considered within the scope of the PWS and shall not, in general,
be construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate
I1” clause of this contract as long as the total number of service requests and trouble tickets per
year fall within the following parameters:

ARC CATYV Services Number Per Year
CATV Service Request MAC 60 - 90
CATV Trouble Tickets 60 - 90
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4.2 DRYDEN FLIGHT RESEARCH CENTER (DFRC) (RESERVED)

4.2.1 Cable Plant Services

4.2.2 Emergency Warning System

4.2.3 Public Address System

4.2.4 Radio Services

4.25 Telephone Services

4.2.6 Voice over Internet Protocol (VolIP)

4.2.7 Cable Television Services
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4.3 GLENN RESEARCH CENTER (GRC)

4.3.1 Cable Plant Services

The contractor shall provide Cable Plant services which include operation, maintenance,
engineering, design installation, and sustaining engineering of the copper and fiber optic cable
plant. This shall include cable management and support for end-to-end configuration/validation
tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center CIO
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.

g. Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

h. Provide technical support for design, installation, and maintenance of
communications manholes.

I. Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

J. Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

k. Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

I.  Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

m. Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

n. Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.
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Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

GRC Cable Plant Services Number Per Year
Service request outside building cable plant 5-10
Service request inside building cable plant 200 - 240
Cable plant trouble tickets 120 - 240

4.3.2 Emergency Warning Systems (RESERVED)

4.3.3 Public Address Systems (RESERVED)

4.3.4 Radio Services

The contractor shall provide radio services required to meet customer requirements. These
services include maintenance of existing capabilities, as well as the development or acquisition,
and implementation of enhancements.

In providing these services, the contractor shall:
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a. Provide fixed, portable, and mobile radios.
b. Provide battery exchange for failed batteries.

c. Provide Radio Frequency (RF) analysis for proposed development, acquisition, and
implementation of enhancements.

d. Coordinate new radio equipment requirements with the Center frequency or spectrum
management authority prior to procurement or fielding of new or modified
equipment.

The contractor shall implement radio service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate I1” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

GRC Radio Services Number Per Year
Radio Service Request MAC 10-20
Radio Trouble Tickets 30-50

4.3.5 Telephone Services

The contractor shall be responsible for providing the design, installation, operations,
maintenance, and sustaining engineering for the telephone system.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for both the analog and digital
telephone system infrastructure.

b. Perform corrective and preventative maintenance of telephone instruments and drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services.

d. Provide end-to-end support equipment and services for moves, adds, and changes
(MAC). These services include instrument placement, infrastructure management,
and other required services to provide telephone-related connectivity within, and
external to, the Center.

e. Provide operator services including placement of international calls, collect calls,
conference calls, other operator-assisted calls, and directory assistance.

f. Maintain directory assistance information.

g. Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.
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Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

Provide call detail information in support of security, Office of Inspector General
(OIG), Office of Chief Counsel, and other audits and investigations. This information
may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

. Provide voice mail services, including recorded announcements, audio and visual

indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
Identification (ID), call waiting, message waiting, call pickup, hunt group, speed call,
auto dial, caller ID outgoing, and Center-wide calling name delivery.

Procure and manage appropriately sized circuits from the telephone company to
provide dial-tone to the Center telephone system.

Monitor usage on telephone trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.

Transfer title to the Government of all telephone system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

The contractor shall implement telephone service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate I1” clause of this
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contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

GRC Telephone Services Number Per Year
Telephone Service Request MAC 1400 - 1600
Telephone Trouble Tickets 1000 - 1200

4.3.6 Voice over Internet Protocol (VolP) (RESERVED)

4.3.7 Cable Television Services

The contractor shall operate, maintain, and perform sustaining engineering on the cable
television distribution system.

These services shall include:

Q = o a

- X ‘T

2 3

Operate and maintain the TV control Center including support for all equipment (e.g.,
recorders, switches, demodulators, monitors, modulators, character generators)
having to do with manipulating audio, bi-directional video, and data signals for
distribution across the broadband Cable Television (CATV) system.

Provide preventative and corrective maintenance and operation on all related
equipment, including: VHF, UHF, and satellite antennas; cable plants; all cable plant
hardware; and the Center’s TVs and monitors.

Receive, videotape, and distribute satellite downlinks and TV newscasts and other
video programs, for supporting satellite uplinks and other TV broadcasts.

Monitor all channels to ensure correct programming.
Review and schedule all requests to broadcast programming.
Update, maintain, and backup the Video Bulletin Board (VBB).

Broadcast programming at scheduled times including prerecorded video, live video,
and conferencing.

Test all equipment regularly to comply with the Center’s 1ISO/Quality Management
System.

Coordinate all equipment repairs and maintenance.

Perform all work in accordance with all applicable safety and electrical codes.
Relocate and reassign existing video system connections.

Provide for new video connections to TVs and monitors

Provide, install, and maintain televisions and monitors.

Maintain documentation to include an updated environment description and drawings
of the head-end and broadband CATV system.

J-1-69



DRAFT

The contractor shall implement cable television (CATV) service requests and perform trouble
ticket resolution within the bands delineated below, and within the estimated/target cost of the
contract. These activities are considered within the scope of the PWS and shall not, in general,
be construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate
I1” clause of this contract as long as the total number of service requests and trouble tickets per

year fall within the following parameters:
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GRC CATYV Services

Number Per Year

CATV Service Request MAC

200 - 250

CATYV Trouble Tickets

200 - 250
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4.4 GODDARD SPACE FLIGHT CENTER (GSFC) (RESERVED)

4.4.1 Cable Plant Services

4.4.2 Emergency Warning Systems

4.4.3 Public Address Systems

4.4.4 Radio Services

445 Telephone Services

4.4.6 Voice over Internet Protocol (VolIP)

4.4.7 Cable Television Services
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45 HEADQUARTERS (HQ)

45.1 Cable Plant Services

The contractor shall be responsible for providing Cable Plant services which include operation,
maintenance, engineering, design installation and sustaining engineering of the copper and fiber
optic cable plant, including cable management and support for end-to-end configuration/
validation tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center CIO
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

f. Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.

g. Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

h. Provide technical support for design, installation, and maintenance of
communications manholes.

I. Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

J. Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

k. Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

I. Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

m. Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

n. Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.
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0. Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

p. Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

g. Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

r. Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

s. Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

t. Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

HQ Cable Plant Services Number Per Year
Service request inside building cable plant 100 - 120
Cable plant trouble tickets 50-75

45.2 Emergency Warning System

The contractor shall provide and maintain the Emergency Warning System (EWS). Emergency
Warning Systems support shall be provided for disaster/emergency situations such as fire,
explosion, accident, bomb threat, civil disturbance, terrorist-related incidents, and weather
related emergencies.

The contractor shall implement emergency warning system service requests and perform trouble
ticket resolution within the bands delineated below, and within the estimated/target cost of the
contract. These activities are considered within the scope of the PWS and shall not, in general,
be construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate
I1” clause of this contract as long as the total number of service requests and trouble tickets per
year fall within the following parameters:
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HQ Emergency Warning Systems Number Per Year
Emergency Warning System Service Request MAC 10-20
Emergency Warning System Trouble Tickets 10-20

4.5.3 Public Address System
The contractor shall operate and maintain the Public Address System.

The contractor shall implement public address system service requests and perform trouble ticket
resolution within the bands delineated below, and within the estimated/target cost of the contract.
These activities are considered within the scope of the PWS and shall not, in general, be
construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11”
clause of this contract as long as the total number of service requests and trouble tickets per year
fall within the following parameters:

HQ Public Address Systems Number Per Year
Public Address System Service Request MAC 10 - 20
Public Address System Trouble Tickets 10-20

4.5.4 Radio Services (RESERVED)

455 Telephone Services (RESERVED)

4.5.6 Voice over Internet Protocol (VolIP)

The contractor shall provide the design, installation, operations, maintenance, system
engineering and sustaining engineering for the VoIP system.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform systems and sustaining engineering for VolIP
infrastructure, including call processing systems, voicemail systems, gateways, E911
systems, IP telephone instruments and Uninterruptible Power Supplies (UPS).

b. Perform corrective and preventative maintenance of IP telephone instruments and
drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services

d. Provide end-to-end support equipment and services for MAC. These services include
instrument placement, infrastructure, and other required services to provide
telephone-related connectivity within, and external to, the Center.

e. Provide operator services including international calls, collect calls, conference calls,
other operator-assisted calls, and directory assistance.
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Maintain directory assistance information.

Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

Provide call detail information in support of security, OIG, and Office of Chief
Counsel. This information may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

Provide voice mail services including recorded announcements, audio and visual
indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
ID, call waiting, message waiting, call pickup, hunt group, speed call, auto dial, caller
ID outgoing, and Center-wide calling name delivery.

Monitor usage on VolIP trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.

Transfer titles to the Government for all VoIP system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

Configure, operate, and maintain Quality of Service (QoS) on the network to give
priority to VoIP traffic.
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Install, operate, and maintain UPS equipment on all non-redundant components of the
VolIP infrastructure to allow for battery backup in the event of facility power outages.
Scott — put time qualifiers for battery backup in Performance Specifications.

Utilize where possible the Institute of Electrical and Electronic Engineers (IEEE)
standard Power over Ethernet (PoE).

The contractor shall implement VOIP service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

HQ VolP Services Number Per Year
VolIP Service Request MAC 420 - 480
VolIP Trouble Tickets 240 - 300

457 Cable Television Services

The contractor shall operate, maintain, and perform sustaining engineering on the cable
television distribution system.

These services shall include:

Q@ -~ o o

Operate and maintain the TV control Center including support for all equipment (e.g.,
recorders, switches, demodulators, monitors, modulators, character generators)
having to do with manipulating audio, bi-directional video, and data signals for
distribution across the broadband Cable Television (CATV) system.

Provide preventative and corrective maintenance and operation on all related
equipment, including: VHF, UHF, and satellite antennas; cable plants; all cable plant
hardware; and the Center’s TVs and monitors.

Receive, videotape, and distribute satellite downlinks and TV newscasts and other
video programs, for supporting satellite uplinks and other TV broadcasts.

Monitor all channels to ensure correct programming.
Review and schedule all requests to broadcast programming.
Update, maintain, and backup the Video Bulletin Board (VBB).

Broadcast programming at scheduled times including prerecorded video, live video,
and conferencing.

Test all equipment regularly to comply with the Center’s 1SO/Quality Management
System.

Coordinate all equipment repairs and maintenance.
Perform all work in accordance with all applicable safety and electrical codes.
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The contractor shall implement cable television (CATV) service requests and perform trouble
ticket resolution within the bands delineated below, and within the estimated/target cost of the
contract. These activities are considered within the scope of the PWS and shall not, in general,
be construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate
I1” clause of this contract as long as the total number of service requests and trouble tickets per

year fall within the following parameters:

NNMO09263608R

Relocate and reassign existing video system connections.
Provide for new video connections to TVs and monitors
Provide, install, and maintain televisions and monitors.

Maintain documentation to include an updated environment description and drawings
of the head-end and broadband CATV system.

HQ CATYV Services

Number Per Year

CATV Service Request MAC

30-50

CATV Trouble Tickets

20 - 40
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46.1

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

4.6.7

Cable Plant Services

Emergency Warning Systems

Public Address Systems

Radio Services

Telephone Services

Voice over Internet Protocol (VolP)

Cable Television Services
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4.7 JOHNSON SPACE CENTER (JSC)

471 Cable Plant Services

The contractor shall provide Cable Plant services which include operation, maintenance,
engineering, design installation, and sustaining engineering of the copper and fiber optic cable
plant. This shall include cable management and support for end-to-end configuration/validation
tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center CIO
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.

g. Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

h. Provide technical support for design, installation, and maintenance of
communications manholes.

i. Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

j.  Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

k. Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

I. Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

m. Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

n. Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.
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Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

JSC Cable Plant Services Number Per Year

Service request outside building cable plant 10-20
Service request inside building cable plant 1000 - 1200
Cable plant trouble tickets 480 - 720

WSTF Cable Plant Services Number Per Year
Service request outside building cable plant 5-10
Service request inside building cable plant 100 - 120
Cable plant trouble tickets 60 - 120

4.7.2 Emergency Warning Systems (RESERVED)

4.7.3 Public Address Systems (RESERVED)

4.7.4 Radio Services (RESERVED)
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4.75 Telephone Services

The contractor shall be responsible for providing the design, installation, operations,
maintenance, and sustaining engineering for the telephone system.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for both the analog and digital
telephone system infrastructure.

b. Perform corrective and preventative maintenance of telephone instruments and drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services.

d. Provide end-to-end support equipment and services for moves, adds, and changes
(MAC). These services include instrument placement, infrastructure management,
and other required services to provide telephone-related connectivity within, and
external to, the Center.

e. Provide operator services including placement of international calls, collect calls,
conference calls, other operator-assisted calls, and directory assistance.

f. Maintain directory assistance information.

g. Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

h. Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

i. Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

j. Provide call detail information in support of security, Office of Inspector General
(O1G), Office of Chief Counsel, and other audits and investigations. This information
may be required on short notice.

k. Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

I.  Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

m. Provide voice mail services, including recorded announcements, audio and visual
indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
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auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
Identification (ID), call waiting, message waiting, call pickup, hunt group, speed call,
auto dial, caller ID outgoing, and Center-wide calling name delivery.

Procure and manage appropriately sized circuits from the telephone company to
provide dial-tone to the Center telephone system.

Monitor usage on telephone trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.

Transfer title to the Government of all telephone system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

The contractor shall implement telephone service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

JSC Telephone Services Number Per Year
Telephone Service Request MAC 4200 - 4800
Telephone Trouble Tickets 3000 - 3600
WSTF Telephone Services Number Per Year
Telephone Service Request MAC 420 - 480
Telephone Trouble Tickets 240 - 300

4.7.6 Voice over Internet Protocol (VolIP)

The contractor shall provide the design, installation, operations, maintenance, system
engineering and sustaining engineering for the VVolP system.

In performance of these services, the contractor shall:

a.

Operate, maintain, and perform systems and sustaining engineering for VolP
infrastructure, including call processing systems, voicemail systems, gateways, E911
systems, IP telephone instruments and Uninterruptible Power Supplies (UPS).
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Perform corrective and preventative maintenance of IP telephone instruments and
drops.

Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services

Provide end-to-end support equipment and services for MAC. These services include
instrument placement, infrastructure, and other required services to provide
telephone-related connectivity within, and external to, the Center.

Provide operator services including international calls, collect calls, conference calls,
other operator-assisted calls, and directory assistance.

Maintain directory assistance information.

Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

Provide call detail information in support of security, OIG, and Office of Chief
Counsel. This information may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

. Provide voice mail services including recorded announcements, audio and visual

indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
ID, call waiting, message waiting, call pickup, hunt group, speed call, auto dial, caller
ID outgoing, and Center-wide calling name delivery.
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Monitor usage on VolP trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.
Transfer titles to the Government for all VolP system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

Configure, operate, and maintain Quality of Service (QoS) on the network to give
priority to VVolP traffic.

Install, operate, and maintain UPS equipment on all non-redundant components of the
VolIP infrastructure to allow for battery backup in the event of facility power outages.
Scott — put time qualifiers for battery backup in Performance Specifications.

Utilize where possible the Institute of Electrical and Electronic Engineers (IEEE)
standard Power over Ethernet (PoE).

The contractor shall implement VOIP service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the

following parameters:

JSC VolIP Services Number Per Year
VolIP Service Request MAC 200 - 300
VolIP Trouble Tickets 240 - 360
WSTF VolP Services Number Per Year
Telephone Service Request MAC 10-20
Telephone Trouble Tickets 60-80

4.7.7 Cable Television Services (RESERVED)
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4.8 KENNEDY SPACE CENTER (KSC) (RESERVED)

4.8.1 Cable Plant Services

4.8.2 Emergency Warning Systems

4.8.3 Public Address Systems

4.8.4 Radio Services

4.8.5 Telephone Services

4.8.6 Voice over Internet Protocol (VolIP)

4.8.7 Cable Television Services
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49 LANGELY RESEARCH CENTER (LaRC)

4.9.1 Cable Plant Services

The contractor shall provide Cable Plant services which include operation, maintenance,
engineering, design installation, and sustaining engineering of the copper and fiber optic cable
plant. This shall include cable management and support for end-to-end configuration/validation
tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center CIO
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

f. Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.

g. Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

h. Provide technical support for design, installation, and maintenance of
communications manholes.

I. Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

J. Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

k. Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

I. Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

m. Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

n. Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.
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Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

LARC Cable Plant Services Number Per Year
Service request outside building cable plant 5-10
Service request inside building cable plant 400 - 480
Cable plant trouble tickets 240 - 480

4.9.2 Emergency Warning Systems (RESERVED)

4.9.3 Public Address Systems (RESERVED)

4.9.4 Radio Services (RESERVED)

4.9.5 Telephone Services

The contractor shall be responsible for providing the design, installation, operations,
maintenance, and sustaining engineering for the telephone system.

In performance of these services, the contractor shall:
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Operate, maintain, and perform sustaining engineering for both the analog and digital
telephone system infrastructure.

Perform corrective and preventative maintenance of telephone instruments and drops.

Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services.

Provide end-to-end support equipment and services for moves, adds, and changes
(MAC). These services include instrument placement, infrastructure management,
and other required services to provide telephone-related connectivity within, and
external to, the Center.

Provide operator services including placement of international calls, collect calls,
conference calls, other operator-assisted calls, and directory assistance.

Maintain directory assistance information.

Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

Provide call detail information in support of security, Office of Inspector General
(OIG), Office of Chief Counsel, and other audits and investigations. This information
may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

Provide voice mail services, including recorded announcements, audio and visual
indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
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include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
Identification (ID), call waiting, message waiting, call pickup, hunt group, speed call,
auto dial, caller ID outgoing, and Center-wide calling name delivery.

0. Procure and manage appropriately sized circuits from the telephone company to
provide dial-tone to the Center telephone system.

p. Monitor usage on telephone trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

g. Install, configure, and maintain small conferencing units for the office environment.

Transfer title to the Government of all telephone system components upon delivery or
installation.

s. Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

The contractor shall implement telephone service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

LARC Telephone Services Number Per Year
Telephone Service Request MAC 250 - 400
Telephone Trouble Tickets 1600 - 1800

4.9.6 Voice over Internet Protocol (VolP)

The contractor shall provide the design, installation, operations, maintenance, system
engineering and sustaining engineering for the VVolP system.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform systems and sustaining engineering for VolIP
infrastructure, including call processing systems, voicemail systems, gateways, E911
systems, IP telephone instruments and Uninterruptible Power Supplies (UPS).

b. Perform corrective and preventative maintenance of IP telephone instruments and
drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services

d. Provide end-to-end support equipment and services for MAC. These services include
instrument placement, infrastructure, and other required services to provide
telephone-related connectivity within, and external to, the Center.
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Provide operator services including international calls, collect calls, conference calls,
other operator-assisted calls, and directory assistance.

Maintain directory assistance information.

Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

Provide call detail information in support of security, OIG, and Office of Chief
Counsel. This information may be required on short notice.

Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

Provide voice mail services including recorded announcements, audio and visual
indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.

Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
ID, call waiting, message waiting, call pickup, hunt group, speed call, auto dial, caller
ID outgoing, and Center-wide calling name delivery.

Monitor usage on VoIP trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.

Transfer titles to the Government for all VolP system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.
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Configure, operate, and maintain Quality of Service (QoS) on the network to give
priority to VoIP traffic.

Install, operate, and maintain UPS equipment on all non-redundant components of the
VolIP infrastructure to allow for battery backup in the event of facility power outages.
Scott — put time qualifiers for battery backup in Performance Specifications.

Utilize where possible the Institute of Electrical and Electronic Engineers (IEEE)
standard Power over Ethernet (PoE).

The contractor shall implement VOIP service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate I1” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

LARC VolP Services Number Per Year
VolIP Service Request MAC 100 - 200
VoIP Trouble Tickets 120 - 180

4.9.7 Cable Television Services

The contractor shall operate, maintain, and perform sustaining engineering on the cable
television distribution system.

These services shall include:

Q —h © o

Operate and maintain the TV control Center including support for all equipment (e.g.,
recorders, switches, demodulators, monitors, modulators, character generators)
having to do with manipulating audio, bi-directional video, and data signals for
distribution across the broadband Cable Television (CATV) system.

Provide preventative and corrective maintenance and operation on all related
equipment, including: VHF, UHF, and satellite antennas; cable plants; all cable plant
hardware; and the Center’s TVs and monitors.

Receive, videotape, and distribute satellite downlinks and TV newscasts and other
video programs, for supporting satellite uplinks and other TV broadcasts.

Monitor all channels to ensure correct programming.
Review and schedule all requests to broadcast programming.
Update, maintain, and backup the Video Bulletin Board (VBB).

Broadcast programming at scheduled times including prerecorded video, live video,
and conferencing.

Test all equipment regularly to comply with the Center’s 1SO/Quality Management
System.
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i. Coordinate all equipment repairs and maintenance.

Perform all work in accordance with all applicable safety and electrical codes.
Relocate and reassign existing video system connections.

Provide for new video connections to TVs and monitors

Provide, install, and maintain televisions and monitors.

Maintain documentation to include an updated environment description and drawings
of the head-end and broadband CATV system.

- X T
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The contractor shall implement cable television (CATV) service requests and perform trouble
ticket resolution within the bands delineated below, and within the estimated/target cost of the
contract. These activities are considered within the scope of the PWS and shall not, in general,
be construed as changes within the meaning of the “Changes — Cost-Reimbursement — Alternate

I1” clause of this contract as long as the total number of service requests and trouble tickets per
year fall within the following parameters:

LARC CATYV Services Number Per Year
CATV Service Request MAC 30 - 50
CATYV Trouble Tickets 15-25
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4.10 MARSHALL SPACE FLIGHT CENTER (MSFC) (RESERVED)

4.10.1 Cable Plant Services

4.10.2 Emergency Warning Systems

4.10.3 Public Address Systems

4.10.4 Radio Services

4.10.5 Telephone Services

4.10.6 Voice over Internet Protocol (VolIP)

4.10.7 Cable Television Services
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4.11 NASA SHARED SERVICES CENTER (NSSC)

4.11.1 Cable Plant Services

The contractor shall provide Cable Plant services which include operation, maintenance,
engineering, design installation, and sustaining engineering of the copper and fiber optic cable
plant. This shall include cable management and support for end-to-end configuration/validation
tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform services in accordance with applicable duct usage, fiber lease agreements,
and other Center-specific documents.

c. Coordinate cable plant work with network management and monitoring, Center CIO
(or designee), and other contractors to avoid disruptions to the Center community and
to minimize system(s) downtime.

d. Maintain specialized cable support equipment.
e. Calibrate safety and test equipment.

Maintain the cable support infrastructure for both external and intra-facility cable
routing and provide support for conveyances to external customers.

g. Maintain communications manholes (exclusive of structural maintenance), ducts,
handholds, and cable pathways.

h. Provide technical support for design, installation, and maintenance of
communications manholes.

i. Provide technical and management expertise for the communications pathways
including communications manhole and conduit systems, repeaters, cross connects,
telephone cabinets, main distribution frames, and dedicated communications cable
trays.

J.  Provide technical and management expertise for facility premise wiring from the
frame to the face plate, frame cross connects, telephone cross connects, circuit
protectors, circuit design, and installation.

k. Perform design, procurement, and installation of new cabling, equipment, and
associated hardware and software to extend or enhance existing services.

I. Obtain permits, as necessary, for all building networking penetrations, conduit
installations, trenching, boring, flagging, and digging activities.

m. Provide trenching and digging services when required to implement new cabling
installation, facilitate repair, and enhance existing systems.

n. Coordinate with center facility offices to ascertain and mitigate potential impacts to
communications services from construction activities and excavations.
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Coordinate and monitor fieldwork for the placement of new underground
communications utilities to ensure compliance with communications requirements.

Monitor activities performed by commercial communication service providers that
may affect communications infrastructure and inform center customers of any impact.

Maintain records for cable plant services including fiber plant, copper plant, coax
cabling, fiber conduit paths, manhole/vault/pull box locations, cable labeling, and
cable plant drawings.

Ensure that the single-mode fiber, multi-mode fiber, copper, and coax cable plant
utilized in performance of Cable Plant services adheres to NASA and industry
standards.

Operate calibrated air quality testing equipment to ensure safe working conditions in
confined spaces.

Comply and ensure subcontractor compliance with all Center, Agency and industry
codes, standards and regulations, such as Occupational Safety and Health
Administration (OSHA), National Electric Code (NEC), National Electric Safety
Code (NESC) and Electronic Industry Alliance (EIA)/Telecommunications Industry
Association (TIA) requirements.

The contractor shall implement Cable Plant service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate 11" clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

NSSC Cable Plant Services Number Per Year
Service request inside building cable plant 100 - 120
Cable plant trouble tickets 50-75

4.11.2 Emergency Warning Systems (RESERVED)

4.11.3 Public Address Systems (RESERVED)

4.11.4 Radio Services (RESERVED)

4.11.5 Telephone Services (RESERVED)

4.11.6 Voice over Internet Protocol (VolP)

The contractor shall provide the design, installation, operations, maintenance, system
engineering and sustaining engineering for the VVolP system.
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In performance of these services, the contractor shall:

a. Operate, maintain, and perform systems and sustaining engineering for VolP
infrastructure, including call processing systems, voicemail systems, gateways, E911
systems, IP telephone instruments and Uninterruptible Power Supplies (UPS).

b. Perform corrective and preventative maintenance of IP telephone instruments and
drops.

c. Design, procure, and install new cabling, equipment, and associated hardware and
software to extend and/or enhance existing services

d. Provide end-to-end support equipment and services for MAC. These services include
instrument placement, infrastructure, and other required services to provide
telephone-related connectivity within, and external to, the Center.

e. Provide operator services including international calls, collect calls, conference calls,
other operator-assisted calls, and directory assistance.

f. Maintain directory assistance information.

g. Provide logging and blocking security services. The contractor shall also review the
logs and make security and infrastructure enhancement recommendations to
identified NASA telecommunications personnel and implement changes and rule-
based policies.

h. Provide current telephone data for the emergency operations Center Automatic
Numbering Identification (ANI)/Automatic Location Identification (ALI) database on
a weekly basis. The data shall include the building, room, occupant/assignee,
organization and mail code, and directory number(s) for all active ports. This data
shall be made available electronically to the Government.

I. Protect the privacy rights of users of the telephone systems by protecting Privacy Act
Information (PAI).

j. Provide call detail information in support of security, OIG, and Office of Chief
Counsel. This information may be required on short notice.

k. Provide Telephone Call Detail Reports in accordance with DRD 1294MA-005,
Documentation. The contractor shall provide close to real-time access to the
telephone call detail database to persons specifically designated by the COTR. Call
detail reports shall include information on long-distance usage.

I. Supply operating guides that will walk users through routine operations for their
instrument, and answer frequently asked questions.

m. Provide voice mail services including recorded announcements, audio and visual
indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail
lists), standard and enhanced message storage as directed, auto dial voice mail caller,
auto reply (send message back to voice mail caller), create, delete, and retrieval of
messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external
to Center). Retrieval of messages external to the Center shall be accessible via a local
number and a toll-free number provided by the Government.
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Ensure that required features are active and available to users and are kept at current
supportable revision levels including its underlying release software. These features
include call forwarding, transfer, conferencing, camp on, redial, hold, call park, caller
ID, call waiting, message waiting, call pickup, hunt group, speed call, auto dial, caller
ID outgoing, and Center-wide calling name delivery.

Monitor usage on VolIP trunk lines and notify the Government when usage levels
indicate service degradation or excess capacity.

Install, configure, and maintain small conferencing units for the office environment.
Transfer titles to the Government for all VoIP system components upon delivery or
installation.

Ensure that the E-911 system meets National Emergency Number Association
(NENA) standards and protocols.

Configure, operate, and maintain Quality of Service (QoS) on the network to give
priority to VoIP traffic.

Install, operate, and maintain UPS equipment on all non-redundant components of the
VolIP infrastructure to allow for battery backup in the event of facility power outages.
Scott — put time qualifiers for battery backup in Performance Specifications.

Utilize where possible the Institute of Electrical and Electronic Engineers (IEEE)
standard Power over Ethernet (PoE).

The contractor shall implement VOIP service requests and perform trouble ticket resolution
within the bands delineated below, and within the estimated/target cost of the contract. These
activities are considered within the scope of the PWS and shall not, in general, be construed as
changes within the meaning of the “Changes — Cost-Reimbursement — Alternate I1” clause of this
contract as long as the total number of service requests and trouble tickets per year fall within the
following parameters:

NSSC VolP Services Number Per Year
VolIP Service Request MAC 420 - 480
VoIP Trouble Tickets 240 - 300

4.11.7 Cable Television Services (RESERVED)
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4.12 STENNIS SPACE CENTER (SSC) (RESERVED)

4.12.1 Cable Plant Services

4.12.2 Emergency Warning Systems

4.12.3 Public Address Systems

4.12.4 Radio Services

4.12.5 Telephone Services

4.12.6 Voice over Internet Protocol (VolIP)

4.12.7 Cable Television Services
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5 INFRASTRUCTURE PROJECTS

NASA has established a strategic approach to the management of IT projects that is documented
in NPR 7120.7, NASA Information Technology and Institutional Infrastructure Program and
Project Management Requirements. This PWS includes NICS projects that have been approved,
by the 1°P governance process to transform the NASA communications infrastructure. These
projects, which have a defined start and completion timeline, shall be performed in compliance
with the NPR 7120.7 life cycle; including formulation, implementation, and transition to
operation. The definition of a project, as stated in NPR 7120.7, is as follows:

a. The project includes the development of new IT systems or capabilities and is $500K
or greater for the total development and implementation cost or affects more than one
Center.

b. The project includes the modification to or enhancement of existing IT systems or
capabilities and is $500K or greater for the total modification/enhancement cost,
regardless of how many Centers are affected.

Additionally NICS Infrastructure Projects (e.g. projects of $500K project cost or greater that
have a projected lifecycle cost at or greater than $20M), shall include Earned Value Management
(see DRDs 1294MA-004, Earned Value Management System Description and 1294MA-013,
Cost Performance Report.)

In performing these projects, the contractor shall provide the labor, materials, travel, and Other
Direct Costs (ODC) required to complete the projects. Additionally, the contractor shall provide
for an over-arching project and technical management methodology in compliance with NPR
7120.7.

The contractor shall provide project management support to the designated NASA project
manager(s). Specifically, the contractor shall provide:

a. Experienced project manager(s) to organize and manage the project(s) throughout
their life cycle.

b. Industry-acceptable certification of project managers within 18 months of contract
start.

c. Coordination of project baselines with I°P to include as a minimum cost, schedule and
technical.

d. Periodic project performance status and reviews to assess quality, schedule, cost,
technical, and risk.

e. Project cost reporting to include all direct and indirect labor, subcontracts, materials,
travel, hardware, software and other direct costs necessary to complete the project.

f. Project scheduling, budget, and cost tracking support.
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Earned Value Management for those projects that meet the criteria as defined in NPR
7120.7.

An Infrastructure Project Plan for each project in accordance with DRD 1294MA-
002, Infrastructure Project Plan.

Participation in the improvement of NASA project management methods, processes,
templates, and tools.

The contractor shall provide the technical leadership to accomplish the project milestones.
Additionally, this leadership shall execute the project(s) in accordance with:
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NPR 2830.1, NASA Enterprise Architecture Procedures

NPR 2810.1, Security of Information Technology

NPR 7123.1, NASA Systems Engineering Processes and Requirements
NPR 7150.2, NASA Software Engineering Requirements

ITIL V3 IT Service Management

Applicable industry technical standards

Applicable NASA technical standards (RFP Attachment J-10, Applicable Regulations
and Procedures)

51 NETWORK COMMUNICATIONS INITIATIVE (NCI) CONTINUATION

The Network Communications Initiative (NCI) is charged with the upgrade of the center border
to the NASA Wide Area Network. At contract award the NCI project will be complete at the
following centers: ARC, DFRC, GRC, DFRC, HQ, MSFC, NSSC/SSC, ARC, GRC,
WSTF/WSC and LaRC. The contractor shall complete the NCI deployments. The contractor
shall perform NCI Continuation Project deployments to the following time line:

a. Complete deployment by end of June 2010:

1. Goddard Space Flight Center (GSFC)
2. GSFC’s Independent Validation & Verification Facility (IVV)
3. Jet Propulsion Laboratory (JPL)

b. Complete deployment by end of March 2011

1. Johnson Space Center (JSC)
2. John F. Kennedy Space Center (KSC)
3. MSFC’s Michoud Assembly Facility (MAF)

Attachment J-1, Appendix D-1 delineates the requirements for NCI Continuation.
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5.2 CENTER ZONE ARCHITECTURE PROJECT (CZAP) CONTINUATION

The Center Zone Architecture Project (CZAP) is charged with the migration planning and
execution of the migration from existing Center LANSs architectures to the zone architecture
environment deployed as a part of the NCI Project. At contract award the following centers will
have completed CZAP: DFRC, MSFC and NSSC. The contractor shall complete the following
CZAP deployments within the base period of the contract.

Ames Research Center (ARC)

Glenn Research Center (GRC)

Goddard Space Flight Center (GSFC)
NASA Headquarters (HQ)

Jet Propulsion Laboratory (JPL)

Johnson Space Center (JSC)

John F. Kennedy Space Center (KSC)
Langley Research Center (LaRC)

MSFC’s Michoud Assembly Facility (MAF)
Stennis Space Center (SSC)
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Attachment J-1, Appendix D-2 delineates the requirements for CZAP Continuation.

5.3 NICS CONSOLIDATED CONFIGURATION MANAGEMENT SYSTEM (NC’MS)
PROJECT

The NC?*MS project is responsible for the formulation, implementation and transition to
operations a consolidated NICS configuration management system (NCMS) in support of the
NICS services described in this PWS. The NCMS shall consist of the servers, database and tools
that will facilitate ITIL processes and procedures. Additionally the NCMS will interoperate with
the NSSC NASA Enterprise Service Request System (ESRS) and NSSC Tier 1 Help Desk
systems while meeting the vision, objectives and requirements of Appendix A, I°P
Transformation Objectives and Requirements.

Key stakeholders in the NC®MS project are the NICS Service Owners, NICS Center
Representatives, I°P Office, and the NSSC Tier 1 Help Desk and ESRS representatives.

The contractor shall support NASA in the NC?MS project activities of formulation,
implementation and transition to operations.

The contractor shall complete the NC?MS project no later than 18 months from contract start.

Attachment J-1, Appendix D-3 delineates the requirements for NC’MS.
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5.4 CONSOLIDATED CORPORATE NETWORK OPERATIONS CENTER (C’NOC)

The C2NOC project is responsible for the formulation, implementation and transition to
operations an integrated Corporate Network Operations Center (CNOC) which expands upon the
NISN Enterprise Network Management Center (ENMC) and recently implemented NISN
Enterprise Network Management System (ENMS) to build a seamless, integrated network
operations system and operations processes capable of managing the NISN corporate end-to-end
network. The objectives of the C*NOC project are to:

a. Reduce the cost and complexity to manage NICS communications services through
the elimination of duplicate network operations centers and management systems

b. Establish an end to end operations and management structure

c. Create an Corporate Enterprise Network Management Systems (CENMS) that is
scalable to support future growth

d. Facilitate the transition of operational processes to an ITIL compliant service model

Additionally the CENMS shall interoperate with the NSSC NASA Enterprise Service Request
System (ESRS), NSSC Tier 1 Help Desk, NISN Tier 2 Remedy system, and NICS Configuration
Management System (NCMS). The CNOC will align with the ITIL processes as defined in
Attachment J-1, Appendix A, I°P Transformation Objectives and Requirements.

Key stakeholders in the C’NOC project are the NICS Service Managers, NICS Center
Representatives, 1°P Service Integration Management (SIM) Office, and the NSSC Enterprise
Service Desk (ESD).

Attachment J-1, Appendix D-4 delineates the requirements for C*NOC.

55 RESERVED FOR FUTURE INDEFINITE DELIVERY INDEFINITE QUANTITY
(IDIQ) PROJECTS
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6 UNIQUE SERVICES

The contractor shall provide unique services that are not previously described elsewhere in this
PWS, including but not limited to Russia IT Services, NASA National Security Systems (NSS)
Service IT Support, and Digital Television (DTV) Engineering Services. The contractor shall
also perform related Network Service Request (NSR) analysis and design to meet customer
requirements, minimize impacts of service implementation to the current operational
infrastructure, and coordinate with responsible organizations as necessary.

Documentation for these services shall be in accordance with DRD 1294MA-005,
Documentation.

6.1 RUSSIAIT SERVICES

The contractor shall provide video, voice, data and mission operations services for approved
NASA Program and Project requirements in Russia. These services require the coordination,
engineering, implementation, operation and enhancement of WAN, LAN, end-user and IT
security infrastructure equipment and software. The infrastructure shall be modular and scalable
in design in order to be expanded, changed and/or upgraded as requirements dictate. In addition,
the contractor shall provide support functions such as shipping, asset management, and project
reporting.

6.1.1 Russia IT Wide Area Network (WAN)

The contractor shall provide WAN connectivity, equipment, and operational support at
designated locations in Russia. The contractor shall ensure interoperability of Russian services
with domestic services. The contractor shall:

a. Provide a centralized hub at Synterra Center for distribution/processing of all
telecommunications between NASA networks and the designated locations in Russia.

b. Provide a dedicated (mission) voice loops to designated locations in Russia and in the
United States.

c. Provide Switched Voice services between the MSFC telephone system, JSC
telephone system, and designated locations in Russia (Synterra, GCTC and RSC-E);
local and long distance voice traffic shall be directed to the Public Switched
Telephone Network (PSTN) from the MSFC and JSC telephone systems.

d. Provide Routed (mission) data services consistent with mission-critical routed data
service requirements in PWS section 3.7.4.

e. Provide Routed (administrative) data services consistent with standard and premium

routed data service requirements in PWS section 3.4.1.

Provide Video Conferencing (ViTS) services consistent with PWS section 3.5.1.

Provide Portable video conferencing services consistent with PWS section 3.5.1.

Provide Facsimile services.

Provide Voice over IP (VolIP) services between MSFC and Moscow.

Provide Backup Command and Control Center services between the Mission Control

Center — Moscow and the MSFC Mission Operations Laboratory

— - Ta -
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6.1.2 Russia IT Local Area Network (LAN)

The contractor shall provide LAN support at designated locations in Russia. The contractor shall
provide the services in conformance with NASA standards and policies and ensure
interoperability with corresponding systems at the NASA Centers. These services shall include:

Electronic Mail/SMTP gateway

Anti-Virus protection

Onboard Procedure Viewer (iPV)

Local Replistor servers for Mission support systems
Internet access/SMTP gateway

Domain Name Services (DNS)

Data Transport (Telnet/FTP)

Data storage/retrieval

Backup and recovery systems
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6.1.3 Russia IT End User Support

The contractor shall provide end-user support at designated locations in Russia. These services
shall include sustaining software versions consistent with Agency standards and maintaining
compatibility with vendors. Usage of Patchlink and Agency reporting procedures is mandatory.
These services shall include:

Desktop Workstations
Laptops

Printers

Telephones

Conference Room Services

P00 T

6.1.4 Russia IT Security

The contractor shall provide IT security functions for Russian services consistent with
requirements in PWS 2.6 and 3.12, and documentation in accordance with DRD 1294MA-005,
Documentation. Services specific to Russia shall include firewall management, network metrics,
web trending reporting, and incident response.  The contractor shall provide encryption
technology according to U.S. Export laws and Russian telecommunication laws.

6.1.5 Technology Shipping, Export Control, and Equipment Inventory

The contractor shall provide shipping capability for sending designated and approved
Government equipment to Russia in support of NASA operations. Shipments shall follow
standard MSFC procedures for export control. The contractor shall also comply with NASA
Equipment Inventory procedures and locally keep accurate records of equipment in Russia or
Kazakhstan for which information can be instantaneously and securely accessed online.

6.1.6 Bi-Annual Congressional Reporting

The contractor shall provide a bi-annual report to the International Space Station (ISS) Program
Office of all expenditures to foreign entities. This report is mandatory and the information is
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used to support NASA'’s spending report to Congress in compliance with the Iran North Korea
Syria Nonproliferation Act.

6.2 NASA NATIONAL SECURITY SYSTEMS (NSS) SERVICE IT SUPPORT

The contractor shall provide IT support for HQ’s Office of Security Program Protection (OSPP),
NSS Service. NSS IT Support includes engineering, operations, sustainment and property
management of all network and desktop infrastructure for the NSS. The OSPP NSS service
provides for a secure communication service between NASA Centers and with other Federal
Government organizations. The purpose of NSS is to provide timely distribution of threat
information and coordinate disaster response. NSS IT Support monthly status reports shall be in
accordance with DRD 1294MA-005, Documentation. Additionally, the contractor shall provide
the NSS “As Built” documentation and the NSS Operations Plan in accordance with DRD
1294MA-005, Documentation.

All changes to the NSS must be pre-approved by the OSPP.

6.3 DIGITAL TELEVISION (DTV) ENGINEERING SERVICES

The contractor shall provide systems and sustaining engineering and capacity management in
support of the NASA DTV Program. Support to the program shall include project management,
design and engineering of video and motion imagery systems, operations, inter-Center and intra-
Center coordination, and implementation directly related to the DTV Program. In providing this
service, the contractor shall:

a. Provide sustaining engineering for the multi-channel digital NASA TV system
(MCDTV).

b. Assist in preparation and maintenance of the MCDTV IT Security Plan in accordance
with NPD 2810.1, NASA Information Security Policy.

c. Assist in the preparation, implementation, and maintenance of transition and
implementation plans.

d. Manage complex video and television implementation projects.
e. Operate and maintain a laboratory to test equipment, interfaces, and processes.

Provide a technical interface with commercial equipment and technology vendors and
cable and broadcast television operators.

g. Provide engineering support for distribution of audio and video between NASA
Centers, within the Centers, to the media and public, and to other space agencies.

h. Coordinate and facilitate Agency DTV implementation.
i. Coordinate, organize, and participate in technical working groups and control boards.
j.  Support DTV human space flight projects.

k. Provide close coordination with other NICS services required for DTV
implementation, including IT Security, procurement, and logistics.
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