RFP: NNX09272008J
                                                                                                                                Section I


ACES PWS Addendum 2
Standard Load Software

Standard Load – Microsoft Windows (W)
Table 1-W. ACES Contractor Procured – NASA Owned Windows Software 

	Functionality 
	Application 
	Interface Standard 
	Required Settings 
	Version 
	Authoritative Source

	Operating System 
	Windows XP Professional 
	
	FDCC2 
	Service Pack 3 
	NASA-STD-2804

	
	Windows XP Professional X64 Edition 
	
	FDCC2 
	Service Pack 3 
	NASA-STD-2804

	Firewall 
	Windows Firewall 
	
	FDCC2 
	XP/SP3 
	NASA-STD-2804

	Anti-virus 
	Vendor Proposed 
	
	
	
	

	Anti-Malware 
	Vendor Proposed 
	
	
	
	

	.NET 
	.NET 1.1 & .NET 2.0 
	
	
	2.0 SP1 
	NASA-STD-2804

	Web Browser 
	Mozilla Firefox 
	W3C and industry standards, including the following: HTML 4.01 XHTML 1.0 CSS 2 (Cascading Style Sheets) ECMAscript (JavaScript) capability to run Java 2 applets, SSL version 2 and 3, TLS 1.0 
	Configured with CA certificates specified in Section 3.6 
	2.0.x 
	NASA-STD-2804

	
	Microsoft Internet Explorer 
	
	FDCC settings, CA certificates specified in Section 3.6 
	7.x 
	NASA-STD-2804

	JAVA
	Sun JAVA 
	
	
	1.6. x
	NASA-STD-2804

	Office Package Software 
	Microsoft Office Enterprise  (all associated Packages, including but not limited to Word, Excel, PowerPoint, Access, Outlook, Publisher, Communicator, Groove, Infopath, OneNote)
	Microsoft 97-2003 format

Mail Specific: NASA-STD-28015, IMAP4, SMTP, IMAP over SSL/TLS, MAPI over HTTPS

Calendar Specific: iCalendar (RFC 2445)4
	Configure to use 97-2003 file format by default

Mail Specific: Configured for access to NOMAD
	2007 SP1 
	NASA-STD-2804

	Instant Messaging 
	Windows Messenger 
	SIP 
	Enterprise LCS Settings as implemented by NOMAD 
	5.1. x 
	NASA-STD-2804

	
	Pidgin 
	XMPP 
	NASA Jabber Service 
	2.4. x 
	NASA-STD-2804

	PDF Viewer 
	Adobe Acrobat Reader 
	PDF File 
	
	8.1. x
	NASA-STD-2804

	Java 
	Java run-time environment 
	
	
	Java 6 
	NASA-STD-2804

	Audio/video player 
	Apple QuickTime Player 
	Various Multimedia 
	Default for Quicktime formats 
	7.4. x 
	NASA-STD-2804

	
	Adobe Shockwave Player 
	Adobe Director Apps 
	Browser Plug-in 
	11.0. x
	NASA-STD-2804

	
	Adobe Flash Player 
	Flash SWF 
	
	9.0. x 
	NASA-STD-2804

	
	Microsoft Windows Media Player 
	Windows Media Files 
	Default for all supported formats 
	11.0.x 
	NASA-STD-2804

	
	Real Player Enterprise 
	Real Streaming Media 
	Enterprise Version Only 
	11. x
	NASA-STD-2804

	
	VLC
	Various Multimedia
	
	0.9
	NASA-STD-2804

	FTP/SFTP Client
	Vendor Proposed
	
	
	
	

	Automated Patch / Software deployment 
	Vendor Proposed
	
	
	
	

	CD/DVD Creation
	Vendor Proposed
	
	
	
	

	Backup Software
	Vendor Proposed
	
	
	
	

	PDF writer 
	MS Office 2007 PDF plug-ins 
	
	
	
	

	Advance file archive extractor/creator 
	WinZip
	
	
	12.0
	


Table 2-W. Non-ACES Contractor / NASA Procured – NASA Owned Software – Windows

	Functionality 
	Application 
	Interface Standard 
	Required Settings 
	Version 
	Authoritative Source

	PKI 
	Entrust ESP 
	Entrust Proprietary 
	NASA PKI Team specified settings 
	8.0. x 
	EAST Contract

	Smartcard authentication 
	ActivIdentity ActivClient 
	ActivIdentity Proprietary 
	HDI specified settings3 
	6.1. x
	EAST Contract / HSPD12

	Trusted CA Certificates 
	See Section 3.6 
	X.509 
	
	
	EAST Contract

	Patch Reporting 
	PatchLink (Update) 
	Lumension Proprietary 
	Configured according to local Patchlink server requirements 
	6.4. x
	NASA-STD-2804



	Access to centrally served Windows applications 
	Citrix ICA Client 
	
	
	10.00. x
	NASA-STD-2804

	Data at Rest Encryption 
	SafeBoot 
	
	Configured to use central policy and key escrow service 
	5. x
	NASA-STD-2804



	Electronic Forms 
	FileNet Desktop E-Forms 
	
	NASA Distribution Center 
	4.2 
	NASA-STD-2804



	Software Refresh Portal
	
	
	
	
	

	VPN Client
	NICS defined
	
	
	
	NICS Contract

	Web-X / Secure Web-X Client
	NICS Defined
	
	
	
	NICS Contract


Standard Load – Apple OS X (M)

Table 1-M. ACES Contractor Procured – NASA Owned Macintosh Software 

	Functionality
	Application
	Interface Standards
	Required Settings
	Version
	Authoritative Source

	Operating System
	Mac OS X
	
	CIS Benchmarks
	10.5. x
	NASA-STD-2804

	Firewall
	Apple Firewall
	
	Allow essential services Enable firewall logging Enable Stealth Mode5
	
	NASA-STD-2804

	Anti-virus
	Vendor Proposed
	
	
	
	

	Anti-Malware
	Vendor Proposed
	
	
	
	

	Web Browser
	Mozilla Firefox
	W3C and industry standards, including the following: HTML 4.01 XHTML 1.0 CSS 2 (Cascading Style Sheets) ECMAscript (JavaScript) capability to run Java 2 applets, SSL version 2 and 3, TLS 1.0
	
	2.0. x
	NASA-STD-2804

	
	Apple Safari
	
	
	3.1. x
	NASA-STD-2804

	Java
	Java run-time environment
	
	
	Java 6
	NASA-STD-2804

	Office Package Software
	Microsoft Office Enterprise  (all associated Packages, including but not limited to Word, Excel, PowerPoint, Publisher, Communicator, Groove, Infopath, OneNote)
	Microsoft 97-2003 format, 

Mail Specific: NASA-STD-28015, IMAP4, SMTP, IMAP over SSL/TLS, MAPI over HTTPS

Calendar Specific: iCalendar (RFC 2445)4
	Configure to use 97-2003 file format by default

Mail Specific: Configured for access to NOMAD
	2008 
	NASA-STD-2804

	Electronic Mail
	Microsoft Entourage
	NASA-STD-28015, IMAP4, SMTP, IMAP over SSL/TLS
	Configured for access to NOMAD
	2008
	NASA-STD-2804

	
	Apple Mail
	
	Integration with NOMAD limited to email only
	Current Mac OS X
	NASA-STD-2804

	Calendaring 
	Microsoft Entourage as implemented by NOMAD 
	iCalendar (RFC 2445)7 
	Configured for access to NOMAD 
	2008 
	NASA-STD-2804

	Functionality
	Application
	Interface Standards
	Required Settings
	Version
	Authoritative Source

	Instant Messaging 
	Microsoft Messenger 
	SIP 
	Enterprise LCS Settings as specified by NOMAD 
	6.0. x
	NASA-STD-2804

	
	Apple iChat 
	XMPP 
	NASA Jabber Service settings 
	Bundled 
	NASA-STD-2804

	Audio/video player 
	Apple QuickTime Player 
	Various Multimedia 
	Default for all supported formats 
	7.4. x
	NASA-STD-2804

	
	Adobe Shockwave Player 
	Adobe Director Apps 
	Browser Plug-in 
	11.0. x
	NASA-STD-2804

	
	Adobe Flash Player 
	Flash SWF 
	
	9.0. x
	NASA-STD-2804

	
	Telestream Flip4Mac WMV 
	Windows Media Files 
	Default for Windows Media 
	2..2. x
	NASA-STD-2804

	
	RealPlayer 
	Real Streaming Media 
	
	10. x
	NASA-STD-2804

	
	VLC
	Various Multimedia
	
	0.9
	NASA-STD-2804

	PDF Viewer 
	Adobe Acrobat Reader 
	
	
	8.1. x
	NASA-STD-2804

	FTP/SFTP Client
	Vendor Proposed
	
	
	
	

	Automated Patch / Software deployment 
	Vendor Proposed
	
	
	
	

	Backup Software
	Vendor Proposed
	
	
	
	


Table 2-M. Non-ACES Contractor/NASA Procured – NASA Owned Macintosh Software

	Functionality 
	Application 
	Interface Standards 
	Required Settings 
	Version 
	Authoritative Source

	PKI 
	Entrust Entelligence 
	
	
	7.2 
	EAST Contract

	Smartcard authentication 
	ActivIdentity ActivClient 
	ActivIdentity proprietary 
	HDI specified settings6 
	3.1 
	EAST Contract / HSPD12

	Trusted CA Certificates 
	See Section 3.6 
	X.509 
	
	
	EAST Contract

	Data at Rest Encryption 
	SafeBoot 
	
	Configured to use central policy and key escrow service 
	Not Available 
	NASA-STD-2804



	Patch Reporting 
	PatchLink (Update) 
	Lumension proprietary 
	Configuration for Server info 
	6.4. x
	NASA-STD-2804



	Access to centrally served Windows applications 
	Citrix ICA Client 
	
	
	10.00. x
	NASA-STD-2804



	Electronic Forms 
	FileNet Desktop E-Forms 
	
	NASA Distribution Center 
	4.2 
	NASA-STD-2804



	Software Refresh Portal
	
	
	
	
	

	VPN Client
	NICS defined
	
	
	
	NICS Contract

	Web-X / Secure Web-X Client
	NICS Defined
	
	
	
	NICS Contract


Standard Load – Linux (L)

Table 1-L. ACES Contractor Procured – NASA Owned Linux Software

	Functionality 
	Application 
	Interface Standards 
	Required Settings 
	Version 
	Authoritative Source 

	Operating System 
	Red Hat Enterprise Linux Desktop with Workstation option 
	
	CIS Benchmarks 
	5.1 or later 
	NASA-STD-2804

	Firewall 
	Bundled 
	
	Control inbound and outbound connections enabled by default 
	Bundled 
	NASA-STD-2804

	Anti-Virus 
	Vendor Proposed
	
	
	
	

	Anti-Malware 
	Vendor Proposed 
	
	
	
	

	Web Browser 
	Mozilla Firefox 
	W3C and industry standards, including the following: HTML 4.01 XHTML 1.0, CSS 2 (Cascading Style Sheets) ECMAscript (JavaScript) capability to run Java 2 applets, SSL version 2 and 3 supporting the requirements of NASASTD-2820, Encryption and Digital Signature Standards. 
	
	2.0.x 
	NASA-STD-2804

	Office Automation 
	OpenOffice 
	Microsoft Office 97-2003 file 
	
	2.4.x 
	NASA-STD-2804

	Word Processing 
	OpenOffice Writer 
	Microsoft Word 97-2003 file 
	Configure to use Microsoft Word 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Spreadsheet 
	OpenOffice Calc 
	Microsoft Excel 97-2003 file 
	Configure to use Microsoft Excel 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Presentation 
	OpenOffice Impress 
	Microsoft Powerpoint 972003 file 
	Configure to use Microsoft Powerpoint 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Electronic Mail 
	Thunderbird 
	NASA-STD-28015, IMAP4, SMTP, IMAP over SSL/TLS 
	Configured for access to NOMAD 
	2.0.x 
	NASA-STD-2804


Table 2-L. Non-ACES Contractor/NASA Procured – NASA Owned Linux Software

	Functionality 
	Application 
	Interface Standards 
	Required Settings 
	Version 
	Authoritative Source 

	Smartcard authentication 
	ActivIdentity ActivClient 
	ActivIdentity Proprietary 
	HDI specified8 
	Not Available 
	EAST Contract / HSPD12

	PKI 
	Entrust 
	
	
	Not Available 
	EAST Contract

	Trusted CA Certificates 
	See Section 3.6 
	X.509 
	
	
	EAST Contract

	Data at Rest Encryption 
	SafeBoot 
	
	Configured to use central policy and key escrow service 
	Not Available 
	NASA-STD-2804

	Patch Reporting 
	PatchLink (Update) 
	Lumension Proprietary 
	Configuration for Server info 
	6.4.x 
	NASA-STD-2804

	Access to centrally served Windows applications 
	Citrix ICA Client 
	
	
	10.00.x 
	NASA-STD-2804

	Electronic Forms 
	FileNet Desktop E-Forms 
	
	NASA Distribution Center 
	4.2 
	NASA-STD-2804

	Software Refresh Portal
	
	
	
	
	

	VPN Client
	NICS defined
	
	
	
	NICS Contract

	Web-X / Secure Web-X Client
	NICS Defined
	
	
	
	NICS Contract


Standard Load – UNIX (U)

Table 1-U. ACES Contractor Procured – NASA Owned UNIX Software

	Functionality 
	Application 
	Interface Standards 
	Required Settings 
	Version 
	Authoritative Source 

	Operating System 
	Sun SOLARIS 
	
	CIS Benchmarks 
	
	NASA-STD-2804

	Firewall 
	Bundled 
	
	Control inbound and outbound connections enabled by default 
	Bundled 
	NASA-STD-2804

	Anti-Virus 
	Vendor Proposed
	
	
	
	

	Anti-Malware 
	Vendor Proposed 
	
	
	
	

	Web Browser 
	Mozilla Firefox 
	W3C and industry standards, including the following: HTML 4.01 XHTML 1.0, CSS 2 (Cascading Style Sheets) ECMAscript (JavaScript) capability to run Java 2 applets, SSL version 2 and 3 supporting the requirements of NASASTD-2820, Encryption and Digital Signature Standards. 
	
	2.0.x 
	NASA-STD-2804

	Office Automation 
	OpenOffice 
	Microsoft Office 97-2003 file 
	
	2.4.x 
	NASA-STD-2804

	Word Processing 
	OpenOffice Writer 
	Microsoft Word 97-2003 file 
	Configure to use Microsoft Word 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Spreadsheet 
	OpenOffice Calc 
	Microsoft Excel 97-2003 file 
	Configure to use Microsoft Excel 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Presentation 
	OpenOffice Impress 
	Microsoft Powerpoint 972003 file 
	Configure to use Microsoft Powerpoint 97-2003 file by default 
	2.4.x 
	NASA-STD-2804

	Electronic Mail 
	Thunderbird 
	NASA-STD-28015, IMAP4, SMTP, IMAP over SSL/TLS 
	Configured for access to NOMAD 
	2.0.x 
	NASA-STD-2804


Table 2-U. Non-ACES Contractor/NASA Procured – NASA Owned UNIX Software

	Functionality 
	Application 
	Interface Standards 
	Required Settings 
	Version 
	Authoritative Source 

	Smartcard authentication 
	ActivIdentity ActivClient 
	ActivIdentity Proprietary 
	HDI specified8 
	Not Available 
	EAST Contract / HSPD12

	PKI 
	Entrust 
	
	
	Not Available 
	EAST Contract

	Trusted CA Certificates 
	See Section 3.6 
	X.509 
	
	
	EAST Contract

	Data at Rest Encryption 
	SafeBoot 
	
	Configured to use central policy and key escrow service 
	Not Available 
	NASA-STD-2804

	Patch Reporting 
	PatchLink (Update) 
	Lumension Proprietary 
	Configuration for Server info 
	6.4.x 
	NASA-STD-2804

	Access to centrally served Windows applications 
	Citrix ICA Client 
	
	
	10.00.x 
	NASA-STD-2804

	Electronic Forms 
	FileNet Desktop E-Forms 
	
	NASA Distribution Center 
	4.2 
	NASA-STD-2804

	Software Refresh Portal
	
	
	
	
	

	VPN Client
	NICS defined
	
	
	
	NICS Contract

	Web-X / Secure Web-X Client
	NICS Defined
	
	
	
	NICS Contract


Commonly used, multi-platform software that shall be included in the Contractor’s Agency IT Security plan

	Functionality
	Windows
	Mac OS X
	Linux
	Software Procurement Vehicle

	3270 client
	QWS3270
	tn3270
	tn3270
	Catalog

	Remote access to Windows systems
	MS Remote Desktop Connection
	MS Remote Desktop Connection
	bundled
	

	X window system server
	eXceed & eXceed 3D
	Apple X11
	bundled
	

	PDF creator
	Adobe Acrobat, Pro
	Adobe Acrobat Pro
	Scribus
	

	PDF writer/converter
	PrimoPDF
	Bundled
	Bundled
	

	Project Management
	MS Project 2007
	OmniPlan
	Intellisys Project Desktop
	

	Flowchart Software
	MS Visio / MS Visio Pro
	OmniGraffle
	dia
	Bulk

	Eudora Compatibility
	Eudora Pro
	Eudora Pro
	
	

	IEM Fat Client
	SAP GUI
	
	
	

	IEM Fat Client
	Brio Client
	
	
	

	TelNet / SSH Client
	PuTTY
	Bundled
	Bundled
	

	PDF writer
	PrimoPDF
	Bundled
	
	

	CAD Software
	AutoCAD
	
	
	

	Circuit Board Design
	Mentor Graphics
	
	
	

	3-D Modeling
	Pro-E, Catia, Unigraphics
	
	
	

	Geographic Information System
	ESRI ArcGIS
	…
	
	

	Image Processing
	ERDAS Imagine
	…
	
	

	Satellite Tool-kit
	STK…
	…
	
	

	Simulation Tools
	MatLab, MathCAD, Labview
	
	
	

	
	NASTRAN/PATRAN
	
	
	

	
	University of Michigan…
	
	
	

	Virtual Machine
	VMware
	VMWare Fusion
	
	

	
	FreeFlyer
	
	
	

	Compilers
	C, C++, FORTRAN
	
	
	

	
	Mathmatica
	
	
	

	Specialized Editors
	
	
	
	

	Voice Recognition Software
	Emacs, EDT, LaTex
	
	
	

	
	Solidworks
	
	
	

	Specialized Applications
	IDL, IRAF, Supermongo
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