C.1 INTRODUCTION 

C.1.1 General 

The contractor shall provide a broad range of information technology services in the following Functional Areas: 

· Management and Administration 

· Technology Operations 

· Information Technology Operations and Support Services 

· Earth Science Applications Services 

· IT, Science, Engineering, Technology Training and Education 

The contractor is responsible for furnishing qualified personnel to accomplish the services. Diverse activities at NASA Stennis Space Center (SSC) will demand a flexible, cross-trained staff to fully support technical requirements, such as: 

· Providing cutting edge technology to remote sensing and emerging technology programs,

· Specialized technical support to resident agencies, tenants and commercial activities conducted on-site and at remote locations including ships at sea

· Routine operations of NASA SSC's information technology systems 

Work at NASA SSC requires various tours of duty. The contractor shall be required to cover core normal work hours. At times, some operations may require up to 24-hours per day, 7 days a week support contingent upon program requirements. Program requirements and schedules dictate types and quantities of skills and work hours. Short-term technical tasks may require the contractor to provide highly specialized technical personnel or services for special designs and studies. 

C.1.2 Performance Requirements 

Technical direction will be issued through the NASA SSC work order system utilizing a Stennis Work Request (SWR) to identify the performance requirements, completion schedules, and not-to-exceed cost limits within the already pre-defined scope and cost ceiling of this task order. All SWRs are controlled by electronic automated data techniques. 

The contractor shall have a system by which all costs are appropriately identified and entered into the NASA SSC accounting system. All costs shall be applied to three distinct areas within the system: NASA programmatic, institutional, and reimbursable services. 

"NASA programmatic services” for remote sensing, geospatial, education and related development programs require a core support capability of remote sensing, science and engineering, and information technology skills, as further defined in this SOW and specific SWRs. 

"Institutional services" require a core capability for operating elements of the NASA SSC installation. This core capability includes management and administrative services, safety and quality assurance, business support and information technology, as further defined in this SOW and specific SWRs. 

"Reimbursable services" require a flexible capability. These services represent the most variable requirements of NASA SSC resident agencies and commercial tenants. The contractor is responsible for coordinating and forecasting reimbursable services and for projecting staffing requirements to accomplish these tasks. 

C.2 SCOPE
C.2.1 Management and Administration
The contractor shall provide management and administrative services required to corporately manage and administer the services delivered under this task order. This includes but is not limited to: 

(a) Ensuring that work performed under each individual SWR

1) Fully meets the performance standards of the task order

2) Is performed within schedule 

3) Is accomplished within the ceiling amount

4) Is accomplished in a safe and high quality manner resulting in no lost time injury or damage to Government or other customer-owned facility or equipment

(b) Managing the work to be performed under this task order, assure the availability of 

personnel for completion of activities within designated time frames, and manage all project activities in accordance with the Management Plan (MP) included in the proposal. Maintain the MP and provide an updated Plan to the Government as required. The MP shall continue to describe the management, organization, authority, responsibility, and controls (including configuration management) to be applied by the Contractor in performing work under this task order. 

(c) Providing an on-site Project Manager who shall be responsible for all aspects of the task order effort, technical performance, schedule, and cost, and who shall serve as the single point of contact to the NASA SSC Government management structure. 

(d) Planning, implementing, and maintaining the currency of a program to ensure compliance with security, safety, operation, and personnel policies, guidelines, governing regulations, and procedures of the NASA SSC for all personnel. 

(e) Ensuring contractor personnel performing work on-site at NASA SSC, who require physical access, have the appropriate security clearances, badges, etc. The Security program should be as such to protect, safeguard, and control both unclassified and classified information. The contractor’s security program shall be in conformance with the NASA SSC Security Manual and DoD 5220.22M.
(f) Interfacing with NASA SSC’s Other Accumulated Cost (OAC) system to provide financial reports to comply with the NASA SSC financial reporting requirements. NASA SSC management, resident agencies, commercial tenants, other NASA SSC contractors, as well as others in the management organization of NASA SSC define financial reporting requirements. 

(g) Processing and maintaining reimbursable SWRs by ensuring funds are accepted and 

reserved in the Funds Availability System (FAS), and by obtaining prior-approval from the designated COTR. 

(h) Providing a cost reporting system that allows for the application of non-contract costs 

(NASA SSC surcharge) to the total cost of an SWR. The contractor shall work with the government to develop the appropriate surcharge for the SWR. In addition, the contractor shall report, by the first business day following the prior weekend, the actual cost of any SWR that has reached 85% and 100% of the NTE amount and/or when the SWR is 14-calendar days from expiration. 

(i) Responding to requests for support to the development of the NASA Planning, Programming, and Budget Execution (PPBE), annual phasing plans, and other special budget exercises. 

(j) Providing a work control system(s) for receiving, managing, planning, coordinating, 

scheduling, implementing, and reporting of all SWRs in accordance with SPD 5100.1, “Policy for Ordering of Materials and Support Services at Stennis Space Center.” 

(k) Using established NASA SSC guidelines and procedures for creation and maintenance of official documentation. 

(l) Accounting, tracking, operating, maintaining, servicing, and repairing of all assigned 

property in accordance with the NASA SSC Property Management System. 

(m) Maintaining compliance with the NASA SSC Quality Management System (ISO Standard 9001), Environmental Management System (ISO Standard 14000) and SSC’s overall site OSHA VPP registration.

(n) Developing and maintaining appropriate work instructions necessary to implement the 

SPR_1280.1 SSC Management System Requirements, SPR_8500.1 John C. Stennis Space Center Environmental Management System Procedural Requirements, SPR_8500.2 John C Stennis Space Center Environmental Operations and Implementation Program Procedural Requirements, SPR_8715.1 Safety and Health Program Requirements.  Processes requiring work instructions include: quality assurance, safety, earth science applications, remote sensing, purchasing, prototype, information technology, software development, computer operations, and training. Contractor personnel shall be provided to support the NASA SSC internal audit processes. 

 (o) Supporting NASA SSC management initiatives, programs, investigations, and other special activities to S&MA NASA program specific and institutional base activities (i.e., Reliability Centered Maintenance, Capability Maturity Model (CMM), SSC Emergency Preparedness Program (EPP), Integrated Financial Management (IFM) and SSC Employee Safety Committee (STARS). 

(p) OSHA Voluntary Protection Program Implementation. Each of SSC’s prime contractors safety program is to be compliant and become registered as part of OSHA’s Voluntary Protection Program. This program is an OSHA certification that is designed to enhance the rigor and performance in a safety program.  The contractor will obtain its OSHA VPP registration within two years of contract start.   

C.2.2 TECHNOLOGY OPERATIONS 

The contractor shall provide the following technical support services that are integral to the NASA SSC information technology operation: 

· Technology Development and Transfer 

· Meteorological Systems Support and Services 

· Model and Prototype Development 

C.2.2.1 Technology Development and Transfer 
NASA's mandate is to bring in needed technology to support its missions (propulsion testing, earth science applications development, and support of the NASA SSC Institution), while transferring the results of its research and development efforts to the public and private sectors. The NASA SSC Technology Development and Transfer Office, operating for the Innovative Technology Transfer Partnerships (ITTP) Program, will develop technology with and transfer technology to business/industry, academia, and other groups in the States of Mississippi and Louisiana, as well as other U.S. business/industry, academic, and other groups. The contractor shall support the following areas: 

· Intellectual Property (IP) Program Management 

· Project Management 

· Information Systems Activities and Coordination 

C.2.2.1.1 Intellectual Property (IP) Program Management
The contractor shall provide support to the NASA SSC Technology Development and Transfer Office in the implementation of an IP Program. Tasks include, but are not limited to: 

· Facilitate and perform IP support activities 

· Update and monitor the TechTracS Database 

· Track and access New Technology Reports (NTRs)

· Assess whether the TechTracS Database has all NASA SSC historical NTRs, grants, contracts and SBIR/STTR awards

· Provide assistance and maintenance for active technology portfolios of NASA SSC Technologies

· Support the maintenance of an active needs/requirements database, as well as assisting in meeting those needs/requirements 

C.2.2.1.2 Project Management
The contractor shall assist the NASA Program and/or Project Manager in the efficient and effective management as follows: 

· Capture and maintenance of accurate program/project requirements 

· Assessment of adequate resources to fully and successfully implement the 

programs/projects

· Assessment and Recommendation for formulation and maintenance of 

adequate and realistic program/project schedules

· Maintenance of program/project history and changes

· Reporting of program/project status and related information

· Project/Program Management for the NASA SSC Small Business Innovation 

Research (SBIR)/Small Business Technology Transfer (STTR) Programs

The contractor shall support the following SBIR and the STTR tasks 

C.2.2.1.3 Information Systems Activities and Coordination
The contractor shall support the NASA/SSC ITTP Information Technology (IT) infrastructure to ensure that the necessary IT capability is in place to permit all programs of the ITTP to operate efficiently and effectively. 

Tasks include, but are not limited to:  

· Evaluate new and existing IT processes and technologies 

· Coordinate and provide system administration, IT security and design 

support

· Maintain the ITTP public and internal web sites, remote computer operations, the TechTracS database, and the ITTP Visitor’s Center Exhibit systems

· Improve the efficiency and effectiveness of NASA SSC ITTP IT systems

· Report network and information systems activity 

· Provide TechTracS training and related IT training

· Evaluate new software development for commercialization and support the Software Review and Release Process
C.2.2.2 Model and Prototype Development
The contractor shall provide model and prototype design services to support NASA programs and institutional operations, NASA SSC resident agencies and commercial tenants. This shall include the capability to design and build unique systems, models, and prototypes to customer requirements. 

C.2.3 INFORMATION TECHNOLOGY OPERATIONS AND SUPPORT SERVICES 

The contractor shall provide support services for the management and operations of SSC Program and Project. This support includes: 

· Operations 

· IT Solutions 

· Information Technology Management 

C.2.3.1 Application Hosting and Data Center Services

The Stennis Data Center (SDC) is the NASA SSC central data processing facility providing computing and data storage services to NASA SSC program and project offices, NASA SSC administrative offices, NASA SSC institutional offices, and SSC resident agency/reimbursable customers.  SDC information technology services are hosted on numerous government furnished data servers and computing platforms operating on Windows, LINUX, and UNIX operating systems. System functionality includes: 
· Web servers

· Client, commercial off the shelf (COTS), and government off the shelf (GOTS) application servers

· Database servers

· File servers

· Print servers

· Data backup/archive/disaster recovery systems (including Storage Area Network)

· Information technology security systems

· Authentication systems

· Clustered computing environments

· Server virtualization environments

· Networking components and appliances

Each of these functional areas shall be maintained through development, test, and production environments.  The following services shall be provided to efficiently and effectively operate the SDC: 
· Management and administration of SDC systems 

· SDC operations and management of the SDC facility 

· Configuration management and control

The requirements stated in the following sections (a, b, and c) apply to all SDC system categories identified in the paragraph above and other SSC systems outside of the SDC accreditation boundary.

(a) System Management and Administration:

The contractor shall:

· Operate, maintain, refresh, secure, and modify the configuration (when necessary) of existing hardware and software to ensure the availability and protection of current applications and services
· Assist in the research and design of new applications and services.  Install, configure, operate, maintain, and secure new hardware and software to ensure the availability and protection of additional applications and services
· Monitor user requirements and system performance to plan for enhancements, upgrades or reconfiguration of system resources. This includes the consideration of cost, schedule, performance, power, space limitations, networking, workflow, and impact on users of the system 

· Diagnose anomalies in the operation of hardware and software.  This includes the daily review of event logs including system, security, application, and performance logs. Document and resolve problems impacting system performance, availability, or security.  Interface with other IT service providers when necessary to resolve problems 

· Design and implement concepts for consolidation of IT systems at SSC to achieve cost, performance, availability, and security efficiencies

· Investigate new technologies and products and assess benefits of use within the system.  Assist NASA in development of plans for implementing these capabilities and in execution of those plans
· Conduct risk assessments and management of risks associated with the system
· Development and implementation of NIST SP800-53 compliant data backup, disaster recovery, IT security, and contingency plans.  Implement solutions required to accommodate requirements stated in these plans
· Perform routine maintenance and monitoring of system components including storage utilization, memory usage, CPU utilization, and log review
· Analysis and implementation of intrusion detection tools and techniques

· Analysis and implementation of system scanning tools and techniques

· Ensure separation of duties for personnel performing activities required to maintain and operate the systems

· Implement and maintain NIST SP800-53 compliant access control and authentication solutions for applications, operating systems, backup solutions, and appliances

· Ensure that all systems and data are protected in accordance with NIST SP800-53, NASA NPR 2810.1A, NASA NPR 1600.1, and NPR 2800.1
(b) Operations and Facility Management

The contractor shall:

· Perform routine operations, processing of jobs, and execution of operational procedures to ensure availability of applications and services

· Monitor use of licenses for all systems and software. Interface with vendors to develop software maintenance strategies and maintain current licenses
· Interface with network service providers for access to networks and to resolve problems associated with network access
· Coordinate integration of SSC applications and services outside of the SDC accreditation boundary into various SDC processes including:  account management, configuration control, facility/power management, and environmental control
· Assist system administrators in the development and execution of data backup, disaster recovery, IT security, and contingency plans 
· Assist in coordination of procurements for all hardware, software, peripherals, media, and materials required to operate the system.  Interaction with NASA technical offices and the Facility and Operations Support Contractor (FOS) is required
· Monitor the operation of systems and adjust the configuration of systems and software as required to ensure availability and protection of applications and services
· Provide recommended updates to standard operating procedures, work instructions, job schedules, equipment and maintenance tracking databases, and other related system documentation
· Management of physical and environmental components of the system including coordination of data center requirements with SSC Facility and Operations Support (FOS) contractor.  This includes controlling physical access to system facilities through existing SSC systems
(c) Configuration Management and Control

The contractor shall:

· The contractor shall provide configuration management support for applications and services developed, implemented, and maintained by the contractor and other SSC provided applications and services 

· The contractor shall establish and maintain baseline configurations and inventories of information systems including hardware, peripherals, applications, file shares, facilities, server software, and server instances.  Configuration control shall be maintained throughout the respective system life cycle and shall be enforced through security configuration settings on all IT system components
· The contractor shall operate and enhance an automated configuration management system for storing the aforementioned data and tracking all changes made to these components.  The contractor shall coordinate all changes to the system through a configuration control board (CCB) which shall consist of contractor and NASA representatives  

· The contractor shall ensure that all testing and security checks are completed prior to production release of new applications, application modifications, and system changes
NASA is in the process of coordinating a procurement initiative designed to consolidate several categories of IT services into Agency wide contracts.  One of the categories under review is data center services.  The specific scope of services offered under the Agency consolidated procurement is not known during the request for information and request for proposal period for this Information Technology Services procurement.  NASA reserves the right to reduce or eliminate support required under each of the support areas defined above in sections a, b, and c at any time during the performance period identified under this ITS procurement.  Additionally, the same right is reserved with regard to support defined in section C.2.3.1.1 Help Desk Services. 
C.2.3.1.1 Help Desk Services
Help desk services are required for ITS, Agency, and other SSC provided applications and services.  NASA SSC categorizes levels of help desk support accordingly: 

· Tier I - Includes the receipt, initial assistance, recording, and tracking of all trouble calls. Additionally, this level provides user account and password support, resolution of basic application functionality issues, and triage for determination of appropriate tier II or III support when necessary
· Tier II - Includes the resolution of trouble calls that involve reasonably sophisticated functional and technical issues. Tier II support is typically provided by application administration level staff or staff which has in depth technical and functional knowledge of a system, application, or service 
· Tier III - Typically involves resolution of technically complex issues that require interaction with the system, application, or service developer. The developer may be within the ITS contract or an external vendor/provider 

The contractor shall provide help desk services for the following applications IT services: 

(1) All SDC Hosted Applications. The contractor shall provide Tier I, II, and III help desk support for the programmatic, administrative, and institutional applications that are hosted in the SDC. 

(2) Agency, Competency Center, I3P, and NDC Applications. The contractor shall provide Tier I and Tier II help desk support for these applications and services.  Additionally, the contractor shall coordinate with the NASA competency center and other Agency help desks for their resolution of trouble calls associated with these systems.

(3) Audio Visual and Video Services. The contractor shall provide Tier I, II, and 

III help desk support for all ITS provided audiovisual and video services. 

(4) Other ITS provided equipment/services.  The contractor shall provide Tier I, 

II and III help desk support for equipment and services supported by ITS personnel. 

(5) Non-ITS provided applications and services.  The contractor shall provide Tier I help desk support for items in this category.  

The contractor shall track all help desk calls, call status, resolution, and call details in an automated tracking system. The contractor shall provide monthly reporting of statistics from this system.

C.2.3.1.2 Agency Information Technology Initiative Support

The contractor shall provide technical support and coordination of SSC activities required to implement and maintain NASA Data Center (NDC), NASA Competency Center, HSPD-12, I3P, and future Agency wide IT initiative capabilities at Stennis Space Center.

Support will include:
· Researching agency strategies and assessing impact to SSC OCIO operations and approaches for implementation
· Responding to data calls
· Supporting implementation of capabilities provided by these Agency wide functions at SSC
· Interfacing with technical points of contact to communicate SSC requirements
C.2.3.1.3 Radio Frequency Spectrum Management
The contractor shall be responsible for providing management and technical support to the NASA Radio Frequency Spectrum in implementing and maintaining a Comprehensive Frequency Spectrum Management Program in accordance with NASA and Government guidelines and regulations. These technical services are integral to the overall success of the NASA SSC information technology operations environment. Specific functions include conducting NASA RF Spectrum Management technical activities as follows: 

· Establishing a location at NASA SSC to perform all required processing of the National Telecommunications and Information Administration (NTIA) Government Master File (GMF) CD-ROM

· Identifying the requirements for the workspace, computer equipment, and procedures necessary to conduct processing of the GMF in accordance with Federal security regulations for the processing of CONFIDENTIAL-level classified data (the GMF is a CONFIDENTIAL CD-ROM). Requirements definition shall take place through the contractor's Security Office
· Identifying the requirements for any necessary classified containers and purchasing them if NASA cannot provide them

· Obtaining and installing the minimum computer equipment required to perform the task (re-use of existing equipment is preferred if possible) 

· Documenting the procedures required to carry out the security-related aspects of the work

· Maintaining the current GMF CD-ROM on file as per the established security procedures

· Maintaining an accurate inventory and data base of all NASA SSC RF assignments 

· Develop and maintain changes as required to NASA SSC RF Spectrum Management web site and handbook

· Verify that permanent or temporary Federal, state and local agencies having RF spectrum requirements do not interfere with nor receive interference from existing NASA SSC RF emitters

· Providing RF analysis services to track and identify spurious RF emitters

· Respond to requests for spectrum information from NASA HQ and provides necessary drafts 

· Represent NASA at RF Spectrum meetings as necessary 

· Interface with NASA SSC contractors and agencies to resolve RF issues 

· Assist in the management of the site UHF and VHF institutional radio systems 

C.2.3.1.4 Audio/Visual Services
The contractor shall provide audio visual support services for the design, installation, maintenance, and operations of conventional and emerging technology audio visual support systems including: 

· Conference Facilities 

· NASA SSC Visitor Center and Auditorium 

· Special Events 

· Video Interactive Teleconferencing System 

(a) Conference Facilities. The NASA SSC Conference Facilities currently consist of 

several primary conference rooms in Building 1100 and other departmental conference rooms distributed across the Center. These conference rooms are designed to support general meeting and conference gatherings and many are equipped with modern multi-media presentation equipment. The contractor shall maintain in a state of operational readiness the multi-media systems installed in the Conference facilities. The contractor shall assure all systems are fully functional and ready for operation. In addition, the contractor shall be available to perform a functional check prior to use of a conference facility and provide, if requested, instruction and/or operation of the multi-media presentation equipment. From time to time equipment upgrades shall be incorporated into these facilities and/or new facilities added. The contractor shall perform tasks as necessary for the design, installation, and checkout of such upgrades. 

(b) NASA SSC Visitor Center. The NASA SSC Visitor Center currently consists 

of the Launch pad, tour buses, StenniSphere, and Public Viewing Area. The Launch pad is located at the I-10 Welcome Center south of Stennis Space Center and is the entry-point for public visitors to NASA SSC. Tour buses transport visitors from the Launch pad to StenniSphere. StenniSphere located at SSC in Building 1200, provides information to the public about NASA and Resident Agencies located at SSC through a variety of exhibits and kiosks that utilize multi-media presentation equipment and interactive displays The Public Viewing Area is utilized during special events when the public is invited to viewing a live engine test. The Launch pad, tour buses, StenniSphere, and the Public Viewing Area have public address systems and/or audio visual systems used for communication with tour guides and visitors. The contractor shall maintain in a state of operational readiness the multi-media presentation systems, audio systems, video systems, and computerized display systems within the Visitor Center including exhibits that are the responsibility of NASA. From time to time multi-media systems shall be upgraded and new systems added. The contractor shall perform system integration, installations and upgrades as required. Similar tasks may be required for future visitor facilities. 

(c) NASA SSC Auditorium. The NASA SSC Auditorium located at SSC in Building 1200 is used to present video productions, computer presentations, and live stage shows to NASA SSC public visitors on a daily schedule. In addition, the auditorium hosts meetings, lectures, presentations, and awards ceremonies for employees of NASA and other resident agencies at NASA SSC. The auditorium contains a control booth that is operated by the contractor during Visitor Center operating hours. The contractor shall maintain all of the audio equipment, video equipment and other multi-media presentation equipment required to support the NASA SSC Auditorium. From time to time equipment upgrades shall be incorporated into the auditorium. The contractor shall perform tasks as necessary for the design, installation, and checkout of such upgrades. 

(d) Special Events. The contractor shall provide set-up, and operation of portable 

public address systems and audio/visual equipment to support events at NASA SSC that is not located in a facility that has existing equipment. These events may be located indoors or outdoors. The contractor shall provide for the operation of an audio/visual equipment loaner pool supporting the temporary audio/visual support requirements of Center personnel on an equipment checkout basis. The contractor shall operate and maintain these systems in a state of readiness. From time to time audio/visual systems shall be upgraded and new systems added. The contractor shall perform such installations and upgrades. 

(e) Video Interactive Teleconferencing System. The contractor shall provide the 

operation of the Video Interactive Teleconferencing System (VITS) at Stennis Space Center. Duties include scheduling of VITS conferences, contacting participants, operation of the system during conferences, and coordinating maintenance. NASA Integrated Services Network (NISN) performs actual maintenance of the VITS equipment. There are currently one primary and two alternate VITS systems in operation. The primary system must be manned during video teleconferences. The alternate systems may be setup prior to the event and have operational support available as required. 

C.2.3.1.5 Desktop Augmentation
NASA's Outsource Desktop Initiative (ODIN) provides a broad range of general-purpose desktop computing support services including system administration, hardware and software maintenance, and network services and help desk assistance. 
There are a number of systems (approximately 600), groups of systems, software packages, peripheral hardware and functions that exist at NASA SSC that are not under the auspices of the ODIN initiative. In order to ensure that these systems are fully maintained in accordance with NASA rules and regulations, the contractor shall provide computing support services (including system administration and hardware and software maintenance) for systems that are either uniquely configured or highly specialized in function. 

This task order provides system administration as a component of integrated support. Integrated support encompasses all activities necessary to develop, deploy, upgrade, operate, and maintain a production system which delivers a specified IT capability for example systems or groups of systems used for high end scientific computing. 

The contractor shall provide desktop augmentation (ODIN-like services) for ODIN and non-ODIN systems used as part of, or in support of, systems as described in other sections of this SOW. For example, the Audio Visual section may contain ODIN and non-ODIN equipment, hardware and Software. The contractor shall provide integration and compatibility services to support these systems. 

C.2.3.1.6 IT Configuration Management
The contractor shall apply configuration management principles to all hardware and software that is developed, implemented, and maintained by the contractor. This includes the configuration control of server software, server configuration, and application software. The contractor shall implement and maintain a configuration management system for tracking the various components and data elements associated with the systems, components, hardware and software under the contractor’s control. Examples of the types of information and data that should be contained in the system include: 

· Patches installed 

· Hardware configuration details 

· Versions of installed software and associated documentation 

· Maintenance status 

· Licensing status 

The contractor shall maintain a database containing historical configuration tracking information that identifies by date and time all changes, modifications, and upgrades that occur on SDC systems / software. 

The contractor shall coordinate the activities of a Configuration Control Board (CCB), which shall consist of contractor and NASA representatives. This board shall exercise comprehensive configuration control of all hardware, software, systems, components, peripherals, and connections within its purview. 

C.2.3.1.7 Physical Security Technical Support

The contractor shall perform the following physical security technical support services in support of NASA SSC: 
· Contractor will be the technical advisor for the Security Office on the Center’s security system maintenance contract

· Assist and provide support as necessary concerning access controls, CBACS, surveillance, security systems, and information protection programs as necessary 
· Maintain certification as Center Declassification Authority

· Plan and implement physical security and entry access control system
· Determine and recommend the number and type of safe, alarm, locks and protective markings required to resolve difficult and complex security problems

· Identify security requirements for visual surveillance, access controls, and communication systems including a variety of state-of-the-art intrusion diction systems and prepare planning schedules for such requirements

· Assist Information Protection Officer in completion of certifications and obtaining accreditations on IT Systems as required

· Attend training, seminars, telecoms, and ViTS as needed to maintain technical expertise and capability 
Common Badging Access Control System (CBACS)
· Contractor will serve as technical advisor for program coordination for Common Badging Access Control System (CBACS) and PIC II credentialing
· Coordinate requirements and issues with the NASA Security Officer, CIO, ITSM, OSPP, NPSC security personnel and other users as considered necessary
· Represent SSC as Regional Administrator for the CBACS system which includes the following:

· Coordinate requirements and issues with the Security Officer, Chief Information Officer, ITSM, OSPP, NPSC security personnel and other users as needed
· Assist in system setup and implementation by providing technical support and expertise
· Provide limited training as needed

· Administer coding of PIV II credentials

C.2.3.2 IT Solutions
The contractor shall perform the following information technology services in support of NASA SSC. 

C.2.3.2.1 Systems Design and Integration
The contractor shall provide technical support, consulting, and coordination to ensure orderly system design, integration, implementation, and operation of all systems, systems software, and application software. Additional consulting requirements may include, but not be limited to: 

· Assisting the Government in defining data and information requirements, data 

sources, and intended end-user applications, and recommend appropriate 

information technology, products, and capabilities for satisfying information 

requirements 

· Performing studies analyzing new technologies, analyzing feasibility of 

technical approaches, defining user requirements, analyzing existing     environments, identifying constraints, deriving and analyzing alternative 

solutions, recommending approaches and solutions, and estimating costs and 

benefits

C.2.3.2.2 Applications/Database Development and Maintenance
NASA SSC has several categories of applications software that are used in support of the Center’s missions, business processes, and specific IT functions. These categories include, but are not limited to: 

· COTS software, e.g., Windchill; ESRI Arc GIS suite 
· Contractor shall provide support for managing, maintaining, updating, and administrating Environmental GIS (EGIS) database and Stennis GIS (SGIS)

· Contractor shall provide support for mapping and modeling for large scale 

environmental planning and compliance projects 

· Contractor shall provide support for EGIS applications development and web development 

· GOTS software, e.g., Goal Performance Evaluation System (GPES), Tech Doc, 

Automated Information Management (AIM) Program software

· Software developed locally, e.g., Service Request System (SRS), SSC Cost Data 

Warehouse (CDW), and ODIN Seat Ordering (OWEB)

The contractor shall provide applications services for each of the categories of software 

listed in section C.2.3.2.2. All software and database development and maintenance activities shall conform to documented software development standards and shall adhere to all applicable NASA, Federal and NASA SSC policies and regulations. The contractor shall document software assurance activities, all software testing and software audits that are performed. Software deployments, upgrades, and patches shall be executed according to a schedule approved by the Government.
The contractor is responsible for estimating, planning, scheduling, design, development, 

integration, testing, and deployment of the software. The software may be developed for various hardware platforms, and operating systems. NASA/SSC will approve the use of any software development tools and/or languages used for development projects. Open source and industry standard solutions shall be used if available and when there is no negative impact to project goals and requirements. Existing software and/or libraries shall be utilized when appropriate. 

The contractor is further responsible for the maintenance, upgrade, and improvement of 

NASA SSC applications software. Examples of tasks to be supported under this area of responsibility include software configuration management; corrections to software errors and anomalies; testing and deployment of software modifications; recommending, planning for, and executing application evolution; and customer interface and support. 

For COTS and non-locally developed applications, the contractor shall actively monitor 

availability of patches and upgrades, evaluate upgrades, recommend the schedule for upgrades, and inform customers of impact of upgrade. The contractor shall further interface with software vendors to obtain and install patches and upgrades. 

All developed software shall include support documentation consisting of 

hardware/operating system requirements, description of major components, installation procedures, and additional software/libraries required user documentation. The level and detail of documentation required may be modified by specific SWR. 
Agency developed applications, e.g. NASA Account Management System (NAMS), NASA Application Tracking Tool (NATT).

The Contractor shall provide support with aligning SSC application infrastructure with the Agency. Each SSC application developed locally shall be included in NATT and shall also be ready for integration and authentication via Technology mandated by the Agency.

The Contractor is responsible for establishing and sustaining all interfaces required between SSC and Agency applications. Interface Definition Agreements (IDAs) for each interface shall be established and maintained by the Contractor.

C.2.3.2.3 Electronic Forms Services
The contractor shall review and administer the Center Forms Management Program. The contractor shall develop recommended guidelines and procedures for the center and provide a central source of reference for all existing forms and development of new forms. The contractor shall control the initiation and revision of NASA SSC forms, assign form numbers and edition dates, and manage the forms database. The contractor shall also manage the process for reproduction of printed requests and stocking of approved forms, ensuring timely reproduction for all elements of the Center. The contractor shall serve as the Center representative in the development and implementation of the NASA Electronic Forms (NEF) Management Program and coordinate, operate and manage the NASA SSC Electronic Forms 

Management Program that shall include the following: 
· The contractor shall prepare recommended designs for all Informed Forms or other form package and provide implementation of “Intelligent” or “Smart” forms as requested. The contractor shall utilize the existing NASA Form 0 for all form requests

· The contractor shall review standard, optional, NASA and NASA SSC Forms to 

eliminate unnecessary duplication. The contractor shall recommend approval of 

requests by SSC/NASA and contractor personnel for local reproduction or 

electronic posting of revised or new government forms

· The contractor is responsible for maintaining all NASA and NASA SSC forms 

are current on the Forms Web Page

· The contractor shall prepare all recommended designs of forms in accordance 

with GSA Forms Management Handbook and NASA Graphic Standards 

Manual, from rough or draft forms

· The contractor shall perform periodic surveys to determine use, necessity, 

improvement, automation and consolidation of NASA SSC Forms 

· The contractor shall maintain the original files for this function in a NASA-

specified location. All records and documentation are NASA property and shall 

be filed in accordance with NPR 1441.1 NASA Records Retention Schedule

C.2.3.2.4 Web Services
Web services performed by the contractor shall include: 

· Web Development and Maintenance 

· Web Registration and Reporting 

(a) Web Development and Maintenance. The contractor shall provide web page 

Design, development, and maintenance service for internal and public web sites using standard markup languages such as Hypertext Markup Language (HTML) and Extensible Markup Language (XML). Web development may also utilize programming languages such as PERL, JAVA, JAVASCRIPT, ASP, and CGI scripting for Windows and/or Linux operating systems. Web development may also utilize a Content Management System to perform web site creation and updates to content. Development shall be compliant with all NASA and federal policies and guidelines, including Section 508, Export Control, and the NASA Internet Publishing Content Guidelines. 

(b) Web Registration and Reporting. The contractor shall assist in registration of all NASA SSC web sites as mandated by the agency. Contractor shall provide reporting services that include web site registration, web site tracking, usage reporting, surveillance of web sites, and response to surveys/reports on web status to NASA or any other Federal Agency. 

C.2.3.2.5 Video Services
The contractor shall provide video support services for NASA and the same services on a reimbursable basis for other non-NASA agencies and organizations at NASA SSC. These services shall include, but not be limited to: 

· Facility Management 

· Production 

· Post Production 

· Broadcast 

· Asset Management 

· Utility 

· Engineering 

· Maintenance 

· Digital Television (DTV) Transition 

(a) Facility Management. The contractor shall provide Facility Management services 

including: planning, scheduling, oversight of all activities, and interfacing with all NASA and non-NASA customers at NASA SSC as well as contacts/customers at other NASA centers and facilities. The contractor shall ensure that all tasks and events have adequate resources in order to be accomplished per requirements and within estimated costs and schedule. The contractor shall provide management of subscriptions and maintenance contracts, and securing support for renting equipment, or supplying temporary manpower. 

(b) Production. The contractor shall provide production services that include planning, design, script writing, set-up, teleprompting, lighting, audio acquisition, digital photography, and video acquisition. This function may take place in a studio, auditorium, or remote locations both on-site and off-site using a government supplied video production vehicle. 

(c) Post-Production. The contractor shall provide post-production services that include linear editing, non-linear editing, audio recording/editing, titling, graphics design/creation, incorporation of photography and graphics into video, conversion of data format, compression, DVD authoring, and closed captioning services. Production facility currently includes 1 linear editing system and 2 non-linear editing systems. Output products include videotape, DVD, CD, streaming video and MPEG. 

(d) Broadcasting. The contractor shall provide planning, acquisition, switching, 

conversion, and routing of video to the site-wide CATV system, NASA TV, or Internet streaming systems for broadcast to user community and/or public. Source video may be live or pre-recorded. This function may also involve administration and operation of a video server. 

(e) Asset Management. The contractor shall provide asset management services that 

include management and operation of a video library utilizing a variety of media including videotape, DVD, and Blu-ray.. Asset management tasks shall include media labeling and filing, maintenance of a database, and copy/replacement of expiring media. Asset management shall also include tracking of all equipment assigned to the Video Services department.
(f) Utility. The contractor shall provide general services that include dubbing, copy 

and duplication, labeling, recording of television news coverage, and conversions of media. 

(g) Engineering. The contractor shall provide design and product specification for 

upgrades, new requirements, and future technology such as DTV. The contractor shall also provide installation and integration of new equipment. 

(h) Maintenance. The contractor shall provide a comprehensive preventive 

maintenance program for all audio and video equipment assigned to video services department. This service includes minor repair of equipment unless equipment is under warranty or under a maintenance contract in which case the contractor shall provide for repair or replacement. The contractor shall recommend to NASA whether repairs and maintenance of equipment shall be accomplished by in-house personnel or outsourced. 

(i) NASA DTV Transition. The contractor shall provide NASA with planning and 

engineering support for the transition of NASA from analog video production/distribution to the digital environment. Participation in the NASA DTV Working Group as required including attending meetings and represent NASA SSC's interests when requested. In support of the transition from analog television to digital television the contractor shall provide research, evaluation, testing, and deployment of new technology.  Contractor may also provide operation of new technology such as the digital cable television system during the transition period."
C.2.3.2.6 Network Management Support
The contractor shall support the SSC NASA Network Manager (NNM) in the day-to-day operations of Network Management and Monitoring activities associated with SSC NASA owned networks. The current NASA owned and operated network includes the following architectures: Asynchronous Transfer Mode (ATM), 10/100/1000 Ethernet and 10 Gigabit utilizing both single and multimode fiber and unshielded twisted pair (UTP) wiring which conforms to Category 3, 5, 5e and 6 wiring standards. The NMC consists of variety of Government Furnished Equipment (GFE) tools, both hardware and software, which are used to monitor the network elements to ascertain the performance and status of the network. The contractor shall provide the following: 

· Network Monitoring Systems (NMC) System Administration 

· NMC Operations 

· NMC IT Security 

· NMC IT Configuration Management 

· Network Architecture, Engineering and Operations Support 

(a) Network Monitoring Systems (NMC) System Administration: 

· Operate, maintain, secure, and modify the configuration (when necessary) of 

existing NMC hardware and software 

· Install, configure, operate, secure, and maintain new NMC hardware and software

· Monitor user requirements and system performance to plan for enhancements, 

upgrades or reconfiguration of NMC resources. This includes the consideration of 

cost, schedule, performance, power, space limitations, networking, workflow, and 

impact on users of the system

· Diagnose anomalies in the operation of equipment or system software. Report and 

document problems requiring attention. Interface with other IT service providers when necessary to resolve problems

· Maintain and implement the NMC Backup and Disaster Recovery Plan

· Maintain and implement the NMC IT Security and Risk Management Plan

(b) NMC Operations. 

· Continuously monitor all NMC systems for alerts, events, and alarms (hereby 

referred to as events). Report those events, which require additional network field 

resolution to the appropriate SSC contractor, help desks and contact local contractor personnel via negotiated contacted method

· Review all network logs, events, alerts, alarms, network element syslogs, daily at a minimum, which are generated by all the network monitoring systems and network equipment. Report daily to the NNM on status of said reviews. Disposition all events generated by the NMC systems and report those, which require additional network field resolution to the appropriate SSC contractor, help desks and contact local contractor personnel via negotiated contacted method

· Correlate all NMC logs, network element syslogs, and NMC events with Intrusion 

Detection Systems (IDS) and firewall activity. Analyze and determine any and all patterns associated with network activity and report weekly to the NNM 

· Perform continuous network monitoring and assist the NNM with network analysis of “live” network traffic to detect and determine patterns both acceptable and unacceptable to the network. Monitoring and network analysis shall be inserted in appropriate locations through out the network

· Track all reported network events, call status, resolution, and call details in an 

automated tracking system. Monthly reporting of statistics from this system shall be provided to the government

· Perform updates, including additions and deletions, to the NMC system data elements and update all related maps to reflect field changes performed by NASA SSC contractors

· Provide weekly reports to the NNM concerning NMC element status that includes 

but is not limited to: uptime, operating system, performance, availability, latency, as determined by the NMC 

· Provide monthly roll-up reports concerning the same as outlined above to the government 

· Perform analysis on network elements to determine operational issues or under utilization to the NNM on a monthly occurrence 

· Refer to the SDC section of this Task Order for detailed information on additional 

operational requirements; replacing all SDC references in those paragraphs with NNM

(c) NMC IT Configuration Management. The contractor shall apply configuration 

management principles to all hardware and software that is developed, implemented, and maintained by the contractor. This includes the configuration control of server software, server configuration, and application software. The contractor shall implement and maintain a configuration management system for tracking the various components and data elements associated with the systems, components, hardware and software under the contractor’s control. Examples of the types of information and data that should be contained in the system include: 

· Patches installed 

· Hardware configuration details 

· Versions of installed software and associated documentation 

· Maintenance status 

· Licensing status 

The contractor shall maintain a database containing historical configuration tracking 

information that identifies by date and time all changes, modifications, and upgrades that occur on NNM systems / software. 

The contractor shall coordinate the activities of a Configuration Control Board (CCB), which shall consist of contractor and NASA representatives. This board shall exercise comprehensive configuration control of all hardware, software, systems, components, peripherals, and connections within its purview. 

(d) Network Architecture, Engineering and Support: The contractor shall be prepared to provide expertise in this area. 

· Requirements gathering 

· Architecture planning and documentation 

· Engineering and Implementation of proposed designs 

· Maintenance of the network infrastructure 

· Interface with NASA NISN 

The contractor shall maintain a database of the IP addresses and IP address assignment procedures. In addition, the contractor shall be prepared to support the NASA SSC Domain Name Server as well as the Microsoft Domain Controllers that form the foundation of the NASA SSC network. 

C.2.3.2.7 Technical Writing
The contractor shall provide technical writing expertise to develop recommended policies, procedures, work instructions and related documentation to support administrative IT requirements as well as other Center requirements. The contractor shall develop and document associated processes as required for the implementation of such documentation. The contractor shall also provide support for the development of proposals [Chief Information Officer (CIO) IT, R&D]. As part of the documentation effort, the contractor shall provide: 

· Number and titles of documents initiated, worked on, and completed during the month

· Number and titles of processes documented during the month and status of whether documentation has begun, worked on, and/or completed during the month 

· Number of drafts created or modified during the month 

C.2.3.2.8 Training Services
The contractor shall provide training services. Training is generally performed by existing technical personnel and should not require a full-time trainer. Training services include, but not limited to: 

· User Training 

· Technology Training 

(a) User Training. The contractor shall perform user training as needed - typically 

upon deployment of a new application at Stennis Space Center. The application may be one that is developed by the technical contractor or it may be Commercial Off-the-Shelf (COTS). 

(b) Technology Training. The contractor shall perform Technology Training – 

typically when a development group or other technology team members have a need for training. When needed, one or more contractor personnel may be formally trained. Trained individuals shall then train the other members of the team on a "train the trainer" basis. 

C.2.3.3 Information Technology Management
The contractor shall provide technical support in all aspects of information technology management. The categories of management support include: 

· IT Governance 

· CIO Support 

· Planning scheduling and Cost Estimating 

· Outsourced Services Administrative 

· Records Management and Documentation Control 

· Information Technology Security 

C.2.3.3.1 IT Governance Support
The contractor shall provide support in the development and implementation of Information Technology governance. Specific support includes: 

· Policy development and management 

· Center IT strategy and planning processes 

· Administrative activities required to establish and manage organizational structures such as boards and committees in support of CIO activities
· Risk management and performance monitoring 

· Implementation of a capital planning and investment control plan
C.2.3.3.2 CIO Support
The contractor shall provide support for activities associated with the Chief Information Officer functions at the center. These specific actions include: 

· Briefing support – both development and background research capability

· Development of required documents for Agency and Enterprise CIO information 

requests

· Provide administrative support to schedule meetings and manage the CIO document/records repository 

· Provide for website support for CIO related activities 

C.2.3.3.3 Planning, Scheduling and Cost Estimating
The contractor shall provide expertise for integrated support services for work requests submitted within this task order. Activities include planning, scheduling, and cost estimating for scientific, engineering, and administrative computing projects. The products developed by these activities shall provide to the Government a full picture of the scope, time and cost associated with various projects. Planning, scheduling, and cost estimating activities are subject to review and acceptance by the Government. Additional activities may include attending meetings, participating in teleconferences and/or ViTS, research, networking within the contractor community and/or NASA, and participating in status meetings. 

Planning support may be requested for various IT service areas.
The contractor shall provide planning support to the Government in the development of 

long-range plans to support the organization, center, and/or Agency initiatives. Scheduling support includes the development and maintenance of high-level and/or detailed schedules on an “as requested” basis to support various initiatives. The contractor shall provide cost estimates to the Government, as requested, on cost at a high-level and/or detailed basis for tasks to be completed by the contractor. 

Additional support shall be provided for IT outreach efforts as requested by the Government. Outreach includes activities such as developing marketing material, visiting program management, and providing customer service feedback packets. The contractor shall work with various IT representatives, as designated, to support outreach activities and act as liaison into various SSC organizations. The contractor shall examine problems in such areas and provide recommendations on the implementation of new IT-related business practices. 

The contractor is also expected to provide support in the area of reviewing new 

technologies and COTS products for implementation at NASA SSC. Due to the nature of IT, new technologies and products concepts will emerge that might be beneficial to the Center. The contractor shall investigate such new technologies and their possible application to NASA SSC business practices. The contractor shall provide an analysis of benefits of the technology, to include: process improvement, cost reduction, and Rough Order of Magnitude (ROM) estimates to accomplish each task. 

C.2.3.3.4 Outsourced Services Administrative Support
The contractor shall provide Administrative support to NASA for a full range of outsourced information Technology functions and initiatives. These include: 

· Desktop Management 

· Contract Management Assistance 

· Telecommunications Management 

· Multi-Function Device Support 

(a) Desktop Management. The contractor shall review all ODIN related orders as entered via OWEB for validity and correctness. The contractor shall coordinate orders with the NASA ODIN Operations Manager or designee. The contractor shall forward those orders to ODIN and track the closeout and/or status of each order. On a monthly basis, the contractor shall provide metrics pertaining to the number of orders received, processed, pending, Return to Service and closeouts. The contractor shall provide ad-hoc reports as requested by the NASA ODIN Operations Manager or designee.  The contractor shall provide special assistance in entering OWEB orders when necessary, VIP’s and special large projects. The contractor shall attend weekly meetings on status of issues and actions as well as attending O-Web configuration, control and enhancement meetings. 

(b) Contract/Business/Financial Management Assistance. The contractor shall provide technical and administration support for verification of services received. The majority of the work is in data collection, verification of data collected, and interpretation of these data. A representation of the type of support required is listed:  

· Invoice Reconciliation 

· Audits 

· Tactical and Strategic Planning and Requirements development 

· Site wide Billing 

· Documentation to include draft policy, procedures, and guidelines. 

· Resource Utilization analysis and reports 

· Service status reports 

· Order Tracking 

· Participate in briefings and meetings as required. 

· Surveillance of routine services and ad hoc queries 

· Federal Data Procurement System (FDPS) (or follow-on system) entry 

(c) Communications Management. The contractor shall provide technical and administration support for implementation and operations of communications services at NASA SSC. These include services not included in NASA’s Desktop Outsourcing ODIN) contract such as the NASA Inter-Center Communications Program, Federal Telecommunication System Program, and various carrier services. A representation of the type of support required is listed: 

· Invoice Reconciliation

· Audits

· Tactical and Strategic Planning

· Site-Wide Billing

· Documentation to include: draft policy, procedures, and guidelines

· Resource Utilization analysis and reports

· Service status reports

· Order Tracking

· Participate in briefings and meetings as required

· Attend conferences and forums

· Tactical Requirements development and analysis

· Project Management

(d) Multi-Function Device (MFD) Support. A MFD is a single piece of equipment, 

that serves as a scanner, copier, printer and fax machine. The contractor shall assist NASA in its goal to reduce costs by replacing unnecessary fax machines, copiers and printers with strategically placed MFDs throughout the center. MFD operation and support shall include: 

· User training and support as needed 

· Interfacing with MFD vendors when required to solve technical problems

· Maintaining location of all MFDs 

C.2.3.3.5 Records Management, Knowledge Management, and Documentation Control
The contractor shall provide support in the operational oversight of the NASA/SSC Records Management Program, The Directives Management Program, the Agreements Process Management Program and the Records Remediation Program. The contractor shall support the establishment of a NASA Records and Documentation Management Office (RDMO) that shall perform the activities required for oversight of the specified areas with coordination with the appropriate NASA personnel responsible for the various programs. The RDMO shall be responsible for all customer inquiries, processing, coordination, review, distribution, indexing and filing of records, agreements and directives. The contractor shall use any automated tools specified by NASA to perform the required functions. Original files for these functions shall also be maintained by the RDMO in a NASA-specified location. All records and documentation are NASA property and should be filed in accordance with NPR1441.1D NASA Records Retention Schedule. The RDMO must abide by and ensure compliance with ISO-9000 processes and procedures including SPD 1280.1, SSC Management system policy and all pertinent System Level Procedures and Operational Instructions. Applicable Directives will include the following policies:

· SPR 1400.1, SSC Documentation Preparation, Numbering, and Management

· SPR 1440.1, Records Management Program Requirements

· SPD 1050.1, Agreement Preparation Processing, and Management

· National Aeronautics and Space Act of 1958 (As Amended)

· NPD 1400.1, NASA Documentation and Promulgation Of Internal NASA Requirements

· NPR 1400.1, NASA Directives Procedural Requirements

· NPD 1440.6, NASA Records Management

· NPR 1441.1, NASA Records Retention Schedules

· NPR 1450.1, NASA Correspondence Management and Communications Standards and Style

· NPD 2200.1, Management of NASA Scientific and Technical Information (STI)

· NPR 2200.2, Requirements for Documentation, Approval, and Dissemination of NASA Scientific and Technical Information (STI)
The contractor shall provide support of project management and operations of the Records Remediation Program as well as for the new SSC Record Archive.
The contractor shall provide support to the NASA RDMO office in its efforts to explore 

consolidation efforts of all the Records and Document management organization that existing currently at NASA SSC. The contractor shall be prepared to support the consolidated RDMO if this were to be accomplished. The list of existing records and document organizations includes, but is not limited to: 

· SSC RDMO 

· Central Engineering Files (CEF) 

· SSC History Office 

The contractor shall perform standard administration tasks for the NASA SSC Tech Doc 

such as access and account issuance, database and document administration and maintenance and system monitoring. The contractor shall support the NASA SSC Help Desk for Tech Doc as well as establish and provide user training and outreach to the SSC Community. The contractor shall be responsible for developing and maintaining documentation to support NASA SSC’s use of Tech Doc. Documentation includes items such as forms, processes, procedures and User’s Guides. The contractor shall also be responsible for administering the Master Records Index located in Tech Doc as well as the Stennis Documentation Numbering System (SDNS) transition. The contractor shall be responsible for providing scanning of documents and uploading of documents to Tech Doc on special projects approved by the NASA OCIO. Specifically, the contractor shall be responsible for: 

· Records management and operation 

· Records management consultation to NASA and NASA SSC personnel 

· Records processing to Official Archive and Federal Records Center (FRC) 

· Records annual inspections and quarterly reviews
· Agreement management and operation and maintenance in Tech Doc and official files 

· Agreement processing and routing through SAAM (Space Act Agreement Maker)
· Directives management and operation and maintenance in Tech Doc and NASA 

Online Directives Information System (NODIS) and official files 

· Records remediation project management 

C.2.3.3.6 Information Technology Security
The contractor shall support the NASA SSC Center IT Security Manager (CITSM) in implementing the NASA Security of Information Technology Program in accordance with NPR 2810.1. The CITSM’s role is to develop Center-wide IT security policies and guidance, to provide computer security awareness and training, to maintain an incident 

response capability, and to document, review, and report the status of the Center IT Security Program. The CITSM’s responsibilities are further defined in paragraph 2.2.4 of NPR 2810.1. 
Functional areas include: 

· NASA IT Security Program 

· NASA SSC Public Key Infrastructure (PKI) Registration Authority (RA) 

· NASA SSC Classified Communications Security (COMSEC) Program 

(a) NASA IT Security Program. The contractor shall be responsible for assisting the NASA IT Security Manager in implementing a comprehensive IT Security Program at NASA SSC. The contractor shall provide the following support elements: 

· Staying current on information technologies and/or products 

· Support the Center System Administrators working group 

· Provide updates for maintaining the NASA SSC IT Security Program Official Web page 

· Conduct training in the various elements of IT security as necessary 

· Represent Center IT Security Manager at meetings when CITSM is unavailable or upon request
· Assist in coordination of all aspects of IT Security training including employee awareness and system administration training

· Implementing and maintaining a robust vulnerability scanning, identification and mitigation program 

· Maintain and implement an unauthorized modem scanning and identification program

· Provide a trained IT Security Incident Response Team that can investigate causes; preserve evidence, identify potential security breaches, threats, and concerns and assist NASA in developing the appropriate reports 

· Respond to NASA requests for information concerning the Center IT Security program

· Maintain and operate a system to distribute and verify security patches 

· Assist NASA in maintaining an accurate IP Database

· Installing encryption software on required systems and provide preliminary training on use of the software

· Provide a full range of IT Security Plan services including risk assessments, vulnerability assessments, system documentation, contingency planning and annual reviews and maintaining the site IT Security plan registry and support local C&A Team
· Perform a test of all Disaster Recovery Plan/Back-Up Plan for systems at NASA SSC

· Interface with the NASA Incident Response Capability (NASIRC) 

· Maintain and operate the Network Monitoring Center in order to monitor overall network health and identify and report current and potential problems 

· Operate and monitor the NASA SSC intrusion detection system capability 

· Conduct risk analysis and assessment on request from system owners 

· Acquire, implement and maintain computer systems and tools for automating IT security functions

· Coordinate IT security activities with ITS personnel at other NASA Centers and 

Headquarters 

· Assist Security Staff in managing classified information and material and sensitive but unclassified (SBU) information 

· Identify security requirements for visual surveillance, access controls, and communication systems including a variety of state-of-the-art Intrusion Detection System (IDS)
· Maintain the Centers biometric equipment located at the south gate Reception Center e.g. Desktop, laptops, finger prints, and cameras. The contractor shall also act as the Center IT point of contact for CBACS
· Maintain Closed Circuit Television (CCTV) surveillance, and access controls for the child development center 
(b) NASA SSC Public Key Infrastructure (PKI) Registration Authority (RA). The 

contractor shall support the operation and maintenance of the NASA SSC Registration Authority for the NASA PKI. The RA process is governed by very stringent rules and procedures in order to maintain RA certification. Responsibilities of maintaining and operating the RA include: 

· System Administration 

· Maintaining software upgrades 

· Issuing, maintaining and revoking PKI Certificates 

· Enabling and Disabling Users 

· Managing accounts 

· Re-issue Activation Codes 

· Maintain Authorized hardcopy records in secure location 

· Providing help desk assistance 

· Monitoring the PKI system to ensure functionality 

· Backing up data and information on a daily basis
· Attend meetings and telecons

· Provide reports to Center and Deputy ITSM on user changes
(c) NASA SSC Classified Communications Security (COMSEC) Program. The contractor shall provide NASA SSC COMSEC account management support and manage the site COMSEC program. Support shall include: 

· Serve as a COMSEC Account Manager for NASA’s COMSEC program and provide secure storage for classified COMSEC material in accordance with government regulations

· Administer and maintain the NASA Secure Network 

· Identifying the requirements for any necessary classified containers and obtaining them 

· Maintaining an Inventory of keying material and representing NASA during Audits 

· Keeping all encryption devices current with the appropriate keying material 

· Attend the NASA COMSEC Conferences as necessary 

· Interfacing with the NASA Central Office of Record (COR) and the National Security Agency (NSA) 

· Provide assistance the non-NASA Resident Agencies on a reimbursable basis 

· User training and education 

C.2.4 SSC / CENTER UNIQUE SERVICES

C.2.4.1 Cable Plant Services

The contractor is responsible for providing cable plant services which include operation, maintenance, and sustaining engineering of the copper and fiber optic cable plant, including cable management and support for end-to-end configuration/validation tests to meet operational and institutional requirements.

In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for the cable plant.

b. Perform installation design, procure, and install new cabling, equipment, and associated hardware and software to extend and/or enhance existing services.

c. Provide trenching and digging capabilities. Obtain necessary permits for trenching, boring, and digging activities.

d. Monitor all construction activities and excavations.

e. Coordinate and monitor fieldwork for the placement of new underground communications utilities.

f. Maintain specialized cable support equipment.

g. Perform services in accordance with applicable duct usage or fiber lease agreements.

h. Maintain the cable support infrastructure for both external and intra-facility cable routing capability and provide support for conveyances to external customers.

i. Maintain manholes (exclusive of structural maintenance), ducts, handholds, and cable pathways.

j. Operate calibrated air quality testing equipment to ensure safe working conditions in confined spaces.  
k. Provide technical support for design, installation, and maintenance of communications manholes.

l. Monitor activities performed by commercial communication service providers that may impact communications infrastructure.

m. Provide technical and management expertise for the communications pathways including communications manhole and conduit systems, repeaters, cross connects, telephone cabinets, main distribution frames, and dedicated communications cable trays.

n. Provide technical and management expertise for facility premise wiring from the frame to the face plate, frame cross connects, telephone cross connects, circuit protectors, circuit design, and installation.

o. Maintain and update a cable records database for all circuit changes.

p. Maintain and update fiber plant records to reflect all installed fiber cables.

q. Ensure that the single-mode fiber plant adheres to industry standards.

C.2.4.2 Voice Services

C.2.4.2.1 Emergency Warning System

The contractor shall provide and maintain the Emergency Warning System (EWS).  Emergency Warning Systems support shall be provided for disaster/emergency situations such as fire, explosion, accident, bomb threat, civil disturbance, terrorist-related incidents, and weather related emergencies. 
C.2.4.2.2 Public Address System
The contractor shall provide and maintain the Public Address System.

C.2.4.2.3 Radio Services

The contractor shall provide radio services required to meet customer requirements.  These services include maintenance of existing capabilities, development or acquisition, and implementation of enhancements.  In providing these services, the contractor shall:

a. Provide fixed, portable, and mobile radios.

b. Provide radio frequency spectrum management.

C.2.4.2.4 Telephone Services

The contractor is responsible for providing the design, installation, operations, maintenance, and sustaining engineering for the telephone system.

The nominal support requirement for this service is 1st shift, Monday through Friday, with call-in at other times. Additional support may be required during major events based on scheduled customer requirements and may result in 2nd shift, 3rd shift, weekend, and/or holiday shift work.  Operator services are required Monday-Friday from 6 a.m. to 6 p.m.


In performance of these services, the contractor shall:

a. Operate, maintain, and perform sustaining engineering for telephone system infrastructure including operational configuration, engineering and maintenance of analog and digital telephones.

b. Perform corrective and preventative maintenance of telephone instruments and drops.

c. Perform design, procurement, and installation of new cabling, equipment, and associated hardware and software to extend and/or enhance existing services.

d. Provide end-to-end support equipment and services for moves, adds, and changes (MAC).  These services include instrument placement, infrastructure, and other required services to provide telephone-related connectivity within, and external to, the Center. 

e. Provide operator services including international calls, collect calls, conference calls, other operator-assisted calls, and directory assistance.

f. Maintain directory assistance information.

g. Log information on billable calls and provide reports to the government. 

h. Provide logging and blocking security services via a telephone firewall. The contractor shall review the logs and make recommendations to identified NASA telecommunications personnel and implement changes and rule-based policies as directed by the COTR.

i. Provide current telephone data for the emergency operations center ANI/ALI database on a weekly basis. The data shall include the building, room, occupant/assignee, organization and mail code, and directory number(s) for all active ports. This data, sorted by directory number, shall also be made available electronically to the government.

j. Protect the privacy rights of users of the telephone systems by protecting Privacy Act Information (PAI).

k. Provide call detail information as requested by the COTR in support of security, Office of Inspector General (OIG), and Office of Chief Counsel. This information may be required on short notice.

l. Provide Telephone Call Detail Report (DRD-xx-xx). The contractor shall provide close to real-time access to the telephone call detail database to a very limited number of persons specifically designated by the COTR.

m. Supply operating guides that will walk users through routine operations for their instrument, including frequently asked questions.

n. Provide voice mail services including recorded announcements, audio and visual indicators of messages waiting retrieval, forwarding capability, broadcast (voice mail lists), 15 minutes of storage standard and 30 minutes as directed, auto dial voice mail caller, auto reply (send message back to voice mail caller), create, delete, and retrieval of messages from any Dual Tone Multi-Frequency (DTMF) phone (internal or external to Center).  Retrieval of messages external to the Center shall be accessible via a local number and a toll-free number provided by the Government.

o. Ensure that the following features are active and available to users and are kept at current supportable revision levels including its underlying release software. These features include: call forwarding, transfer, switch conferencing 3 and 6 way, camp on, redial, hold, call park, caller identification (ID), call waiting, message waiting, call pickup, hunt group, speed call, auto dial, caller ID outgoing, and Center-wide calling name delivery.

p. Monitor usage on telephone trunk lines and notify the Government when usage levels approach levels of service degradation.

q. Install, configure, and maintain small conferencing units for the office environment.

r. All telephone system components shall become property of the Government upon delivery or installation.

C.2.4.2.5 Voice over Internet Protocol (VoIP)

a. Call Processing Systems

b. Gateway Systems

c. IP Telephones

d. Uninterrupted Power Supplies 

C.2.4.3 Video Services
C.2.4.3.1 Cable Television Services

The contractor shall operate, maintain, and perform sustaining engineering on the cable television distribution system.

These services shall include:

C.2.4.3.2 Video over Internet Protocol (VIIP)

C.2.4.4 Data Services
Custom Data Services

a. Point-To-Point Campus Circuits

b. Local Area Contractor Wireless Bridge Connections

c. International Partner Campus Connections

C.2.5 APPLIED SCIENCE AND TECHNOLOGY
NASA has successfully launched 18+ missions providing a wealth of earth science data from space. NASA intends to deploy this rich source of science data and information beyond the science community into applications that manage the Nation’s resources or that can improve the socioeconomic condition and quality of life of our citizens.  The Applied Science and Technology Project Office, ASTPO, mission is to demonstrate the utility of NASA Earth science data, models, tools, and techniques, and to transfer the results of NASA’s Earth science research projects from the laboratory into the real world.  In order to provide for the widest dissemination and value of these data, NASA in cooperation with other federal agencies, state and local governments, and universities, is pursuing the application of these data to the Gulf of Mexico (GOM). In particular, NASA will transition its research results to help resolve societal issues of importance to the state-led Gulf of Mexico Alliance (GOMA) and its Governor’s Action Plan.  By forming partnerships to develop tools and demonstrate techniques, ASTPO shows how NASA’s Earth science assets can address societal issues. Assessing the impacts of climate, in particular climate change and variability, on the GOM coastal region is another area that ASTPO plans to work.

C.2.5.1 Existing Program Content
ASTPO is currently focused on addressing the issues facing the Gulf of Mexico by using remote sensing to investigate and monitor oceanographic and coastal processes, such as water quality, regional sediment management, wetland restoration, water quality and nutrient monitoring for assessment of ecosystem health.

The contractor shall:

· Focus on GOM and Gulf of Mexico Alliance (GOMA) priority issues

· Much more emphasis on using remote sensing to investigate oceanographic and coastal (interface between land and sea) processes and less emphasis on traditional LULC and GIS

· Flexible workforce that can adopt/bring on new skills as required to meet program needs

· Be cognizant of priority issues affecting the Gulf of Mexico 

· Identify opportunities to use NASA Earth science assets to address these issues

· Create partnerships with local, state and/or federal organizations interested in these issues

· Develop concepts that use NASA Earth science assets, and other sources of data as necessary, to address GOM issues

· Conduct feasibility studies to evaluate the feasibility of the concepts, identify gaps, etc.

· Write proposals to acquire funding to implement pilot projects based on concepts

· Conduct pilot projects (meet milestones and provide deliverables on time and on budget)

· Document the results

· Work with partners and end-users to attempt to transfer these new capabilities to an operational organization

· Attend conferences and workshops as requested

· Maintain and enhance COAST (Coastal Online Analysis and Synthesis Tool) www.coastal.ssc.nasa.gov
C.2.5.2 Infrastructure & Capability
In support of its programmatic work, ASTPO hosts assets that enable it to conduct and evaluate feasibility studies and pilot projects.  ASTPO also hosts the tools that are necessary to develop and maintain state-of-the-art visualization and analysis tools, such as:  

The following software packages are maintained annually:

· MATLAB

· Data processing, analysis, and display

· ENVI/IDL

· ENVI is a remote-sensing software package and IDL is the associated programming software

· ERDAS IMAGINE and LEICA PHOTOGRAMMETRY SUITE (LPS)

· Raster graphics editor and remote sensing application

· ArcGIS software

· Geographic information system software

· Symantec Anti-Virus
· Virus protection

· Veritas NetBackup

–        Server backup

· ASM Software

–        Archive Manager

 
The following software packages are used and updated as needed:

Image Processing:

· Global Mapper (just received permission to purchase for COAST project)

· XTools Pro (ArcGIS extension)

· Cubist and See5 (image classification tools)

Database Server:
· Microsoft SQL Server

C.2.5.2.1 IT Capability
· High Bandwidth Networks (OC-12 or greater) 

· Hierarchical Storage Environment 

· Storage Area Network (SAN) 

C.2.5.3 Future Program Content Potential  

ASTPO seeks to expand its current business base.  Potential new business that is a logical extension of current capability is assessing the impacts of climate, in particular climate change and variability, on the GOM coastal region.  The contractor shall provide support in developing opportunities in scientific research, remote sensing and resource management, in the areas of climate change variability and sea level rise.  

C.2.5.4 Functional Requirements 

C.2.5.4.1 Science and Technical

The contractor shall provide a flexible skill mix of senior professionals, technical resources and/or access to technical skills and resources required to support ASTPO program requirements in earth science, scientific/technical computation, and physical sciences. 

· Provide remote-sensing oceanographic and coastal science expertise

· Processing passive and active instrument data for air, oceans and land features 

· Laboratory analysis of grab samples from air, oceans and land

· Provide, as needed, skill mix expertise to support participation in domestic and 

· international government earth observations working groups and organizations 

· Assist in formulation of proposals, policy and position papers 

· Participate fully in NASA science and technology forums for existing, in planning 

and long term future missions 

· Support the acquisition of airborne and insitu (on location) data, including ground 

team support 

· Provide visualization capabilities for data analysis and development of highly 

accurate ecosystems models 

· Publish peer-reviewed journal articles 

C.2.5.4.2 Project and Task Management

The contractor shall support the following ASTPO program requirements:

· Provide project management support for the continuous assessment of ASTPO’s projects including task performance, budget performance and risk management 

· Generate project reports and provide significant results, project outputs and 

outcomes important to the projects’ original focus 

· Provide project updates as required to ASTPO management through scheduled and ad-hoc reviews. 

C.2.5.4.3 Communicate Knowledge 

As needed, the contractor shall provide:

· Graphics resources for supporting scientific and technical publications, 

· Creation of conference exhibits and displays

· Creation of presentation products, and 

· Website development and maintenance, including internal and external access

· Visualization capabilities for data rendering

C.2.5.4.4 Infrastructure Administration 

The contractor shall provide technical resources to manage and maintain ASTPO core infrastructure supporting ASTPO program requirements including: 

· Implement ASTPO ISO 9001 and 14000 documentation, audit and SOP creation 

· Operate, maintain ASTPO-unique IT systems that include Unix, Windows Domain, system security, hardware and software maintenance contracts 

· Provide system security, hardware and software maintenance upgrades as necessary

C.2.6 IT, SCIENCE, ENGINEERING, TECHNOLOGY TRAINING AND EDUCATION

The contractor shall support NASA formal and informal educational programs and initiatives at NASA SSC with IT, science, engineering, and computational resources and technology. Most of the effort shall be on formal education programs involving kindergarten through postdoctoral educational institutions and participants, with a larger focus on Higher Education level programs. Some of the effort shall be on informal education programs involving the NASA SSC Science Education Center and other informal educational institutions with which NASA SSC collaborates (e.g., planetariums, 

other science centers, museums). Some of the tasks shall be carried out as part of the normal duties of the contractor staff; other tasks shall be on an “as required” basis and described in Stennis Work Requests (SWRs) accordingly. The contractor shall support the following types of requirements: 

· Review of applications and reports by individuals from educational institutions for various educational programs using IT, science, engineering, and technical computation content expertise resident in the contractor

· Mentoring of visiting students and faculty/teachers to various degrees during their residence at NASA SSC in educational programs that may last from a few hours (e.g., high school shadowing programs) to summer periods (e.g., 10-week summer college-level interns) through to multi-year time frames (e.g., postdoctoral researchers)

· Support access to and content area advice about various IT resources associated with our scientific, engineering and technical mission areas (e.g., earth science image processing and geographic information system software, mathematical modeling software and associated hardware infrastructure) 

C.2.7 Project Integration Office

The Project Integration Office (PIO) seeks to expand its current business base.  PIO currently supports the Department of Homeland Security in plume modeling research, the US Forest Service in agriculture and forest monitoring and disaster management/ mitigation.   Potential new business that is a logical extension of current capability is in direct and indirect support of NASA’s new exploratory mission to the moon and beyond. The contractor shall provide support in developing opportunities in scientific research, remote sensing and product characterization, resource management, standardized vector and raster data records management, and public outreach. Opportunities developed may also include other federal agency solicitations. 
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