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Representative Task Order # 1

Title: Enterprise Service Call Center

Location(s):  Off-site for Tier 1, and On-site for Tier 2 and Tier 3 support services (Currently, GSFC Building 12, Room E132)
Period of Performance:  04/01/2009 – 3/31/2011
Task Background:  

GSFC’s Information Technology and Communications Directorate (ITCD, Code 700) supports the Agency programs and provides business services to the center’s institutional and mission communities.  ITCD has a division that is responsible for IT support services including traditional support center operations.  These operations include application software anomalies, password resets, virtual private network issues, and WAN related issues.  In partnership with Agency, Center, ITCD and other ITCD Contracts, the Contractor will provide services to support the ITCD and Agency Support Centers (Tier 1) with IT problem resolution in order to enable customers fulfill their respective mission.  ITCD supports a Goddard workforce that is mobile and geographically distributed across the world. 
Task Requirements: 

The contractor shall perform all activities related to running a service support center (i.e., incidents management, problem management and request fulfillment) to maximize the availability of services and systems to support the Goddard workforce.  The contractor shall establish a 24x7x365
 Tier 1 Service Call Center to perform incident management, standard request fulfillment, and communications of IT services under this task.  Tier 1 Service Call Center shall answer 90% of calls within 60 seconds and 100% of calls within 120 seconds; abandoned calls shall be less than 3%; and first call resolution at least 65%.  Voicemail average speed of response shall be less than 60 minutes.  E-mail or Remedy web interface submissions average speed of response shall be less than 120 minutes.  Average speed of response shall be calculated as the total response time (in minutes) divided by total number of appropriate tickets.

The contractor shall provide User Notification (e-mail, web-site and voice) of applicable IT Service for schedules and unplanned service outages, and return to service status prior to restore. In the case of an emergent requirement to shut down a service, notification should be given prior to the shut down.  
The contractor shall establish and maintain a contractor provided Remedy IT Service Management Service Desk and Knowledge Management. 
The Tier 1 Service Call Center shall enter all incidents, request for service change (standard or new requests) and forward to Tier 2 support when the knowledge and known error database cannot solve the incident.  The Tier 1 Service Call Center will receive approximately 5000 calls per week.  The contractor shall integrate the Remedy system with necessary Agency and Center IT systems to eliminate duplication of data (e.g., Agency Enterprise LDAP).  The Tier 1 Service Call Center is located off-site.
Provide Tier 2 support that provides proactive and reactive incident management where known-errors and workarounds do not exist (quantity starts at 1000 per week but will decrease with time), forward problem management (quantity 200) to Tier 3 support, and the development of new known-errors and the associated work-arounds for delivery to Knowledge Database.  The Tier 2 support shall be available 6am to 6pm Monday-Friday.  The Tier 2 service will work closely with IT service owner return the user to service as soon as possible and fully document activities that will support Tier 3 support activities (process changes, metrics, change request to services, etc).  Tier 2 support shall be on-site.
Tier 3 support provides problem management to reduce the number and severity of incidents and problems on the business, and report it in documentation to be available for the first-line and second line of the help desk. The proactive process identifies and resolves problems before incidents occur. Tier 3 support provides monthly metrics against established service level agreements services as defined by the IT Service Owner along with Trend analysis of incidents, problem, and request fulfillments.  Tier 3 support identified efficiencies and innovations to improve service delivery, customer satisfaction and cost savings.  Tier 3 support will provide IT service delivery status, including incident/problem/request fulfillment statistics, new service requests to ITCD Customer Relationship Managers and Service Owners.  Tier 3 support shall establish customer satisfaction survey(s) to assess the performance of Tier 1 and Tier 2 support. The survey performance level shall be 85% satisfaction rating of a survey sent to random sampling of users with at least 50% having tickets in the last 6 months.  Tier 3 support shall be on-site.
The contractor shall establish 
and maintain a government provided Service Catalog COTS Software (newScale Service Catalog Express with the following modules newScale MyServices, newScale Service Manager, newScale Service Designer, newScale Standard Reports and newScale Service Request LibrariesTM).  and work closely with service owners to effectively maintain all ITCD IT services and establish approved new services through the Service Catalog.  The contractor shall identify IT services that can become self-service through the Service Catalog.  The contractor shall report Service Catalog status monthly to the ITCD Desktop Services Configuration Control Board (DSCCB).  The DSCCB Board shall authorize all new service offering to the Service Catalog.
The contractor shall document and maintain all processes, procedures, policies and other documentation to support all services provided by the Information Technology and Communication Directorate (ITCD) in accordance with Center Document Management System (http://gdms.gsfc.nasa.gov) and approved by the DSCCB, implementation of Agency IT Initiatives and select Center IT services not owned by the ITCD.   The Contractor shall provide access to authorized Government personnel to perform ad hoc reporting in Remedy and newScale systems.
Deliverables:

	No.
	Product or Service
	Performance Standard

	1.
	Service Call Center Management Plan
	Document Service Center processes, procedures, OLAs, SLAs, and relationships between tasks within this contract and with other ITCD and Agency IT Service providers necessary to optimize customer’s return to service or service request fulfillment.  Describe methodologies, processes, and procedures for incident escalation between Tier 1, Tier 2 and Tier 3 service support. While some Tier 2 and Tier 3 IT services are provided by other organizations, the contractor is still responsible for defining and establishing clear and seamless interfaces.

	2.
	Work Breakdown Structure
	Provide work products necessary to accomplish the project.  The WBS shall be defined to 3 levels

	3.
	Concept of Operations
	Outline roles, responsibilities, and agreements with support providers.  Description of the operational and support environment, including details of the customer relationship management, for normal and contingency operations.  The ConOps also describes maintenance, configuration management, security, logistics, training, and other support functions, such as service desk activities and integration with other service areas.  

Manage operations toward process improvement, cost reductions and with the highest degree of customer satisfaction.



	4.
	IT  Service Delivery Status Report
	Generate Monthly status report for Incident, Problems, Request Fulfillment, and new service request against the applicable service level agreements (SLA) to Customer Relationship Managers and Service Owners.

	5.
	Customer Satisfaction Metrics
	Provide collection methods and tools to support and calculation algorithms used to derive customer satisfaction metrics in accordance with service level agreements.

	6.
	Service Catalog
	Provide all ITCD and Center ITCD Services that establish service definitions, set service level expectations, and market services to internal customers, including defining standard service requests.  Catalog will clearly define roadmap for provisioning services and interdependencies with other tasks (deployment and release) and Agency IT Initiatives.

	7.
	Documentation, Training and Logistics Plan
	Provide documentation needed for the operation of the help desk, the training required (including training methodology) and on-going data maintenance and user support plans.  Also, status of certifications of help desk personnel.

	8. 
	Customer Outreach and Communication Plan
	Provide communication program to ensure customer understanding of services, service changes and outage/maintenance schedules to minimize impact to customers.

	9.
	Status Reviews, Progress Reports and Metrics
	Attend weekly and monthly meetings and reviews covering cost, technical accomplishments, status of deliverables and quantitative description of overall progress, risks/problems and possible corrective actions, and projected work activities for following month.

Provide weekly metrics and statistics from Remedy tracking data to customer relationship managers and service owner.

Submit a weekly and monthly report to the Task Monitor summarizing status information representative of the overall operation of the help desk including systems/service improvement plans.




For purposes of this RTO, the contractor has been given the noted software with no services developed.  The contractor shall establish and maintain the service catalog including any processes and procedures needed to enter, change, or delete services in the catalog.  

Representative Task Order # 2

Title: Enterprise Patch Management

Location(s):  GSFC Building 18, Room 110 
Period of Performance:  04/1/2011 – 3/31/2012 

Task Background:  

The goal of NASA’s Agency Security Update Service (ASUS) is to develop methodologies to distribute security patches and promote a standard assessment process for patch management for the Agency. Effective patch management significantly lowers NASA's threat posture and exposure to vulnerabilities while allowing efficient utilization of computing resources.  The purpose of this task is to implement these methodologies through the effective Patchlink (PL) server operations and application maintenance, direct support of the GSFC information security personnel and Information Technology and Communications Directorate (ITCD) information technology customers in the application and use of the PL Product, and to provide technical expertise, guidance and leadership for Patchlink product application at the Goddard Space Flight Center (GSFC).  

Task Requirements: 

The contractor shall perform all systems engineering, project management, planning, integration, testing, configuration/change management, customer relations and support desk services (i.e., incidents management, problem management and request fulfillment) to successfully operate  information system patch management capability (e.g., Patchlink product) and contribute to the tactical and strategic application of the Patchlink patch management capability at GSFC.  The contractor shall keep a log and be prepared to report all Patchlink activities that result from customer requests for assistance monthly.  Sources
 of these requests may be Help Desk tickets, phone calls, emails, and conversations.  The report should include date, description of issue, resolution, and ticket number, if available.  Requests for Patchlink help average less than five per week.  The contractor shall perform Patchlink (PL) server operations and application maintenance for the six Patchlink servers in service at GSFC.  Monitor system performance daily and troubleshoot any system failures or errors.  Perform routine system maintenance and upgrades on servers as appropriate for peak security and performance.  Security and performance patches are often required weekly.  The Contractor shall coordinate Patch Management activities with the GSFC Desktop Service Contractor ODIN and GSFC non-ODIN organizations managing desktop systems to ensure consistent approaches and results are achieved.  GSFC performs patch management on 11,500 hosts via Patchlink.  Perform account maintenance on Patchlink servers to detect and remediate instances of inactive and/or offline PatchLink agents monthly.   Notify GSFC information security personnel about systems containing inactive and/or off-line and out of date Patchlink agents via the Information Security Services Wiki website monthly.  Work directly with information security personnel to remediate systems containing inactive and/or off-line Patchlink agents continuously.  Manage PatchLink group memberships and user account permissions continuously.  Identify user accounts that should be deleted and report them to the Task Monitor monthly.  Create, modify, and delete accounts and roles as needed.  Remediate customer connection issues, account logon errors, password resets, and any other issues as they occur.  ITCD has 180 account customers using Patchlink servers.  Maintain customer (desktop/laptop) application updates (patches) on the Patchlink servers in lock-step with the NASA ASUS Project Office updates (patches) and in accordance with ASUS project direction.  Desktop/laptop application patches are released episodically and can average 100 or more per year.  Additionally, be fully cognizant of the status of application manufacturer’s updates (patches), understand the status of NASA ASUS project plans and schedules for release of updates (patches) and post this information on the Information Security Services Wiki website weekly.  Also, provide telephone support to the information security community on update (patch) delivery status and schedule routinely.  Directly support and substantively contribute to updating the Patchlink portions of the OAIT IT System Security Plan annually.  Keep the Patchlink systems in full compliance with security plan requirements, including annual testing of the provisions of the contingency plan and the annual test and assessment of security plan controls.
The contractor shall document and maintain all processes, procedures, policies and other documentation as required throughout the service lifecycle. Changes in the Patchlink program, directed by the Agency or GSFC, will require the contractor to provide flexible plans and an agile response to support the program.  The contractor shall remain fully cognizant of Agency and GSFC patch management program changes and self directing in responding to those changes and in keeping GSFC patch management operations fully compliant with Federal, Agency and GSFC policy at all times. The contractor shall fully support bi-monthly PatchLink coordination meetings among GSFC information security practitioners to discuss PatchLink implementation, technical issues and solutions, accept and complete action items from the PatchLink Technical Working Group. Action items, typically requiring the generation of a report of data or metrics compiled from Patchlink servers, average two per week.

Deliverables:

	No.
	Product or Service
	Performance Standard

	1.
	Project Management Plan
	Provide management activities necessary to accomplish the project.  

	2.
	Work Breakdown Structure
	Provide work products necessary to accomplish the project.  The WBS shall include separate Level 2 elements for Project Management, System Engineering, Operations preparation, and one for each subsystem.

	3.
	Concept of Operations
	Project roles and responsibilities and agreements with support providers are defined.  The operational and support environment is described, including details of the customer relationship management for normal and contingency operations and relationships with other NASA organizations.  The ConOps also describes maintenance, configuration management, security, logistics, training, and other patch management support functions, such as service support desk integration and service catalog maintenance.  

Discuss PatchLink implementation, technical issues and solutions.

	4.
	Systems Engineering Management Plan
	Provide a systems engineering approach, including organizational responsibilities, engineering management structure, and configuration control.

	5.
	Requirements Management Plan
	Provide methods and tools used to decompose requirements, manage requirements, waivers and deviations and track requirement verification.



	6.
	Documentation, Training and Logistics Plan
	Provide documentation needed for the operation of the PL, the training required (including training methodology) and on-going data maintenance and user support plans. Also, provide status of training and certification of enterprise patch management staff.

	7.
	Status Reviews, Progress Reports and Metrics
	Support Weekly and monthly meetings and reviews covering cost, technical accomplishments, status of deliverables and quantitative description of overall progress, risks/problems and identify corrective actions, and projected work activities for following month.

Provide metrics and statistics from PatchLink data  within 3 business days of request (estimate 5/month)

Attend NASA ASUS Project Office teleconferences and report the proceedings in writing to the Task Monitor. Fully support periodic PatchLink coordination meetings among GSFC information security practitioners.  

Submit a weekly and monthly report to the Task Monitor of PL agents allocated to GSFC, installed/responsive PL agents, installed/non-responsive PL agents, and PL agents unresponsive for more than 120 days or other period of time.

Submit a weekly and monthly report to the Task Monitor, and post the report data to the Information Security Services Wiki website, reporting GSFC hosts without active PL agents with sufficient identifying information that information security personnel may remediate deficient hosts.

Assure necessary PL server operations so as to provide Agency required patch status reports per (ITS-SOP-0012) monthly.  Currently, report data is electronically transferred to the ASUS project office at NASA KSC.

Submit a weekly and monthly report to the Task Monitor summarizing status information representative of the overall operation of Enterprise Patch Management including systems/service improvement plans.




Specification:

ITS-SOP-0012

GID 2810.1

ASUS  PL Strategic Use 

Representative Tax Order:  RTO #3

Task Title:  Data Center Services

Location(s):  To be proposed by Offeror (Currently Buildings 1 and 18, GSFC, onsite)

Period of Performance:  04/1/2012 – 3/31/2013
Task Background:  Goddard Space Flight Center’s Information Technology and Communications Directorate (ITCD) provides centralized Data Center services which focus on infrastructure systems supporting office automation and collaborative services under the classification of Data Center Services.  The purpose of this Data Center Services task is to provide Center IT Back Office products, services and procedures in a manner which increases centralization, standardization and integration with evolving centralized and standardized Center and Agency services technical standards and enterprise architecture associated with Data Center Services align with NASA Agency/Center CIO and Federal directives.

The purpose of this task order is to provide support for current Data Center services, transition of key services to new Agency services and/or consolidation of similar services duplicated within the Center by other GSFC organizations, and the implementation of new services.  Further the Data Center hosts a variety of applications and sites of varying complexity for organizations across GSFC.  Maintenance of these applications requires maximum operational availability as detailed in the deliverables section of this RTO.  Certain Center services may be decommissioned after transition to Agency centralized services.

The contractor shall perform all activities related to operating a data center (i.e., incidents management, problem management and service request fulfillment) to maximize the availability of services and systems to support the Goddard workforce.  

Specific Data Center services include but are not limited to:  email, mailing lists, legacy email address relay, SMTP, anti-spam and anti-virus, backup services, directory services such as X.500 and ERS, and file exchange (internal and external).

Task Requirement:  The offeror shall document in a Plan of Operations the processes and steps which would be employed to operate and maintain the ITCD Data Center in accordance with the detailed requirements set forth below.
Specific Requirements:

Operations:

The Data Center shall be available and fully operational no less than 95% of standard operating hours.  Several applications/services shall be available and fully operational no less that 99.99% and are identified in existing SLAs
. To the extent possible downtime required for maintenance shall minimized and scheduled outside of regular operating hours.  The contractor shall provide User Notification of applicable IT Service for unplanned service outages, and return to service status prior to restore. In the case of an emergency requirement to shut down a service, notification should be given prior to the shut down.  
Customer Metrics

The offeror shall report monthly on customer satisfaction with the data center services.  Customer satisfaction results shall be based on a random survey sent to a random sampling of users with at least 50% having tickets within the last six months.  The minimum survey performance level shall be an 85% satisfaction rating.
Virtualization

As a requirement of this contract the offeror shall propose a plan for the conversion of the current data center environment (Approximately 120 servers and 260 applications) into a virtualized model.  Operation of this model may be on or offsite but shall conform to the same operational reliability standards listed above (i.e., 95% availability within standard hours of operation).  Any proposed virtualization model should be based on concepts which consistently control and minimize costs and shall conform to existing ITCD Configuration Management and Change Control procedures.

Response Time

Requests for service vary in scope and time from applications hosting requirements to the procurement and setup of new servers.  Initial response and acknowledgement for application hosting requests shall occur within seventy two (72) hours of receipt, with full resolution within ten (10) working days of receipt.  Requests for setup of new servers, exclusive of acquisition time, shall be acknowledged within seventy two (72) hours of receipt with full resolution, exclusive of acquisition time, within ten (10) working days of receipt of requisite hardware. 

Inventory

The offeror shall conduct periodic inventories both of hardware and software required for the continued operation of the data center.  As a minimum, inventories shall be done biannually starting on the date of contract award and shall provide as a minimum:

Physical count and location of all hardware and peripherals maintained within the data center operations, including manufacturer, model, date of acquisition and acquisition cost

Physical count and location of all software licenses required in the operation of the data center, including name, device on which the software is installed, anniversary date of license and cost

Included in each periodic inventory report, the offeror shall provide a schedule of which software license will require renewal within the next six  (6) month period along with an aging schedule showing  hardware/peripherals which will require replacement or upgrade within the next twelve (12) months following the inventory report date.

In addition to the periodic inventory report requirements detailed above, the offeror shall also provide, within the same time frame, an inventory of all GSFC SMTP services and specific support functions per Agency CIO requirements.

Help Desk

The offeror shall provide second level help desk support for data center customers, both internal to GSFC and external, to be integrated with the ITCD help desk support detailed in RTO 1 of this solicitation. The Tier 2 support shall be available 6am to 6pm Monday-Friday.

Deliverables:

	No.
	Product or Service
	Performance Standard

	1
	Operations support for hosted applications (~260 apps total)
	Maintain operational capability not less than 95%, within standard operating hours

	2
	Transition current operational environment into a virtualized mode (~120 of the ~158 current servers in operation)
	Within 6 months of task initiation, complete the migration from current state into a virtualized state.

	3
	Hosting/Support Requests
	Initial response to hosting/support requests within 72 hours of receipt; resolution/estimation of required resources within five (5) working days of receipt.  Full resolution within ten (10) working days.


	4
	Monthly Operations Report
	Within ten (10) days of prior monthly closeout, provide reporting to include requests received/completed/pending, summary of any operations issues encountered and statistics showing the percentage of available operating time for which the data center was available.

	5
	Virtualized Operation of Data Center
	Develop, plan and implement a conversion of the present Data Center operations in buildings 1 and 18 to a virtualized methodology.  Operations may be on or off site, consolidated or distributed.


All other reference services are in place to support this task. 

Representative Task Order:   RTO #4

Task Title:  Application Development and Sustaining Engineering

Location(s):  To be proposed by Contractor (Currently, GSFC Buildings 18 & 25)
Period of Performance:  4/01/2013 – 03/31/2014
Task Background:  GSFC’s ITCD (Code 700) supports the Agency’s programs and provides business information services to GSFC’s institutional and mission communities.  ITCD has a division that is responsible for establishing and promoting standard project management processes, managing IT-related projects, and providing business application development and sustainment services to GSFC customers.  

The purpose of this task order is to provide application development and sustaining engineering support for current applications as well as new applications.  The Contractor shall provide application development services that include the full range of application lifecycle activities as defined in the Task Requirements section. 
Task Requirement:  The Contractor shall provide support for software applications development and sustaining engineering services for business information systems.  The Contractor shall provide the full range of application lifecycle management activities for application development and sustaining engineering, to include performing systems requirements analysis, design, coding, testing, integrating, validation, and verification of software programs. This work may include the development of an application’s architecture through data conversion, sustaining engineering, maintenance, and network and distributed server support. The contractor shall plan for 10 new application development efforts ranging in complexity similar to those found in the GUEST Library and the decommissioning of 5 existing applications
. The contractor shall establish and maintain an Application Portfolio which current holds approximately 200 web-based applications (static and dynamic).  The contractor shall provide standard change request (i.e., account management, password reset, etc.) to the Enterprise Support Center for request fulfillment.  The Contractor shall provide highly skilled and trained personnel to use the appropriate modern tools and Internet/Web development strategies for software development.  The Contractor shall provide the technology support necessary to fulfill business information infrastructure system requirements for the NASA scientists, engineers, programs, projects, and business communities at Greenbelt ,Wallops, White Sands Complex, Goddard Institute for Space Studies (GISS), NASA Independent Validation and Verification (IV&V) Facility.  Support of these remote facilities will not require the Contractor to provide off-site facilities. However, the contractor may wish to leverage the use of these facilities to supply cost effective services in this contract. The Contractor shall meet ITCD, GSFC, NASA, and Federal software standards.
Deliverables:

	No.
	Product or Service
	Performance Standard

	1.
	Project Management Plan
	Provide management activities necessary to accomplish the project including organizational structure, role and responsibilities, and the relations between tasks (Organizational Level Agreement – OLAs)

Ensure alignment with Agency’s Application Portfolio Management initiative. 

	2.
	Work Breakdown Structure
	Provide work products necessary to accomplish the project.  The WBS shall include separate Level 2 elements for Project Management, System Engineering, Operations preparation, and one for each subsystem.

Provide fee-for-service model and plan for chargeback to application owners for full lifecycle costs of the application.

	3.
	Concept of Operations
	Outline roles, responsibilities, and agreements with support providers.  Description of the operational and support environment, including details of the customers relationship management, for normal and contingency development and operations.  The ConOps also describes maintenance, configuration management, security, logistics, training, and other support functions, such as service support desk integration and  service catalog maintenance.

	4.
	Systems Engineering Management Plan
	Provide systems engineering approach, including organizational responsibilities, engineering management structure and configuration control including compliance with Federal and Agency standards such as Section 508, NASA Standard 2804 and 2805(http://standards.nasa.gov), Privacy Act of 1974, NASA Systems Engineering Processes and Requirements (NPR 7123), NASA Software Engineering Requirements, NASA Information Technology and Institutional Infrastructure Program and Project Management Requirements

(NPR 7120.7), 

	5.
	Requirements Management Plan
	Provide methods and tools used to decompose requirements, manage requirements, waivers and deviations and track requirement verification.

	6.
	Documentation, Training and Logistics Plan
	Provide documentation needed for the operation of the applications, the training required (including training methodology) and on-going data maintenance and user support plans. Also, provide status of training and certification of application development staff.

	7.
	Status Reviews, Progress Reports and Metrics
	Hold a weekly meeting and reviews covering cost, technical accomplishments, status of deliverables and quantitative description of overall progress, risks/problems and possible corrective actions, and projected work activities for following month.

Provide metrics and statistics for the areas of availability management, service level management, problem management, and application inventory in a monthly report to the task monitor.  

Attended periodic Agency Application Portfolio initiative teleconferences (8/year) and report the proceedings in writing to the GSFC Application Portfolio Manager.

Submit a weekly and monthly report to the Task Monitor summarizing status information representative of the overall operation of application development and sustaining engineering including systems/service improvement plans.

Customer feedback plan to ensure sound customer relationships and customer satisfaction for customer viewing. Provide customer satisfaction metrics every 6 months. 
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