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Clarification – For Question 22 in the September 25, 2008 Questions and Response posting, the intent of the Government’s response was to indicate that any subcontractor rates included in Attachment C shall be fully loaded, which would include profit if it is proposed.
Questions and Responses

1) In reviewing documentation the government has posted to the NASA GUEST document library we were able to identify 69 servers in your inventory. You state in the RTO #3 that you have 158 servers of which 120 are available for consolidation. Why does the server inventory information in the GUEST library reflect less than one-half of the number of servers identified in RTO #3? Can you identify the actual count and HW/SW configuration for all equipment (including network and peripherals) in scope?"

RESPONSE: 
a.  The RTOs are hypothetical and are representative of the environment in Year 2012. It is anticipated through consolidation efforts on Center that there will be approximately 158 servers in the data center.  Additional servers to be included in Year 2012 are representative of the current data center environment. 

b.  The GUEST library contains data center environment of current servers and software.  

2) Can you provide additional details on the enterprise storage environment? Is there a Storage Area Network (SAN) in scope? What is the make-up of the SAN? What applications are utilizing it and what type of data is being stored on it?
RESPONSE:  NASA GSFC does not have an existing enterprise storage environment. Each Offeror’s technical approach and Performance Work Statement (PWS) will be evaluated in accordance with Sections L and M in the Request For Proposal (RFP).
3) In terms of Disaster Recover (DR), what applications are in scope and how much of the infrastructure does that represent? For those in-scope applications, what are the Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO)? Are there documented business risk assessments, and are there recovery classifications for applications (i.e., critical, noncritical).
RESPONSE:  Lists of applications are in the library.  Service Availability needs to be available 24x7x365.  The Government will evaluate the technical approach and PWS proposed by Offerors to meet the stated objectives in accordance with Sections L and M in the RFP.
4) There is no assessment data (internal or external assessments, IG, GAO, etc.) available on the Internet or library since 2001. Can we get access to this information in order to structure our security response? This places the incumbents at a substantial advantage since they have access to the weaknesses to structure their security solutions. We could supply personnel with National security clearances to review the information, if necessary.
RESPONSE:  Offerors are not expected to address any or define any security weaknesses in their proposal that they have not been advised of in the RFP.  Offerors shall provide technical approaches that comply with Federal and Agency IT security requirements and aligned with Industry Best Practices.
5) Can you please provide more definition or examples of the envisioned systems and applications referenced in SOO 6.7 and 6.8.2?
RESPONSE:  The objective reflected in Section 6.7 has been deleted by RFP Amendment #3.  This section is now labeled as “reserved”.  The Section 6.8.2 objective reflects implementing new or modernizing existing IT services, systems, and applications associated with meeting the objective of Section 6.8 Server and System Administration, to ensure alignment of Center and Agency IT Governance decisions and Enterprise Architecture requirements.
Patch Management 


6) Are we required to handle archival of systems configuration at closing of the project?

RESPONSE: The Offerors technical approach to Patch Management will be evaluated by the Government in accordance with Sections L and M in the RFP. All IT Projects  managed at NASA shall meet the project lifecycle development requirements as specified in NPR 7120.7
7)  What is the network architecture (firewall, network segments, WAN speeds, number of AD domains)?

RESPONSE:  The network architecture is out of scope of the GUEST RFP. Offerors are responsible for managing a single Active Directory Domain on a single administrative network protected by a firewall at the perimeter. WAN speeds and connections are managed at the Agency level and not the Center. 
8) Test and validation labs/systems  - will each project have facilities or a centrally managed shared facility?

RESPONSE:  The Offeror may propose their approach for test and validation labs/systems for Patch Management. Offerors will be evaluated by the Government in accordance with Sections L and M in the RFP.
9) Is a roll back capability/plan/process required?

RESPONSE:  Each Offeror’s technical approach and/or PWS will be evaluated in accordance with Sections L and M in the RFP.
10) What tool will be used with the help desk to gain remote access for support?

RESPONSE:  The Offeror may propose any tools that are necessary to meet the objectives of the SOO.
11) What is used to report new systems coming on-line?

RESPONSE:  NASA follows a standard for Program and Project Development defined in NPR 7120.7.  There are a series of reviews that are conducted before a new system is ready for operations.
12) Will this system be expected to handle “system upgrades” OS’s Major releases of Office?

RESPONSE:  The Offeror should be careful not to confuse operating system software (MS Windows 2003/7) and desktop application software (MS Office).  Patch Management is expected to upgrade all approved patches.  The Offeror’s Technical Approach and Performance Work Statement (PWS) will be evaluated in accordance with Sections L and M in the RFP.
13) Has the Patchlink agent be certified by security?
a. If not do we have to go through the certification process?

RESPONSE:  Yes.  Patchlink agent has been certified and accredited through the Agency’s IT Security certification and accreditation program.  Current Agency requirements only use Patchlink for Patch Management reporting.
14) Will the Contractor have to support laptops and “Home Offices”?

RESPONSE:  The contractor will provide PatchLink support to all government owned or leased computers running the Patchlink Agent. The government is not required to install or support PatchLink for “Home Offices” – those employees using personally-owned system to perform Government work
15) How many system baselines will be supported (i.e., XP 32bit, XP 64 bit, VISTA 32 bit, VISTA 64 bit, 2003 Serve)?

At this point in time below are the following approved PatchLink Agents

1) 6.4.378 Windows (PRE-VISTA) Agent  


2) 6.4.378 Windows (PRE-VISTA) x64 Agent

3) 6.4.378 Windows Vista Agent

4) 6.4.378 Windows Vista x64 Agent

5) 6.4.378 Windows Domain Controller Agent

6) 6.4.185 Linux/Unix/Mac Agent, command line installer

7) 6.4.185 Mac Agent, GUI installer, MAC only

 The Agency is constantly revising the baseline to support additional computing platforms. 
16) Is there a requirement to patch based on hardware manufacture (manufacture’s OEM OS releases can have as many as 300 files customized for their systems )?  
RESPONSE:  Each Offeror’s technical approach and/or PWS will be evaluated in accordance with Sections L and M in the RFP.
17) What is the patch SLA, how long before patches must be released?

RESPONSE:  This may be an element of an Offeror’s technical approach and/or PWS, and as such will be evaluated in accordance with Sections L and M in the RFP.
18) What is the total number of systems with wavers and their OS’s?

RESPONSE:  Currently, there are no NASA Office of Chief Information Officer (OCIO) approved waivers.  All relevant available information about systems, waivers, and operating systems processes are provided in the GUEST library.
19) What does the waver release?

RESPONSE:  See responses to Question #18.
20) Does the Patch management team have to develop a manual process, test and perform this process?

RESPONSE:  The Government expects the Offeror to propose the process.
21) How will classified systems be patched?

RESPONSE:  Classified systems are not a part of the RFP.
22) What options are available to deploy Patch Link agent who will handle deployment issues firewalls, missing patches required for the agent anti-virus changes?

RESPONSE:  All Offeror’s technical approach and Performance Work Statement (PWS) will be evaluated in accordance with Sections L and M in the RFP.
 Vulnerability Scanning – 

23) What types of systems and applications would we be scanning? I’m not familiar with the environment. 

RESPONSE:  The computing environment at GSFC consists of approximately 11,000 nodes of varying operating systems ranging from Windows, Unix, and Mac on varying hardware platforms ranging from laptops, desktops, and servers.
24)  What are the Agency mandated vulnerability scanning tools? 

RESPONSE:  The Agency has mandated Foundstone as the official vulnerability scanning tool.

25) Can you point me to a document that discusses what the GSFC and ITCD reporting requirements are? 
RESPONSE: See GUEST Library section 5.2 Document called ISSP_Quarterly_Scanning process.
26) The answer to Question No. 33 indicates that there is no distinction between SOO objectives in Section 6.1.3 versus those in Section 6.8. No further clarification was provided. If there is no distinction between the objectives why are they repeated? Is there a distinction between the customers served by these two sections of objectives? Is a corresponding section for each desired in the PWS? There is at least one additional pairing of SOO sections that appear to be redundant, specifically, 6.7 and 6.8.2. If there is a distinction that rests principally in the anticipated customer organization between sections of the SOO that otherwise appears to be very similar, it would be helpful to know the target organizations.

RESPONSE: Section 6.1.3 in the Statement of Objectives is a subset of Section 6.1, which is focused on center-wide customer support services.  The objective reflected in Section 6.7 has been deleted.  This section is now labeled as “reserved”.  The Section 6.8.2 objective reflects implementing new or modernizing existing IT services, systems, and applications associated with meeting the objective of Section 6.8 Server and System Administration, to ensure alignment of Center and Agency IT Governance decisions and Enterprise Architecture requirements. It is the business decision/strategy of the Offeror to propose corresponding sections for each in the PWS.
27) Can we submit the volumes with the date as "October 9, 2008" irrespective of the final due date? Or, are we expected to print all the volumes and all copies again with the date corrected to match the final due date?

RESPONSE: Offerors are not required to re-print proposal Volumes to correct the proposal due date. The Government requires that the proposal validity period begin with the official proposal submission due date as specified in Standard Form 33 of the solicitation. Amendment three (3) will update the proposal due date under Standard Form 33, block 9.
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