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Ares V Phase I Concept Development

Request for Proposal

PART II - CONTRACT CLAUSES

SECTION I - CONTRACT CLAUSES
[ICDE]I. 1
LISTING OF CLAUSES INCORPORATED BY REFERENCE

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request, the Contracting Officer will make their full text available.  Also, the full text of a clause may be accessed electronically at this/these address (es):

FAR Clauses:  http://www.arnet.gov/far/

NASA FAR Supplement clauses:

http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm

MSFC Clauses:  http://ec.msfc.nasa.gov/msfc/msfc_uni.html
I.  FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)

Clause

Number                            
Title                                                    

      Date
52.202-1
Definitions
JUL 2004

52.203-3
Gratuities
APR 1984

52.203-5
Covenant Against Contingent Fees Restrictions
APR 1984

52.203-6
Restrictions on Subcontractor Sales to the Government
SEP 2006

52.203-7
Anti-Kickback Procedures
JUL 1995

52.203-8
Cancellation, Rescission, and Recovery of 
JAN 1997


Funds for Illegal or Improper Activity      



52.203-10
Price or Fee Adjustment for Illegal or Improper
JAN 1997


Activity




52.203-12
Limitation on Payments to Influence Certain
SEP 2007



Federal Transactions

52.203-13
Contractor Code of Business Ethics and Conduct
DEC 2007


52.204-4
Printed or Copied Double-Sided on Recycled Paper
AUG 2000

52.204-7
Central Contractor Registration
JUL 2006

52.204-9
Personal Identity Verification of Contractor Personnel
SEP 2007


52.209-6
Protecting the Government's Interest When 
SEP 2006


Subcontracting with Contractors Debarred, 


Suspended, or Proposed for Debarment

52.211-15
Defense Priority and Allocation Requirements
SEP 1990

52.215-2
Audit and Records-Negotiation
JUN 1999

52.215-8 
Order of Precedence-Uniform Contract Format
OCT 1997

52.215-11
Price Reduction for Defective Cost or Pricing Data-
OCT 1997



Modifications

52.215-13
Subcontractor Cost or Pricing Data-Modifications
OCT 1997

52.215-21
Requirements for Cost or Pricing Data or Information
OCT 1997




Other Than Cost or Pricing Data-Modifications

52.219-8
Utilization of Small Business Concerns
MAY 2004

52.219-9
Small Business Subcontracting Plan
APR 2008

52.219-16
Liquidated Damages-Subcontracting Plan
JAN 1999

52.219-28
Post-Award Small Business Program Representation
JUNE 2007

52.219-23 Alt I
Notice of Price Evaluation Adjustment for Small 
JUNE 2003



Disadvantaged Business Concern

52.222-1
Notice to the Government of Labor Disputes
FEB 1997

52.222-3
Convict Labor
JUN 2003

            52.222-21
Prohibition of Segregated Facilities
FEB 1999

52.222-26
Equal Opportunity
MAR 2007

52.222-35
Equal Opportunity for Special Disabled Veterans, 
SEPT 2006


      
Veterans of the Vietnam Era, and Other Eligible 



Veterans




52.222-36
Affirmative Action for Workers with Disabilities
JUN 1998

52.222-37
Employment Reports on Special Disabled Veterans,     
SEPT 2006



Veterans of the Vietnam Era, and Other Eligible



Veterans

52.222-50
Combating Trafficking In Persons


   AUG 2007


52.223-6
Drug-Free Workplace                                                

MAY 2001

52.225-13
Restrictions on Certain Foreign Purchases
JUN 2008

52.227-1
Authorization and Consent (Alternate I)                    
APR 1984

52.227-2
Notice of Assistance Regarding Patent
DEC 2007



and Copyright Infringement

52.227-14
Rights in Data-General
DEC 2007


52.229-3
Federal, State, and Local Taxes
APR 2003
52.232-2
Payments Under Fixed Price Research 
APR 1984


and Development Contracts
APR 1984

52.232-9
Limitation on Withholding Of Payments
APR 1984

52.232-17
Interest
OCT 2008

52.232-23
Assignment of Claims
JAN 1986

52.232-25
Prompt Payment
OCT 2008

52.232-34
Payment by Electronic Funds Transfer-Other Than
MAY 1999


Central Contractor Registration

52.233-1
Disputes (Alternate I)
DEC 1991

52.233-3
Protest After Award
AUG 1996

52.233-4
Applicable Law for Breach of Contract Claim
OCT 2004

52.237-3
Continuity of Services
JAN 1991

52.239-1
Privacy or Security Safeguards
AUG 1996

52.242-13
Bankruptcy
JUL 1995

52.243-1
Changes Fixed-Price (Alternate V)
APR 1984

52.243-6
Change Order Accounting
APR 1984

52.244-6                   Subcontracts for Commercial Items                                MAR 2007

52.249-2
Termination for Convenience of the Government
MAY 2004


(Fixed-Price)

52.249-9
Default (Fixed-Price Research and Development)
APR 1984

52.253-1
Computer Generated Forms
JAN 1991

(End of Clause)

II. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18) CLAUSES

Clause

Number        


Title                




      Date
1852.203-70
Display of Inspector General Hotline Posters
JUN 2001
1852.219-74            Use of Rural Area Small Businesses
SEP 1990

1852.223-74            Drug and Alcohol-Free Workforce                                   MAR 1996

1852.227-14            Rights in Data – General (Modifies FAR Clause)

1852.235-70            Center for Aerospace Information
DEC 2006

1852.243-71
Shared Shavings
MAR 1997

(End of Clause)

I.2
52.204-1 APPROVAL OF CONTRACT (DEC 1989) 

This contract is subject to the written approval of the Procurement Officer and shall not be binding until so approved.

(End of clause)

I.3 
52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days of the end of the contract; provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed five (5) years. 

(End of Clause)

I.4
52.222-39 NOTIFICATION OF EMPLOYEE RIGHTS CONCERNING PAYMENT OF UNION DUES OR FEES (DEC 2004)
(a) Definition. As used in this clause- 

"United States" means the 50 States, the District of Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S. Virgin Islands, and Wake Island. 

(b) Except as provided in paragraph (e) of this clause, during the term of this contract, the Contractor shall post a notice, in the form of a poster, informing employees of their rights concerning union membership and payment of union dues and fees, in conspicuous places in and about all its plants and offices, including all places where notices to employees are customarily posted. The notice shall include the following information (except that the information pertaining to National Labor Relations Board shall not be included in notices posted in the plants or offices of carriers subject to the Railway Labor Act, as amended (45 U.S.C. 151-188)). 

Notice to Employees 

Under Federal law, employees cannot be required to join a union or maintain membership in a union in order to retain their jobs. Under certain conditions, the law permits a union and an employer to enter into a union-security agreement requiring employees to pay uniform periodic dues and initiation fees. However, employees who are not union members can object to the use of their payments for certain purposes and can only be required to pay their share of union costs relating to collective bargaining, contract administration, and grievance adjustment. 

If you do not want to pay that portion of dues or fees used to support activities not related to collective bargaining, contract administration, or grievance adjustment, you are entitled to an appropriate reduction in your payment. If you believe that you have been required to pay dues or fees used in part to support activities not related to collective bargaining, contract administration, or grievance adjustment, you may be entitled to a refund and to an appropriate reduction in future payments. For further information concerning your rights, you may wish to contact the National Labor Relations Board (NLRB) either at one of its Regional offices or at the following address or toll free number: 

National Labor Relations Board  

Division of Information

1099 14th Street, N.W.

Washington DC, 20570

1-866-667-6572
1-866-316-6572 (TTY)

To locate the nearest NLRB office, see NLRB's website at http://www.nlrb.gov. 

(c) The Contractor shall comply with all provisions of Executive Order 13201 of February 17, 2001, and related implementing regulations at 29 CFR part 470, and orders of the Secretary of Labor. 

(d) In the event that the Contractor does not comply with any of the requirements set forth in paragraphs (b), (c), or (g), the Secretary may direct that this contract be cancelled, terminated, or suspended in whole or in part, and declare the Contractor ineligible for further Government contracts in accordance with procedures at 29 CFR part 470, Subpart B-Compliance Evaluations, Complaint Investigations and Enforcement Procedures. Such other sanctions or remedies may be imposed as are provided by 29 CFR part 470, which implements Executive Order 13201, or as are otherwise provided by law. 

(e) The requirement to post the employee notice in paragraph (b) does not apply to-

 (1) Contractors and subcontractors that employ fewer than 15 persons; 

(2) Contractor establishments or construction work sites where no union has been formally recognized by the Contractor or certified as the exclusive bargaining representative of the Contractor's employees; 

(3) Contractor establishments or construction work sites located in a jurisdiction named in the definition of the United States in which the law of that jurisdiction forbids enforcement of union-security agreements; 

(4) Contractor facilities where upon the written request of the Contractor, the Department of Labor Deputy Assistant Secretary for Labor-Management Programs has waived the posting requirements with respect to any of the Contractor's facilities if the Deputy Assistant Secretary finds that the Contractor has demonstrated that- 

(i) The facility is in all respects separate and distinct from activities of the Contractor related to the performance of a contract; and 

(ii) Such a waiver will not interfere with or impede the effectuation of the Executive order; or 

(5) Work outside the United States that does not involve the recruitment or employment of workers within the United States. 

(f) The Department of Labor publishes the official employee notice in two variations; one for contractors covered by the Railway Labor Act and a second for all other contractors. The Contractor shall- 

 (1) Obtain the required employee notice poster from the Division of Interpretations and Standards, Office of Labor-Management Standards, U.S. Department of Labor, 200 Constitution Avenue, NW, Room N-5605, Washington, DC 20210, or from any field office of the Department's Office of Labor-Management Standards or Office of Federal Contract Compliance Programs; 

(2) Download a copy of the poster from the Office of Labor-Management Standards website at http://www.olms.dol.gov; or 

(3) Reproduce and use exact duplicate copies of the Department of Labor's official poster. 

(g) The Contractor shall include the substance of this clause in every subcontract or purchase order that exceeds the simplified acquisition threshold, entered into in connection with this contract, unless exempted by the Department of Labor Deputy Assistant Secretary for Labor-Management Programs on account of special circumstances in the national interest under authority of 29 CFR 470.3(c). For indefinite quantity subcontracts, the Contractor shall include the substance of this clause if the value of orders in any calendar year of the subcontract is expected to exceed the simplified acquisition threshold. Pursuant to 29 CFR Part 470, Subpart B-Compliance Evaluations, Complaint Investigations and Enforcement Procedures, the Secretary of Labor may direct the Contractor to take such action in the enforcement of these regulations, including the imposition of sanctions for noncompliance with respect to any such subcontract or purchase order. If the Contractor becomes involved in litigation with a subcontractor or vendor, or is threatened with such involvement, as a result of such direction, the Contractor may request the United States, through the Secretary of Labor, to enter into such litigation to protect the interests of the United States. 

(End of Clause)

I.5
52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

A.
The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.


B.
The use in this solicitation or contract of any NASA FAR Supplement clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of Clause)

I.6
1852.204-76 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY RESOURCES (Deviation) (MAY 2008) 

 (a) The Contractor shall be responsible for information and information technology (IT) security when –

(1) The Contractor or its subcontractors must obtain physical or electronic (i.e., authentication level 2 and above as defined in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-63, Electronic Authentication Guideline) access to NASA's computer systems, networks, or IT infrastructure; or 
(2) Information categorized as low, moderate, or high by the Federal Information Processing Standards (FIPS) 199, Standards for Security Categorization of Federal 
Information and Information Systems is stored, generated, processed, or exchanged by NASA or on behalf of NASA by a contractor or subcontractor, regardless of whether the information resides on a NASA or a contractor/subcontractor’s information system. 


(b) IT Security Requirements.

 (1) Within 30 days after contract award, a Contractor shall submit to the Contracting Officer for NASA approval an IT Security Plan, Risk Assessment, and FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, Assessment. These plans and assessments, including annual updates shall be incorporated into the contract as compliance documents. 

 (i) The IT system security plan shall be prepared consistent, in form and content, with NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, and any additions/augmentations described in NASA Procedural Requirements (NPR) 2810, Security of Information Technology. The security plan shall identify and document appropriate IT security controls consistent with the sensitivity of the information and the requirements of Federal Information Processing Standards (FIPS) 200, Recommended Security Controls for Federal Information Systems. The plan shall be reviewed and updated in accordance with NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, and FIPS 200, on a yearly basis. 
(ii) The risk assessment shall be prepared consistent, in form and content, with NIST SP 800-30, Risk Management Guide for Information Technology Systems, and any additions/augmentations described in NPR 2810. The risk assessment shall be updated on a yearly basis. 
(iii) The FIPS 199 assessment shall identify all information types as well as the “high water mark,” as defined in FIPS 199, of the processed, stored, or transmitted information necessary to fulfill the contractual requirements. 

 (2) The Contractor shall produce contingency plans consistent, in form and content, with NIST SP 800-34, Contingency Planning Guide for Information Technology Systems, and any additions/augmentations described in NPR 2810. The Contractor shall perform yearly “Classroom Exercises.” “Functional Exercises,” shall be coordinated with the Center CIOs and be conducted once every three years, with the first conducted within the first two years of contract award. These exercises are defined and described in NIST SP 800-34. 
(3) The Contractor shall ensure coordination of its incident response team with the NASA Incident Response Center (NASIRC) and the NASA Security Operations Center, ensuring that incidents are reported consistent with NIST SP 800-61, Computer Security Incident Reporting Guide, and the United States Computer Emergency Readiness Team’s (US-CERT) Concept of Operations for reporting security incidents. Specifically, any confirmed incident of a system containing NASA data or controlling NASA assets shall be reported to NASIRC within one hour that results in unauthorized access, loss or modification of NASA data, or denial of service affecting the availability of NASA data. 

(4) The Contractor shall ensure that its employees, in performance of the contract, receive annual IT security training in NASA IT Security policies, procedures, computer ethics, and best practices in accordance with NPR 2810 requirements. The Contractor may use web-based training available from NASA to meet this requirement. 
(5) The Contractor shall provide NASA, including the NASA Office of Inspector General, access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation, databases, and personnel used in performance of the contract. Access shall be provided to the extent required to carry out IT security inspection, investigation, and/or audits to safeguard against threats and hazards to the integrity, availability, and confidentiality of NASA information or to the function of computer systems operated on behalf of NASA, and to preserve evidence of computer crime. To facilitate mandatory reviews, the Contractor shall ensure appropriate compartmentalization of NASA information, stored and/or processed, either by information systems in direct support of the contract or that are incidental to the contract. 
(6) The Contractor shall ensure that system administrators who perform tasks that have a material impact on IT security and operations demonstrate knowledge appropriate to those tasks. A system administrator is one who provides IT services (including network services, file storage, and/or web services) to someone other than themselves and takes or assumes the responsibility for the security and administrative controls of that service. 
(7) The Contractor shall ensure that NASA’s Sensitive But Unclassified (SBU) information as defined in NPR 1600.1, NASA Security Program Procedural Requirements, which includes privacy information, is encrypted in storage and transmission. 
(8) When the Contractor is located at a NASA Center or installation or is using NASA IP address space, the Contractor shall – 


(i) Submit requests for non-NASA provided external Internet connections to the Contracting Officer for approval by the Network Security Configuration Control Board (NSCCB); 
(ii) Comply with the NASA CIO metrics including patch management, operating systems and application configuration guidelines, vulnerability scanning, incident reporting, system administrator certification, and security training; and 
(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted communication or non-repudiation requirements within NASA when secure email capability is required. 


(c) Physical and Logical Access Requirements. 

 (1) Contractor personnel requiring access to IT systems operated by the Contractor for NASA or interconnected to a NASA network shall be screened at an appropriate level in accordance with NPR 2810 and Chapter 4, NPR 1600.1, NASA Security Program 
Procedural Requirements. NASA shall provide screening, appropriate to the highest risk level, of the IT systems and information accessed, using, as a minimum, National Agency Check with Inquiries (NACI). The Contractor shall submit the required forms to the NASA Center Chief of Security (CCS) within fourteen (14) days after contract award or assignment of an individual to a position requiring screening. The forms may be obtained from the CCS. At the option of NASA, interim access may be granted pending completion of the required investigation and final access determination. For Contractors who will reside on a NASA Center or installation, the security screening required for all required access (e.g., installation, facility, IT, information, etc.) is consolidated to ensure only one investigation is conducted based on the highest risk level. Contractors not residing on a NASA installation will be screened based on their IT access risk level determination only. See NPR 1600.1, Chapter 4. 
(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse impact to NASA missions. NASA defines three levels of risk for which screening is required (IT-1 has the highest level of risk). 

 (i) IT-1 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause very serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of spacecraft, satellites or aircraft. 
(ii) IT-2 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of payloads on spacecraft, satellites or aircraft; and those that contain the primary copy of “level 1” information whose cost to replace exceeds one million dollars. 
(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause significant adverse impact to NASA missions. These systems include, for example, those that interconnect with a NASA network in a way that exceeds access by the general public, such as bypassing firewalls; and systems operated by the Contractor for NASA whose function or information has substantial cost to replace, even if these systems are not interconnected with a NASA network. 


(3) Screening for individuals shall employ forms appropriate for the level of risk as established in Chapter 4, NPR 1600.1. 
(4) The Contractor may conduct its own screening of individuals requiring privileged access or limited privileged access provided the Contractor can demonstrate to the Contracting Officer that the procedures used by the Contractor are equivalent to NASA's personnel screening procedures for the risk level assigned for the IT position. 
(5) Subject to approval of the Contracting Officer, the Contractor may forgo screening of Contractor personnel for those individuals who have proof of a – 

 (i) Current or recent national security clearances (within last three years); 
(ii) Screening conducted by NASA within the last three years that meets or exceeds the screening requirements of the IT position; or 
(iii) Screening conducted by the Contractor, within the last three years, that is equivalent to the NASA personnel screening procedures as approved by the Contracting Officer and concurred on by the CCS. 


(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c)(1) through (c)(3) upon request of the Contractor. The Contractor shall provide all relevant information requested by the Contracting Officer to support the waiver request. 

(e) The Contractor shall contact the Contracting Officer for any documents, information, or forms necessary to comply with the requirements of this clause. 


(f) At the completion of the contract, the contractor shall return all NASA information and IT resources provided to the contractor during the performance of the contract and certify that all NASA information has been purged from contractor-owned systems used in the performance of the contract. 


(g) The Contractor shall insert this clause, including this paragraph (g), in all subcontracts 

 (1) Have physical or electronic access to NASA's computer systems, networks, or IT infrastructure; or 
(2) Use information systems to generate, store, process, or exchange data with NASA or on behalf of NASA, regardless of whether the data resides on a NASA or a contractor’s information system. 

(End of clause)

I.7
1852.215-84 OMBUDSMAN (OCT 2003) (ALTERNATE I) (JUN 2000)

(a)  An ombudsman has been appointed to hear and facilitate the resolution of concerns from Offerors, potential Offerors, and contractors during the preaward and postaward phases of this acquisition. When requested, the ombudsman will maintain strict confidentiality as to the source of the concern.  The existence of the ombudsman is not to diminish the authority of the contracting officer, the Source Evaluation Board, or the selection official.  Further, the ombudsman does not participate in the evaluation of proposals, the source selection process, or the adjudication of formal contract disputes.  Therefore, before consulting with an ombudsman, interested parties must first address their concerns, issues, disagreements, and/or recommendations to the contracting officer for resolution. 

(b) If resolution cannot be made by the contracting officer, interested parties may contact the installation ombudsman, Robin Henderson, MSFC Associate Director, Mail Code DE01, (256) 
544-1919, facsimile (256) 544-7920, e-mail Robin.N.Henderson@nasa.gov.  Concerns, issues, disagreements, and recommendations which cannot be resolved at the installation may be referred to the NASA ombudsman, the Director of the Contract Management Division, at 202-358-0445, facsimile 202-358-3083, e-mail, james.a.balinskas@nasa.gov.  Please do not contact the ombudsman to request copies of the solicitation, verify offer due date, or clarify technical requirements. Such inquiries shall be directed to the contracting officer or as specified elsewhere in this document.

 (c)  If this is a task or delivery order contract, the ombudsman shall review complaints from contractors and ensure they are afforded a fair opportunity to be considered, consistent with the procedures of the contract.  

 (End of Clause)

I.8
1852.219-76 NASA 8 PERCENT GOAL (JUL 1997) 

NOTE:  Due to the nature of this procurement, a total Small Business Subcontracting goal has been established at 5% of the total contract value.  The following clause, which is required and prescribed by NFS 19.7003, is provided to ensure contractor’s compliance with paragraph (c).
(a) Definitions.

"Historically Black Colleges or University," as used in this clause, means an institution determined by the Secretary of Education to meet the requirements of 34 CFR Section 608.2.  The term also includes any nonprofit research institution that was an integral part of such a college or university before November 14, 1986.   

"Minority institutions," as used in this clause, means an institution of higher education meeting the requirements of section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1135d-5(3)) which for the purposes of this clause includes a Hispanic-serving institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C. 1059c(b)(1)).

"Small disadvantaged business concern," as used in this clause, means a small business concern that (1) is at least 51 percent unconditionally owned by one or more individuals who are both socially and economically disadvantaged, or a publicly owned business having at least 51 percent of its stock unconditionally owned by one or more socially and economically disadvantaged individuals, and (2) has its management and daily business controlled by one or more such individuals.  This term also means a small business concern that is at least 51 percent unconditionally owned by an economically disadvantaged Indian tribe or Native Hawaiian Organization, or a publicly owned business having at least 51 percent of its stock unconditionally owned by one or more of these entities, which has its management and daily business controlled by members of an economically disadvantaged Indian tribe or Native Hawaiian Organization, and 
which meets the requirements of 13 CFR 124.

“Women-owned small business concern,” as used in this clause, means a small business concern (1) which is at least 51 percent owned by one or more women or, in the case of any publicly owned business, at least 51 percent of the stock of which is owned by one or more women, and (2) whose management and daily business operations are controlled by one or more women. 

(b) The NASA Administrator is required by statute to establish annually a goal to make available to small disadvantaged business concerns, Historically Black Colleges and Universities, minority institutions, and women-owned small business concerns, at least 8 percent of NASA’s procurement dollars under prime contracts or subcontracts awarded in support of authorized programs, including the space station by the time operational status is obtained.

(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best efforts to award subcontracts to such entities to the fullest extent consistent with efficient contract performance.

(d) Contractors acting in good faith may rely on written representations by their subcontractors regarding their status as small disadvantaged business concerns, Historically Black Colleges and Universities, minority institutions, and women-owned small business concerns.

(End of Clause)

I.9
 1852.237-73 RELEASE OF SENSITIVE INFORMATION (JUNE 2005)

  (a) As used in this clause, “sensitive information” refers to information, not currently in the public domain, that the Contractor has developed at private expense, that may embody trade secrets or commercial or financial information, and that may be sensitive or privileged.    

  (b) In accomplishing management activities and administrative functions, NASA relies heavily on the support of various service providers.  To support NASA activities and functions, these service providers, as well as their subcontractors and their individual employees, may need access to sensitive information submitted by the Contractor under this contract.  By submitting this proposal or performing this contract, the Contractor agrees that NASA may release to its service providers, their subcontractors, and their individual employees, sensitive information submitted during the course of this procurement, subject to the enumerated protections mandated by the clause at 1852.237-72, Access to Sensitive Information.

  (c)(1) The Contractor shall identify any sensitive information submitted in support of this proposal or in performing this contract.  For purposes of identifying sensitive information, the Contractor may, in addition to any other notice or legend otherwise required, use a notice similar to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not disclose outside the Agency and its service providers that support management activities and 
administrative functions.  To gain access to this sensitive information, a service provider’s contract must contain the clause at NFS 1852.237-72, Access to Sensitive Information.  Consistent with this clause, the service provider shall not duplicate, use, or disclose the information in whole or in part for any purpose other than to perform the services specified in its contract.  This restriction does not limit the Government's right to use this information if it is obtained from another source without restriction.  The information subject to this restriction is contained in pages [insert page numbers or other identification of pages].

Mark each page of sensitive information the Contractor wishes to restrict with the following legend:

Use or disclosure of sensitive information contained on this page is subject to the restriction on the title page of this proposal or document.


(2) The Contracting Officer shall evaluate the facts supporting any claim that particular information is “sensitive.”  This evaluation shall consider the time and resources necessary to protect the information in accordance with the detailed safeguards mandated by the clause at 1852.237-72, Access to Sensitive Information.  However, unless the Contracting Officer decides, with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor’s claim that particular information is sensitive, NASA and its service providers and their employees shall comply with all of the safeguards contained in paragraph (d) of this clause.

 (d) To receive access to sensitive information needed to assist NASA in accomplishing management activities and administrative functions, the service provider must be operating under a contract that contains the clause at 1852.237-72, Access to Sensitive Information.  This clause obligates the service provider to do the following:


(1) Comply with all specified procedures and obligations, including the Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated as a compliance document.


(2) Utilize any sensitive information coming into its possession only for the purpose of performing the services specified in its contract.


(3) Safeguard sensitive information coming into its possession from unauthorized use and disclosure. 


(4) Allow access to sensitive information only to those employees that need it to perform services under its contract.  


(5) Preclude access and disclosure of sensitive information to persons and entities outside of the service provider’s organization.


(6) Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in its contract and to safeguard it from unauthorized use and disclosure.  

      (7) Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.


(8) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions. 

 (e) When the service provider will have primary responsibility for operating an information technology system for NASA that contains sensitive information, the service provider’s contract shall include the clause at 1852.204-76, Security Requirements for Unclassified Information Technology Resources.  The Security Requirements clause requires the service provider to implement an Information Technology Security Plan to protect information processed, stored, or transmitted from unauthorized access, alteration, disclosure, or use.  Service provider personnel requiring privileged access or limited privileged access to these information technology systems are subject to screening using the standard National Agency Check (NAC) forms appropriate to the level of risk for adverse impact to NASA missions.  The Contracting Officer may allow the service provider to conduct its own screening, provided the service provider employs substantially equivalent screening procedures.

 (f) This clause does not affect NASA's responsibilities under the Freedom of Information Act.

 (g) The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect the relationship of the parties, in all subcontracts that may require the furnishing of sensitive information.  

(End of clause)
I.10
REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS 
OFFERORS OR QUOTERS INCORPORATED BY REFERENCE (MSFC 
52.252-90)(FEB 2001)

The Representations, Certifications, and Other Statements of Offerors or Quoters Section K of the solicitation document) as completed by the Contractor are hereby incorporated in their entirety by reference, with the same force and effect as if they were given in full text.

(End of Clause)

[END OF SECTION]
I-14

