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Attachment J-3

IT Security Plan Template

At a minimum include the following:

Header

Information Technology Security Plan

Contractor Identification and Signature

NASA Funded Data/Reports

(list the NASA funded data/reports handled by the contractor with a brief description)

Data Protection  

(will incorporate appropriate safeguards for the type of data being handled)  

Personnel Screening  

(contractor ensures personnel handling the data are appropriately screened)

Awareness and Training

(contractor ensures personnel handling the data are aware and trained in the area of computer security)

Incident Response 

(contractor process exists to report incidents to the MSFC IT Security Manager, David Black, 544-5942)

