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1.0
INTRODUCTION


This statement of work describes the requirements for research and development of the Integrated Safety Data for Strategic Response (ISDSR) project, under the Aviation Safety and Security Program (AvSSP). The National Aeronautics and Space Administration (NASA) is managing and conducting research and development activities leading to network-based integration of information sources to allow assessment of safety risk of the national aviation system. The term “system” in this context includes all of the air services providers and stakeholders in aviation. Information on the Aviation Safety and Security Program is available at http://avsp.larc.nasa.gov/.

The purpose of this requirement is to meet the ISDSR mission objective of AvSSP through a partnership between NASA and the Contractor. The mission of the ISDSR project is to build upon and extend the capabilities developed under NASA’s Aviation System Monitoring and Modeling (ASMM) project during Fiscal Years 1999 through 2005. These efforts will develop innovative, advanced tools and methodologies that will for the first time be able to convert and integrate digitally recorded or textually reported aviation safety data distributed across operating organizations and archives into information on the operational performance and safety of the aviation system. A key element of this information is the identification of system characteristics or conditions conducive to human error. The objective of ISDSR is to demonstrate a common time-delimited working prototype of network-based integration of information extracted from diverse, distributed sources of data.  

ASMM elements which the Contractor shall continue to advance under ISDSR include the Aviation Performance Measuring System (APMS, which has developed and implemented advanced tools for the analysis of flight data; http://human-factors.arc.nasa.gov/web/research/factsheets/pdfs/Chidester_apms.pdf), the Performance Data Analysis and Reporting System (PDARS, developed in collaboration with FAA Contractors to provide networking and tools for radar data; http://avsp.larc.nasa.gov/new_asmm.html;), and research with textual safety reports. 

Development of the prototype will be based upon accessing de-identified copies of databases housed at industry-partners’ facilities, processing those data, and routinely extracting safety-relevant information.  Sources of information will include: flight-recorded digital data and textual report data from air carriers, radar and data link data from air traffic facilities,  system-wide weather information, and other databases (such as the National Aviation Safety Data Analysis Center,  NASDAC, extramural surveys of pilot and controller populations, and other legacy databases) identified through structured user-needs assessment. The prototype will be a Local Area Network (LAN) of computers in the Contractor’s laboratory, each computer housing fully de-identified data mirroring that held by an operating/monitoring organization, and integrated via “intelligent” middleware. This local network of computers will constitute a prototype of the capability for automated monitoring for potential safety issues in each database, automated gathering of supporting evidence from other databases, automated multi-database response to safety-oriented queries entered into a browser-based interface, and analysis for causal factors and risk assessment among gathered data. The use of automation is intended to support the decisions made by subject matter experts among air services providers, who would ultimately use a fully implemented system. Automation is intended to minimize human labor and focus expert attention on operationally significant events, incidents, and issues. 

The prototype will be scalable from integration of data sources within a single operator to national aviation system-wide operation, and flexible across strategic and tactical timeframes.  The transition from prototype to practice will be one of “opening taps” to current data and scaling computer power to match data volume, as appropriate to the political and proprietary sensitivities of information-sharing among national aviation system stakeholders.  

Consequently, this requirement is structured into five technical areas.  Specifically, the Contractor shall provide resource capacity in manpower and research facilities sufficient to perform activities in each of the following technical areas:

1. National Safety Data Source Development and Strategic Partnering – Under this element, the Contractor shall cultivate working partnerships for access to data across the U.S. aviation community. Partnerships are considered essential to the development of a workable prototype capability for integrating information extracted from diverse distributed data sources for continuous evaluation of system performance and safety. The Contractor shall extend and maintain existing systems and tools for test and evaluation at partner facilities, and develop and advance these systems through implementation of tools developed in the other four technical areas. 
The Contractor shall implement and maintain a de-identified national archive of flight data from Flight Operational Quality Assurance (FOQA) Programs at participating U.S. airlines. Airlines, military units, corporate operators, and others analyze aircraft flight data to identify contributing factors and corrective actions for situations in which aircraft performance parameters exceed prescribed limits during a phase of flight. FOQA analyses have progressed to sophisticated multivariate statistical analyses. The Contractor shall obtain and implement necessary hardware and networks to obtain full-flight data through vendors providing flight data download and analysis to participating carriers, provide regular reports of exceedance rates across carriers, report statistical norms, identify and report atypical groups of flights by fleet and airport, and make data available for carrier access and analysis. 
The Contractor shall collaborate with the community of participating carriers to develop and report additional analyses. These analyses will make use of systems and tools developed through the APMS element of ASMM. 

2. Vulnerability Discovery from Distributed Safety Databases – Under this element the Contractor shall build upon ASMM capabilities to develop automated tools to monitor each database for potential safety issues and to analyze disparate data drawn from multiple sources, enhancing discovery, identification, and evaluation of safety risks. Research with each data source will further the science of extracting information from flight, radar, survey, and textual report data to facilitate vulnerability detection. Research across data sources will advance the ability to draw conclusions about causal relationships among phenomena identified through monitoring or query.

3. Secure Aviation Network  (SAN) – Under this element the Contractor shall develop secure, intelligent networking to support efficient and flexible integration of information extracted from heterogeneous and distributed data sources. Architecture will be scalable to operational implementation for a system-wide application or for application within an air carrier or air traffic control facility.

4. Automated Evidence-Gathering  Across Data Sources – Under this element the Contractor shall develop sophisticated advanced software (middleware) capable of automated gathering of supporting evidence from other databases of issues identified in any given database, and automated analysis in response to safety-oriented queries entered into a browser-based interface. Middleware will enable the cross-data source functions developed in the Vulnerability Discovery element.

5. Technical Integration – Under this element the Contractor shall coordinate performance of teams accomplishing the four elements above, to ensure timely development and effective integration of core products enabling prototype development and testing.
The Contracting Officer shall issue the task orders for the above technical areas in accordance with NASA, Federal Acquisition Regulation Supplement (NSF) 1852.216-80, "Task Ordering Procedure.”

2.0 
GENERAL REQUIREMENTS 


The Contractor shall provide all labor, material, tools, equipment, facilities, supervision, and management necessary to perform the requirements of this contract, unless specifically identified otherwise herein.

2.1
Facilities:

a)
The Contractor shall provide a program management facility proximate to NASA Ames Research Center, Moffett Field, California (work may be distributed to other facilities, but the prototype shall be constructed proximate to NASA Ames and the program management facility). The Contractor shall manage and operate the program management facility housing the prototype. NASA anticipates the prototype to require no greater than 1000 sq.ft. of laboratory space, housing approximately 10 computer workstations and networking server.  The Contractor is not required at the start of the contract to have a facility proximate to ARC.  However the Contractor will be required to locate proximate to ARC at a later date.  The Government will notify the Contractor sixty (60) days in advance of this requirement becoming effective.

b)
The Contractor shall provide, as part of its office facility, a large conference room capable of seating at least 15 persons and a small conference room capable of seating 6 persons;

c)
The Contractor shall secure their facilities in accordance with requirements of the data owners. At a minimum, computer equipment housing ISDSR data shall be in a locked controlled access area within the Contractor’s facilities accessible only to authorized personnel. Access to the Contractor’s facilities shall be controlled by security personnel or electronic device and the facility shall be alarmed when unattended;
h)
The Contractor shall provide a courtesy workspace for occasional NASA personnel and approved visitors.  These visitors may be members of NASA, FAA, international organizations, university, air carrier, or other aviation organizations;

i)
The Contractor shall provide electronic mail (e-mail) and Internet capability for its facility. 

2.2
Computers and Databases:
a)
The Contractor shall assure that all electronic communication with NASA, and, in particular, with the Human Factors Research and Technology Division (Code IH), can be imported and exported to software versions compatible with those used by NASA. ISDSR networking and analysis capabilities shall be designed to operate on Windows or equivalent-compatible computers and servers; 

b) All data, databases, software, and documentation provided or created for the functioning of ISDSR, or other requirements are the property of the U.S. Government; 

c) Electronic and Information Technology (EIT) must meet the Accessibility Standards (36 CFR part 1194) unless an exception applies as determined on a task-by-task basis.  See website: http://www.dlrp.org/html/IT/diverseability/access_features/Standards/TechnicalStandards.htm

2.3
Personnel Qualifications:


Key Contractor personnel shall have sufficient experience (technical and management) to advance the science of managing and processing aviation safety data. As tasks are issued, the task lead and subject matter experts will be considered key personnel. The following outlines the requirements for each area: 

a)
National Safety Data Source Development and Strategic Partnering – Key personnel shall have experience suitable to evaluate aviation data in the following aviation operational areas:  Commercial airline, General Aviation, Air Traffic Control, Maintenance, and Training.  Key personnel shall have a minimum of 10 years professional experience with qualifications, licenses, or certifications in their area of expertise and be familiar with current Federal Aviation Regulations, maintenance regulations, and/or FAA Controller Handbook, as applicable. Subject matter experts shall be familiar with standards for the handling of sensitive information and proprietary data and able to ensure continuation of NASA’s reputation for maintaining confidentiality.
b)
Vulnerability Discovery from Distributed Safety Databases – Key personnel shall have sufficient experience, which includes knowledge and capabilities in the areas of automated knowledge-based aids, statistical analyses, information sciences, computational linguistics, database exploration, machine comprehension of free text, causal analysis, and risk assessment. Key personnel shall have an advanced post-graduate degree or equivalent experience and a resume of accomplishments in their area of expertise.

c)
Secure Aviation Network  (SAN) – Key personnel shall have sufficient experience, which includes knowledge and capabilities in the areas of very large (terabyte or greater scale) database management, computer sciences, information technology, linking databases, and secure networking. Key personnel shall have an advanced post-graduate degree or equivalent experience and a resume of accomplishments in their area of expertise.

d)
Automated Evidence-Gathering Across Data Sources– Key personnel shall have sufficient experience, which includes knowledge and capabilities in the areas of computer sciences and information technology with special emphasis in tools for integrating heterogeneous databases. Key personnel shall have an advanced post-graduate degree or equivalent experience and a resume of accomplishments in their area of expertise.

e. Technical Integration – Key personnel shall have sufficient experience, which includes knowledge and capabilities and a resume of significant accomplishments in the areas of project management of complex information technology. 
3.0
TECHNICAL TERMS
APMS - Aviation Performance Measuring System

ASMM – Aviation System Monitoring and Modeling

AvSSP - Aviation Safety and Security Program (NASA)

COTR - Contracting Officer’s Technical Representative

FAA - Federal Aviation Administration

FOQA - Flight Operations Quality Assurance

ISDSR – Integrated Safety Data for Strategic Response

NASA - National Aeronautics and Space Administration

NASDAC - National Aviation Safety Data Analysis Center
PDARS – Performance Data Analysis and Reporting System

SAA – Space Act Agreement

SAN – Secure Aviation Network

4.0
PROGRAM MANAGEMENT


The Program Manager shall be the primary point of contact between the Contractor and the government for all five technical areas of the ISDSR requirement and provide overall contract management of the Contractor’s efforts. 

4.1
Scheduled Meetings: The Contractor shall provide regular program progress meetings to be specified by each individual task order.  The Government will provide the agenda to the Contractor not less than two working days prior to the scheduled meeting.  The Contractor shall record and provide minutes of the weekly progress meeting no later than two working days following the meeting. 

4.2
Unscheduled meetings:  The Contractor shall attend unscheduled meetings, as required.  The NASA COTR shall provide no less than one (1) hour notification to the Contractor of the level of support required and the location of the meeting with NASA or special visitors.  Most of these meetings will be conducted at either NASA Ames or the Contractor's facility.  However, other unscheduled meetings may require travel and shall be planned in advance. The NASA COTR shall provide no less than 3 calendar days notification of the requirements for unscheduled meetings that require travel.  

4.3
Security Plan:  The Contractor shall develop, implement, and maintain a security plan.  .  The Contractor staff shall comply with all Federal, State, and local environmental regulations and ARC environmental, safety, and health policies and procedures. All data for the ISDSR project shall be treated as Business or Restricted Technology (BRT) as described in NPG 2810.1 (available at http://c41.org/NASA). All data shall be maintained to protect identities of their sources. Data source owners may impose additional security requirements with which the Contractor shall comply. These requirements and restrictions will be specified by individual task orders. Typically, data source owners require physical de-identification of all data on download to ISDSR computers, non-disclosure agreements with the Contractor, and restrictions on connectivity of computers housing their data.

4.4
Technical and administrative support. In addition, the Contractor shall provide the technical and administrative support to coordinate, prepare for, and conduct briefings, demonstrations, and workshops.  The Contractor shall provide services encompassing a variety of technical functions.  These shall include internet/intranet site maintenance, network troubleshooting, database coordination, system security checks, maintenance of reference library, coordination of support services, and Windows, and database technical support.

5.0
RESEARCH AND DEVELOPMENT OF TOOLS AND METHODOLOGIES FOR ISDSR 

The Contractor shall provide the technical capabilities required to produce all of the products of Integrated Safety Data for Strategic Response (ISDSR) research and development program, and the adaptations of these products to meet the requirements of NASA’s Aviation Safety and Security Program (AvSSP). The development and integration of these products (described below) constitute research and development activities necessary to produce a scalable prototype for the integration and analysis of aviation safety data to assess the safety performance of the national aviation system.  

5.1  
National Safety Data Source Development and Strategic Partnering

The Contractor shall cultivate working partnerships for access to data across the U.S. aviation community, as directed by each task orders. Partnerships with NASA under Space Act Agreements are considered essential to the development of a workable prototype capability for integrating information extracted from diverse distributed data sources for continuous evaluation of system performance and safety. The Contractor shall extend and maintain ASMM capabilities that are currently in operational test and evaluation by air services providers under a Space Act Agreement  (SAA).  The Contractor shall build upon and extend these partnerships and identify new sources of information relevant to system safety. The Contractor shall implement and maintain a de-identified national archive of flight data from Flight Operational Quality Assurance Programs at participating U.S. airlines. The Contractor shall develop and advance these systems through implementation of tools developed in the other four technical areas. As such, the Contractor must be prepared to handle large databases (i.e. terabyte or larger scale) and develop analytical tools appropriate to each data source. 

The Contractor shall explore the potential for viable partnerships for access to sources of relevant data and analytical software throughout the aviation community. Potential partners will include commercial airlines, FAA air traffic control facilities and sponsoring management organizations, government agencies or independent holders of aviation safety data, and vendors of commercial software used in the analysis of airline safety data.

5.2 Vulnerability Discovery from Distributed Safety Databases

The Contractor shall extend existing ASMM capabilities to advance the analysis of diverse distributed data sources for extracting information relevant to potential safety issues and to analyze disparate data drawn from multiple sources, enhancing discovery, identification, and evaluation of system vulnerabilities, as directed by task orders. This will include building upon and extending existing capabilities for managing and processing flight-recorded data, textual data, ATC radar data, data based on statistically sound surveys, and other relevant aviation performance data, and identifying new sources of information relevant to system safety. Research with each data source will further the science of managing and processing flight, radar, survey, and textual report data to facilitate detection of safety risk.  Research across data sources will develop tools for integrating knowledge from facts or findings responsive to multi-source searches. Examples of tasks anticipated include:
a)
Data Analysis Tool Development:  The Contractor shall extend NASA-developed software to convert both textual and numeric data into information, develop automated tools to identify safety-related issues, create visualization capabilities that aid causal analyses and risk assessment, and test these tools in the operational environment.  The goal is to facilitate efficient and insightful analyses for subject matter experts within participating air services providers. The analyses will use textual and numerical data to identify causal factors, accident precursors, and unsuspected features in the data collected on the health, performance, and safety of the national aviation system.

b)
Causal Analysis: The Contractor shall develop methods for automating causal analyses of events, incidents, and issues. A key element of this analysis is the identification of system characteristics or conditions conducive to human error.  

c)
Analysis for Flight Event Assessment: The Contractor shall extend and test NASA research on applicable techniques of knowledge-based engineering for assessing and suggesting severity levels to flight events. This shall include the development of automated tools to identify the seriousness of events or trends, and tools to identify the frequency of occurrence as basis for risk assessment of that event or trend in the data.

5.3 Secure Aviation Network  (SAN)

The Contractor shall develop open, extensible, and scalable network architecture that supports efficient and flexible integration of information extracted from heterogeneous and distributed data sources, as directed by task orders. Activities will focus on developing networking capabilities necessary to securely link multiple, de-identified copies of diverse distributed databases and to enable common communication for analysis. The project addresses three major categories of distributed resources: 1) de-identified databases and sensors 2) software resources, such as teamwork programs, and 3) data resources, such as data archives and document databases. In order to provide key components that will help bridge the islands of aviation repositories and systems, technologies are expected to be incorporated in advanced Secure Aviation Network architecture. Required technologies include advanced secure networking, standardized transport protocols, and standardized content management, such as eXtensible Markup Language (XML).  These technologies will help integrate the data and application interfaces by providing common machine-readable handles to data and application services.

5.4
Automated Evidence-Gathering Across Data Sources

The Contractor shall develop sophisticated middleware that can automatically gather evidence relevant to safety issues identified in any given database. Issues may be identified by automated analysis tools or by an end user querying a browser-based interface.  Evidence acquisition would involve gathering data from multiple heterogeneous data sources, integrating this data, and analyzing the data to infer its relevance to the issue being studied. Finally, the Contractor shall develop a tool that organizes gathered evidence using a set of hyper-linked web pages that support collective decision-making.

For example, the tool may gather evidence relevant to a claim in a safety report database that in-close approach changes can compromise safety.  The tool may gather weather, flight and radar data during a set of in-close approach change events; and analyze this data to determine whether there are increased rates of exceedances during in-close approach changes in low-visibility conditions.  It would further conclude whether findings support concerns about such approaches.     

Examples of tasks anticipated include:
a)
Create taxonomies and formal definitions of concepts used in radar, weather, and flight data being used in the project. Furthermore, develop mapping between the different taxonomies/concepts used.

b)
Develop causal models and knowledge-based expert system that would enable inferring what kind of findings would be relevant to a set of safety issues.

c)
Develop a tool that utilizes taxonomies, concept definitions and causal models defined in (a) and (b) to analyze integrated radar, flight, safety reports and weather data to generate findings relevant to an issue.

5.5
Technical Integration

The Contractor shall coordinate performance of teams accomplishing the four elements above, to ensure timely development and effective integration of core products enabling prototype development and testing.

6.0
ISDSR AND OTHER PROGRAM DATA AND PROPERTY

The Contractor shall ensure all government computer equipment, tools, and data required for performance of ISDSR (including testing, development, and maintenance and repair information of the ISDSR prototype) are accounted for and ready when needed. At the expiration of this contract, or any time as designated, the Contractor shall relinquish all data, tools, and supporting computer equipment to the Government or a successor Contractor. 

7.0
PHASE-IN PLAN
The phase-in process shall be accomplished expeditiously. The Contractor shall be responsible for providing a qualified staff to support all tasks under the five technical areas of the ISDSR requirement by the end of the phase-in period.

8.0
PHASE-OUT PLAN

Ninety calendar days prior to the completion of this contract, the Contractor shall deliver to the Contracting Officer and the COTR, copies of a plan to phase-out the contract to a successor or to the Government, as appropriate.

The Contractor will be responsible for the orderly transfer of duties to the incoming Contractor. This shall be accomplished in an expeditious manner, consistent with the phase-in schedule. The Contractor shall ensure that complete equipment (which includes computer equipment, tools, and data), the prototype, and facility logs are passed to the incoming Contractor.

9.0
REPORTS

Reports are defined in the contract data requirement list, however each task order shall have additional reporting requirements specified in the task order.
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