NSSC A76 Performances Work Statement: 

Information Technology Reference Document

1 Information Technology  

The NSSC management team will orchestrate the IT support from various contractors at multiple locations.  This document lays out a division of labor among the following contracts: 

- NSSC Service Provider (SP)

- Marshall Space Flight Center Unified NASA Information Technology Services (UNITeS) contract

  - Agency Seat Management Services (ASMS) [currently supported by the Office                         Desktop Initiative for NASA (ODIN) contract] 

1.1 NSSC Overview

The NSSC is a key component of NASA’s Integrated Information Infrastructure Program (IIIP).  The IIIP organizes information technology activities across the Agency in a way that facilitates an integrated infrastructure that supports NASA’s strategic objectives.  This program plan is aligned with NASA’s Enterprise Architecture (EA), ensuring an Agency perspective in the management of NASA’s IT infrastructure assets and services.  

 

The NSSC will consolidate some of NASA’s IT services.  The migration of these services to the NSSC will be of two types – physical and virtual.  The physical migration will involve the relocation of the Agency Seat Management Services (ASMS) Program Office to the NSSC Site.  The Virtual migration involves Agency-wide IT functions currently located at the Marshall Space Flight Center (MSFC) -- (IFM) Competency Center, NASA Data Center (NDC), Agency Application Services, and Agency WAN services.   Support for these Agency-wide services is currently provided under NASA’s existing UNITeS contract.  

Since the NSSC will be composed of non-collocated sub-organizations, the following definitions are offered to ensure the responsibilities of the SP are clearly articulated.  

a.  NASA Shared Services Center (NSSC):  Refers to both the virtual and the physical sites that form the NSSC – the NSSC Site, ASMS Program Management, IFM Competency Center, and MSFC Agency Services (e.g, NASA Data Center (NDC) and WAN Services).


b.  NSSC Site:  Refers to the NSSC primary location only (i.e., excluding the virtual components of the NSSC at MSFC -- IFM Competency Center, NDC, Agency Application Services, and Agency Wide Area Network (WAN) services).


c.  NSSC Virtual Sites:  Refers to virtual sites only --  (IFM Competency Center, NDC, Agency Application Services, and Agency Wide Area Network (WAN) services).

The SP’s support to the NSSC falls into four areas:

· Information Technology Management – This includes activities related to policy development, strategic planning, capital planning, resource management, and program management.

· Technology Implementation, Systems Development, and Engineering – This includes activities pertaining to software development, engineering and operations support for all existing, planned, and future NSSC Site IT systems.

· Information Technology Security – This includes activities related to operations and maintenance of IT security monitoring and analysis devices, vulnerability assessments, patch verification, and incident reporting.
· NASA and Federal Government IT Initiatives -- This includes Agency-wide and Federal Government Initiatives that may require support such as E-Government, Enterprise Architecture, NASA Account Management (NAMS), Cyber Identity Management System (CIMS), and WAN Replacement. 
By providing these services, the SP will assist the Inherently Governmental staff, at the NSSC Site, in overseeing the consolidation of these critical services.  The SP will support the NSSC in both/ its Agency and Center role.  In the NSSC’s Agency role as the provider of selected Agency services, the SP shall support the CPIC process, assist in policy development, assess new delivery models and technologies, develop and review program plans, assist in IT security oversight, evaluate business cases and proposals, and develop and maintain a contact center.  Also within scope of this PWS are tasks that will be required in the future once requirements solidify.  These include assistance with E-Government Initiatives, Enterprise Architecture, and NASA IT Initiatives.  

In addition to its Agency role, the SP shall support the NSSC Site’s (Center) operations.  In its Site-oriented role, the SP shall provide various support functions associated with management and operation of IT at the NSSC and support the NSSC’s efficiency and effectiveness objectives.  Some of these functions include developing Web sites, drafting NSSC IT policies, configuration management, enhancing NSSC applications, and operating IT security-monitoring devices. 

The two diagrams that follow depict the Services migrating to the NSSC:
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The NSSC’s information technology support will be provided by multiple contracts.  The SP shall work in conjunction with other NASA contractors that are already providing critical support to the NSSC.  The two main existing contracts are UNITeS and ASMS.  UNITeS currently provides support to the NSSC Virtual Sites -- IFM Competency Center, NDC, Application Services, and Agency WAN Services.  Therefore, the SP will not be providing direct IT services for the Virtual Sites.  In fact, the Virtual Sites will be providing a centralized hosting service to the NSSC Site. ).  The NSSC Virtual Sites will provide the bandwidth, server administration, system administration, etc. in support of their hosted systems.    Therefore, the SP will only be responsible for providing support for application support (e.g. “super-user” support or support with the function of the human resources, finance, and procurement.

At the NSSC Site, the ASMS contract will provide desktop hardware and software services; network infrastructure and administration; and telecommunications infrastructure and administration for all personnel, civil servant and SP.  The ASMS contract also provides application layer support for its desktop services.  Refer to the ASMS Technical Exhibit for additional information on the ASMS provided services.

The following slides provide a functional decomposition of the NSSC IT services and delineates the responsibilities of the SP, ASMS, and UNITeS in support of the NSSC.
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IT PWS Conforms to Functional Decomposition of NSSC IT Services 

cont.


In order to effectively manage the NSSC with its remote organizations and multiple contracts, the NSSC’s management team will be the coordinator ensuring cooperation and collaboration among the various contracts.  The NSSC IT function will be a Service Level Agreement (SLA) managed organization.  SLAs will ensure the highest performance, while also providing a mechanism that guarantees government mediation among all contracts.  This approach will also serve to limit duplication of effort.  SLAs already exist between the NASA CIO’s office and MSFC’s Agency Services and the IFM Competency Center.  The NSSC government management team will develop analogous SLAs with the IFM Competency Center and MSFC Agency Services.  

These SLAs will also define the interface between the NASA CIO’s Office and the NSSC IT Function.  The NASA CIO will play a critical role in overseeing the NSSC IT resource allocations and ensuring that they are aligned with NASA’s IT strategies.  The NSSC CIO will provide a crucial support role to the NASA CIO.  The NSSC CIO will have an Agency perspective, thus allowing decisions to be made in the best interests of the Agency.  The day-to-day management of the NSSC will be the responsibility of the NSSC CIO’s deputy.  

1.2 Information Technology Management

The SP will support the NSSC management in various IT management functions as delineated by the PWS to ensure the opportunity for consolidated IT Service, as set forth in the IIP, is realized.  

1.3 
1.4 
1.5 
1.6 
1.7 
1.8 
1.9 
1.10 Technology Implementation, Systems Development and Engineering

The SP shall perform systems development and engineering tasks for the NSSC Site.  A natural division of labor exists among the SP, UNITeS, and ASMS for systems development and engineering tasks, based on contractual responsibilities.  Given UNITeS experience and expertise with IFM and other Agency services, the civil servant and UNITeS team at the NSSC Virtual Site will continue providing system development, operations, and engineering support.  The current plan for the ASMS contract at the NSSC Site is that it will not be used for systems development and engineering work.

The main focus of effort for the SP shall be to provide software integration, software engineering, configuration management, software application development, Web development, and technology implementation to the NSSC site.  These development and/or implementation tasks shall make the greatest use of COTs and GOTs products practicable.  Primarily, these tasks are envisioned to include, but are not limited to, a NSSC Contact Center (an integrated Web site and call center linked to the existing IFM Competency Center and MSFC Agency Services Web sites and call centers) and intranet-based Web applications.    The SP shall also provide software enhancements to tools/applications at the NSSC site and/or provide other system development/engineering services as directed by the NSSC management.

When a development activity and/or the implementation of a technology requires both the participation of the SP and the UNITeS contract, NSSC management will intercede and coordinate the tasks as necessary.  The SP will be required to participate in various technical interchange and coordination meetings with other contractors supporting the NSSC.  

While ASMS will provide desktop hardware and services, telecommunications infrastructure, and LAN infrastructure to all NSSC personnel (the SP included), the SP shall purchase all hardware, software, firmware, and middleware that is necessary to perform the development and/or technology implementation of tasks set forward in this PWS.  Ownership implies that the SP will perform all maintenance and administration of its equipment.   This division of labor will minimize contractual overlap for these critical tasks.  The only exception is that the Contact Center will integrate with ASMS’s telecommunications infrastructure, thus the SP will not have to purchase a separate PBX or switch.

Customer service is at the heart of the NSSC. The SP will operate and maintain a state of the art Contact Center and all NSSC site Web sites.  ASMS will provide server space for all NSSC Site Web content.  The SP will provide a content management capability.  The SP will coordinate closely with the content owners, the NSSC management, and provide a user-friendly update facility to enable the NSSC management to update Web content as desired.  


1.11 Information Technology Security

IT Security is the protection of information technology investments (e.g. information systems and telecommunications systems) and their associated information and data from unauthorized access, use, disclosure, disruption, modification, or destruction in order to ensure the integrity, confidentiality, and availability of NASA IT systems. 

As with the preceding sections, the multiple contracts in force at the NSSC require a crisp division of labor among the contracts.  This is especially true in the area of IT security.  All contracts will have responsibilities in the area of IT security and are required to follow NASA policies and procedures as well as federal regulations.  The NSSC management will be ultimately responsible for the IT security at the NSSC.  The NSSC CIO and the NSSC ITSM will coordinate the efforts of the government staff and the multiple contractors to provide the optimal balance between operations and security.  

The NSSC virtual sites will continue to provide IT security operations, engineering, and oversight for their respective areas of responsibility.  The UNITeS contract will continue assistance in this regard per the existing contract’s requirements.

Similarly, ASMS will have responsibilities to ensure their services and infrastructures provided to the NSSC site are secure.  With responsibility for the NSSC’s LAN infrastructure, ASMS will operate and maintain various internal and external facing firewalls and VPN technologies.  Additionally, ASMS will provide operational support for NASA’s patch management application

The SP will assist the NSSC CIO and Information Security Technology Manager  (ITSM) in providing IT security for the NSSC.  At the NSSC Site, the SP shall assist with IT security forensics and incident reporting; the SP shall provide IT security for the applications and services it provides; the SP shall provide IT security monitoring and analysis of the LAN infrastructure with various tools including scanners, intrusion detection systems, application and network monitoring tools; and will provide patch verification for all IT systems.    
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IT PWS Conforms to Functional Decomposition of NSSC IT Services

GFE

UNITeS

-Continue existing support for IFM Comp Center, NASA Data Center, Agency Application Services, and Agency WAN Services  

SERVICE PROVIDER

-ODIN Desktop Services (e.g., desktops, notebooks, email, PDAs,)

-IT security monitoring devices

-LAN/Telcom Infrastructure

-WAN connection

ODIN

-LAN infrastructure (networking devices, VPN, and firewalls)

-Telecom Infrastructure

Equipment that is not GFE

-SP shall purchase and provide all required equipment for implementation and development tasks as set forth in  the PWS.

-ODIN DO prepared from Agency contract providing services like: Desktop/Laptops

-Phones/Cell Phones/Fax

-PDA/Blackberry

-Scanners

-Continue existing support for IFM Comp Center, NASA Data Center, Agency Application Services, and Agency WAN Services  

Software

-SP shall purchase and provide all required software for implementation and development tasks as set forth in  the PWS.

-All Required COTS packages for functional operation of NSSC (non-development applications) provided via existing “Triage Level” support.through ODIN.

-Continue existing support for IFM Comp Center, NASA Data Center, Agency Application Services, and Agency WAN Services  

Inherently Governmental Staff

Program Management     IT Management   Customer Service Assurance    Cyber Security   Contract Oversight

Manage and Mediate Inter-Contract Dependencies







NSSC MANAGEMENT








_1141550921.ppt


Contact Center
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IT PWS Conforms to Functional Decomposition of NSSC IT Services cont.
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