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MINIMUM SECURITY CONSIDERATIONS

1. Procedures for Maintaining Report Confidentiality


Reporter anonymity


Telephone Inquiry - Verification of Reporter


Identified materials


File Management


Sensitive materials - define


Use of reports for publication


Reports released under FOIA


Telephone privacy and phone call record control


P.O. Box Security - Mail pick up

2. Procedures for Maintaining Facility Security


Location of identified materials


Door security


Access Control


Working hours


Off-hours


Conference room use

3. Procedures for Visitors


Scheduled visitor


Unannounced visitor


Visitor log


Escort criteria


Authorized, routine visitor - cleaning staff, repair and maintenance personnel, etc.


Unauthorized visitors - burglary, vandal, etc.

4. Procedures for Computer Database Security


Incident report database


Alert message database


Search request database


Publication mailing lists


ASRS research data (structured callback, topical research)


Password access controls - user identification, authentication, authorization


Back-up contingency databases and computer files/tapes

5. Procedures for Risk Management


Assessment of risk


Hardware failure


Software failure


Procedural failure


Fire, Explosion, Flood, Earthquake


Theft or Vandalism - physical facility, data records, etc.


Data corruption - hacker/cracker, virus, unauthorized data alteration, unintentional error


Personnel screening and training


Audit capability
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