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DIVISION 1: 16700 GENERAL

This Division applies to all Divisions in this specification, unless otherwise noted.

1.1 SUMMARY OF WORK

The work shall include all labor, materials, appliances, tools, equipment, permits, facilities, and services necessary for and incidental to performing all operations of the work for this specification, complete, as shown on the drawings or as specified herein. Work shall include, but not necessarily be limited to the following:

1.1.1
Contractor shall coordinate with the customer before installing the equipment.

1.1.2 Contractor shall provide the necessary painting, patching, and cleaning up the site before the installation will be considered complete.

1.2 ABBREVIATIONS


The following abbreviations are used in this document:

ANSI

American National Standards Institute

ASCII

American Standard Code for Information Interchange

AWG

American Wire Gauge

bps

Bits Per Second

CCL

Cardkey Current Loop

CCTV

Closed Circuit Television

CPU

Central Processing Unit

EIA

Electronic Industries Association

FCC

Federal Communications Commission

ID

Identification

IEEE

Institute of Electrical and Electronics Engineering

I/O

Input/Output

NEC

National Electrical Code

NEMA

National Electrical Manufacturers Association

NFPA

National Fire Protection Association

PIN

Personal Identification Number

PTZ

Pan/Tilt/Zoom

RCP

Remote Controlled panel (AKA Stand-alone Panel)

SMS

Security Management System

TCP/IP

Transmission Control Protocol / Internet Protocol

UBC

Uniform Building Code

UL

Underwriters Laboratories

1.3 GLOSSARY OF TERMS

The following terms are defined for the purposes of this specification:

Access Group - A logical group of card readers (terminals) which may be connected to one or more sub-controllers and which represent a collection of readers for which a particular cardholder may have access privileges.

Access Mode - The mode of operation in which the SMS shall only annunciate tamper and trouble conditions at a monitored point.  Alarm conditions shall not be annunciated in this mode.  Also referred to as alarm shunting.

Acknowledge - The action taken by an SMS operator to indicate that he/she is aware of a specific alarm or tamper state.

Advisory - A message provided by the SMS to the operator to inform him/her of a condition as reported by the SMS.

Alarm - A change of state as sensed by the SMS indicating that the SMS has detected a condition, which its sensors were designed to detect.

Badge - The physical card, carried by the Cardholder used to gain access through a portal by presentation to a Card Reader.

Cardholder - A person who is a member of the Cardholder database and may or may not have been issued a valid badge.

Card Reader - A device usually located at access points, designed to decode the information contained on or within a badge for the purposes of making an access decision or for identity verification.

Clear - The action taken by an SMS operator to respond to an alarm condition or advisory so that other alarms may be serviced or so that other actions may be taken.

Download - To send computer data from one sub-system to another; for example, to send a cardholder database from the Cardkey PEGASYS 1000 host PC to a sub-controller for the purposes of making access decisions without the intervention of the host PC.

Facility Code - A coded number, in addition to the individual card number, stored within each card key, which uniquely identifies the facility at which the card is valid.  This feature prevents cards from one facility from being used at another facility, which has a similar access control system.

Host - SMS central computer that serves as the communications controller for the field control panels and the remote operator workstation terminals, as an alarm monitoring and control workstation, as a point of integration for related sub-systems, and as a central data base server.

Line Supervision - The monitoring of an electrical circuit via electrical and software systems to verify the electrical integrity of the supervised circuit.

Off-line - A condition in which a sub-controller(s) is not in communication with the host PC.  In the off-line mode, the sub-controller continues to make access decisions and process alarms according to the information stored at its local database.

Operator Workstation Terminal (OWT) - a personal computer connected to the main Security Management System (SMS) host computer via local area network connections for the purpose of operating the system and responding to alarms.

Panel - An intelligent controller or device, which receives input from the readers and makes the decision to grant or deny access based upon the information stored in its memory.  Also passes alarm and history transaction information to the Host.

Password - A combination of numbers and/or letters unique to each SMS operator that defines which command and data fields he/she may view or edit, or command.

RFA  - (Request For Action) An RFA allows system activities and conditions to be processed and responded to by an operator from a system RFA queue, in a similar manner to how an operator responds to alarms.  Certain real-time activities, status changes, and transactions may cause an RFA to be generated in the RFA queue.

Reset - A command or feedback signal that indicates that a monitored point has returned to its normal state after having transferred to the alarm or trouble state.

Secure Mode - The normal state of an alarm input point in which it will be monitored for change of state, which would indicate that it has transferred to the alarm state, or it is in the trouble or tamper state.

Secured Area - A physical location within the facility to which one or more card readers control access.

Tamper - A condition within the circuitry of a monitored point, which indicates that the electrical integrity of that sensing circuit has been compromised.

Terminal - A device, which collects a signal and transfers it to the Panel for processing.  If the Terminal is a reader, the terminal sends card information to the Panel.  If the Terminal is an input or output device, the information is sent to the Panel for processing as in the case of an alarm.

Time Zone - A user programmable period of time made up of days of the week and hours of the day during which events such as valid card grants and Input/Output linking events may occur.

Trouble - A condition within the circuitry of a monitored point, which indicates that an equipment malfunction, and/or a single break, a single fault or a wire-to-wire short exists.

User Definable - An attribute of an SMS function, which may be easily tailored by the Operator without the need for computer programming knowledge or experience.

Workstation - Shortened description for Operator Workstation Terminal

1.4 STANDARDS AND CERTIFICATIONS

Listing compliance shall include, but not be limited to the following:

1.4.1
All equipment supplied in the security system shall bear the appropriate Underwriter's Laboratories, Inc. (UL) listing mark to ensure compliance.  The system supplier shall obtain and submit a copy of the appropriate UL listing information identifying each component by name and compliance with the standards.

1.4.2
All work shall be in accordance with the latest codes of the UBC, NEC, NFPA, NASA / AMES Standard Construction Specifications Section 16000 and any local codes or ordinances which may prevail.  Any conflicts shall be resolved by the Government and the more stringent of applicable codes, standards, or specifications shall prevail.  Final checkout and acceptance test shall be performed in the presence of a Government representative. 

1.5 SUBMITTALS 

Submittals shall be a complete set; partial submittals will not be acceptable.  Shop drawings and equipment data shall be submitted to the Contracting Officer or his/her representative for approval by the NASA technical representative prior to the purchase of, or delivery to, the job site.

The following shall be submitted in accordance with Section 01300, "Submittals": 

1.5.1
Drawings

Drawings may be developed using any CEA application. However, the final delivery of drawings shall be in the latest version of AutoCAD.  The contractor shall verify the successful conversion to the latest AutoCAD version prior to the final delivery of the drawings to the Government.  Disks shall be CD-R or 100/250 MB Zip disks, labeled as "_______ As-builts" and contain the following:

a.
Building number and floor or area

b.
Date and Name of person or company who developed the drawing

c.
Operating system used to develop the drawing

d.
Software used to create the drawing & version

e.
Filename

f.
Font(s) that were used to create the drawing(s), if non-standard

1.5.1.1
Drawings shall have a minimum text size of 10 font.  Filename shall also be on lower right-hand corner of the drawing. 

1.5.1.2
Fire alarm system and shop drawings shall be prepared and signed by a manufacturer's representative or design engineer as meeting contract specifications before submission to the Contracting Officer.  No installation shall begin prior to obtaining said approvals.

1.5.1.3
Electrical drawings shall not be on less than 24 by 36 inch sheets, 1/8-inch scale (minimum) and shall identify all symbols used. The complete control panel schematic, including all modules if so constructed, shall be on a single sheet drawing with all circuit terminals and interconnections identified.

1.5.1.4
Seven (7) copies of the shop drawings shall be submitted.  The submitted drawings shall include complete schematic circuit diagrams for all equipment, wiring diagrams showing connections between all system components, description of system operation, annunciator schedule showing titles for each fire alarm and supervisory zone. Complete riser diagrams indicating wiring sequence of all devices and control equipment shall be included with submittal data.

1.5.1.5
As-built drawings and testing and maintenance instructions shall be submitted prior to final testing of the system. The as-built drawings shall be the shop or working drawings corrected to the actual installed conditions.  Six (6) complete sets of as-built drawings shall be delivered to the Contracting Officer. Two (2) copies of the data disks shall submitted to the NASA Engineering Documentation Center, via the Contracting Officer.

1.5.2
Instructions

Prior to acceptance of the entire system and for use during instruction periods, the Contracting Officer shall be furnished five (5) bound copies of operation and maintenance manuals including an index, copies of all submittal materials (except diagrams and drawings shall be as-built), and a complete parts list.  A spare parts list shall also be provided which indicates manufacturer's name, serial number, order number, size, and operation characteristics.  Manuals shall also contain a schedule of all device locations, serial or identification numbers and sensitivity settings.  Final acceptance tests will be made only after receipt of the manuals.

1.5.3
Records

The Contractor shall possess a valid State of California Contractors' License.

The system supplier shall furnish evidence that there is an experienced and efficient service organization which carries a stock of repair parts for the system to be furnished and that the organization is capable of providing repair service within 24-hours of a trouble call.

1.5.4
Catalog Cuts

Catalog cuts and manufacturer's literature marked to show model and catalog number for all equipment on all materials used in the system shall be submitted.  Where the submittal sheet described items in addition to that item being submitted, the item shall be clearly marked on the sheet and the superfluous information shall be crossed out. 

1.6
Contractor submittals shall include but not be limited to the following:

1.6.1
Shop Drawings, including:

a)
Final Design Drawings and As-Builts in the latest version of AutoCAD - five (5) hard copies and two (2) electronic disk copies

b)
Wiring Diagrams - four (4) hard copies

c)
Detail Drawings - four (4) hard copies

d)
Installations Drawings - four (4) hard copies

e)
Material List

f)
Catalog Data

g)
Operation and Maintenance Instructions and Manuals (3)

h)  
Spare Parts List

i)  
Special Tools and Equipment List

j)  
Calibration Equipment List

k)  
Manufacturers' and Installers' Qualifications

l)  
Field Testing Plans, Procedures, and Reports

m)  
Manufacturer's Installation and Training Manuals

n)
Certification of Compliance

o) Warranties (minimum one (1) year parts, labor, and software upgrades and installation)

p) Manufacturers’ catalog data sheets for all components.

q) Government acceptance form with a check box associated with each card reader and input point to indicate that each point was checked off as properly installed and reporting back to the control panel and the host computer prior to Government acceptance of the system.

r) Course outlines for each of the end user training programs.  The course outlines shall include the course duration, location, pre-requisites, and a brief description of the subject matter.

1.6 QUALITY ASSURANCE

1.6.1
The requirements of these specifications are to provide systems that shall reflect the latest technology in the commercial industry through equipment, installation, testing, and service.  Any software upgrades within the one (1) year warranty period shall be provided at no cost to the Government.  Work shall be performed by a qualified and experienced company normally engaged in the alarm communication, television, and signaling business accredited by the original equipment manufacturer.  Such accreditation must be presented to the Government.

1.6.2
All basic electronic equipment (not including cable) specified herein shall be able to refer to similar installations that have rendered satisfactory service.

1.6.3
All components of the system shall be a standard component of the manufacturer who has been regularly engaged in the manufacture of this type of equipment for at least five (5) years.  The supplier of the equipment shall be required to maintain a comprehensive parts department and service facility within a 50-mile radius of the installation and be capable of 24-hour per day service response.

1.6.4 The Contractor shall provide all equipment that requires electrical power with 120 VAC receptacle and cord connections whether specifically shown on the drawings or not.

1.7 WORKMANSHIP

1.7.1 The Contractor shall maintain Alarm System and infrastructure integrity at all times.  Therefore, while performing maintenance on, or while troubleshooting system components, industry standard wiring practices shall be strictly adhered to.  Temporary wiring, while necessary during the course of system troubleshooting and maintenance, shall not exceed parameters as described in the National Electric Code (NEC).  

1.7.2 It shall be incumbent upon the contractor to identify innovative techniques to maintain interconnection integrity through the use of point-to-point (also known as “home run”) wiring techniques.  Final connections made at device, panel, or component junctions shall use punch down blocks, backboards, demarcation blocks, equipment or relay racks, and terminal strips as necessary.  Wire nuts shall not be acceptable.

1.7.3  All wiring changes shall be recorded on drawings in order to streamline troubleshooting, enhance maintenance and simplify system upgrades.

1.8 STORAGE OF MATERIALS

Prior to and during installation, the Contractor shall store materials to protect them from injury or deterioration.  Materials shall not be stored in contact with ground or floor.  If suitable storage areas are not available at the job site, the Contractor shall provide temporary construction or store materials off-site in suitable warehouses.  The Contractor shall not remove manufacturer's packaging materials until ready to install.  Materials showing signs of corrosion and improper handling or storage shall be replaced.

1.9 MATERIALS

Materials shall conform to the applicable requirements of the NEC, EIA, and the FCC and shall be type labeled or listed by UL.  All materials for each subsection herein shall be the product of a single manufacturer and shall be that company's current products.  No seconds or discontinued products will be accepted.  The Contractor will need to submit (at bid opening) a letter from the manufacturer of the equipment that they are an authorized dealer of that equipment and have been so for a minimum time of five (5) years.  Bid will be void if not accompanied with manufacturers certification.

1.10 REGULATIONS AND CODES

Work and materials shall conform to the latest rules of the National Board of Fire Underwriters wherever standards have been established, and conform to regulations of the State Fire Marshall (paint and seal all wall penetrations), all OSHA regulations and the requirements and the code of the state and city having jurisdiction.  Nothing in these specifications shall be construed to permit work not conforming to the most stringent of applicable codes.  The Contractor performing this work shall have the necessary licenses for the installation of the listed system, as required by the legally constituted authorities having jurisdiction for such licenses.

1.11 REVIEW PRIOR TO BIDDING

The Contractor shall thoroughly inspect and review all electrical and systems plans and specifications before bidding.  All problems, discrepancies, errors, interpretations, etc., shall be brought to the attention of the Government during the period of bidding.  Failure to bring said problems to the attention of the Government prior to bid will not relieve the Contractor from responsibility to provide all systems and installation per the intent of plans and specifications.  The Contractor shall field verify all field conditions prior to bid.

1.12 FEES AND PERMITS

The Government shall obtain and pay for all permits and inspection fees, which are required by the legally constituted authorities having jurisdiction of this portion of the work.  The Contractor shall coordinate all electrical shut downs with a Government representative.  All power locations/sources must be pre-approved by the Government.

1.13 WARRANTY

All equipment shall be covered by a one (1) year standard warranty.

END OF DIVISION 1

DIVISION 2: 16721 FIRE ALARM SYSTEMS - ZONED

PART 1
FIRE ALARM SYSTEM

1.1
SUMMARY OF WORK

The work includes furnishing of all labor, materials, permits, and approvals from governing agencies, tools, and equipment necessary for and incidental to the purchase, installation, and testing of a complete and operational Fire Alarm System as specified.  Work shall be in accordance with the referenced applicable publications and this specification.

Devices and equipment shall be listed by UL or FM approved, or equivalent independent testing laboratory, for the specific purpose for which the items are used.  Equipment and devices shall be compatible and operable in all respects with other specified equipment and shall not impair reliability or operational functions of any existing fire alarm system.  The work shall include and be completed as specified in the applicable portion of Division 1, General, and shall include, but not be limited to the following:

1.1.1
The installation of a new fire alarm system, including control panel, transmitters, 


 detectors (where shown), audible-visual signal devices, manual pull stations, future points for connection, alarm, and supervisory monitoring.

1.1.2
The connection of devices to the building fire alarm panel and alarm transmitter located as shown on the drawings.

1.1.3
Interposing control and monitor relays and interconnections for power shut down and coordination with others in the following sections:

a)
Electrical General Requirements, Section 16000 (Latest Edition). 

b)
Basic Electrical Materials, Section 16050 (Latest Edition). 

1.1.4
System testing and training of Government personnel.

1.2
REFERENCES

The following publications of the issues listed below, referred to hereafter by basic designation only, form a part of this specification to the extent referenced thereto.  The most current edition shall be applicable.

National Fire Protection Association (NFPA)

Publications Department

1 Battery March Park

Quincy, MA  02269

(800) 344-3555 or (617) 770-3000

NFPA 72


Installation, Maintenance and use of Protective




Signaling Systems (Latest Edition)

NFPA 70


National Electrical Code (Latest Edition)

Underwriters Laboratory (UL)

333 Pfingsten Road

Northbrook, IL   60062

(708) 272-8800 

Fire Protection Equipment List
Latest Edition

Fire Resistive Directory

Latest Edition

Factory Mutual Research Corporation (FM)

1151 Boston-Providence Turnpike

Norwood, MA  02062

Factory Mutual Approval Guide
Latest Edition

1.3
SUBMITTALS

Submittals shall be in accordance with applicable portions of Division 1, General Requirements.

1.3.1
In addition, the submittal package shall include but not be limited to the following:

a. 
Control Panel including all modules

b. 
Batteries

c. 
Cabinets

d. 
Fire Alarm Pull Stations

e. 
Smoke Detectors

f. 
Thermal Detectors

g. 
Audible and Visual Alarm Devices

h. 
Conduit

i. 
Wire and Cable

j. 
Annunciator Panels

k. 
Alarm Transmitters and peripheral equipment

1.3.2
Certificates

All equipment and devices shall be of a make and type listed in the UL Fire Protection Equipment List and/or FM Approval Guide for the specific purpose for which it is used. The quality of the equipment and materials shall be verified and furnished by the Contractor at the time the drawings are submitted.

1.4
JURISDICTION

The authority having jurisdiction shall be the Contracting Officer or his/her appointed representative.

1.5
SYSTEM OPERATION

Design of System:  The design and installation of the fire alarm system shall function in accordance with this specification.

1.5.1
Upon the actuation of any manual pull station, 


 detector, or sprinkler pressure switch, the Fire Alarm Control Panel shall:

a. 
Provide an audible and visual indication on the control panel (OPTION- and on the Remote Annunciator).

b. 
Transmit a separate and distinct fire alarm signal to the to the existing Central Station Receiver via the new Radio Alarm Transmitter.

c. 
Activate all the building fire evacuation alarm devices throughout the entire building by activating the fire alarm control panel evacuation circuits.

d. 
(OPTION- Sound an audible and visual fire alarm on the new Remote Annunciator alarm panel located as shown on the drawing.)

1.5.2
Activation of any trouble alarm, including any valve supervisory switch, (OPTION- pre-action high-low supervisory pressure switch) (where shown), or any other supervisory device, or trouble condition at the control panel shall:

a. 
Provide an audible and visual trouble alarm at the new fire alarm panel.

b.
Transmit a trouble alarm (common) to the Central Station Receiver over the new Radio Alarm Transmitter.

c. 
(OPTION-Sound an audible and visual trouble alarm on the new remote annunciator panel.)

1.5.3
(OPTION- FOR DUCT SMOKE DAMPERS) Activation of a duct housing smoke detector shall perform functions 1.5.2.a, b, and c and cause operation of the related smoke damper.) 

1.5.4
(OPTION- FOR PRE-ACTION SYSTEMS) Actuation of any pre-action smoke detector the Fire Alarm Control Panel shall:

a. 
Provide an audible and visual indication on the control panel and on the Remote Graphic Annunciator.

b. 
Sound all the building fire evacuation alarm devices throughout the entire building by activating the evacuation circuits and transmit a distinct alarm signal (separate) to the Central Station Receiver over the Radio Alarm Transmitter.

1.5.5 
Activation of a second cross-zoned detector shall perform function 1.5.4.a. above, and shall:

a. 
Activate the hydraulic release for the diaphragm pre-action deluge valve.

b. 
Shut down power to computer equipment as shown on the drawings.

1.5.6
Activation of the pre-action alarm pressure switch shall also perform functions 1.5.4 and 1.5.5 so as redundant to the smoke detectors specified functions.

1.6
(OPTION FOR REHAB. ONLY) FIRE ALARM DURING CONSTRUCTION

The continuity of the existing fire alarm service shall not be impaired for any reason during any construction period, except for when new connections are being placed in service.  Provide 4 x 6-inch metal sign stating "Out of Service" for existing and new manual pull stations, which are either out of service or are awaiting connection to the new system.

The shut off of any existing system shall require advanced notification and approval of the Contracting Officer.

1.7
PRODUCTS

1.7.1
Manufacturer:

All fire alarm equipment shall be the product of a single manufacturer, except that certain individual components, which are regularly used as part of the system, may be the product of a separate manufacturer, when approved.

All fire alarm equipment systems shall be provided by factory approved system suppliers and/or subcontractors who maintain a local staff of competent technicians qualified to assume proper installation of the system specified, and capable of providing maintenance and repair of these systems on a contract or job order basis.

The existing central alarm transmitters on NASA ARC are manufactured by Monaco Enterprises, and include compatible ground plane antenna and coaxial cable.  The BT2-3, 500-series Monaco transmitters are being phased out and will be replaced by the BT2-7, 700-series model, hereafter. (Refer to section 1.17.1.)

The existing central station alarm transmitters on Moffett Airfield Complex are manufactured by the KingFisher Co., and include compatible ground plane antenna and coaxial cable. (Refer to section 1.17.2.)

1.7.2
Equipment manufacturers supplier shall meet the following requirements:

Have been in the business of installing and maintaining the specific type of system equipment under the present firm name for at least the last three (3) years.

Have been distributing and/or installing the specific brand of system equipment for at least three (3) years prior to the date on the contract documents.

Have the capability of dispatching a maintenance or repair truck with a qualified repairman to the job site within 24 hours or less of a request for service on the equipment.

All material shall comply with Section 16050 except as stated below.

1.8
FIRE ALARM CONTROL PANEL (FACP):

1.8.1
General

The Contractor shall furnish and install a complete supervised, manual and automatic addressable fire alarm system, manufactured by Pyrotronics, Simplex, or Fire Control Instruments.  For Center-wide continuity, no other products shall be accepted.  

All equipment shall be UL listed, FM approved or other nationally recognized testing laboratory approved for the application specified herein.  Furthermore, all components of the fire alarm system shall carry a full one (l) year warranty for any manufacturing defect.  All initiating and signaling devices shall be approved for use with the fire alarm control panel unless specifically instructed otherwise by this specification or unless the type of device required is not made by the fire alarm control panel manufacturer.  All controls and annunciation lights shall be identified with permanent-type identification signs and shall also be visible with the control panel door closed.  Tape type signs will not be permitted.  The control panel shall be factory assembled and incorporate the following functions and features:

a.
The panel shall provide electrical supervision of the microprocessor operation and software configuration where applicable, all initiating, signaling, AC power input and tripping circuits.  For either a ground fault or an open circuit condition, there shall be a distinctive audible and visual trouble indication.  Loss of AC power shall activate an audible and visual alarm.  In addition, for any ground fault a separate, labeled, ground fault indicator lamp shall be illuminated.  The audible trouble device and visual trouble indicator(s) shall remain on until the system has been restored to normal, except that a silence switch will be provided, which shall silence the trouble signal.

b.
Automatic, locked-in fire alarm signals.

c.
Manual, self-restoring type fire alarm system reset switch.

d.
A supervised silencing toggle switch for the alarm signaling circuits. When the switch is in the "silenced" position, there shall be a visual and audible indication.

e.
Trouble signal ring-back.

f.
Sufficient auxiliary alarm (N.O. and N.C.) and trouble contacts to perform all specified functions, plus two (2) spare sets of N.O. and N.C. common alarm and trouble contacts for future connections.  The panel shall include normally open and normally closed common alarm and common trouble contacts.

g.
Any alarm signal shall override trouble condition.  All trouble-free functions shall remain fully operational.

h.
Individual red zone alarm annunciation LED lamps and individual amber zone trouble annunciation LED for each fire alarm zone.

i.
Supervised isolation switches to permit testing or servicing of the alarm system without tripping the auxiliary alarm contacts, the building alarm panel, or the alarm transmitter.

All alarm signals shall override trouble conditions.

1.9
ALARM INITIATING DEVICES

1.9.1
Manual Fire Alarm Stations

Where shown on the drawings, stations shall be semi-recessed mounted.  Stations shall be double-action type.  Alarm stations shall be metal or plastic, finished in red, with raised letter operating instructions of contrasting color.  Boxes requiring breaking of glass panels or glass rods for operation are not acceptable; however, boxes employing glass rods which are not required for proper operation are acceptable.  The use of a key or wrench shall be required to reset the station.  Gravity or mercury switches are not acceptable.  Switches and contacts shall be rated for the proper operating voltage and current.  Surface mounted boxes shall be painted the same color as the alarm station.

1.9.2
Smoke Detectors

Where shown on the drawings, detectors shall be photoelectric type, not requiring separate power circuits for operation.  The detector shall mount in a base, which is connected to the system wiring.  The detectors, complete with terminating equipment, shall be fully supervised and shall not activate alarm due to rapid changes in humidity, or a fan maintenance shutdown, etc.  The detector shall be non-adjustable factory set, equipped with LED condition indicator lights.

1.9.3
Thermal Detector

Where shown on the drawings, combination Fixed/Rate of Rise Detectors and Fixed Temperature Detectors shall be of the "ordinary" temperature range as per NFPA 72E, 

degrees F for all areas as shown on the drawing.  Rate of rise detectors shall have self-restoring contacts.  The fixed temperature detection sensor may be either self-restoring or fusible non-restorable type.  When non-restorable, a clearly visual indication on the detector shall indicate operation.

1.9.4
Pressure Switches (OPTION- USE WITH PRE-ACTION SYSTEMS)

(Provided by Section 15513) Water pressure switches shall be manufactured by Square D Company, and be diaphragm-type, model GAW-4, and/or report alarms instantaneous without delay.  (OPTION - The switches shall be mounted on the alarm port of the pre-action deluge valve.)  Electrical connection and circuitry shall be under this section.

1.9.5
Water-flow Pressure Switches (OPTION- USE WITH WET SPRINKLERS)

(Provided by Section 15514) Water pressure switches shall be of the time-retarded and adjustable from zero to 60 seconds or more.  The retard feature shall recycle instantly and automatically without build-up.  The switches shall be mounted on top of the existing retard chambers.  Electrical connection, circuitry, and addressable interface shall be under this section.

1.10
SUPERVISORY SIGNAL INITIATING DEVICES (OPTION- USE WITH WET SPRINKLERS)  

1.10.1
Valve Supervisory Switch

(Provided by Section 15513) The pre-action system control valve shall be equipped with a valve supervisory switch listed by UL for the particular application.  The switch shall initiate a supervisory signal upon a maximum of two (2) complete turns of a valve wheel or closure of ten (10) percent, whichever is less.  Any new valve supervisory switches shall be supplied and installed by the sprinkler Contractor.  Electrical connections and circuitry shall be under this Section.

1.10.2
High-Low Air Pressure Switch

(Provided by Section 15513) The low air pressure switches shall be Water pressure switches manufactured by Square D Company or equal, and be diaphragm type, dual stage, model GKW-4, monitor the pre-action system air pressure and initiate a supervisory signal upon abnormal high or low air.  Switches shall be supplied and installed by the sprinkler Contractor.  Electrical connections and circuitry shall be under this Section.

1.11
FIRE ALARM SIGNAL SIRENS AND BELLS EVACUATION DEVICES

1.11.1
Bells shall be UL listed or FM approved with 24-gauge steel or die-cast housing.  They shall be 24 VDC and shall have a minimum rating of 85 dB @ 10 feet.  Horns shall have a grill face, suitable for surface mounting.

1.11.2
Sirens (OPTION): shall be UL listed or FM approved and shall be of the electronic type, 24 VDC operated.  Sirens shall be rated a minimum of 110 dB @ 10 feet, selectable tones, and be fully enclosed in a rugged die cast housing.

1.12
VISUAL EVACUATION DEVICES

1.12.1
Visual alarm signal shall be readily visible in the intended area and be rated 24 DC volts with flashing strobe, semi-flush mounted on new walls and surface mounted on existing walls.  Visual alarm signal may be combined into one (1) unit with Bells where shown on the drawings.

1.12.2
Visual alarms shall be listed in accordance with UL 1971, "Signaling Applications For the Hearing Impaired", and shall be rated no less than 15 cd.

1.13
GRAPHIC ANNUNCIATOR (OPTION- FOR PRE-ACTION IN COMPUTER ROOMS)

The graphic annunciator shall show the complete floor plan of the computer room with the location of all smoke detectors shown.  Panel shall be contained in a lockable metal panel with hinged clear glass front panel.  Red LED’s shall annunciate all detectors.  LED’s shall be 24 volt, lock in to alarm and panel shall have a manual reset switch.  The Government prior to installation or manufacture shall approve panel layout.

1.14
SYSTEM FIELD WIRING

1.14.1
All wiring shall be EMT or rigid conduit as follows: Field wiring shall be #16 gauge, THWN, solid conductor, and for addressable initiation and control circuits shall be Belden No. 9575, 16-gauge shielded single pair or No. 9579, 16-gauge, shielded two (2) pair, with shield connected to ground at the Fire Alarm Control Panel System.  Wiring connecting the 120 VAC power supply shall be 12 AWG minimum.  Conductors shall be given an insulation rated at least 75°C.  Wiring between Fire Alarm Panel portions of the system shall be in accordance with the above and the equipment manufacturer's recommendations for sizing, twisting, and shielding.  Antenna cable shall be in conduit to weather-head and be of the 50 ohms coaxial type.

1.14.2
Terminal Cabinets:  All wiring and splices shall be through terminal cabinets or junction boxes located as shown on the drawings.  Terminal blocks shall be used for all wiring connections including the continuous ground shield connections.  Any additional splices or connections shall be in accordance with the above.  Terminal cabinets located above ceilings shall be marked with red dots.

1.14.3
Junction Boxes:  Junction boxes shall be provided as shown plus any additional need for installation.  Where supplies are made, terminal strips shall be provided in the junction box.

1.15
BATTERY

Battery shall be gelled cell rechargeable type of proper voltage and capacity to power and supervise the total system including all circuits for 48 hours.  At the end of that period, the battery shall have capacity to enable an alarm to be transmitted and operate all alarm evacuation devices for five (5) minutes.

1.16
BATTERY CHARGER

The battery charger shall be fully automatic with means for varying the charging rate from a suitable high rate to a trickle rate, depending on the battery voltage, and shall maintain the battery in a fully charged condition automatically.  The charger shall be capable of completely recharging a depleted battery within 48 hours.  The charger shall be integrated with the control panel.

1.17
TRANSMITTERS


The Transmitter shall be clearly marked with signs stating, “Fire” or “Gas.”

1.17.1
Transmitters and interface panels on NASA ARC shall be compatible with the existing equipment and shall be manufactured by Monaco, Inc.  The Transmitter shall be tuned to the dedicated frequencies of 172.3 MHz for Fire and 170.350 MHz for Gas to communicate with the Host Receiver located in the N241 Moffett Dispatch Office. The Transceiver panel shall be Model BT2-7, Model 700 series, 5 zone type.  Antenna shall be compatible 5/8 wave ground plane type, complete with mounting hardware, appropriate mast for intended mounting, rain proof weather-head, coaxial cable, and connectors.  The completed installation shall include all necessary components for a complete, fully functional and operating system.

1.17.2
Transmitters and interface panels on Moffett Airfield Complex shall be compatible with the existing equipment and shall be manufactured by the KingFisher Company.  The Transmitter shall be tuned to the dedicated frequency of 138.5 MHz AM to communicate with the Host Receiver located in the N241 Moffett Dispatch Office.  The Receiver shall be model MPX.  The fire alarm control panel and transmitter shall be connected through the interface panel, which provides complete circuit supervision from the FACP to the transmitter.  The antenna shall be a compatible 5/8-wave ground plane type, complete with mounting hardware, appropriate mast for intended mounting, rainproof weather-head, coaxial cable, and connectors.  The completed installation shall include all necessary components for a complete, fully functional and operating system.

1.17.2.1
The transmitter shall be exterior radio type using OEM-recommended contemporary housing, wall bracket, antenna, and battery.

1.17.2.2
The exterior interface panel shall be supplied with all alarm features and indicators for wall mounting OEM-recommended battery.

1.17.2.3
Interior Transmitter/Interface: (Option - For Interior location) Transmitter shall be interior wall mounted using OEM -recommended combination Transmitter/Interface panel.  Unit shall be supplied with OEM -recommended mounting bracket, antenna, and battery. 

1.18
POWER SUPPLY

Power to the fire alarm control panel shall be through an independent, separately fused disconnect switch, connected to the building power supply ahead of any other disconnect switch.  Fuse shall be rated at 20 amperes.

1.19
EXECUTION

All work shall comply with Section 16050 General Electrical, except as stated below. The drawings show the minimum wiring requirements, number of conductors, and runs.  Equipment requiring additional equipment, wire, or cabinets shall be provided and installed by the Contractor without additional cost to the Government.  The wiring within component enclosures and terminal cabinets shall be installed in a neat and workmanlike manner and shall be run parallel with or at right angles to the sides and back of any enclosure or cabinet.  All circuit conductors entering or leaving any enclosure or cabinet shall be connected to terminal blocks with each terminal marked in accordance with the manufacturer's wiring diagram for identification.  Connections shall be made with either crimp on terminal spade lugs or with approved pressure type terminal blocks.  Coaxial connectors shall be weatherproofed with a coax-seal wrap where exposed to weather.  A terminal cabinet or junction box with terminal strips shall be installed where circuit risers originate or where any circuit tap is made.  All wiring within the panel shall be readily accessible without removing any component parts.

1.19.1
Manual Stations

Manual Stations shall be mounted with the operating handle at four (4) feet above the floor level.

1.19.2
Smoke Detectors

Smoke detectors shall be installed in accordance with NFPA 72 and their appropriate listings.

1.19.3
Visual Alarms


Visual alarms shall have light output ratings appropriate for the installed locations.

1.19.4
System Field Wiring

All conductors shall be concealed, installed above ceiling in metal conduit or electrical metallic tubing, and run concealed unless otherwise noted.  Wiring in unfinished areas shall be exposed.  Any exposed mounting back boxes shall be seamless metal boxes without knockouts.  No other wiring, other than fire alarm wiring, shall be installed in the fire alarm conduit. 

Each conductor used for the same specific function shall be distinctively color-coded. Two (2) different color codes shall be used for initiating device circuits.  Power supply and wiring connecting the secondary source of power shall be as indicated.  Wiring for the fire alarm and voice communication system shall be shielded, as specified.

The loss of primary computer power or the sequence of applying primary or secondary power shall not affect the transmission of fire alarm, supervisory, or trouble signals.

1.19.5
TESTS

Tests shall include a preliminary and a final operational test of the new system, as specified below.  All testing shall include a listing of all devices tested, address or zone number, and results.  Final testing shall be conducted as follows:

All testing shall be coordinated with and approved by the NASA engineer.  A letter certifying that the installation is complete and in service for ten (10) days and fully operable shall be forwarded to the Contracting Officer.  The letter shall include the names and titles of all witnesses of the preliminary tests.  The Contractor and an authorized representative from each supplier of equipment shall be in attendance to make necessary adjustments related to the testing.  The Contractor shall provide 14 days written notice prior to any tests.  Tests shall comply with NFPA 72F requirements.

As minimum requirements for preliminary and final testing, the new system shall be tested to show that:

a.
The complete system is free from grounded or open circuits.

b.
Each alarm initiating device functions as specified and produces the specified alarm actions.

c.
Abnormal condition of any circuit or device required to be electrically supervised shall result in the specified trouble signals.  The “end of line” device shall be removed for testing.

d.
The emergency power source is capable of operating the system.

e.
The system shall be operable under the specified trouble conditions.

1.19.6
SPARE PARTS AND TOOLS

All spare parts shall be directly interchangeable with the corresponding components of the installed systems.  All spare parts are for the Government’s future use, not the Contractors.

All spare parts shall be suitably packaged and identified by nameplate, stamping, or tagging.

The following spare parts and accessories shall be included:

a.
One (1) spare fuse for each fused circuit in the system.

b.
One (1) spare automatic smoke detector of each type installed but not less than two (2) of each type.

c.
One (1) spare addressable module.

The Contractor shall furnish a list, in duplicate, of all other spare parts and accessories that the manufacturer recommends for spares for maintenance of the systems.

1.19.7
INSTRUCTION

Notify the COTR a minimum of three (3) days prior to instruction sessions.  Without additional expense to the Government, a competent control equipment manufacturer or their authorized representative shall give instructions for the care, adjustment, and operation of all parts of the system to the employees designated by the Government who are to have maintenance responsibility for the equipment.

Each instructor shall be thoroughly familiar with all parts of the installation on which they are to give instruction, and shall be trained in operating theory as well as in practical operation and maintenance work.

Furnish two (2) hours of instruction after final acceptance of the system at the dates and times selected by the Government.  The instruction may be divided into two (2) or more periods as directed by the Government.

For systems located in buildings occupied by RA’s, the RA shall be responsible for the maintenance of the interior portion of the system.  The NASA Plant Engineering Branch shall be responsible for the maintenance on the exterior transmitter portion of the system.

DIVISION 2: 16721 GAS DETECTION SYSTEMS - ZONED

PART 2
 GAS DETECTION SYSTEMS

This section describes the requirements for the servicing and maintenance of the Gas Detection Systems at NASA Ames Research Center (ARC) and any facility related to ARC located at Moffett Field, California. The Contractor shall provide all services and materials necessary to maintain all gas detection systems.  

2.1
STANDARDS

The maintenance and service of gas alarm systems located at Ames Research Center shall be in accordance with Manufacturers’ instructions and recommendations.

2.2
QUALIFICATIONS OF TECHNICIAN

Technicians must be factory trained by the equipment manufacturer, or show competence in maintaining and repairing the equipment through on the job experience.

2.3
TASKS TO BE PERFORMED

2.3.1
MAINTENANCE

Maintenance includes a thorough check of the gas detection alarm system.  It is intended to give maximum assurance that the system will operate effectively.  Each maintenance visit shall include the following:

a.
Calibration

b.
Adjustment

c.
Routine replacement of required components

d.
General inspection

2.3.2
INSPECTION AND CALIBRATION

2.3.2.1
PORTABLE INSTRUMENT INSPECTION AND CALIBRATION

Each instrument shall be thoroughly inspected for proper operation as described in the applicable Manufacturer’s operation manuals.  This includes battery condition, internal and external filter condition, inspection of flow systems (where applicable); pump flow, flow fault circuitry, and circuit functions, which include alarm test and verification of audible and visual alarms.  Each instrument sensor shall be inspected for operation and replaced if it cannot be calibrated or exceeds its functional life expectancy.

Each instrument shall be live -gas tested and calibrated to NIST traceable gases and set to proper calibration points.  Each instrument shall have calibration data listed on a calibration/test report and shall be affixed with a calibration sticker that lists the calibration date, technician that calibrated the instrument, and the next calibration due date.

2.3.2.2
FIXED SYSTEM INSPECTION AND CALIBRATION

Each fixed system shall be thoroughly inspected for proper operation as described in the applicable Manufacturer’s operation manuals.  This includes meter and circuit board inspection, all wiring connections in the instrument’s controller, and the operation of relays and external alarms, such as horns and strobes attached to associated controllers.  NASA security shall be notified prior to and following each test to ensure proper operation.

Each sensor shall be inspected as to the sensor date code and whether the sensor is in proper operational condition or requires replacement due to age or function.  Each sensor shall be live-gas tested with NIST traceable gas and adjusted to manufacturer recommendations.  Data on each detection point shall be listed on a calibration/test report for future reference.  Each controller shall be affixed with a calibration sticker indicating the date calibrated, the technician that performed the calibrations, and the next calibration due.

2.3.3
REPAIR

If the technician finds that additional parts and or servicing are necessary outside of the scope of routine maintenance or parts replacement, the technician shall provide an estimate of the required labor and materials.  The technician shall obtain Government approval prior to proceeding with Delivery Order repairs.

A parts cost schedule shall be attached to the proposal.  If replacement parts are required during the maintenance or emergency service activity, the cost of such items shall be invoiced in addition to the maintenance cost of the applicable unit.  Invoices shall clearly state the unit requiring service and the applicable parts repaired and or replaced.

2.4
FREQUENCY

Portable units shall be maintained monthly.  Fixed systems shall be maintained once every two months.  A regular time of the month shall be chosen to accomplish the work, and this schedule shall be adhered to (e.g. the second Wednesday of each month).

2.5
EMERGENCY SERVICE

The Contractor shall provide emergency service for both normal business hours and non-business hours.  (Normal business hours are Monday through Friday, 8 AM until 5 PM.)  Emergency service constitutes service work to be started within four (4) hours after the initial service call.  

2.6
REPORTING REQUIREMENTS

At the conclusion of each maintenance or emergency service visit, the Contractor shall provide a written inspection report.  The report shall include the following for each system:

a.
Model Number, Serial Number and Location of Instrument

b.
Maintenance performed

c.
Parts replaced

d.
Setting and calibration data

e.
Any abnormal condition that cannot be corrected, or equipment that cannot be maintained

f.
Systems taken out of service or otherwise inoperative

2.7
TRAVEL

Travel shall be proposed according to the Contractor's estimate.  Please note that travel should be proposed separately from the proposed maintenance cost per unit to allow for a bottom line baseline of maintenance costs for evaluation.

END OF DIVISION 2

DIVISION 3: 16722 – PHYSICAL SECURITY ACCESS AND INTRUSION DETECTION SYSTEMS

PART 1
GENERAL

This specification describes the requirements for the access control and intrusion detection systems to be provided at NASA Ames Research Center (ARC) and any facility related to ARC located at Moffett Field, California.

1.1
SCOPE OF WORK

The scope of work shall be in accordance with applicable portions of Division 1, General. In addition, the scope of work shall include, but not be limited to the following:

1.1.1
The security system for this project shall be a proprietary, state‑of‑the‑art, Security Alarms Management System (SAMS).  This specification defines the requirements for a completely configured Security Management System including all the components and sub‑components as specified herein.

1.1.2
Provide all labor, material, equipment, services, etc., necessary to furnish and install, complete and in place, an Access Control and Alarm Monitoring System.

1.1.3
All cable shall be in conduit.  All 110VAC power and conduit will be supplied by the Contractor. 

1.1.4
All electrified door hardware will be provided and installed under this section.  New doors will be pre-prepped by the door manufacturer.  Surface wire mold or tape wire with protective cover will be required so that the soundproof doors are not destroyed.  All door cords are to be provided and installed under this section.  The electrified locksets shall be BEST 35H7EWEU14H to be compatible with existing NASA door hardware (7-pin).

1.1.5
Each control room will be connected to the existing security system at Building 241 Moffett Dispatch Office.  The system must be compatible with the existing system already in place.

1.1.6
All final connections, maps, check-out and programming of or to the existing PEGASYS 1000/R9 CPU will be provided under this contract.

1.1.7
The Contractor shall provide a knowledgeable project manager for all jobs who will manage from start of work throughout installation and final Government acceptance. The Contractor shall provide “on-site” supervision of all subcontracted activities to insure contracted work is performed according to the contract, and may address any questions directly with the Government COTR or designated Government representative.

1.2
SECURITY ALARM MANAGEMENT SYSTEM

1.2.1
REFERENCES

Design and operation of the system shall conform to the following referenced codes, regulations, and standards as applicable:

1. National Electrical Code (NEC)

2. UL 294 and UL 1076 as required

3. Underwriters Laboratories Canadian Signaling Appliance testing as of 1995 (cUL)

4. FCC Rules and Regulations 

a.  Part 15, Radio Frequency Devices

5. National Electrical Manufacturers Association (NEMA)

a.  Section 250 Enclosures for Electrical Equipment

6. Applicable Federal, State, and Local laws, regulations, and codes

7. CE mark as and where applicable

8. Latest edition of the NASA Ames Construction Standard 16722

9. Latest edition of the Director of Central Intelligence Directive (DCID)

1.2.2
GENERAL PRODUCT DESCRIPTION

A.
The Security Alarm Management System (SAMS) shall be capable of integrating multiple building functions including but not limited to: access control, alarm management, intrusion detection, elevator control, video imaging and badging, and CCTV switcher control.

B.
The system shall be at the time of bid, if required, listed by Underwriters Laboratories listed for UL 294 Access Control Systems, and UL 1076 Proprietary Burglar Alarm Systems.  PC’s, and all control panels furnished on the job shall carry the UL 294 and UL 1076 labels as required.  Bidders shall also provide copies of their UL listing cards or other proof of compliance prior to the award of a contract.

C.
The system shall be modular in nature, and shall permit expansion of both capacity and functionality through the addition of control panels, card readers, and sensors.

D.
The system shall incorporate the necessary hardware, software, and firmware to collect, transmit, and process alarm, tamper and trouble conditions, access requests, and advisories in accordance with the security procedures of the facility.  The system shall control the flow of authorized personnel traffic through the secured areas of the facility.

E.  The user interface at the host computer (server) and at the OWT (operator workstation terminal computers) shall be a mouse driven graphical user interface (GUI) allowing the user to open and work on multiple SAMS windows simultaneously.

F.
The SAMS System Software shall be comprised of the following:

1.
The operating system shall be the SCO UNIX multi-tasking, multi-user system with X-Windows Motif graphical user interface software.  QNX, XENIX, OS/2, Microsoft Windows, and DOS based Host systems are unacceptable.

2.
The system database shall be INFORMIX only.

3.
The SAMS application code and the user interface shall be written in ‘C’ or ‘C++” high level languages only.

1.2.3
SUBMITTALS

Contractor shall submit all items in accordance with the requirements of Division 1, Submittals and shall include, but not be limited to the following:

1.
Model numbers of all components furnished on the job.

2.  Manufacturers’ catalog data sheets for all components.

3.
Input power requirements for all SAMS components.

4.
Complete engineered drawings indicating:

a.  Manufacturer model numbers and specifications

b.  Dimensions, layouts, installation details

c.  Point-to-point wiring diagrams for all SAMS devices

d.  Termination details for all SAMS devices

e.  Single-line system architecture drawings representing the entire SAMS

f.  Interfaces with all sub-systems

5.
Government acceptance form with a check box associated with each card reader and input point to indicate that each point was checked off as properly installed and reporting back to the control panel and the host computer prior to Government acceptance of the system.

6.
Six (6) sets of the Manufacturer’s User’s Manuals and Installation Manuals.

7.
Course outlines for each of the end user training programs.  The course outlines shall include the course duration, location, pre-requisites, and a brief description of the subject matter.

1.2.4
OPERATIONAL REQUIREMENTS

A.
System Capabilities

1.
General: All SAMS software and firmware required to provide the following system functions shall be existing and fully tested SAMS application software installed in at least twenty-five operational sites.  Custom software including “ladder logic programming” and other custom application programming intended to provide the following sequences of operation are unacceptable.

2.
Database management:  the system shall create and maintain a master database of all cardholder records and all system activity for all connected points.

3.
Audit trail:  the system shall maintain an audit trail file of operator activity and provide the ability to generate a report by operator, time and date, and type of activity (audit code).  The system shall allow the operator to direct the audit trail report to screen, printer, or file and record the following system events at a minimum:

a.
Database backup started, ended, or failed

b.
Site parameters modified

c.
System log-in, log-out, log-in rejected, or forced log-out

d.
Cardholder added, deleted, or changed

e.  
System time and date changed

f.  
System shut down

g.  
Event added, deleted, changed, or executed

h.  
Alarm message added, deleted, or changed

i.  
Communications initiated or terminated 

j.  
Download started

k.  
Field device/points added, deleted, or changed

l.  
Access groups added, deleted, or changed

m.  
Passwords added, deleted, or changed

4.
Input point monitoring:  Collect and process status information from all monitored points.

5.
Alarm annunciation:  audibly and visually annunciate all alarm, tamper and trouble conditions, and advisories.

6.
Input point supervision:  the system shall electrically supervise all 2-state and 4-state input point circuits as specified or shown on the drawings.

7.  Report Capability:  The SAMS shall provide a list of predefined reports as well as the ability to create customs reports and save them to be rerun at a future date.  All reports shall have the ability to be run automatically at a pre-specified date and time, or be triggered by any event inherent in the software.

a.  The SAMS shall ship with a selection list of predefined reports for the novice user to be able to immediately generate system reports.  The predefined reports shall include the following at a minimum:

1. Cardholder Report - including all fields from the standard and user-defined cardholder record.

2. Input Point Report - listing of all connected hardware input points including the point name, terminal name, and controller name to which the points are physically connected.

3. Alarm Response Message Report - listing of all user-defined alarm response messages.

4. Alarm Instruction Text Report - listing of all user-defined alarm instruction text.

5. Output Point Report - listing of all connected hardware output points including the point name, terminal name, and controller name to which the points are physically connected.

6. Operator Assignment Report - listing all system menu commands that are assigned to each operator, and Cardholder field restrictions for each operator showing which files he may view, edit, or not view.

7. Time Zone Report - listing all user-defined time zone parameters.

8. Event Trigger and Action Report - listing all user-defined event sequences.

9. Panel Report - listing all control panel configuration settings for each sub-controller.

10. Field Devices Report - listing all terminals, or panels.

11. Input points, and output points associated with each controller panel.

12. Card Transaction History Report - listing the transaction history filtered by cardholder name, reader name, transaction type and stop and start date and time.

13. Access Report - listing all access groups, reader groups, readers and cardholders with access to a specified door.

14. Reader Group Report - listing all readers associated with a given reader group.

15. All cardholders with their time zone for a specified door.

16. All doors with time zone for a specified cardholder.

17. All event names that are linked to a specified event action.

18. Alarm History Report - listing the alarm history filtered by alarm input point name, and start and stop date and time.

19. Transaction History Report - with the ability to filter by any one or more of the following parameters:

a.
Reader name

b.
Start date

c.
Start time

d.
End date

e.
End time

f.
Transaction type:

1. Reader up

2. Reader down

3. System panel restart

4. Facility code error

5. Alarm set

6. Alarm reset

7. Alarm acknowledged at a keypad reader

8. Controller tamper alarm set

9. Controller tamper alarm reset

10. Converter tamper alarm set

11. Converter tamper alarm reset

12. Door open alarm

13. Duress alarm

14. PIN code retry alarm

15. Forced door alarm

16. Controller AC power fail alarm

17. Controller battery low alarm

18. Reader AC power fail alarm

19. Reader tamper alarm

20. Alarm open

21. Alarm short

b.
The SAMS shall be equipped with a fully integrated, dynamic report writer module that shall have access to the SAMS database fields to allow users to create custom reports without the need for computer programming skills.  Systems that require the user to write SQL or similar database programming scripts to design reports are unacceptable. The dynamic report writer shall have the following features at a minimum:

1. Mouse driven graphical user interface with the ability to select database fields from a list of SAMS database fields.

2. User definable reports that can be saved and re-run as required without redefining the report fields and format each time the report is run.

3. The SAMS shall provide the capability for the user to define a filter set to select a certain range of records, by specifying the values of the desired range.  Data filtering shall consist of multiple level, nested sort capability including the following logical operators:  

a.
= (equal to)

b.  != (not equal to)

c.  > (greater than)

d.  < (less than)

e.  >= (greater than or equal to)

f.  <= (less than or equal to)

g.  And

h.  Or

8.
On-line help system:  The system shall provide on-line, context sensitive help that shall be available at anytime and from any screen.  The context help shall be available on a field-by-field basis by pointing to and clicking on a field with a help pointer using the mouse.  The context sensitive help shall also be available for the control buttons used in the GUI to explain what each button does.  In addition, single line help text shall be display at the bottom of the window that refers to the section of the window in which the mouse pointer resides.

9.
Passwords:  The operator password function shall control which menu items and cardholder database fields that the individual operator may access.  It shall be possible to restrict access to individual cardholder database fields such that certain operators may view and edit individual fields while other operators may only view the fields.  It shall also be possible to restrict password holders such that certain specified cardholder fields and/or menu commands do not appear on the screen, or are grayed-out (disabled) for a given password.

10.
Alarm Input Point Reporting Delay:  The system shall allow the operator to apply an input point reporting delay period from 0-60 seconds for each panel.  The default setting for each input point reporting delay shall be 0 seconds.

11.
Alarm Input Point Suppression:  The system shall provide an alarm input point suppression facility such that the operator may define a time zone suppression period for each individual input point.  Alarm conditions for suppressed input points shall not be recorded or archived by the system.  However, trouble conditions will be recorded.

12.
Alarm handling:  The alarm-handling portion of the SAMS shall be two-fold and interactive.  Alarm handling can be done by responding to alarms on the System Maps or through an Alarm Monitoring Window.  When the alarm is responded to on the Map, it is registered on the Alarm Monitoring Window automatically.  When the alarm is responded to in the Alarm Monitoring Window, it is registered on the Map automatically.

a.  System Map Alarm Capabilities - the system shall provide dynamic color alarm graphic maps with the following functions:

1. User definable graphic maps to depict input point conditions in the SAMS.

2. The SAMS shall support the importing of graphics produced with any graphic drawing program capable of saving a file in the TIFF or JPEG file format.

3. The SAMS shall support the importing of graphic maps produced by AutoCAD( and converted into a TIFF file format using a conversion utility such as Hijaak(.

4. Maps may be linked in a hierarchical fashion.  A master ‘System’ map may be linked to multiple sub-maps, which in turn may be linked to further sub-maps, and so on.  The SAMS software shall be capable of storing a number of graphic maps.  The quantity shall be limited by available hard disk storage space only.

5. The SAMS shall provide a palette that includes six categories of pre-defined alarm map icons:

a. Input:  representing a user-defined alarm input point located anywhere in the system.  The input point icon shall flash, change color, and the computer’s internal sounder shall beep when an alarm condition exits.  It shall be possible to click on the icon to respond to the alarm condition or move directly to the alarm queue window to respond to the alarm. Each alarm input icon shall have a pop-up box that indicates the point’s current state (open, short, alarm/active, secure), and the input point’s user-defined name.


b. Output:  representing a user-defined output point located anywhere in the SAMS.  It shall be possible to click on the icon to set or reset the output point.  Also, it displays set or reset status of point.

c. Map layer: representing that lower level maps associated with the top layer map exist in the system.  It shall be possible to navigate through the map layers by clicking on the map layer (up and down) icons.

d. Reader Terminals: readers shall have the capability of displaying: held open, forced open, locked, unlocked, unknown, up and down.

e. CCTV Camera Control:  Selected means active, and not selected means inactive (also requires monitor selection)

f. CCTV Monitor Control: Selected means active, and not selected means inactive (also requires camera selection)

b.  Alarm Monitoring and Response Window

1. User definable alarm message/instructions name.

2. User definable alarm message/instructions description.  The system shall provide the ability to assign an alarm message/instructions to each state of an input point (‘Open’, ‘Short’, ‘Alarm/Active’, and ‘Secure.’)

3. Alarm message “pick list”:  All alarm message names and associated descriptions shall appear in the form of a pick list from which the operator may select an appropriate alarm name and message from all alarm messages defined in the database by the operator.

4. The system shall support both 2-state and 4-state alarm input point monitoring as called for in this specification or as shown on the drawings.

5. Alarm priority:  The system shall provide an alarm priority queue from 


0-9.

6. Alarm popup:  Alarm inputs that are designated as “pop-up” by the operator shall take priority over any active “non-alarm” window.  If the operator is viewing a non-alarm window when a popup alarm occurs, the alarm queue window shall be automatically placed on top all other windows to allow the operator to respond to the alarm condition.

7. Alarm instruction display:  The SAMS shall provide a window with up to ten lines of user-defined instructions that shall tell the operator how to respond to a selected alarm.  

8. Alarm condition history display:  The SAMS shall provide a window displaying the previous states of the alarm point with a time and date stamp of each condition.

9. Alarm response entry:  The SAMS shall provide a window in which the operator may enter free form text describing how he/she responded to a given alarm or select from a user-defined list of pre-defined response descriptions.

10. The alarm instruction display, alarm condition history display, and the alarm response entry box shall all be a part of one summary window.  Separate windows or applications to support any of these three functions are unacceptable.

13.
Event processing:

a.
Panel card events: the SAMS shall provide the capability for the user to define a panel card event that may be executed by a cardholder at a reader equipped with a keypad.  For each ‘card event’ the user may define the following data:

1.  
Alpha-numeric event name (numeric identifier only is unacceptable)

2.  
Names of the inputs and outputs

3.
Access code to control the triggering of the event (card activated event)

4.
Event trigger type (card only, card + PIN, card + PIN + code, card + code, void card)

5.
Event privilege level (0-7)

6.
Duration of the event execution (0-1440 minutes)

7.
Input point group to be suppressed or not

8.
Output point group to be activated or not

9.
Door strike operation enabled/disable

10.
Reset panel alarm relay

b.
Host event triggers:  the SAMS shall provide the operator with a scrolling list of the following event sequence triggers as a minimum, that may be combined with the event sequence logical operators listed below to program a custom sequence of events. The SAMS shall be delivered with this entire listed functionality whether or not these features are implemented by the user upon initial installation.

1. Anti-passback timer on

2. Executive Privilege grant of access

3. Host computer grant of access

4. Invalid In-X-It status

5. Invalid badge

6. Invalid badge time zone

7. Invalid keypad event

8. Invalid event privilege level

9. Invalid issue level

10. Invalid PIN code entry

11. Invalid reader

12. Invalid reader time zone

13. Local controller grant of access

14. Soft in-x-it violation

15. Card event activated

16. Card event de-activated

17. Timed override disabled

18. Timed override enabled

19. Timed override expired

20. Keypad event activated

21. Keypad event de-activated

22. Alarm point set

23. Alarm point reset

24. Alarm point short

25. Alarm point open

26. Reader up

27. Reader down

28. Facility code error

29. Timed override disabled by host

30. Timed override enabled by host

31. System restart

32. Panel online

33. Panel offline

34. Converter tamper

35. Date

36. Time

37. Start time zone period

38. End time zone period

c.
Host event actions:  The SAMS shall provide a scrolling list of the following event sequence actions as a minimum, and allow the user to attach one or more actions to one or more of the event sequence triggers listed above to program a custom sequence of events.

1. Enable anti-passback

2. Disable anti-passback

3. Unlock door control relay

4. Lock door control relay

5. Enable timed override of door control relay

6. Set time zone for PIN code suppression

7. Set time zone for reader

8. Set time zone for reader override

9. Enable reader override

10. Disable reader override

11. Enable soft In-X-It 

12. Disable soft In-X-It 

13. Enable local timed override

14. Disable local timed override

15. Lock all doors

16. Unlock all doors

17. Enable history upload

18. Disable history upload

19. Include time zone in access decision

20. Ignore time zone in access decision

21. Enable input point group

22. Disable input point group

23. Set output point group

24. Reset output point group

25. Perform CCTV controller action

26. Display a user-defined message in a pop-up window

27. Print user-defined message on any printer

28. System Database backup

29. System Panel Download

30. Display map

31. Display contingency plan

d.
Logical operators:  the SAMS shall provide a scrolling list of the following event sequence logical operators and allow the user to attach one or more of the logical operators with one or more of the event sequence triggers and actions listed above to program a custom sequence of events.

1.
= (equal to)

2.
!= (not equal to)

3.
> (greater than)

4.
< (less than)

5.
>= (greater than or equal to)

6.
<= (less than or equal to)

7.
And

8.
Or

14.
Time zones:  The SAMS shall provide the capability for the user to define time zones with the following identification and configuration parameters.

a.  Alpha-numeric name

b.  Alpha-numeric description

c.  Allowance for up to eight periods, four active and four inactive, during each day of the week and each of three different holiday types.

d.
Any number of days of the year may be designated as a holiday, each defined as one of three holiday types.

15.
User-defined cardholder database fields: The system shall support up to 64 user-defined data fields that may be used to store information for each cardholder.  Each field may be of a type:  alphanumeric text, numeric, date, toggle (Yes/No).  The SAMS shall provide standard menu items that shall allow the operator to define these cardholder database fields at anytime.  The system shall remain on-line while user-defined cardholder database fields are added or edited.  It shall be possible, using standard SAMS system menu commands to search and report on all user-defined cardholder fields.  Systems requiring the use of third party database report writer programs or word processor programs to perform this function are unacceptable.  

16.
Video Imaging and Badging Integration:  When called for elsewhere in the specification or shown on the drawings, the system shall include an integrated video imaging and badging system.  It shall be possible to view a captured and stored cardholder image as part of a cardholder’s data record on an OWT.

17.
Event and Transaction History: The SAMS shall maintain a record of all alarm, card transaction, and system exceptions which take place, and provide a means for a user to access this information.  It shall be possible to print information in the log in real-time to a printer, be displayed in the Real Time List window on the SAMS monitor, or by a report.

18.
Anti-Passback Control: The SAMS shall provide the capability to prevent more than one person from gaining access to a controlled area by recognizing when a cardholder who is granted access is passing back the card to another person to use the same card to gain access.  If so programmed, an alarm may be generated if the cardholder violates the anti-passback rules.  It shall be possible to define on a reader-by-reader basis, which readers are subject to anti-passback rules.

19.
Anti-Tailgate Control:  The SAMS shall provide the capability to prevent more than one person accessing a controlled area after the door closes and the strike is energized.  When the Anti Tailgate flag is set in the terminal window, the door strike will deactivate as soon the door is opened, ending the Access Time for the door.  The door is immediately locked when closed.

20.  In-X-It (Entry/Exit) Control:  The SAMS shall provide the capability to control card entry into or exit from an area based on the card’s previous transaction status.  An alarm may be generated if the cardholder violates the In-X-It conditions.

21.
Duress Processing:  The SAMS shall permit cardholders to indicate that they are requesting access to an area under some forced or duress situation.  An alarm may be generated if a duress condition occurs, and the cardholder will be granted access.

22.
Cardholder Definition:  The SAMS shall provide the capability for the user to define Cardholders with the following identification and operating parameters.

a. Cardholder name (first, middle, last)

b. Cardholder address

c. Cardholder phone number and extension number

d. Unique Cardholder ID field

e. Validation period using start and void dates

f. Department and Company fields from selection list of user-defined departments and companies

g. Hours on Site with status toggle and calendar display

h. N-Man Rule with Privileged status toggle and team member information

i. 64 user-defined cardholder fields.  The SMS shall provide the capability to use these fields in filtering reports

j. Guard tour designation yes/no toggle button

k. Partition definition for Cardholder and Badge (for a partitioned database only)

23.
Visitor Definition:  The SAMS shall provide the capability for the user to define Visitors with the following identification and operating parameters.

a. Visitors name (first, middle, last)

b. Visitors address

c. Visitors phone number and extension number

d. Unique Cardholder ID field

e. Validation period using start and void dates

f. Department and Company fields from selection list of user-defined departments and companies

g. Sponsor fields including:  name, phone, extension, and badge

h. 64 user-defined cardholder fields.  The SAMS shall provide the capability to use these fields in filtering reports

i. Partition definition for Cardholder and Badge (for a partitioned database only)

24.
Badge Definition:  The SAMS shall provide the capability for the user to define Cardholders with the following Badge identification and operating parameters on a per badge basis.  Capability will vary depending on the Intelligent terminal controller (Panel) to which the Cardkey PEGASYS 1000 Host software is communicating with on the system.

S320 Intelligent Controllers on a CCL Hardwire connection
a. Optional badge assignment

b. 5 digit badge numbers, 65,000 maximum value

c. Issue level (0-7), only (1) per badge number

d. Validation period using start and void date and time

e. Executive privilege enabled/disabled toggle button

f. Active/Void badge toggle button

g. Globally Active/Void badge toggle button  (for a partitioned database only)

h. Trace enabled/disabled toggle button

i. Override enabled/disabled toggle button

j. PIN code (4 or 5 digits) custom

k. Badge event privilege level

l. Guard tour badge priority assignment 

m. Assigned a minimum number of 10 Badges or tokens per Cardholder

n. Assign two (2) Access Groups and Time zones per Badge

CK720 Intelligent Controller on a 10Base-T Network connection

a. Optional badge assignment

b. 20 digit badge numbers, 18,000,000,000,000,000,000 maximum value

c. Issue level (0-255), only (1) per badge number

d. 4 alpha characters per badge

e. Validation period using start and void date and time

f. Executive privilege enabled/disabled toggle button

g. Active/Void badge toggle button

h. Globally Active/Void badge toggle button  (for a partitioned database only)

i. Trace enabled/disabled toggle button

j. Override enabled/disabled toggle button

k. PIN code (4 or 5 digits) custom

l. Badge event privilege level

m. Guard tour badge priority assignment 

n. Assigned a minimum number of 10 Badges or tokens per Cardholder

o. Assign eight (8) Access Groups and Time zones per Badge

25.
Digitized Photo Image Recall.  When integrated video imaging is called for, a real time Image Recall window shall be provided on the SAMS.  Based on the following set of user definable input triggers (Recall Filters), the SAMS shall recall and display cardholder pictures and following information.  

a.
Recall display information

1. Picture

2. First name

3. Middle name

4. Last name

5. Card reader name

6. Card number

7. Card issue level

8. Transaction type

9. Date and time of transaction

b.
Image Recall Filters/Triggers

1. Individual reader/terminal

2. Group of readers/terminals

3. Time zone

4. Access Grant

5. Access Deny

6. Card/Badge Trace

c.
The Access Grant, Access Deny, and Badge Trace Image Recall filters will have the ability to toggle off and on the capability to emit an audible beep at the workstation.

26.
Real-time system activity window.  A real time system activity monitor window shall be available for display on any OWT screen whenever the SAMS host is on-line.  The real time window shall have the following capability:

a.
Be able to selectively display the following items at the operators discretion:

1. Input point alarms

2. Exception messages

3. Access Grant

4. Access Deny

5. Access Trace 

6. Entry/Exit Central Mode of operation

7. Audit Trail

8. VCR actions when purchased as an option

9. CCTV actions when purchased as an option

b.  Be able to toggle the display on and off

c.
Selectively order the incoming messages from oldest first or most recent first.

27.
System Status Display:  The SAMS shall provide a dynamic system status summary display that graphically indicates the following status information filtered by communications loop, sub-controller, or terminal.  All status display information shall be summarized in a single window.

a.
Terminal up/down 

b.
Sub-controllers online/offline

c.
Communications loops up/down

d.
State of input points (alarm, secure, short, open)

e.  Indication of whether each sub-controller, terminal, reader is disabled or not reporting

28.
Elevator control:  The SAMS shall provide elevator control via output point contacts wired to the elevator controller to indicate to which floor(s) the elevator may travel based on the access privileges assigned to each access control card. 


Alternatively, the SAMS shall provide elevator control via a serial communication link to an elevator management system computer, exchanging data with the elevator system computer to control the movement of elevators to floors.

Based on the floor selection and the presentation of each access control card to the cab mounted card reader, the SAMS shall determine to which floor(s) each cardholder was granted access.

29.
Alarm routing:  The SAMS shall provide the ability for the user to define which input points or groups of input points are routed to each SAMS Operator Workstation Terminal (OWT) computer.  The system shall provide a report showing which input points are routed to each OWT.  The system shall also provide a window that graphically shows the routing of alarms to a Workstation and whether or not the Workstation is on or off line.

30.
Control points:  The SAMS shall provide the ability to define input points as control points to be used in input/output linking and event processing sequences of operation.  Control points shall not enter the alarm queue and shall not require that an operator acknowledge them when they change state.  The control point activity will however, be automatically logged to the history file.

31.
Workstation Control:  Workstations shall have the ability to be assigned a Name and have an IP address for network TCP/IP connection.  The Workstation window will have the following capabilities:

a.
Be able to identify a PC on the network as a Workstation only, Workstation/Cardkey BadgeMaster or Cardkey BadgeMaster only station

b.
Have an enable/disable toggle button to allow or disallow operator login at the workstation

c.
Priority selection for CCTV control from  the Workstation

d.
Time zone control of Workstation operation

32.
Printer Configuration:  The SAMS shall be capable of printer configuration with the following parameters:

a.
Be able to specify printing of the following items, independent from each other:

1. Input Alarms

2. Alarm Acknowledgment

3. Exception messages

4. Event Messages

5. Access Trace

6. Access Deny

7. Access Grant

8. Entry/Exit Central

9. Audit Trail

10. RFA (Request For Action)

b.
Be able to filter which Alarm Routing Groups print for Input Alarms and/or Alarm Acknowledgement

c.
Be able to filter which Terminal Groups print for Access Trace, Access Deny, Access Grant and/or entry/Exit

d.  Have a toggle button to enable or disable Report or Real Time Printing

e.  Be defined as a Real Time, Report, or Real Time and Report printer

f.  Attach specific Printing parameters to a specific printer

33.
System Devices Display:  The SAMS shall provide the ability to graphically display the system connectivity starting from loop configuration at the Host to the terminals/readers with all associated peripherals, time zones, input and output points.  It shall also display the Host with all connected Workstations and printers.

34.
Request For Action (RFA):  The SAMS shall be capable of setting up a sequence of Events to be automatically or manually activated by the operator, when the RFA is selected to be processed from a queue.  The RFA shall be capable of forcing the operator to input textual information after each event is processed. 

35.
Contingency Plans:  The SAMS shall have the capability to allow the operator to create contingency plans (instructions) which describe a plan of action which can be viewed by the operator at the operators discretion, or to be displayed on the screen or printed at a selected printer automatically, when defined as an event.  The Date, Time, Name of Contingency plan, Workstation name, and Login operator name shall be displayed at the top of the View Contingency plan window.

36.
Guard Tour:  The SAMS shall have the capability to provide access to the Guard Tour program from the system menu option.  A Guard Tour is a sequence of transactions, like badging at a reader or activating an input point, which is required to be made within a specified time frame.  The software will allow for an unlimited number of Guard Tour definitions, 64 of which can be activate simultaneously.  Each tour may contain up to 64 stations, which are the individual readers or input points where transactions occur.

37.
Hours on Site:  The SAMS shall have the capability to provide access to an Hours on Site program from the system menu option.  This feature allows the SAMS to record a cardholders cumulative number of hours of attendance at the site.  Time is the interval between each IN badging and each subsequent OUT badging.

38.
System Monitor:  The SAMS shall have the ability to display a window showing disk usage vs. disk free, as well as current date and time, plus download queue information and communications up or down.

39.
Controller dial-up communications:  The SAMS shall support dial-up communications to the controller panels using standard analog dial-up telephone connections and standard modems.  The SAMS shall support a minimum of 64 dial-up locations.  A separate modem shall be provided at the SAMS Host for each four (4) dial-up controllers.

a.
The SAMS host shall initiate a dial-out to the sub-controller based on the following:

1. Manual operator download command

2. Auto-download due to database changes (add/delete/edit cardholder records, access privileges, time zones, panel configurations.)

3. Auto-download due to expired cardholder badges

4. Door lock/unlock command

5. Output point set/reset command

b.
The sub-controller(s) shall dial-out to the SAMS host based on the following:


1.
Alarm change of state at the controller


2.
Scheduled dial-in time each day

3.
Controller history buffer filled to user-defined threshold level (0-100%).

40.
Database Partitioning:  The SAMS shall have the ability to segment the database based on partitioning logins.  Each partition shall be maintainable as a separate entity within the database and capable of operating as an independent system within the entire system. Independent system is defined as cardholders, doors, time zones, access groups, input/output points, alarms, reports, etc without knowledge of any other partition on the system.  An unlimited number of partitions may be configured on the system.

41. N-Man Rule:  The SAMS shall have the ability to set up a designated area with an Entry and Exit reader which is accessible by a defined team of cardholders who are required to present their badges to the reader terminal.  If badge reading is completed with the Access Timeout period, the door is unlocked.  Certain cardholders, such as supervisors, shall be designated as privileged and as such are not required to follow the rules of team maximums in designated areas.  The areas shall also be allowed to be further classified as “Allow Empty” or “Allow Team Overlap”

42. MIS Interface:  The SAMS shall have the capability to interface with an external system database such as the Human Resources or MIS department through an ODBC connection across a LAN or WAN.  This interface shall allow the external system to Add, Delete, Modify or Query the personal information including User-Defined Fields information of the cardholders in the SAMS.

1.2.5
SOFTWARE CAPACITIES & REQUIREMENTS

A.
Capability will vary depending on the intelligent terminal controller (Panel) to which the Cardkey PEGASYS 1000 Host software is communicating with the system.  The Host software shall have an installed capacity to accommodate the following, at a minimum, with an S320 Intelligent Controller on a CCL Hardwire or dial-up connection:

1. A central database at the Host of 65,500 Badges maximum.

2. An unlimited number of Cardholders.

3. Unlimited number of access groups.

4. Unlimited number of password groups each with an unlimited number of operator passwords.

5. Up to 17,000 2-state alarm input points, or up to 8,000 4-state alarm input points (or any combination in-between).

6. Up to eight (8) operator workstation terminals (OWT’s) connected to a Host PC via an Ethernet 10/100Base-T TCP\IP network.

7. Central on-line historical data storage of 500,000 events with a local sub-controller storage capability of 30,000 cardholders maximum and 10,000 transactions maximum.

8. Ten (10) levels of alarm priority.

9. A minimum of ten (10) individual badge numbers per cardholder.  Each badge shall be tracked separately.

10. Eight (8) issue levels per card, only one of which shall be active at any given time.

11. Sixty-four (64) user-defined cardholder fields.  The system shall be capable of reporting on any or all of the user-defined fields.  Each user-defined field may be defined by the user as alphanumeric, numeric, date, or logical (yes/no).

12. The SAMS software features shall be fully documented in the form of a complete user’s manual, with a detailed description of the operation of the major SMS functions.

B.
The Host software shall have an installed capacity to accommodate the following, at a minimum, with a CK720 Intelligent Controller on a 10Base-T Network or dial-up connection:

1. A central database at the Host of 18,000,000,000 Badges minimum.

2. An unlimited number of Cardholders.

3. Unlimited number of access groups.

4. Unlimited number of password groups each with an unlimited number of operator passwords.

5. Up to 131,000 2-state alarm input points, or up to 65,000 4-state alarm input points (or any combination in-between).

6. Up to eight (8) operator workstation terminals (OWT’s) connected to a Host PC via an Ethernet 10/100Base-T TCP\IP network.

7. Central on-line historical data storage of 500,000 events with a local sub-controller storage capability of 200,000 cardholders maximum and 5,000 transactions minimum.

8. Ten (10) levels of alarm priority.

9. A minimum of ten (10) individual badge numbers per cardholder.  Each badge shall be tracked separately.

10. Eight (8) issue levels per card, only one of which shall be active at any given time.

11. Sixty-four (64) user-defined cardholder fields.  The system shall be capable of reporting on any or all of the user-defined fields.  Each user-defined field may be defined by the user as alphanumeric, numeric, date, or logical (yes/no).

12. The SAMS software features shall be fully documented in the form of a complete user’s manual, with a detailed description of the operation of the major SAMS functions.

C.
The SAMS shall be capable of partitioning (segmenting) the database, which must include at least, but not limited to the following items:

1. Cardholders

2. Badges

3. Time zones

4. Access Groups

5. Panels

6. Readers/Terminals

7. Workstations

8. Printers

1.2.6
INTEGRATION REQUIREMENTS

A.
Video imaging system integration.  The SAMS shall integrate with the Cardkey Systems, Inc. Cardkey PEGASYS 1000 Video Imaging and Badging system without the need for custom software development.

1. The integration shall provide for a single database on the SAMS Host computer that stores the cardholder data and image fields (photo, fingerprint, and signature).  A text and image exchange between two separate databases (SAMS and video imaging) is unacceptable.

2. It shall be possible to display and add information to all user-defined fields (64) in the Host software from the Video Imaging and Badging station.

3. The communications between the video capture/badging station and the SAMS host shall be via Ethernet TCP/IP only.  Serial connections are unacceptable.

4. Should the SAMS lose communication with the image capture station, the image capture station shall cease to function.

5. It shall be possible to operate the Video Badging and Workstation software from the same qualified PC.  The Badging software shall not be capable of doing access control functions.  Though both applications can be operated from the same PC, to perform access control functions, the operator must enter the P1000 software separate from the Video Badging software.

B.
CCTV integration.  The SMS shall integrate with the Burle Allegiant( 8800 series, Vicon Nova Series VPS1300, and Javelin Omni CCTV switchers via an RS232 connection.  The SAMS graphical user interface shall provide controls to enable the user to perform the following CCTV functions directly from the SAMS mouse and keyboard.

1. Pan-tilt-zoom control

2. Camera and monitor selection

3. Define system events that will switch cameras and monitors based on an alarm input anywhere in the SAMS system

4. Define and execute camera pre-set positions

5. Define and execute a preset sequence of operations based on operator command or an input anywhere in the SAMS system

6. Focus and iris adjustments

C.
VCR integration. The SAMS shall interface with one or more of the GYYR TLC1800 and TLC 2200 Video Cassette Recorder via an RS232 connection, allowing an operator to control the functions of the VCR and display the status of the VCR.

D. Radionics integration.  The SAMS shall integrate with the Radionics 6500 alarm receiver operating in the D6000 mode via an RS232 connection between the Radionics receiver and the SAMS host computer.  SAMS system software shall process incoming Radionics alarm inputs as it does for other SAMS input points.  That is, Radionics alarm input points shall appear in the normal alarm handling queue and it shall be possible to attach said inputs to the dynamic graphic map system of the SAMS.

E. Elevator integration.  The SAMS shall be capable of integration with various elevator controllers. The D600E with ECI intelligent Panel will interface with the Otis Elevonics 411.  The D620-ECG with EC10 or EC40 , or the S320 with S300-IO8 modules shall provide output point contacts wired to general elevator controllers.

F. MIS integration.  The SAMS shall be capable of ODBC communication with an external database system such as Human Resources or MIS.  It shall be possible to populate the SMS database with employee information such as name, address, phone number, and User-Defined Fields from the external database in real time or at a later time preventing the need for duplicate entry.  The external database shall have the ability to perform the following functions: Add, Delete, Update, and Query.  Digital photo images (jpeg images from integrated video badging) will not be able to be shared across the MIS interface.

1.2.7
PRODUCT---GENERAL


A.
Manufacturers

1.
All access control hardware and software shall be of a single manufacturer including the Host system, controller panels, and input and output terminal modules.

2.
Base bid shall be Cardkey Systems, PEGASYS 1000 only.  All alternate manufacturers seeking approval shall submit the following documentation to the Government for review thirty business days prior to bid.

a.
Detailed bill of material for each piece of equipment submitted as equal to that specified.

b.
Manufacturer’s catalog cut sheet for each proposed piece of equipment.  The Specification section, paragraph, and sub-section shall be typed on the front page of the catalog cut sheet to aid in review.  The exact model number proposed shall be highlighted, if more than one version of the product is contained in the cut sheet.

c.
Line by line type-written compliance (non-compliance) statement comparing each requirement of the Specification against verifiable performance specifications of the proposed product(s).  This compliance statement shall be signed by an executive officer of the proposing company.

1.2.8
HARDWARE REQUIREMENTS

1.
The SAMS Host computer shall be a standard name brand personal computer with proper capacity for the intended purpose.  The Host computer shall ship factory configured with all software and hardware pre-loaded and tested.  All computer hardware replacement components shall be available from multiple third party sources.  Minimum configuration for the host PC shall be:



a.
Pentium CPU with a clock speed of 500MHz or greater



b.
RAM configurations are offered in 128, 192, and 256 Mb



c.
3.5 “ floppy disk drive



d.
4 GB DAT tape backup device.



e.
24X speed CD ROM minimum

f.
4.2GB hard disk minimum



g.
1024 x 768 resolution 64K color, video card with 2MB RAM



h.
17”  SVGA monitor



i.
Standard keyboard and mouse

2.
Redundant Host configuration.  When called for elsewhere in the specification or on the drawings, the SAMS host computer shall be provided in a fully redundant configuration.

a.
The redundant host configuration shall include:

1.
Two (2) fully configured, SAMS Hosts (primary and standby) with all SMS software and hardware required to operate the system.

2.
Five hard drives in each computer.  Two hard drives in a redundant configuration for the Operating System, and three hard drives in a RAID 10 redundant configuration for the application and database files.

3.
Redundant application software that mirrors all database activity on the primary host to the standby host in a real-time fashion and detects hardware or software faults on the primary system and automatically switches system control over to the standby host.

4.
Two serial communications connection between the primary and standby Hosts to monitor the state of each system and send switch over commands in the event of a system failure.

5.
A 10Base-T, TCP/IP network which connects the servers and Workstations to automatically switch control of all networked devices from the primary host to the standby host and vice versa.

6.
Field panel communications switch to automatically transfer communications from the primary host to the standby host and vice versa.  The communications switch shall be fully electrical with no moving parts.  Electro-mechanical devices are not acceptable.

7.
Separate smart uninterruptible power supply (UPS) for each host computer.  In the event of AC power failure to the UPS, battery backup shall be sufficient for approximately 15 minutes of normal computer operation after which time, the smart UPS software shall signal the host computer to automatically close all active windows and applications, and perform a controlled shutdown prior to battery power failure.

b.
Switch over sequence.  The automatic Host switch over sequence shall be initiated under the following conditions.

1. More than a predetermined number of consecutive hard disk read/write errors.

2. Hard disk failure.

3. Memory failure.

4. Manual operator command.

5. Power failure at the primary host.

6. CPU failure.

3.
Fault-Tolerant SAMS Host computer.  It shall be possible with the 9-User Host to purchase a hardware upgrade package to bring the computer to dual-CPU configuration with 4 hard drives configured as RAID 5, and redundant power supply.

4.
All 120 volt Host systems shall be equipped with an uninterruptible power supply (UPS) with UPS software that detects the loss of AC and battery power and automatically performs an efficient system shutdown by properly closing all open windows and application files prior to total battery power loss.  The UPS shall be sized to operate the host computer and monitor for approximately 15 minutes without AC power.

5.
System printers shall be provided in the quantities specified or as shown on the drawings.  Printers shall be dot matrix, 180 characters per second, bi-directional printers, Okidata or approved equal.

6.
Intelligent Controllers shall be Cardkey Systems Inc. equipment (or a prior approved equal), which come in two distinct types, the S320 hardwire CCL connection and the CK720 network connection, each with its separate capabilities.

a.
S320 Intelligent Controller on a CCL Hardwire connection

1. The controller shall be a fully stand-alone processor capable of making all access control decisions without the involvement of the Host computer based on a set of parameters passed to the sub-controller from the Host.

2. The controller shall support up to sixteen (16) card readers in addition to either 128 input points, or 64 input points and 64 output points.

3. The controller shall support up to 16 Time zones and 20 Holidays

4. The controller shall support up to two (2) Time zone and Access Group pairs per Badge

5. Memory Requirements:

a. Minimum number of cards: 8,000 expandable to 30,000.

b. Minimum number of historical transactions: 4,000 expandable to 10,000 at full-card capacity.

6. The controller shall support the direct connection of a standard dot matrix printer for local transaction and report printing.  The printer shall connect to the controller via a built-in parallel port.

7. Each controller shall be provided with built-in hardware to support hard- wired data communications between the controller(s) and the host of up to 4000 feet per segment.

8. Each controller shall be provided with built-in hardware to support both single path communications and dual path communications to the host computer.  When dual path communications are enabled, the controllers shall communicate in two directions, forward and reverse.  Should either path be broken, the controller shall continue to function normally and communicate with the host computer via the remaining communications path.

9. An alarm summary relay shall be built-in to the controller motherboard. If so programmed, the alarm relay shall be activated whenever a connected alarm point transfers to the alarm state and whenever soft alarms become active.

10. A SPDT tamper switch shall be attached to the inner surface of the controller enclosure.  The tamper switch shall change state whenever the enclosure door is opened to signal the SAMS of the condition.  The tamper switch input shall be user programmable to be suppressed, to be recognized as an input point, to be processed by the alarm queue at the host computer, to printout at an optional printer connected directly to the controller, and to activate the alarm summary relay described above.

11. The standard AC switching power supply version of the controller shall include a battery module to back-up the controller’s applications, programs, and database for 30 days after the failure of the primary AC power service.  The battery shall back up the controller database, the time clock, the transaction history, and all operator-entered parameters.

12. If required elsewhere in the drawings or Specification, the controller(s) shall be furnished in a UPS battery configuration in lieu of a standard AC switching power supply configuration. The battery shall power the controller upon failure of the primary AC service for a minimum of three hours

13. While on UPS service, the controller shall continue to process event activity, card transactions, and record history transactions.

14. The controller shall provide built-in LED’s that indicate whether or not the controller is properly communicating with the host computer.

15.
Communications:

a.
Communications between the Host computer (Host) and the controllers shall be a redundant, bi-directional path such that loss of communications in one direction, caused by a single open or break, automatically causes communications to be established in the other direction without operator intervention.

b.
Should the sub-controller(s) lose communications with the Host, the controllers shall continue to control access and monitor inputs for all connected points.  Local history of all transactions shall be buffered at the sub-controller and automatically uploaded to the Host for alarm reporting and long-term historical storage once communications is re-established.

c.
In the event of a total failure of the controller, the connected card readers may be programmed to continue to operate and make access control decisions based on a common facility code encoded in each access control card for the given facility.

d.
The contractor shall be responsible for the design of a system that will compensate for all signal level losses in the trunk wiring.  This shall include any power supplies for the field devices and any signal level converters or repeaters for the proper amplification of electrical signals.

b.
CK720 Intelligent Controller on a 10Base-T Network connection

1. The controller shall be a fully stand-alone processor capable of making all access control decisions without the involvement of the Host computer based on a set of parameters passed to the sub-controller from the Host.

2. The controller shall support the direct connection of a standard dot matrix printer for local transaction history logging.  The printer shall connect to the controller via the built-in (RJ45) COM2 serial port.

3. The controller shall support up to sixteen (16) card readers in addition to either 256 input points, or 128 input points and 128 output points.

4. The controller shall support up to 64 Time zones and 40 Holidays.

5. The controller shall support up to eight (8) Time zone and Access Group pairs per Badge.

6. The controller shall support multiple card technologies per terminal.

7. The controller shall support up to 12 facility codes per terminal on each terminal.

8. Memory Requirements:

a.
Minimum number of cards: 5,000 expandable to 200,000.

b.
Minimum number of historical transactions: 5,000 minimum and dynamically allocated to full card capacity.

9. Each controller shall be provided with built-in hardware to support 10Base-T industry standard Ethernet TCP/IP data communications between the controller(s) and the Host with standard network segments of up to 100 meters per segment.

10. Each controller shall be provided with the ability to support both single path communications and dual path communications to the Host computer.  When dual path communications are enabled, the controllers shall communicate via two network connections, or one network and one dial-up connection.  Should either path be broken, the controller shall continue to function normally and communicate with the Host computer via the remaining communications path.

11. An alarm summary relay shall be built-in to the controller motherboard.  The alarm relay shall be activated whenever a connected alarm point transfers to the alarm state and whenever soft alarms become active.

12. A SPDT tamper switch shall be attached to the inner surface of the controller enclosure.  The tamper switch shall change state whenever the enclosure door is opened to signal the SAMS of the condition.  The tamper switch input shall be user programmable to be suppressed, to be recognized as an input point, to be processed by the alarm queue at the Host computer, to printout at an optional printer connected directly to the controller, and to activate the alarm summary relay described above.

13. The standard AC switching power supply version of the controller shall include a battery module to back-up the controller’s applications programs and database for 30 days after the failure of the primary AC power service.  The controller database, the time clock, the transaction history, and all operator entered parameters shall be backed-up by the battery.

14. If required elsewhere in the drawings or Specification, the controller(s) shall be furnished in a UPS battery configuration in lieu of a standard AC switching power supply configuration. The battery shall power the controller upon failure of the primary AC service for a minimum of three hours.

15. While on UPS service, the controller shall continue to process event activity, card transactions, and record history transactions.

16. The controller shall provide built-in LED’s, which indicate normal operation and whether or not the controller is properly communicating via the network with the Host computer.

17.
Communications:

a.
Communications between the Host computer and the controllers shall be capable of a dual communications path such that loss of communications of one path, caused by a single failure, automatically causes communications to be established along the other path without operator intervention.

b.
Should the controller(s) lose communications with the Host, the controllers shall continue to control access and monitor inputs for all connected points.  Local history of all transactions shall be buffered at the controller and automatically uploaded to the Host for alarm reporting and long-term historical storage once communications is re-established.

c.
In the event of a total failure of the controller, the connected card readers may be programmed to continue to operate and make access control decisions based on a common facility code encoded in each access control card for the given facility.

d.
The contractor shall be responsible for the design of a system that will compensate for all signal level losses in the trunk wiring.  This shall include any power supplies for the field devices and any signal level converters or repeaters for the proper amplification of electrical signals.

7.
Alarm monitoring and Output Control terminal boards.  Intelligent alarm monitoring and output control terminal boards shall be Cardkey Systems, Inc. plug-in modules to the S320 or CK720 controller (see section 2.01-a and b) with the following functionality:

a.
Sixteen two-state alarm input points.

b.
Eight four-state supervised alarm input points.

c.
Eight two-state alarm input points and eight SPDT output relays.

d.
Eight four-state supervised alarm input points and eight SPDT output relays.

1.2.9
CARDS AND CARD READERS

A.
General

1.
All readers shall be configured with the reader electronics mounted separately, on the “secure” side of the door such that only the reader head and pilot lights are mounted in the reader housing on the “entry” side of the door.

B.
Wiegand Technology

1. The reader housings shall be made of cast aluminum or molded plastic.

2. The reader shall contain one green, and one red built-in lamp or LED to indicate valid and invalid card badging or a single multi-color LED.

3. The reader shall be available in card only and card plus PIN pad versions.  The Contractor shall furnish and install in the style and quantities as shown on the drawings.

4. The readers shall be manufacturer certified for an ambient operating environment of 32 to 115 degrees F (0 to 46 degrees C) and 10 to 90 % RH, non-condensing.  For installations in environments below 32 degrees F, a cold weather kit shall be installed in the reader to ensure normal operation.  The kit shall consist of a heating element mounted inside the reader and a moisture seal gasket set to prevent moisture from entering the reader housing.

5. The cards shall be constructed of top quality, highly durable and resilient PVC plastic or a PVC/Polyester composite material for use with Wiegand readers.

6. The manufacturer using the Wiegand pulse generating effect with a highly secure encryption algorithm shall encode cards.  Each card shall be encoded with a facility code unique to the security system, and individual card number, and one of eight issue level numbers.

7. The encoded information shall be highly secure from alteration by external magnetic fields.

8. Standard cards shall be available with hot stamped facility code and card number.  The cards shall be available from the manufacturer without hot stamping, if requested by the Government.

9. Cards shall be ISO standard credit card size.

10. Cards shall have the capability to be slot-punched at one end and equipped with a strap clip to attach the card to the user’s clothing.  NOTE:  If using video badging, badges should be printed before punching slots.

C.
Magnetic Stripe Technology

1. The reader housings shall be made of cast aluminum or molded plastic.

2. The reader shall contain at least one green and one red LED or lamp to indicate valid or invalid card badging.  A single LED that changes color from red to green is also acceptable.  An optional buzzer, when applicable, shall have the following operation profile:

a. One wire mode: Input not driven or > 3.5 VDC:  buzzer off 

input < 0.8 VDC:  buzzer on

b. Two wire mode: Input < 0.8 VDC:  Green LED on

inverted: Green LED off

3. The reader shall be available in card only and card plus PIN pad versions.  Furnish and install in the style and quantities as shown on the drawings.

4. The readers shall be manufacturer certified for an ambient operating environment of 32 to 115 degrees F (0 to 46 degrees C) and 0 to 100 % RHNC standard.  For installations in environments below 32 degrees F, a cold weather kit shall be installed in the reader to ensure normal operation.  The kit shall consist of a heating element mounted inside the reader and a moisture seal gasket set to prevent moisture from entering the reader housing. Readers rated for –40 degrees C to +75 degrees C by the manufacturer shall not require heating kits. 

5. The cards shall be constructed of top quality, durable, and resilient PVC plastic or a PVC/Polyester composite laminated with a magnetic stripe of high coercivity (at least 2750 oersteds) material designed for use with magnetic stripe readers.  Reader head shall be rated for 500,000 passes (standard).

6. Each card shall be encoded with a facility code unique to the security system, and individual card number, and one of eight issue level numbers.

7. Provide Magtek MT-75 magnetic stripe card encoder or equivalent.

8. Standard cards shall be available permanently marked with the card number and reference code.  The cards shall be available from the manufacturer without the markings if requested by the Government

9. Cards shall be ISO standard credit card size with data to be encoded for track 2 standard.  Speed of read from 3 to 50 inches per second at 75 BPI.

10. Cards shall have the capability to be slot-punched at one end and equipped with a strap clip to attach the card to the user’s clothing.  NOTE:  If using video badging, badges should be printed before punching slots.

D.
Proximity 4000 Technology. - Furnish and install the reader style as shown on the drawings or as called for in this Specification:

1.
Standard range Proximity 4000 reader

a.
The reader shall be integrated and contain all reader electronics inside a single polycarbonate enclosure.

b.
The reader shall operate when mounted on a variety of surfaces including metal. Maximum read range degradation when mounted on a metal surface shall be 50-percent.

c.
The reader shall contain an integral bi-color LED and audio tone to indicate if the card has been successfully read.

d.
The reader shall be 8” x 8” x 1” maximum.

e.
Read range shall be, from contact, up to 8”.

f.
The reader shall be rated for normal operation from -5 to 150 deg. F.

g.
The proximity card shall be encased in sealed plastic with a surface suitable to receive an adhesive backed photo ID or shall be capable of direct printing.

2.
Long Range Proximity 4000 reader

a.
The reader shall be integrated and contain all reader electronics inside a single polycarbonate enclosure.

b.
The reader shall operate when mounted on a variety of surfaces including metal. Maximum read range degradation when mounted on a metal surface shall be 50-percent.

c.
The reader shall contain an integral bi-color LED and audio tone to indicate if the card has been successfully read.

d.
The reader shall be 12” x 12” x 1” maximum.

e.
Read range shall be, from contact, up to 24”.

f.
The reader shall be rated for normal operation from -5 to 150 deg. F.

g.
The proximity card shall be encased in sealed plastic with a surface suitable to receive an adhesive backed photo ID.

3. Mullion Style Proximity 4000 readers

a.
The reader shall be integrated and contain all reader electronics inside a single polycarbonate enclosure.

b.
The reader shall operate when mounted on a variety of surfaces including metal. Maximum read range degradation when mounted on a metal surface shall be 50-percent.

c.
The reader shall contain an integral bi-color LED and audio tone to indicate if the card has been successfully read.

d.
The reader shall operate when mounted on a variety of surfaces including metal. Maximum read range degradation when mounted on a metal surface shall be 50-percent.

e.
The reader shall be 1.7” x 6” maximum.

f.
Read range shall be, from contact, up to 5”.

g.
The reader shall be rated for normal operation from -5 to 150 deg. F.

h.  The proximity card shall be encased in high impact sealed plastic with a surface suitable to receive an adhesive backed photo ID.

1.2.10
DELIVERY, STORAGE, AND HANDLING

A.
SAMS components shall be shipped to the Installation Contractor and not to the job-site. Components shall remain in original manufacturer’s shipping containers until installation. 

B.
All shipping and handling costs shall be paid for by the Contractor at no additional cost to the Government.

C.
All equipment stored on the job site shall be secured in a locked storage area as designated by the General Contractor or Government.

1.2.11
INSTALLATION REQUIREMENTS

A.
All consoles, terminals, and controllers shall be factory wired prior to shipment to the job site.  

B.
Cabinet doors shall open a minimum of 170 degrees to avoid blocking personnel movement.  Each door shall be equipped with a cylinder lock, a tamper switch and a piano-type hinge with welded tamperproof pins. 

C.
Provisions shall be made for field wiring to enter the cabinet via standard knockouts at the top, bottom and sides of controller cabinets.

D.
Each wire shall be identified at both ends with the wire designation corresponding to the wire numbers shown on the wiring diagrams. 

E. All exposed wiring within the cabinets, consoles, and terminals shall be formed neatly with wires grouped in bundles using non-metallic, flame-resistant wiring cleats or wire ties.

F. All ferrous metal work shall be painted in accordance with the manufacturer’s standards.

G. All installation points, wiring, and workmanship shall conform and comply with state and local codes.

H. All termination shall be completed using appropriate terminal strips or punch down blocks. Wire nuts are not acceptable

I. “D” Marks shall be used as an identifiable point of terminations where SAMS wiring will connect to communications.

1.2.11
TESTING AND COMMISSIONING

A.
The Contractor shall be responsible for testing and commissioning of the installation in accordance with all applicable documents in the Contract set.

1. Testing shall be comprehensive and sufficient to demonstrate compliance with each requirement.

2. A proposed test plan shall be submitted to the Contracting Officer or Contracting Officer’s Technical Representative for approval prior to commencement of final test.

3. Final tests shall be conducted in the presence of the Contracting Officer or Contracting Officer’s Technical Representative.

1.2.12
TRAINING AND INSTRUCTION

A.
Operator training shall consist of a two-day course conducted on-site by a factory trained professional instructor.  Training conducted by installers, technicians, or project managers are unacceptable.

B.
Training materials shall consist of the following:

1. Formal course outline and agenda

2. Operator training student guide for each student.

3. Hands-on practice with on-line equipment.

C.
The training course shall be a minimum of two contiguous business days.

D.
Additional equipment (Video Imaging, CCTV, etc.) and training sessions shall be made available to the Government if necessary, at an additional cost.

1.2.13
SERVICE CONTRACT PROPOSAL (see current contract)


The bidder shall include an optional service contract proposal at the time of bid.  The proposal shall include:

1. Response to emergency service requests on-site, if required.

2. Replace or repair defective components as required.

3. Manufacturer’s recommended preventive maintenance.

4. Multiple year maintenance contracts following initial warranty are available with the price shown for each year and all payment terms and conditions.

5. The service contract shall be optional and the Government shall have the right to accept or reject the contract, and accept only the warranty service as described above, at no additional cost.

1.3
WARRANTY

All equipment furnished under this contract shall be warranted for a period of twelve (12) months from the date of final Government acceptance of the system.  Warranty shall never begin prior to system final operational test.  Warranty start date shall be identified in writing generated by and signed by Installation Vendor and NASA Contracting Officer’s Technical Representative and shall include:

1. Response to service requests on-site, if required.

2. Replace or repair defective components as required.

All equipment supplied shall be compatible with the existing equipment manufactured by Cardkey Systems, Inc. 

1.4
MAINTENANCE

1.4.1
Maintenance Service

The security contractor shall maintain a 24-hour, toll-free service number.  The service organization must be a factory authorized service organization with 24-hour emergency service, factory trained technicians, and located within 50 miles of the Moffett Field job site.  A four (4) hour minimum response is required for emergency service.  Emergency service will be billed at the current hourly rate with parts replaced for the first year at no charge to the Government.

1.4.2
Host Maintenance Service Contract

The host, all connected equipment, and training for equipment located at NASA Dispatch Office shall be covered by the OEM through a Maintenance Contract.  This is a separate and dedicated Host support service contract.  See the latest version of this contract for requirements and details.

1.4.3
Extra Materials

The security contractor shall maintain a local spare parts inventory in order to replace any part within 24 hours.

1.5
TRAINING

Operator Training

A factory-direct software trainer shall give an operator training class.  The class shall be held at NASA.  The class shall be three (3) consecutive days for up to ten (10) people.

PART 2
PRODUCTS

2.1
SECURITY MANAGEMENT SYSTEM

2.1.1 The Security Management System, including the central controller (CPU), video display terminals and keyboards, disk storage, system printer, color graphics package, related UPS and/or battery backup units, and system software shall be products compatible with Cardkey Security Solutions Systems equipment, to match the existing system at the NASA Dispatch Office.  These systems must be compatible in order to tie them together, and to use existing spare parts and NASA trained service personnel.

2.1.2 The sub‑system controller, readers, reader terminals, and alarm monitors shall be compatible with Cardkey Security Systems equipment.

2.1.3 Access cards shall be quality-HID cards compatible with Badgemaster ID Electronic Video Imaging System and with Cardkey Security Systems equipment.

2.1.4 Electrified door lock hardware shall be products of BEST lock.  These locks must be compatible with the existing removable BEST lock system used throughout the Center at Moffett Field.

2.1.5 Alarm Contacts shall be products of Sentrol or equal.

2.2
ACCESS CONTROL/SECURITY MANAGEMENT SYSTEM

2.2.1
Central Controller System

The system shall be comprised of the Pegasys 1000 Redundant with 9 workstations - two (2) state‑of‑the‑art, multi‑user, multi‑tasking desktop mini‑computers (CPU) specifically designed as a redundant security management system.  The system shall be listed by Underwriters Laboratories for UL294 and UL1076 and include the following features:

2.2.1.1
Four (4) peripheral ports for:

 a. 
one (1) system VDT with keyboard;

 b.
one (1) remote VDT with keyboard;

 c. 
one (1) system printer;

 d. 
one (1) color graphics system.

2.2.1.2
17-inch VDT with detachable keyboard for all operator interaction and alarm display.

2.2.1.3
High speed (180 cps) 80 columns, bi‑directional dot matrix system printer with forms tractor.

2.2.1.4
Four (4) ports supporting up to (16) readers per port; (64) readers for the total system.

2.2.2
System Software

The system shall operate under the manufacturer's proprietary operating system.  The supplied software shall have the additional capability to provide listings of cardholders alphabetically by name only, alphabetically by department and name, or numerically by card number.

2.2.3
Distributed Intelligence Sub‑system

This sub-system shall be the compatible with Cardkey Security Intelligent Terminal/Controllers (600, 300, and 700 series Intelligent Terminal/Controllers) and shall include the following: 
2.2.3.1
The sub‑system shall consist of an intelligent terminal controller supporting readers and alarm monitoring devices capable of maintaining full door control and security in on‑line and off‑line modes with the central controller  (shared).

2.2.3.2
The intelligent terminal controller shall control from eight (8) and up to 16 readers through intelligent terminal interfaces.

2.2.3.3
The card readers shall consist of an intelligent terminal interface and a reader that are compatible with magnetic stripe, track 2-card technology, and wiegand/proximity card technology.

2.2.3.4
The smart terminal interface (STI) shall be located on the secure side of the facility.  All smart terminal interfaces shall be located in one (1) central location. It shall contain the electronics to control one (1) or two (2) readers and provide eight (8) or 16 alarm monitor inputs.

2.2.3.5
During a power loss, backup battery shall provide memory back up of the sub‑system for minimum of eight hours. The Sub-system shall come equipped with a built-in UPS and battery.

2.2.3.6
The intelligent terminal controller shall transmit card and alarm information from the reader interfaces and receive access commands from the central controller, while the stand alone intelligent terminal controller shall grant access according to programmed access commands.

2.2.3.7
The readers shall monitor door status via a door contact, and shall report an alarm when the door is not closed, and when the door is forced or propped open.

2.2.3.8
All readers shall provide a red and green visual indicator for granted and denied access, and tamper detection capability.

2.2.3.9
The readers shall be surface mounted, or flush mounted as specified in the contract.

2.2.3.10
The intelligent terminal controller shall store 4,000 random card numbers, programmable individually or in blocks.

2.2.3.11
Access shall be granted and the system shall operate in the following order: “Stand-alone” Panel control primarily, or “Shared” using a combination of Stand alone and Controller for verification and only under specially approved circumstances by “Central Controller” only for verification.

2.2.3.12
The central controller shall download to the intelligent terminal controller all access parameters necessary for it to control access at its readers and full reporting of alarms.

2.2.3.13
If the central controller loses communications with a sub‑system intelligent terminal controller, the sub‑system shall operate in an off‑line mode and provide full access control and alarm monitoring based on the parameters stored in memory of its intelligent terminal controller. 

2.2.3.14
If a sub‑system intelligent terminal controller loses communications with an intelligent terminal interface, the intelligent terminal interface shall authorize access based on the facility code in the card, and if used, a PIN entry.

2.2.3.15
The intelligent terminal controller shall provide real‑time printouts of all access and alarm transactions in both on‑line and off‑line modes.

2.2.3.16
All readers shall be moisture proof, heavy-duty construction with a tough cast metal or monolithic resign enclosed/encapsulated housing and shall have tamper switch alarm monitoring. 

2.2.4
Security Cards

2.2.4.1
The cards for this security system shall be constructed of top quality, durable, and resilient PVC laminated with a magnetic stripe or wiegand/proximity technology of high coercivity material designed for use with magnetic stripe and proximity readers.

2.2.4.2
Each card shall be encoded with a facility code to match the existing facility code at NASA Ames Moffett Field, an individual card number, and one (1) of eight (8) issue level numbers.  At the system Government's request, the manufacturer shall provide the equipment necessary for the system owner to encode magnetic stripe cards for use only in the Government’s system.

2.2.4.3
The manufacturer shall provide custom print cards, in accordance to the manufacturer's guidelines, to meet the needs specified by NASA.  The cards will be light blue, light green, red, or white, with the NASA Moffett Field information printed in Pantone 286C on one side.  The magnetic strip shall be on the opposite side.

2.2.4.4
Cards shall be the size of a standard credit card.

2.2.4.5
Cards shall be slot-punched at one (1) end to accept a strap clip to attach the card to the user's clothing.

PART 3
INSTALLATION

3.1
Customer Notification

The Contractor shall coordinate with and notify the customer before beginning any equipment installation process.

3.2
Install the access control and alarm monitoring system per manufacturer's guidelines.  All cable shall be in conduit.  All cable shall be 22 gauge, shielded, unless otherwise noted.  Cable shall run continuous from device to termination without splices.  All terminations shall be made using punch down blocks, terminal strips and “D” Marks.  Wire nuts are not allowed.  “D” Marks shall be identified and supplied in an enclosure with tamper contacts with each installation to clearly identify responsibilities at locations where the Installation Contractor’s work starts/ends and the communications work starts/end. 

3.3
All cables shall be labeled at each end.

3.4
Coordinate with the electrical contractor to ensure a smooth and timely installation.

3.5
Upon completion, perform all necessary tests and adjustments to certify the system is properly installed and functioning.  All test reports shall be given to NASA.  The final test shall be run with NASA personnel present if requested by the Government.

END OF DIVISION 3

DIVISION 3a:  13700 - ACCESS AND SURVEILLANCE

PART 1
GENERAL

1.1
GENERAL INFORMATION:

1.1.1
Definitions:

Project

To provide all labor and materials required to move the head-end access control and CCTV system’s head-end equipment as described in these specifications at Building N-241, NASA Ames Research Center and Moffett Airfield Complex. 

Owner
NASA shall be referred to throughout this document as the Government (The Owner) (including direct employees and other appointed Owner agents such as engineers or consultants.  These agents may be requested by the Government to represent the Government in undertaking certain project tasks).

Government’s Security Representative

To be determined during pre-construction.

Project Record Drawings

Drawings that completely record and document all aspects and features of the project (also known as “as-built” drawings)

System Documentation 

A complete collection of all installation, programming, operations, maintenance manuals, and work sheets relating to the equipment provided as part of the project

Subcontractor 

A person or entity that has a direct contract with the Security Contractor to perform any work at the site

Construction Aids 

Facilities and equipment required by personnel to assist in the execution of the work (construction aids include, but are not limited to: scaffolds, staging, ladders, platforms, hoists, cranes, lifts, trenchers, core drillers, and protective equipment)

Server
A computer that provides system database and control over workstations and ACPs

Workstation
A computer that works as a subordinate to another computer (server)

1.1.2
Labor and Materials:

The Security Contractor shall furnish, interconnect, and install a Security System, including: all labor, materials, equipment, transportation, and services required for a complete, operational Security System for the Government’s building, as specified herein.

The Contractor shall be responsible for storing all materials at their own site until the material is ready to be installed.

The Government shall not be responsible for the protection of any new material until the Government accepts the work after a formal documented acceptance test.

1.1.3
Drawings and Specifications: 

The written Technical Specifications and Security Drawings comprise the complete security system specifications as desired by the Government.

Statements made in the Technical Specifications and not reflected on the Security Drawings, or conditions shown on the Drawings and not stated in the Specifications shall, in effect, be considered to be shown or stated in both.  In the case of conflicting information between Drawings and Specifications, the Security Contractor shall notify the Government in writing of all conflicts and request clarification prior to the purchase or installation of any equipment.  The Government’s security representative shall provide clarification in writing on a NASA Ames Standard Form.

The Security Drawings are accurate as to available information as of the release date; however, due to the possibility of changing site or architectural conditions, the Security Contractor shall identify those exceptions and changes that may affect the bid response.  If no exceptions or changes are presented, the Security Contractor shall become responsible for any changes to the work required as a consequence of such pre-existing conditions.

The Drawings and Specifications are for the assistance and guidance of the Security Contractor; exact locations, distances, elevations, etc., shall be governed by actual field conditions.

1.1.4
Abbreviations:

The following abbreviations may be used in this document:

	ABS
	Acrylic Butyl-nitrile Styrene

	AC
	Alternating Current

	ACP
	Access Control Panel (Card Access)

	AMP
	Amperage

	ANSI
	American National Standards Institute

	AHJ
	Authority Having Jurisdiction

	API
	Alarm Paging Interface

	ASTM
	American Society of Tool Manufacturers

	ATA
	Audio Threshold Alert

	AWG
	American Wire Gauge

	BNC
	Bayonet Navel Connection

	bps
	Bits Per Second

	C
	Wire Conductor

	CCD
	Charged Coupled Device

	CCTV
	Closed Circuit Video camera

	CR
	Card Reader

	DC
	Direct Current

	DPDT
	Double Pole Double Throw

	DVR
	Digital Video Recorder

	EA
	Emergency Audio Alert Station

	EDB
	Emergency Duress Button

	ELH
	Electrified Locking Hardware

	EML
	Electromagnetic Locks

	EMT
	Electrical Metallic Conduit

	EPH
	Electrified Panic Hardware

	ES
	Electric Strike

	FM
	Frequency Modulated

	GB
	Glass Break Detector

	ICS
	Intercom Call Station

	IDF
	Information Distribution Frame

	IMC
	Intermediate Steel Conduit

	J-Box
	Junction Box

	JPG
	JPEG File Interchange Format

	LAN
	Local Area Network

	LED
	Light Emitting Diode

	LS
	Local Sounder

	MC
	Magnetic Door Contact

	MD
	Motion Detector

	MPB
	Mini Power Booster

	NEC
	National Electrical Code

	NEMA
	National Electrical Manufacturers Association

	NFPA
	National Fire Protection Association

	NTSC
	National Television Systems Commission

	OD
	Outer Diameter

	PIN
	Personal Identification Number

	PIR
	Passive Infrared Detector

	P-REX
	Hands-free Passive Infrared Exit Detector

	PS
	Power Supply

	PTR
	Printer

	PTZ
	Pan/Tilt/Zoom

	PVC
	Polyvinyl chloride 

	RAM
	Random Access Memory

	RDBMS
	Relational Database Management System

	REX
	Request-to-exit Device

	RGB
	Red, Green, Blue Separate Signals

	SCC
	Security Control Center

	SER
	Security Equipment Room

	SPDT
	Single Pole Double Throw

	SQL
	Structural Query Language

	TDA
	Tomasi-Dubois and Associates

	TL-VCR
	Time-lapse Video Cassette Recorder

	TS
	Tamper Switch

	TSP
	Twisted Shielded Pair of Wire

	UL
	Underwriters Laboratories

	UPS
	Uninterruptible Power Supply

	VAC
	Volts Alternating Current

	VCR
	Video Cassette Recorder

	VDC
	Volts Direct Current

	VDT
	Video Display Terminal

	VMD
	Video Motion Detector

	VMux
	Video Multiplexer

	WAN
	Wide Area Network


1.2
REFERENCES AND REGULATORY REQUIREMENTS:


All work shall conform to all building, fire, and electrical codes and ordinances applicable to the project, such as:

The National Electric Code, 1999 Edition

The California Building and Electrical Code, Title 24, 1998 Edition

The NFPA Codes and Standards, 1996 Edition

American with Disabilities Act (ADA)

Construction Standards Institute (CSI)

Underwriters’ Laboratories, Inc.

Ames Electrical Construction Specification # 16000 inclusive

Ames Communication Specification 16700 inclusive

Ames Fire Alarm /Gas Detection Systems Zoned 16721 

Ames Security Access & Intrusion Detection System 16722, 

Ames Integrated Closed Circuit Television (CCTV) System 16723

Ames Cabling/Networking Standards 16740

Any other Code referenced herein. This includes 10450 Pedestrian Control devices, 13700 Security Access and Surveillance, 13850 Detection and Alarms

In case of conflict between the Drawings/Specifications and codes, the codes shall govern. (Notify the Government of any such conflicts.)

The Security Contractor shall secure and pay for all licenses, permits, plan reviews, engineering certifications, and inspections required by regulatory agencies.  Any documents, including drawings, which may be required by the regulatory agency shall be provided as part of the specified project. 


The materials, wiring, and equipment shall be provided and installed in accordance with the best practices of the electrical and security industry. (See NASA Ames Standard for Construction)

1.3
SCOPE OF WORK:

1.3.1
It shall be the responsibility of the Security Contractor to:

a)
Examine all project security specifications and site conditions

b)
Implement the guidelines and requirements contained in the specifications and contract documents

c)
Translate the specifications into a complete package containing all elements necessary for a complete, operational, and functionally integrated Security System

d)
Provide any specialized subcontracted labor as required, i.e., electrical, door hardware, carpentry, painting and patching etc.

1.3.2
After award of contract, the Security Contractor shall:

a)
Provide initial project submittals

b)
Provide written installation schedule and coordinate with Government

c)
Procure all Security System equipment and store until it is installed unless otherwise notified in writing

d)
Attend project meetings as outlined by the Government 

e)
Coordinate with sub-contractors

f)
Install all Security System equipment and associated cable and hardware as per project schedule and perform the work as outlined in the Statement of Work

g)
Provide initial panel configurations if required

h)
Check out all components after completion of move to insure all moved items are functioning correctly

i)
Provide completed Project Record Drawings and Documentation

j)
Perform system acceptance test with the Government,. et al

k)
Provide a one- (1-) year warranty

1.4
PRODUCT INSTALLED BUT NOT FURNISHED UNDER THIS SECTION:


References within the security drawings and specifications to work completed “By Others” infers that certain portions of the work directly related to the operation of the Security System shall be completed by other contractors.  It shall be the Security Contractor’s responsibility to coordinate with the following contractors for the timely completion of essential work related to the Security System (See Part 3, Section 3.3.):

a)
Power, cable tray – overhead cable tray feeding equipment racks, and independent power feed for security to be provided and installed by the Government (NASA Code JTN)

b)
Equipment racks - two (2) open frame equipment racks to be provided and installed by the Government (NASA Code JTN)

c)
Fiber connectivity - fiber installation, relocation, and termination into a patch panel by the Government (NASA Code JTN).  Patch panel to be located in equipment rack.

1.5
SUBMITTALS

1.5.1
Preliminary Submittals:

Prior to purchasing any equipment, the Security Contractor shall submit, for acceptance by the Government’s security representative, five (5) copies each of the following:

a)
A material list with names of manufacturers, model numbers, and technical information on all equipment proposed for installation

b)
Catalog cut sheets of the equipment to be installed

c)
Complete shop drawings, clearly illustrating how all components relate, including:

1)
Floor plans with all device locations, wire runs, and wire designations

2)
System riser diagram with all devices, wire runs, wire designations, and schematic block diagrams for each subsystem

3)
Wiring diagrams for each subsystem, defining the interconnection of all inputs and outputs for all equipment

4)
Wiring diagrams for failsafe release of electric locking mechanisms

5)
Typical elevations of security equipment-room layouts showing panel locations, PS locations, conduit wireways, wiremolds, and all other equipment to be mounted at that location

d)
A statement listing every technical and operational parameter, wherein the submitted equipment varies from that originally specified.  In the event the submitter fails to list a particular variance, and the submittal is accepted but subsequently deemed to be unsatisfactory because of an unlisted variance, the submitter shall replace or modify such equipment immediately and without cost to the Government.

e)
A preliminary installation schedule 

1.5.2
Project Record Drawings:

a)
The purpose of Project Record Drawings is to provide factual information regarding all aspects of the project and to enable and support future service, modifications, and additions to the Security System.

b)
The Project Record Drawings are an important element of this project.  The Security Contractor shall accurately maintain the Project Record Drawings throughout the course of this project. 

c)
One (1) set of Security Drawings on electronic media and/or reproducible media may be requested in writing from TDA for Security Contractor use in developing submittals and Project Record Drawings.  TDA will provide all drawings in AutoCAD® rev 14 format unless another format is specifically requested.  

d)
Additional sets may be obtained from TDA for a nominal fee.

e)
An individual skilled in standard drawing practices shall produce the final set of Project Record Drawings in AutoCAD®.

f)
One (1) week after the test and final acceptance of the work, the Security Contractor shall deliver one (1) complete set of Project Record Drawings (on reproducible media and Compact Disk (CD), compatible with AutoCAD® or in DXF format).  

g)
The Project Record Drawings shall, at a minimum, include the following:

1)
Floor plan drawings indicating wire routing (wire routing shall be delineated in straight-line runs and be tagged with cable identification and terminal strip numbers to coincide with the installation)

2)
Floor plan drawings indicating device locations to include any existing equipment, wiring, conduits, and raceways that were reused in this project with device legends

3)
Mounting details for all equipment and hardware

4)
Functional one-line diagrams for each subsystem

5)
Wiring details showing rack elevations, equipment wiring and terminations, and inter-rack wiring

6)
Wiring diagrams for all custom circuitry including interfaces to various output controlled devices (i.e., overhead doors, sliding doors, parking gate operators, fire alarm system interface, etc.)

7)
Typical point-to-point wiring diagrams with wire color for each piece/group of equipment within the system

8)
Layout details for each riser location - including security panels, PSs, J-Boxes, conduit, and any other security-related equipment located in the riser

h)
System Documentation (provide the following as it applies to the project):

1)
The System Documentation shall be compiled into a binder, or set of binders, with easy identification as to its contents.  Each binder shall be organized into tabbed sections.  There shall be a master index identifying the contents of each binder and section.

2)
The Security Contractor shall also deliver (along with the Project Record Drawings) the System Documentation Manuals to the Government, including the individual factory-issued manuals containing all technical information on each piece of equipment installed.  

i)
The System Documentation Manuals shall include, at a minimum:

1)
An operational description of each subsystem

2)
Detailed programming descriptions for each subsystem, including step-by-step procedures, with illustrations identifying how computer screens will look after each entry

3)
Explanations of subsystem interrelationships, including operations of each subsystem, operations unique to the interfaces between each of the subsystems, and possible conflicts that may occur with the interface (each explanation shall be identified, tagged, bound, and indexed into a single binder)

4)
Electrical schematics for each piece of equipment furnished

5)
Power-up and power-down procedures for each subsystem

6)
A description of all diagnostic procedures

7)
A menu tree for each subsystem providing a graphical flow of commands within the menu system

8)
Setup procedures for each component of the subsystems

9)
A list of manufacturers, their local representatives, and subcontractors that have performed work on the project (include contact names, phone numbers, and addresses for each)

10)
Installation and service manuals for each piece of equipment

11)
Maintenance schedules for all installed components, including inspections and preventative maintenance schedules, and documentation of all repaired or replaced equipment

12)
Descriptions of all software, their terms and functions as well as required sequences

13)
A directory of all disk files

14)
A description of all communications protocols including data formats, command characters, and a sample of each type of data transfer

15)
Instructions for manufacturer-supplied report generation, with illustrations showing how reports should look, and screen-by-screen illustrations for each entry made

16)
Instructions for custom report generation

17)
Database format and data entry requirements

1.6
QUALITY ASSURANCE:
1.6.1
General

a)
The equipment herein specified shall be Security Contractor-supplied, interconnected, installed, and tested, utilizing qualified and capable manufacturer’s certified technicians. 

b)
All related work (including but not limited to cutting and patching, locking hardware installation, painting, and carpentry) shall be accomplished by skilled craftspeople regularly engaged in trade specific work.  All such work shall comply with the highest standards applicable to that respective industry or craft.

c)
All 120VAC-power wiring and connections shall be performed by a qualified Journeyman Wireman licensed to perform such work at the project location.

d)
Security Contractor Requirements:

1)
Maintain the appropriate Contractors’ and other licenses required to perform the type of work stipulated by this specification in the state and community in which the project is located.

2)
Be an authorized dealer of the specified equipment, with proven experience in comparable installations of this size, type, and scope within the last five (5) years.  (A list of those installations, including contact name and phone numbers, shall be submitted to the Government upon request.)

3)
Employ factory-trained personnel in the installation, operation, and maintenance of the subsystems.  At least one (1) member of the installation team shall have a minimum of two (2) years experience in the installation, operation, and maintenance of the access control system to be provided. 

4)
Provide qualified electronic technicians to hook up, program, and test final termination (journeyman electrical workers may be used to install conduit, raceways, and wiring).  All such work shall be supervised by the Security Contractor’s Project Manager.

5)
Provide twenty-four (24) hour support services from an existing operations center within fifty (50) driving miles of Moffett Field.

6)
Provide emergency service within four (4) hours of notification.

7)
Provide dedicated factory-trained service personnel to the Government’s account.  Any changes in personnel shall be approved by the Government prior to any new service technician’s work on the account.  (All costs for assigned service technicians shall be included in the contract price.)

8)
Have the capability to perform system testing and provide instruction on the use and operation of all elements of the subsystems and their interconnections.

9)
Maintain an inventory of spare parts and other items critical to the system operation (as necessary to meet emergency service requirements of this project) within the local service center to allow for minimal downtime of critical elements of the Government’s Security System.

10)
Provide local in-house engineering and project management capabilities consistent with the requirements of this project.

11)
Provide a full-time project manager who shall be present while the work is actively in progress, and who shall be the same individual throughout the course of the project.  This Project Manager shall be responsible for system programming, preparation of Operation and Maintenance Manuals, training programs and schedules, test protocols, documentation of system testing, maintenance of Record Drawings, and coordination and scheduling of all subcontract labor.

12)
In the event the Security Contractor becomes unable to complete the work in accordance with the contract documents or to the satisfaction of the Government or Government’s security representatives due to a lack of understanding of equipment, systems or services required by the contract documents, it shall be the responsibility of the Security Contractor to retain the services of the applicable manufacturers’ representatives or other qualified contractor to expeditiously complete the work in accordance with the construction schedule (with no additional cost to the Government).

1.6.2
Subcontractors:

a)
Use of any Subcontractor is subject to the Government’s approval. The Security Contractor shall identify all Subcontractors on the Bid Form and shall make no substitution for any Subcontractor previously selected without the Government’s approval.

b)
The Security Contractor's Project Manager shall be responsible for overseeing the work being performed by the Subcontractors and shall be responsible for all work performed relative to this specification, including any work being performed by Subcontractors.

c)
By an appropriate written agreement, the Security Contractor shall require each Subcontractor (as appropriate) to be bound to the Contractor by the terms of the Drawings and Specifications.

1.6.3
Product:

a)
All components provided for the Security System shall be of standard manufacture to ensure continuous availability of parts and trained technical support.

b)
Where “or approved equivalent” is indicated, the Security Contractor may submit to the Government, a proposal to substitute manufacturers and models that may be more cost-effective or readily available than that specified and still meet the performance, appearance, and cost requirements of the specified equipment, before the bid due date.

c)
All substitutions shall meet or exceed the minimum functional and technical specifications.  A request for substitution shall be submitted as follows:

1)
In writing

2)
Be received by the Government at least five (5) days prior to bid opening

3)
Clearly identify product and model number of proposed substitution

4)
Include sufficient data to allow the Government to evaluate suitability of proposed product

5)
Include acknowledgement that the contractor assumes responsibility for capacity, dimensions, performance, etc.

6)
Where “no approved equivalent” is indicated, it has been determined that there is no other product that meets the performance, appearance, and cost requirements of the selected product within the specified design, or the Government has requested the specified product.

d)
The Security Contractor shall perform a complete system test and resolve any system deficiencies prior to the Final Acceptance Test by the Government or Government’s security representative.  This test shall be performed at the operational location and under normal operational environmental conditions.  All test and report costs shall be included in the contract price.  A checkout report shall be prepared by the technician and submitted in triplicate to the Government’s security representative one (1) week prior to the date of the scheduled Final Acceptance Test and acceptance of work.  The report shall include, but not be limited to:

1)
A complete list of equipment installed and wired

2)
Indication that all equipment is properly installed and operates in conformance with these Specifications

3)
Tests of individual units, as applicable

4)
Technician’s name and date

1.7
PROJECT SITE USE AND CONDITIONS:

The Security Contractor shall become familiar with all aspects of the project.

1.7.1
Facilities:

a)
Power:  The Government shall supply electrical power to the extent that the usage is compatible with available facilities in the vicinity of the work.

b)
Telephone:  A telephone designated by the Government for local and toll-free calls may be used.  (The costs of long distance calls are the responsibility of the Security Contractor and shall not be charged to the Government.)

c)
Restroom Facilities:  The Contractor may use existing restroom facilities designated by the Government.

d)
Parking:  The Government reserves the right to limit or restrict parking based upon the daily requirements of other contractors on site.

e)
Fastening Equipment:  The use of explosive-type fastening equipment is prohibited.

f)
Damage Notification:  The Contractor shall notify the Government immediately of any damage or possible damage to any equipment.

g)
Work Hours:  Work shall be accomplished during normal working hours (between 6 am and 5:30 pm). Work in certain areas may only be accomplished after-hours or on weekends, and will be specified.

1.7.2
Construction Aids:

a)
The Contractor shall provide all Construction Aids required in the execution of the work.  Construction Aids that are the property of the Government or other contractors shall not be used without permission.

b)
Storage of Construction Aids shall be coordinated with the Government’s on-site representative.

1.7.3
Safety:

a)
The Contractor shall be responsible for initiating, maintaining, and supervising all safety precautions and programs in connection with the work.

b)
The Contractor shall comply with all local, state, and federal regulations and laws for the safety of the workplace.

c)
The Contractor shall be responsible for having weekly safety meetings with the crew, and submit a written report to the Government.

1.8
WARRANTIES

1.8.1
Items included in this warranty:

a)
The entire system, including parts and labor, shall be under warranty for a minimum of one (1) year from the date of satisfactory completion of the acceptance testing and commissioning.  (See Part 3, Paragraph 3.7.)

b)
The acceptance test and commissioning report shall annotate the warranty commencement date.

c)
This warranty shall supercede any contractor’s standard warranty of a lesser period.

d)
The warranty shall include, to the original purchaser:

1)
All products as herein specified, including software, shall be free of defects in material or workmanship at time of installation completion

2)
Onsite labor to troubleshoot the installed security system components when problems occur within the system

3)
Labor and materials to repair and/or replace installed equipment, software, and wiring found to be defective

4)
Warranty service shall be provided twenty-four (24) hours per day, seven (7) days a week, at no additional cost to the Government

5)
Software updates issued by the manufacturer to correct discovered defects within their software

6)
Any manufacturer’s warranties less than the one (1) year period herein specified shall be extended to the one (1) year minimum period

7)
Any manufacturer’s warranties that extend beyond the one (1) year period herein specified shall remain in effect until the expiration of that specific warranty

e)
The Security Contractor as well as the Licensor of any hardware, firmware, or application software product (and/or services provided for any part of the Security System) shall warrant that the hardware, firmware, software and/or services provided: 

1)
Are designed to be used during, and after the current calendar year (as shown on this specification)

2)
Shall continue to function fully during and after the current calendar year (including leap year calculations) without interruption

3)
(If applicable) Shall have full capability to accurately and unambiguously process, display, compare, calculate, manipulate, and otherwise utilize date information

4)
Shall operate during each time period without error or interruption of date data, specifically including any error relating to or the product of date data representing or referencing different or multiple centuries

1.8.2
Not included under this warranty:

a)
Product(s) provided and installed by others, that are part of the existing security system

b)
Existing product(s) installed prior to this project, of which this project may be an expansion 

c)
Labor to troubleshoot product(s) identified in paragraphs 1.8.A.4.a & b above

d)
If a system malfunction is reported wherein the security contractor is called to troubleshoot, and the problem is discovered to be in product not provided under the Security Contractor’s scope of work in this project, the Security Contractor may charge the Government the technician’s prevailing or pre-established labor rates

e)
As soon as it is discovered that a reported malfunction is caused by a product not provided as part of the Security Contractor’s scope of work in this project, the technician shall notify the Government of the findings, costs incurred up to that point (if any), and recommendations to correct the malfunction and associated costs 

f)
Labor to perform the scheduled maintenance

1.8.3
System Stability Period:

a)
The purpose of the System Stability Period is to insure continued system operation without problems by:

1)
Monitoring system operation and malfunctions, if any

2)
Performing any system adjustment that may be required

3)
Identifying reoccurring security system problems which may be related to, but not limited to, a product design defect, system defect, wiring defect, or installation defect

4)
Maintaining a log of all system problems reported during the stability period

b)
The first ninety- (90-) days of the warranty period shall be considered a system stability period, which may be extended until the malfunction(s) have been resolved to the satisfaction of the Government and/or Government’s Representative.

c)
Should a problem occur within the security system the Security Contractor shall readjust, repair or replace the defective components in an appropriate fashion (as described in paragraphs 1.9.C below), under the scope of this warranty.

d)
After a problem has been corrected the ninety- (90-) day stability period shall restart.

e)
After the first six (6) months of the warranty period, if the system is still being monitored in a “ninety- (90-) day stability period”, a review of the system problems shall be conducted with the Government and/or Government’s Representative with recommendations on how the problems may be resolved.

f)
If the requirements provided in the paragraph above are not completed within the one (1) year warranty period, the Security Contractor shall replace the faulty system component(s) (which may include the replacement of access control panels and software) through another acceptable manufacturer and repeat the process until a ninety- (90-) day period, without problems on the defective components can be achieved.

1.8.4
Service Call Response Requirements

a)
Upon notification by the Government of a malfunction within the system, the Security Contractor shall provide a qualified repair technician within four (4) hours of such notification.  

b)
The Security Contractor shall provide the Government with a twenty-four- (24-) hour telephone number (including weekends and holidays) for the purpose of such notification.

c)
Major subsystem elements, and their subcomponents found to be faulty, shall be repaired or replaced within three (3) consecutive days.

d)
The Security Contractor’s technician shall provide the on-site Government’s representative with a verbal status-report at the time service is rendered. 

e)
In addition, the technician shall provide a brief written report describing the problem, what work was completed, what work (if any) needs to be completed, and the date the technician will be returning to complete the project.

f)
The Security Contractor shall provide a written closeout report, indicating the cause of the malfunction, corrective action taken, and system status at the completion of the repair work, to the designated Government’s security representative within three (3) working days after completion of the repair.  

1.9
EXTENDED SERVICE REQUIREMENTS

As separate line items to the bid, the Security Contractor shall provide the following:

a)
Warranty (first year) – a preventive maintenance agreement which shall:

1)
Include a description of services to be provided above and beyond the specified one-year parts and labor warranty

2)
Include a software maintenance agreement to cover all software upgrades and revisions (not offered as part of the original project), and unlimited telephone service assistance

3)
Include training for any changes in operation due to software revisions

b)
Warranty-Extension and maintenance-Service Agreement (years 2 through 5) shall:

1)
Include a description of service to be provided

2)
Include annual cost for each year

3)
Cover the entire system and provide for routine inspection, testing, and adjustments, including the cost of labor and material associated with replacement part

4)
Include a continuation of the Software Maintenance Agreement as described above to include software maintenance updates

c)
The optional Warranty-Extension and/or Maintenance-Service Agreement shall be renewable annually at the Government’s option.

PART 2
PRODUCTS

2.1
GENERAL

a)
Furnish and install (at locations shown on the security drawings) the specified equipment to provide a completely operational Security System. However, the following subsystem items to be provided for installation shall not be considered all-inclusive.

b)
All products not provided by the Government shall be new and of manufacturer’s current and standard production.

c)
Drawings and Specifications indicate major system components and may not show every component, connector, module, or accessory that may be required to support the operation specified.  The Security Contractor shall provide all components needed for complete and satisfactory operation.

2.2
PRODUCT AVAILABILITY:

2.2.1
Prior to submitting a proposal, product availability and delivery time shall be determined and such considerations shall be calculated in the proposed Contract Time.

2.2.2
Certain specified products may only be available through factory-authorized dealers and distributors. The ability to procure the products specified shall be verified prior to submitting a proposal.

2.2.3
NEW Equipment:

a)
Fiberoptic 100Base-T / Fiber HUB:
[Blackbox model Twister 7000 Series with LE300A chassis/power supply, LH7415C plug-in modules, and LE7301A blank panels; or approved equivalent]

The Fiberoptic HUB shall: 

1)
Allow for mix and match of 100Base-T and fiber connections into the same HUB

2)
Provide an RJ-45 jack connection to the 100Base-T, CAT-5 cable

3)
Provide an ST-type connector for connection to the fiber cable

b)
Digital Video Recorder:

[Kalatel model DVMRE-16CT-240 Digital Video Recorder, with rack-mount hardware, or approved equivalent]

The unit shall be a single integrated, digital image-recording device with all the functionality of a full featured, 16-channel video multiplexer with the following features:

1)
built-in 240-GB HDD capacity

2)
wavelet video compression

3)
image update rates for Live and Record modes of up to 60 unique pictures per second

4)
pre- and post-alarm recording, selectable per camera

5)
record speed selectable per camera 

6)
record mode selectable per camera (time-lapse, event or both)

7)
record image quality (high, medium or standard) selectable per camera 

8)
intrusion and activity motion detection

9)
view live or recorded images remotely using WaveReader software.

10)
simultaneous live, recording and playback

11)
continue recording while you review, retrieve, or archive image on peripheral storage devices 

12)
dual multiscreen monitor displays

13)
simultaneous live and playback images on a single monitor

14)
video motion detection (intrusion and activity) with motion search

15)
search by alarm, time, date, camera number, and ASCII cash register or ATM text

16)
graphical display for improved recorded data analysis

17)
easy-to-use jog-shuttle control

18)
multi-screen displays to include: full screen, sequenced, picture-in-picture, 16-way, 13-way, 10-way, 9-way, 7-way, 6-way, and 4-way

19)
archive onto Calibur DVSe (digital video storage), or RAID, DAT, AIT or recordable CD’s

20)
save images as JPEG or BMP for easy distribution or email

21)
remote communications using an external modem

22)
secret watermark confirms that recorded or shared images have not been altered

23)
local motorized PTZ control with CBR-KB3/J or KTD-405 keypad

24)
support sixteen user-programmable “macro” (with 32-keystrok memory) functions for simple two-key operation of multiple features and programming changes.

25)
support up to twenty scheduled events that can be linked to any macro for automatic execution of any programmable macro function

26)
contain a built-in macro for easy switching between standard and daylight savings time

27)
support LAN/WAN Ethernet access

28)
support Ethernet bandwidths or 10Mb or 100Mb

29)
remote PTZ control over 10/100 Base T Ethernet

30)
remote setup over 10/100 Base T Ethernet

31)
ability to save remote setup for back up or to copy other sites

c)
Video Workstation Computer: 

1)
Intel PentiumIV® 1 GHz or better CPU motherboard with PCI Bus and on-board I/O ports

2)
20.0 GB hard-drive minimum

3)
3.5” floppy diskette drive

4)
512 MB RAM minimum

5)
3Com 10BaseT Ethernet Adapter Card or equal

6)
Windows 2000 Professional operating system

7)
101 key Keyboard

8)
Microsoft Mouse

9)
19" SVGA LCD (KDS model Radius RAD 9 Display or equal)

10)
This computer shall be used to view the DVR and shall have the appropriate software loaded on it.

PART 3
 EXECUTION

3.1
EXAMINATION:

Prior to installation of the Security System specified in this document, the Security Contractor shall carefully inspect the site, and field-verify all dimensions of the installed work of other trades, insuring that all such work is complete to the point where this installation may properly commence.

3.2
INSTALLATION PROCEDURES:

3.2.1
Preparation:

a)
Order all required parts and equipment upon notification of award of the work.

b)
Verify site conditions and all work to be completed.

c)
Bench-test all equipment prior to delivery to the job site, per manufacturer’s installation instructions.

d)
Coordinate panel setup with the Government.

3.2.2
Installation:
a)
General
1)
Perform all work as indicated in the Drawings and Specifications

2)
Carefully follow the instructions in the manufacturers' Installation Manual to insure all steps have been taken to provide a reliable, trouble-free, easy to operate system

b)
Wiring
1)
no wiring other than that directly associated with the Access Control, and Intrusion Detection, shall be permitted in conduits utilized for these subsystems

2)
all cable shall be in conduit and hidden as much as possible 

3)
install appropriate cable and wire from each security device, i.e., CRs, contacts, REXs, etc., to the designated security equipment panel location

4)
all wire and cable shall be home run from the device to the SEP

5)
transposing or changing color coding of wires is prohibited

6)
communications cable shall be kept away from power circuits

7)
wire connected to ELH shall be kept away from other data cables due to the possibility of interfering with data as a result of the potential current/voltage spikes on the ELH wire

8)
care shall be taken during installation to protect any existing cabling (the Security Contractor shall be held responsible for costs pertaining to replacing any cables damaged by Security Contractor personnel, his/her Subcontractors, or Sub-subcontractors)

9)
UL- and Code-compliant fireproofing techniques shall be provided for all penetrations of fire-rated partitions and slabs made by or used for installation of the Security System (i.e., around door contacts, and J-Boxes installed in fire-rated frames and walls)(use 3M brand Fire Chalking)

10)
wire and cable shall be protected from kinks

11)
wire and cable passing through security panel metal work shall be protected with a grommet or electrical bushing for the size of hole cut to avoid abrasion of wire and excess tension on wire and cable

12)
wire and cable shall be inspected for faulty insulation prior to installation

13)
at the SEP location all wire and cable shall be enclosed in electrical gutters, wire duct, or conduit unless otherwise approved in writing

14)
after conduits, conductors, and enclosures have been installed, but prior to any equipment being interconnected, all wiring and cabling shall be checked and tested to insure there are no foreign grounds, opens, or shorts on any conductors or shields.  A megohmeter (megger) shall be utilized to accomplish these tests, and a reading of greater than twenty (20) megohms shall be required to successfully complete the test

c)
Splicing
1)
wiring splices shall be avoided to the extent possible and, if required, shall be made only in J-Boxes, made with crimp on “O” ring lug and securely fastened to a screw terminal block 

d)
Enclosures, J-Boxes, and Cabinets
1)
Security System electronics shall be housed within metal enclosures with keyed alike, locking doors (located in secure spaces and contain TSs to indicate when the key-operated doors are opened)

2)
separate UL-listed enclosure(s) for ancillary relays, fuses for the electronically controlled locking hardware, and miscellaneous devices shall be provided and sized appropriately for the number of devices to be housed (if used)

3)
J- and pull-boxes shall be sized as required

4)
J-Boxes shall be secured with tamper-resistant screws or locks on an enclosure with a lockable door

5)
if the J-Box is located less than 10’ above the finished floor, an additional pair of wire and a TS shall be required

6)
the tamper shall be connected to the nearest available input point

7)
processors, power supplies, and other related equipment shall be mounted at the SEP location on a fire-rated plywood backboard

8)
manufacturer-recommended mounting hardware shall be used for securing ceiling mounted devices

9)
seismic bracing on appropriate equipment shall be installed where local codes require such installation

10)
conduit, mounting-boxes, and J-Boxes shall be securely anchored and fastened with appropriate fittings to insure positive grounding throughout the entire system

11)
security fasteners shall be provided on all J-Box, pull-box, and low-voltage electrical gutter cover-plates  

12)
J-Boxes shall be clearly marked for easy identification

13)
the front of the Security System panels shall be labeled with the name of the installing Security Contractor, company address, service phone number, and the date that warranty expires

14)
a copy of panel wiring and associated as-built drawings shall be located in a pouch attached to the inside door of an ACP 

e)
Panel Wiring and Termination
1)
connectors shall be installed as required by the equipment manufacturer

2) conductors shall be carefully formed and neatly harnessed with tie-wraps spaced 1” - 2” apart so that each drops off directly opposite its terminal

3)
conductors shall be run parallel to the insides of the enclosure to give a “clean appearance”

4)
small wire duct may be used in lieu of tie-wrapping the conductors as long as there are no exposed multiple conductors greater than 4” in length

5)
wire and cable shall be routed away from heat producing components such as resistors, regulators, etc.

6)
conductors shall be labeled, within 4” from each end, with permanent marking labels and shall be easily readable

7)
a termination shall be made so that there is no bare conductor at the terminal

8)
conductor insulation shall bear against the terminal or connector shoulder

9)
spade lugs shall be used on the end of conductors attaching to screw-type terminals as much as practical

10)
enclosure barrier-strips or connector terminals shall be numbered and coded.  Controls, function switches, etc., shall be clearly labeled on all equipment panels

f)
Grounding
1)
appropriate grounding shall be provided as called out in the Specifications and Drawings or as specified by the manufacturer

2)
earth ground shall be connected to ground rod or approved cold water pipe

3)
electrical or telephone ground connections shall not be used as earth grounds

4)
connections to mounting posts or building structural steel shall not be used as earth grounds

g)
Doors and Door Hardware
1)
nothing shall be done to modify a fire-rated door or frame that would void the fire rating, otherwise the door may need to be re-certified

h)
Power To Security Equipment and Power Supplies
1)
all equipment from 120VAC circuits dedicated for security use shall be powered except as noted. All panel circuit breakers shall be marked "Security Equipment - Do Not Operate" or equivalent

2)
PSs for ELHs shall be installed in locations where they will not interfere with other operations

3)
plug-in transformers shall be located at the security control panels in a lockable, tampered, ventilated electrical enclosure

4)
a single duplex power receptacle with power hard-wired to the receptacle shall be provided within the enclosure (a power-strip may be used within the electrical enclosure)

5)
transformers shall be clearly labeled to identify purpose and use

i)
Protection Of Finish
1)
adequate means shall be taken to protect all finished parts, materials, and equipment against damage from any cause during the progress of the work and until acceptance by the Government

2)
damaged material or equipment shall be replaced or refinished at no expense to the Government

j)
System Setup
1) Provide all initial system programming and setup

2)
ACP setup as practical

k)
Electrical Work  

1)
provide and install 115VAC 60Hz independent, buss circuits and outlets required to support operation of the Security System

2)
power is required at locations indicated on the SE-Series Drawings especially for the Main Entrance for power assist doors

3)
provide and install all required conduit

3.3
ACCEPTANCE TESTING AND COMMISSIONING PROCEDURE:

3.3.1
General

a)
It shall be the responsibility of the Security Contractor to demonstrate to the Government and/or the Government’s Security Representative that the security system is complete and functional as per these specifications.

b)
The acceptance testing and commissioning procedure shall be a complete (as is feasibly possible) inspection/test of all Security System components and functions.

c)
The acceptance testing and commissioning procedure is to bring closure to the project.

d)
It is not the purpose of the acceptance testing and commissioning procedure to generate a completion checklist, however, a checklist of items not in compliance with the specification shall be generated for the contractor to correct to obtain project closure.

e) The Project shall not be considered complete until the acceptance testing and commissioning procedure has been completed.

f)
Upon the completion of the test and having met all project requirements the security contractor may obtain project sign-off from the Government on a security contractor provided form.

3.3.2
Prior to system test and commissioning:

a)
The Security Contractor shall complete all specification requirements to include, but not be limited to:

1)
system installation as specified including all change bulletins

2)
initial tests

3)
“As-Built” Drawings

4)
System documentation

b)
Project Record Drawings and copies of the System Documentation shall be submitted one (1) week after the acceptance test date (see Paragraph 1.6.B and C).

c)
The Security Contractor shall request the scheduling of the acceptance testing through the established project channels.

3.3.3
Test Procedure:

a)
To successfully demonstrate the system operation, the Security Contractor shall consider the following prior to the start of the test:

1)
Schedule the test at a time when all of the doors can be secured

2) Ensure someone is available to monitor and verify receipt, at the SCC, of system activities, i.e., card reads, alarm reporting, etc. 

3)
Ensure a method of communication between the SCC and inspection team

4)
Set up system as follows:

- secure all doors

- activate all alarms

- set door-held times to 10 seconds (these will need to be reset back to Government-desired time after the test)

b)
Acceptance testing shall take no longer than three (3) hours to complete.

c)
Any failure by the Security Contractor or Security Contractor-installed equipment that causes additional time to be spent by the Government’s security representative in excess of three (3) cumulative person-hours shall be charged to the Security Contractor through Government retention of Security Contractor-due funds at the Government’s security representative’s usual billing rates.

d)
As a minimum, the Security Contractor shall demonstrate the following in the order listed:

1)
SCC functions

2)
Access Control Head-End Equipment

3)
sample of Host Computer Operations:

viewing alarm activity on the server and workstation

sample of server functions

sample of Work Station Operations

card entry explaining available fields for data entry

card deletion

alarm acknowledgement

4)
CCTV Monitoring and Control Equipment

production of clear, crisp, properly focused video images of all cameras on all  CCTV monitors

verification of  the full range of PTZ for all moveable cameras

verification of proper sequencing of all CCTV cameras

proper operation and playback of video recordings

5)
Field Device Operation

6)
Access/Intrusion Control 

sample of viewing card or alarm activity from readers on each of the data loops.

7)
Any deficiencies identified during the inspection shall be noted and listed; however, the progress of the inspection shall not be halted to correct the deficiencies.

8)
At the conclusion of the Acceptance Test there shall be a review of any system discrepancies.

9)
If all work is found to be acceptable and in compliance with the Project Drawings Specifications and bulletins, the Security Contractor may present a project completion and acceptance form to the Government for the Government’s signature, after which the warranty period begins.

3.4
CLEANUP

a)
The Security Contractor shall remove any surplus and waste materials from the site resulting from his/her operation upon completion of work each day and shall leave involved work areas in neat, clean, and acceptable condition.

b)
The Electrical and Security contractors shall clean all parts of the material and equipment they install.  Exposed surfaces shall be free of cement, plaster, and other materials, and all oil and grease spots shall be removed with a non-flammable cleaning solvent.  Usage of the solvent shall be tracked in accordance with air quality requirements in APG 8800.3.

c)
Exposed surfaces shall be carefully wiped, and all cracks and corners scraped out.

d)
The interior of each security panel or terminal cabinet (where work has taken place) shall be cleaned of all dust and debris.

e)
During the progress of the work, the Electrical and Security Contractors shall carefully clean up and leave the premises free from debris.  

END OF DIVISION 3a

DIVISION 4: 16723 INTEGRATED CLOSED CIRCUIT TELEVISION & ALARM MONITORING SYSTEM

This division describes the requirements for the CCTV and Alarm Monitoring Systems to be provided at NASA Ames Research Center (ARC) and any facility related to ARC located at Moffett Field, California.

PART 1
GENERAL

1.1  
Description of Work

The work shall be in accordance with applicable portions of Division 1, General.  In addition, the work shall include all labor, materials, appliances, tools, equipment, facilities, transportation, and services necessary for and incidental to performing all operations of the work for this section, complete, as shown on the drawings or as specified herein.  Work shall include, but not necessarily be limited to the following:

1.1.1
Video surveillance system as described herein and shown on the drawings.  The system shall include, but not be limited to, cameras, lenses, monitors, switcher, control equipment, video tape recorder, interface components, housings, and miscellaneous hardware required to provide a complete and operating system.

1.1.2
The video surveillance system shall be an integrated part of the existing facility security system at Building 241 Dispatch Office, and shall be fully coordinated to provide the intended functions for the operating personnel providing visual display of all covered areas.

1.1.3
The monitoring and control equipment shall be mounted into a Government-provided 19 inch rack or console.  The Contractor shall provide all equipment with rack-mounted kits. Full coordination is required for space and layout requirements to provide optimum operator convenience and maximum system utilization.

1.1.4
The CCTV system shall utilize microprocessor-based switching and control equipment, cameras and monitors with full titling capabilities to achieve video surveillance of required events.

1.1.5
The CCTV system shall have various alarm and duress inputs that will call up cameras and shall also have cameras view pre-set fields at the remote locations. The CCTV system shall be interfaced to the existing CARDKEY access control/alarm monitoring system via an RS-232 communications link. The connection shall be established from the CARDKEY system utilizing an interfacing software program, which is in the existing CARDKEY system in the NASA Building 241 Dispatch Office, and specifically provided to achieve camera call-up and VCR recording from various alarm, duress, and contact closure inputs. These alarm, duress, and contact closure inputs shall be connected to the CARDKEY access control system and shall be monitored and reported to the CRT and printers associated with the CARDKEY access control system, which in turn shall report, via the interface software, to the PHILIPS ALLEGIANT (formerly BURLE) system (or equal) via the RS-232 data connection so that no additional field panels or wiring will be required to create this function.

1.1.6
The CCTV system shall incorporate a time-lapse video recorder.  The VCR shall be used to document scenes that have been alarmed, upon call-up from the CARDKEY interface or as provided by any auxiliary alarm input.  The VCR shall be a minimum of 350 hours, or 14.5 days.  The Government may consider migrating to Digital Video Recorders.  The CCTV system shall be capable of this transition.

1.1.7
Several alarm devices and contact closures are to be required for this job, and the Government’s expectation will be to use the IR/MOTION DETECTORS to activate cameras (innovative approaches may be considered).  All devices and contact closures shall be displayed on the alarm system monitor at Building 241 via maps showing exact device and contact location.  This shall be the responsibility of the Contractor to program the system and to demonstrate this operation at time of final acceptance test.

1.2
Electrical Requirements

1.2.1
Wire types noted on the security drawings or specified herein may vary depending on final selection of manufacturer.  When noted on security drawings, the wire types are between the security device and receiver/driver units only.  Cabling from the camera, receiver/driver to the security control center is to be via fiber optic cables.  Actual fiber optic cabling design is the Contractor’s responsibility.  The Contractor shall submit cabling design for Government approval. 

1.2.2
The Contractor is responsible for connecting all panels and CCTV receivers to the nearest power source.  The Contractor shall coordinate and seek approval from the Government before connections are made.

1.2.3
The Contractor is responsible for coordinating location of conduit with the Government.  All cabling shall be in conduit.  The Contractor shall provide and install new conduit where applicable.  Field conditions may require relocation of devices.  The Contractor shall provide and include estimates for relocation of devices when applicable.

1.3
Operation Manuals

Provide six (6) copies of complete operation and maintenance manuals for all systems.  Manuals shall be contained in suitable loose-leaf binders with project identification on the cover.  All manuals shall contain a cover.  Manuals shall contain the following information:

1.3.1
All data specified in the submittals section of these specifications in its final as-built approved form.

1.3.2
Operator's Manual with keyboard pictures and step-by-step procedures.  This manual shall be indexed and shall have separate tabbed sections for each operator function.

1.3.3
Programmers' Manual with complete description of all keyboard-programming functions, including sample written programs.  Manual shall include a complete description of the operation of the system, programming language, including system architecture, commands, diagnostic messages, and other programming procedures.

1.3.4 
Drawings of all system graphics (computer and otherwise) showing all monitor systems, data point addresses, and operator notations, where applicable.

1.3.5
As-built interconnection wiring diagrams of the complete field installed system with complete properly identified ordering number of each component and device.

1.3.6
Maintenance instructions for all systems and components including parts and spare parts lists.

1.3.7
Training and training manuals, as necessary, to operate and maintain the integrity of the system.

PART 2
MATERIALS AND EQUIPMENT

2.1 
CAMERAS

2.1.1 
Color Hi Resolution CCD

The camera shall be manufactured by a firm whose accreditation is traceable to either the ISO 9001 or the EN29001 series of standards for quality systems and quality assurance.

The color CCTV camera shall be a solid-state charged coupled device (CCD) powered with 9-40 Volts AC at 60 Hertz or 8-40 Volts DC @ 3.5 Watts. The imager shall be an interline (Super HAD 1/4" to standard ½" depending on application) transfer CCD, capable of  (minimum) 460 HTVL (768H X 494V active picture elements) and up to 480 HTVL (811H X 508V active picture elements). The camera shall accept a "C" or "CS" mount lens with manual iris, video or drive coil type auto iris. The color camera shall incorporate through the lens white balance. The white balance shall automatically adjust for variations in scene lighting for consistent true colors regardless of lighting deviations. The color camera shall be capable of integration with the current CCTV system manufactured by Philips (formerly Burle Industries).

The color camera shall meet or exceed the following:

1)
Horizontal Resolution 460TVL to 480TVL

2)
Minimum signal to noise ratio 46dB minimum

3)
Minimum Sensitivity: 0.2 lux to 3.0 lux @ F1.4 (Depending on Day/Night)

4)
Video signal output: .631uV to 1.0V p-p into 75-Ohm load

5)
Minimum faceplate illumination of 0.10 lux

6)
Automatic gain control: Normal/Super

7)
Amplitude response to exceed 90% thru 300TVL

8)
External adjustable line lock

9)
Auto Shutter functionality

10)
Tolerate 1000X light overloads without objectionable transfer smear

11)
External back focus adjustment

12)
Manually adjustable and AGC (To 20db) circuit

13)
White Balance:

a) ATW: Conventional

b) AWB: Conventional

14)
Operating Temperature:  -10° to +50° C

15)
Backlight Compensation: On/Off switch

16)
Video or DC controlled auto iris lens connection/operation

17)
Gamma correction: 0.45/1.0

2.1.2
Camera Power Supply

The camera power supply shall provide the following:

1) 117VAC to 24VAC conversion

2) 40VA current capability, per camera

3) Fused secondary

4) UL listed

2.2
Lenses

2.2.1
General

All lenses shall be of the Auto Iris type, with intra-spot filters for outdoor cameras.  The lenses shall be built of the finest optics available for use on a CCTV Surveillance type camera.

All zoom lenses to meet or exceed the following specifications:

1)
Input Voltage:  8.5VDC to 12VDC.

2)
Sensitivity:  .5Vpp to 1.0Vpp adjustable

3)
Zoom Ratio: 18 to 25 times magnification

4)
Lens Format Size: 1/3" format, 3.6mm x 4.8mm

5)
Maximum Aperture: F1.6-F2.7

2.2.2
Power and Performance

The motorized lens shall meet or exceed the following design and performance specifications:

1)
The lens may feature an additional 4X-10X programmable electronic zoom for a total of at least 180X with minimum digital distortion.

2)
The lens focus length shall be Inf. -0.01 m (wide-angle) and -1.0 m (telephoto).

3)
Lens mean-time-between-failures shall be at least 40,000 hours.

4)
The camera and pan/tilt unit shall be housed in a heavy-duty, tamper-resistant housing.

5)
The heavy-duty housing assembly shall meet or exceed the following design and performance specifications:

a)
The upper housing shall provide a 3/4" conduit entry for video, power and camera control.

b)
The lower dome shall consist of an impact-resistant material, optically clear with no distortion in any portion of the dome.

6)
The units shall provide one or more of the following options (an external module is not acceptable) for transmission of video:

a)
Integrated Fiber Video Output (Singlemode and/or Multimode optical interfaces, the use of an SC connector is preferred)

b)
Integrated UTP Video Output (Capable of transmitting up to or exceeding 3,000ft.)

2.3
Wall Mounts

2.3.1
Outdoor Environmental, Wall Mount

The outdoor wall mount shall be constructed of a lightweight welded aluminum alloy providing low deflection and high stiffness for loads of up to 200 pounds (90.6 Kg).  The wall mounting plate shall have three (3) 1/2-inch diameter mounting holes at both top and bottom to provide a secure installation.  The unit shall be finished with a durable coating.  The outdoor wall mount shall be compatible with model TC9222WM as manufactured by PHILIPS (formerly BURLE INDUSTRIES), or an approved equal.  The unit shall conform to the following:

1)
Must be tested to a minimum 300 pounds

2)
Mounting flange minimum 7 inches square

3)
Length not to exceed 22.3 inches

4)
Weight not to exceed 8.1 pounds

5)
Provide all necessary mounting hardware to fasten to mounting pole

2.4
Camera Housings

2.4.1
Indoor Housing, Cylindrical

The indoor CCTV cameras shall be housed in a dust proof environmental housing suitable for protecting the camera from indoor elements.  The housing shall be sized to be compatible with camera, lens and accessories chosen.  The housing shall be constructed of extruded aluminum with textured, semi‑gloss paint.  The housing shall include a one-piece camera/lens-mounting cradle with front and rear end caps.  The front-end cap shall contain a viewing window.  The rear end cap shall allow for insertion of the camera/lens assembly.  The rear end cap shall also contain three fittings, which shall allow for the pass-through of video coax, AC power, and lens control wiring.  Both end caps shall be equipped tamper‑resistant screws.  All housings shall utilize the same size of tamper‑resistant hardware.  The housing shall be compatible with model TC 9358 as manufactured by PHILIPS (formerly BURLE INDUSTRIES), or an approved equal.  The housing shall include but not be limited to the following:

1)
Tamper Proof hardware

2)
1/4 inch Plexiglas viewing window

3)
Three (3) cable entry boots with strain relief

2.5
Pan/Tilt Drive Motor

The pan/tilt drive unit shall be compatible with the existing system, manufactured by Philips (formerly Burle Industries).  The pan/tilt drive unit shall meet or exceed the following design and performance specifications:

1) 
Microprocessor controlled with keypad-programmable non-volatile memory

2) 
Each PTZ drive unit shall operate as an independent unit

3) 
Shall feature an integral receiver/driver with DIP switch selectable addressing

4) 
Shall provide a built-in menu system for on-screen setup of camera functions

5) 
Shall be capable of 360° continuous pan rotation with a vertical unobstructed tilt of 0 to 90°

6) 
Shall pan under manual control from a creep speed of 1° to 100° per second

7) 
Shall operate under preset control at a maximum pan speed of up to 360° per second (180° per second average point-to-point) and a tilt speed of 100° per second

8) 
Shall be capable of up to 99 camera preset positions

9) 
Shall have two or more programmable speed settings for tours

10) May be a continuous memorized path, panning, tilting and zooming at any speed and pausing at selected targets along the way

11) May feature zone titling for up to 16 camera presets and 16 zones. Each title shall consist of one line of 16 characters

12) May feature variable-speed, continuous-duty stepper motors capable of full operation from 20 to 28 VAC (24 VAC normal)

13) Drive motors shall have no fewer than 19,200 micro-steps per revolution to ensure smooth movement at maximum magnification

14) Shall provide programmable limit stops for automatic scanning

15) Shall provide a quick-spin feature (may be disabled during programming) that automatically pans the camera 180° when the bottom tilt limit is reached, to allow for continuous tracking of a target

16) The high-resolution camera shall be an integrated color and black-and-white camera, available in NTSC or PAL video signal format

17) The camera shall have digital signal processing (DSPIII)

18) The camera shall have automatic white balance

19) The camera shall also be capable of manual setup for white balance via the menu system

20) The camera shall have automatic iris control and manual override

21) The camera shall provide backlight compensation while in automatic iris control mode

22) The camera shall provide variable electronic shutter speeds of:

a) 
1/4 to 1/1,000 second, NTSC

b)
1/3 to 1/1,000 second, PAL

23) The camera may provide temporary image enhancement in low-light conditions via manual override that reduces the shutter speed from 60 frames per second to four frames per second, for 15X increased camera sensitivity to light

24) The camera shall have two methods of synchronization:

a)
Line lock with remote adjustment

b)
Internal oscillator

25) The camera shall provide a horizontal resolution of:

a)
460 TV lines, NTSC

b)
460 TV lines, PAL

26) The camera shall provide a signal-to-noise ratio of greater than 48 dB

27) The camera shall have the following sensitivity specifications:

a)
3 lux color @ 1 Vp-p (AGC on, F1.8, shutter 1/60th)

b)
0.2 lux black and white @ 1 Vp-p (AGC on, F1.8, shutter 1/60th)

c)
0.03 lux black and white @ max. sensitivity (AGC on, F1.8, shutter 1/4 sec.)

28) The pan/tilt drive unit and camera shall have the following additional specifications:

a)
The control signal input shall be conform to RS-422 / RS-485

b)
The upper housing may feature a quick disconnect for the pan/tilt unit

c)
Power and control connections shall be made through a separate I/O interconnect interface

2.6
MICROPROCESSOR SWITCHING AND CONTROL SYSTEM

2.6.1
Basic System Functions

2.6.1.1
The microprocessor CCTV control system shall be capable of 256 camera inputs and 32 monitor outputs.  The card cage shall be designed for modular additions to the system.  The system shall be expandable in increments of 32 camera inputs and 4 monitor outputs.  The switching of video inputs to video outputs will be a matrix cross-point configuration.  The microprocessor shall have a minimum of 128 Kbytes of RAM, 128 Kbytes of ROM, and 32 Kbytes of EPROM to achieve the programming of all operational functions.  The microprocessor shall also have a minimum of one (1) year battery backed RAM to store all system parameters in the event of loss of power and to allow "off-site" programming prior to installation.  The microprocessor shall operate in 16-bit architecture, and shall have the capability of computer control with the use of an IBM PC/XT/AT or compatible.

2.6.1.2
The modular components shall include:

a)
Matrix video switchers

b)
Controller keypads

c)
Pan/tilt/zoom (PTZ) receivers

d)
Alarm interfaces

e)
Audio components

f)
Time/date modules

g)
Data signal distributors/mergers

h)
Auxiliary receivers

i)
Interface modules

2.6.1.3
The matrix switching system shall have the following operational features:

a)
The system shall have a minimum of 64 video inputs and 32 monitor outputs.

b)
The system shall be expandable to 512 video inputs and 64 monitor outputs.

c)
The system shall be rack mountable.

d)
The system shall have optional video-loss detection capability.

e)
The system shall have built-in diagnostic LEDs.

2.6.1.4
Site programming, including the following:

a)
Camera titles

b)
Camera dwell times

c)
Camera sequencing

d)
Group switching

2.6.1.5
The computer control system shall be fully interactive and shall be able to operate as a CCTV keyboard emulation program.  The microprocessor CCTV control system shall have the capability to expand to 16 full function keyboards which will allow complete control of all pan, tilt, zoom, focus, iris, and camera/monitor call up.  The keyboard shall also allow operator login, camera/monitor sequence parameters, camera ID programming. The microprocessor CCTV control system shall allow 60 sequences to be programmed and any of these 60 sequences can be programmed to run one at a time on any of the 16 monitors at the operator’s discretion.  The CCTV control keyboard shall be ergonomically designed to facilitate ease of operator’s use, accessibility, and functionality.

2.6.1.6
The CCTV microprocessor control system shall have a minimum of a three (3)-digit camera identifier displayed on the monitor screen and these numeric identifiers shall be able to be used in an architectural or relative numbering sequence.  The camera identifier shall have an addressable 16 character alphanumeric display for individual camera identification.  The identifier shall be foreign language capable, allow display of date and time in the United States, European and Asian formats.  The on‑screen identification on each monitor shall also provide status of sequence number, direction of sequence, run or hold of sequencing, alarm status, monitor, and remote lockout.  Each of the 16 monitor outputs shall also have a 12-character display of monitor information or system titling information, user definable.

2.6.1.7
The CCTV control system shall provide "SALVOSWITCHING (tm)", automatic pre‑positioning, and automatic auxiliary activation. With computer software upon alarm activation, there shall be a minimum of four (4) auxiliary functions associated with that given alarm.

2.6.1.8
The CCTV system shall provide a serial RS232 port that will be connected to an interface from the existing CARDKEY card access system. The interface commands to the TC8600 system shall instruct the TC8600 system to automatically call-up cameras to specific monitors and specific VCR units.  The CARDKEY system shall be the sole device responsible for the alarm call-up commands based upon site-generated conditions. The interface system shall allow alarm call-up of any camera or groups of cameras upon alarm closures, opens, or low level logic.  The CCTV system must have "SALVOSWITCHING (tm)" to allow groups of cameras to be switched on the selected monitors as a synchronized group.

2.6.1.9
The alarm programs shall also allow three (3) types of viewing to occur upon alarm activation.  These three (3) types of alarm modes maybe setup at user discretion and shall be programmable from the system control keyboard.  The three (3) alarm programs shall be; 1) BASIC; 2) AUTO BUILD; and 3) SEQUENCE and DISPLAY.  The BASIC program shall allow any monitor or monitors to be individually programmed to any or all cameras.  The AUTO BUILD program shall allow monitors to be designated as alarm monitors and have cameras display and sequence on those monitors.  The SEQUENCE and DISPLAY program shall allow one monitor to be designated as the alarm sequenced alarm cameras.

2.6.1.10
The system shall allow remote control of all camera functions including pan, tilt, zoom, iris, focus, auxiliary functions, and preposition function via a two conductor, jacketed, shielded communication cable, having a bi‑phase code as its control medium. The cameras remote functions shall be connected to an enclosure that contains the circuitry necessary for deciphering the bi‑phase code and providing the voltages required to control all remote camera functions.  The receiver/driver shall incorporate a SELF‑TEST feature, when first energized, that tests all functions of the receiver/driver.  The receiver/driver must allow local testing of all receiver/driver functions without the use of the bi‑phase code or any bi‑phase code external generator.

2.6.1.11
The microprocessor CCTV control system shall be manufactured and warranted by a single vendor.  All products shall be covered by a one-year warranty.  The microprocessor switching system shall be compatible with a model TC8600 series as manufactured by Philips (Burle Industries), or an approved equal.

2.6.2
Main CPU Bay

The CCTV microprocessor switching and control system shall incorporate a main CPU bay.  This bay shall be a card cage that shall house the main CPU card, input modules, and output modules.  All incoming video signals shall terminate to the rear of the main CPU bay.  The main CPU bay shall be compatible with a model TC8601 as manufactured by Philips (formerly Burle Industries), or an approved equal.  The main CPU bay shall have but not be limited to the following:

1)
96 BNC video input connectors

2)
16 video output connectors

3)
Signal distribution port

4)
Alarm interface port

5)
Logging printer port

6)
Eight (8) Keyboard ports

7)
RS232 Computer interface port

8)
Communications ports for expansion

9)
Eight (8) input module guides

10)
Eight (8) output module guides

11)
Capability in the CPU/Card Cage to accept up to 128 video inputs via AMP coaxial connectors

2.6.3
Video Input Module


The video input module shall be a card housed within the main CPU bay or camera expansion bay should one be required.  The input module shall allow for 16 video inputs per unit and shall provide a 16 by 16 video cross point architecture as required for operation within the proposed system.  The card shall be supplied with high-speed CMOS video switching processors.  The card shall connect to the appropriate bay via a card edge connector that shall be integral to the bay.  The input modules shall be mechanically and electrically identical so as to allow complete interchangeability within the designated video input card slots without making any changes to the module.  The video input module shall be compatible with a model TC8620VIM as manufactured by Philips (formerly Burle Industries), or an approved equal.  The unit shall meet or exceed the following:

1)
32 green LED’s to indicate the presence of video to the backplane busses when that specific input is displayed

2)
One (1) green LED to indicate that the systems microprocessor card is sending a command to the input module

3)
One (1) green LED to indicate that the command from the microprocessor card is specifically addressed to that input module

4)
Dimensions not to exceed:

a)
9.75 inches wide

b)
11.5 inches long

5)
Weight not to exceed 0.5 pounds

6)
Compatible to Burle TC 8801 CPU/Card cage

2.6.4
Video Output Module

The video output module shall be a card housed within the main CPU bay or monitor expansion bay should one be required.  The output module shall allow for four (4) video outputs per unit.  The output card shall provide both output amplification and video character overlay circuitry.  The card shall connect to the appropriate bay via a card edge connector integral to the bay.  The output modules shall be mechanically and electrically identical so as to allow complete interchangeability within the designated video output slots without making any changes to the module.  The video output module shall be compatible with a model TC8632VOM as manufactured by Philips (formerly Burle Industries) or an approved equal.

The unit shall meet or exceed the following:

1)
Character generation held in EPROM

2)
Four (4) green LED’s, one (1) per channel, to indicate the presence of command activity from the microprocessor module

3)
Dimensions not to exceed:

a)
9.75 inches wide

b)
11.5 inches long

4)
Weight not to exceed 0.5 pounds

5)
Compatible to Burle TC 8601 CPU/Card cage

2.6.5
Alarm Interface

The system shall include an alarm interface that has 64 discrete inputs.  The inputs shall be field selectable to either normally open or normally closed contacts or active low level logic, in groups of 32.  This alarm interface shall have a common alarm closure output upon any or all alarm inputs changing state.  This alarm interface will be rack mounted and shall derive its operating power from the CPU card cage.  The alarm interface shall provide the information to the CPU processor to allow preposition call‑up by the CPU for all alarmed based functions.  The alarm interface shall be compatible with a model TC8540C as manufactured by Philips (formerly Burle Industries), or an approved equal.  The alarm interface shall have, but not be limited to, the following:

1)
Adjustable baud rate

2)
Audible buzzer enable/disable switch

3)
Alarm cable resistance not to exceed 5K ohms

4)
Dip switch programmable

2.6.6
Control Signal Distribution Unit

The system shall include a signal distribution unit to allow buffering of all bi-phase Manchester code outputs.  The signal distribution unit shall have 32 discrete and buffered outputs.  The signal distribution unit shall be rack mounted and shall derive its operating power from the CPU card cage.  The signal distribution shall allow for daisy‑chain operation and for the connection of up to eight (8) loads on a single buffered output.  The signal distribution unit shall be compatible with a model TC8568SD as manufactured by Philips (formerly Burle Industries), or an approved equal.  The signal distribution unit shall have, but not be limited to, the following:

1)
Transmission distance of up to one (1) mile on a two (2) conductor shielded cable

2)
Removable screw type terminal blocks

3)
Front panel code LED

4)
Up to 256 receiver/drivers on a single unit

2.6.7
Keyboard

The CCTV control system shall be provided with a system keyboard to allow user control of all system operations.  The keyboard will be designed for user effectiveness and shall have the pan and tilt control joystick mounted in the upper right hand corner and the zoom, focus, and iris rocker switch controls shall be mounted in the upper left hand corner of the keyboard.  The keyboard shall be rack mountable and shall be capable of being located up to 5000 feet away from the CPU card cage.  The keyboard shall have a lamp test feature to allow testing of all the LED readouts and visual annunciators.  The keyboard shall be designed to provide a high contrast definition of keyboard labeling.  The keyboard shall be compatible with a model TC8550 as manufactured by Philips (formerly Burle Industries), or an approved equal.  The keyboard shall have, but not be limited to, the following:

1)
Lens control rocker switches

2)
Mode displays

3)
Monitor number display

4)
Camera number display

5)
Pan and tilt joystick

6)
Numeric keypad

7)
Function keys

8)
Switcher control keys

2.6.8
System Receiver / Driver

The system shall include receiver/drivers for all cameras equipped with pan and tilt drives, zoom lens or any site-required auxiliary controls.  The receiver/driver shall be powered by 120 VAC input and allow output voltages to the pan and tilt drives of either 24 VAC or 120 VAC, user and field configurable.

The receiver/driver shall supply both six (6) and 12 VDC to operate all lens-required functions.  The receiver/driver shall have a minimum of four (4) user connectable auxiliaries to achieve control of site related auxiliary requirements.  The receiver/driver shall provide a minimum of 16 preposition allocations (if pan and tilt and zoom lens is so equipped), and these prepositions options will be operable via the system keyboard during alarm activations or as part of a sequential function.  The receiver/driver shall include a self-test function that allows testing of all pan and tilt, zoom lens functions upon power being applied to it. The receiver/driver shall incorporate a "DITHER" capability to allow the pan motor to move minutely to preclude burn‑in of the imager. This function shall be user programmable.  The receiver/driver shall achieve error detection through both hardware and software confirmation.  The receiver/driver shall be compatible with model TC8561A‑1 as manufactured by Philips (formerly Burle Industries), or an approved equal.  The unit shall have, but not be limited to, the following:

1)
NEMA 4 rated enclosure

2)
On site function thumbwheel switch

3)
Outputs to be rated at 250 VAC

a)
Five (5) Amp resistive load

b)
0.5 HP inductive load

 4)
Automatic polarity adjust

2.7
Video Monitors

2.7.1
Twelve (12)-Inch Color Monitor

The video monitor shall be of a color format and shall be a nine (9) inch (measured diagonally) unit installed in the control room as shown on the drawings. The monitor shall incorporate a comb filter that shall enhance the unit’s resolution. The unit shall be equipped with an automatic degaussing circuit.  The monitor shall have a 21 kV (minimum) high voltage display.  The unit shall be provided with a three (3)-wire power cord and a grounded three (3) prong plug to operate on 120 VAC at 60 Hz power source.  The twelve (12) inch color monitor shall be compatible with a model TC210 as manufactured by Philips (formerly Burle Industries) or an approved equal.  The unit shall meet or exceed the following:

1)
Linearity:

a)
Horizontal within 10 percent

b)
Vertical within 10 percent

2)
76 degree deflection CRT

3)
Internal implosion protected

4)
Scanning: 525 line, 60 fields per second

5)
Internally derived synchronization

6)
Resolution of 300 TVL (typical)

7)
Loop through or terminated operation

8)
Front panel controls to include:

a)
Brightness

b)
Contrast

c)
Vertical Hold

d)
Tint

e)
Color

f)
Power switch

9)
Rack mountable 2.7.1 (9 inch Video Monitors)

2.8
Time Lapse Recorder

The videocassette recorder is currently a time-lapse type recorder.  The VCR shall be VHS compatible and be equipped with a seven (7) day programmable timer.  The unit shall be rack mountable (with optional hardware package).  The VCR shall incorporate a 72-hour memory protection and have end of tape rewind.  The VCR shall be microprocessor based and allow electronic security lockout.  The Video Cassette recorder shall be compatible with a model TC3960A as manufactured by Philips (formerly Burle Industries) or an approved equal.  The unit shall meet or exceed the following specifications:

1)
Tape Cassette: Standard 1/2 inch VHS

2)
Flicker free playback

3)
Four helical scan rotary heads

4)
Luminance FM recording

5)
Color: converted sub. carrier, direct recording

6)
Selectable recording and playback speeds using T‑120 NTSC tape: 2, 12, 24, 48, 72, 120, 168, 240, 260, 480, 600, 720 hours. Also, one (1) shot at six (6) fields/command

7)
Tape required: 10 each ‑ Tl20 VHS 1/2 inch tapes

8)
High Speed Video Scan: 5 X 2 hour speed

9)
Fast forward/rewind Time: 4 minutes, approximate

10) Alarm Commands: remote contact closure from either the recording or stop mode:

a)
Initiate selectable recording rate of 60, 10, or 5 fields per second (2 or 12 hr.)

b)
Turn on LED alarm indicator and output until manually reset

c)
Store the date and time of up to nine (9) alarm closures for later recall

d)
Insert "alarm code" in the on‑screen display for easy location during later visual search

2.9
Cabling

2.9.1
Cable Requirements

The cable shown in this section is subject to change depending upon exact length of runs.  These numbers are to be used as references only.  West Penn Wire manufactures the numbers shown, but equals are acceptable.

2.9.2
Coaxial Cable

All video signals shall be transmitted via an RG‑59 coaxial cable.  The coax cable shall be made expressly for use in baseband video applications.  The center conductor shall be made of solid or stranded copper wire, and have a shield exhibiting a minimum of 95 percent coverage and shall be made of solid copper. "Copperweld" type shall not be acceptable.  All Coaxial cables shall be rated at 75-ohm impedance.  The coaxial cable shall be a model 815 as manufactured by West Penn, or an approved equal.  The cable shall meet or exceed the following:

1)
20 AWG center conductor

2)
Foam polyethylene insulation

3)
Black vinyl jacket

4)
Nominal OD 0.242

5)
17 Pico farads per foot

6)
Nominal D.C.R. 10.1 ohms per foot

All cabling shall be run in conduit or shall conform to the latest NEC codes including Article 725, Article 760, and Article 770.  All cables shall be UL approved weather or not it is housed in conduit.  All cables shall pass UL 910 standard.

2.10
Optical Fiber Transmission System

The optical fiber system shall consist of video transmitters, control data transmitters, video receivers, control date receivers, power supplies, and all mounting accessories. This system shall provide video signal and data signal transmission between the CCTV cameras and the microprocessor switching and control systems.  These units shall be as manufactured by International Fiber Systems (IFS) or an approved equal.  The Contractor, if it wishes to substitute another approved product, shall verify that the approved equal will transmit/receive all signals as per the specified product.  If the substituted product does not function correctly, the Contractor shall provide the specified product in place of the substitute at no additional charges to the Government.  These units shall meet or exceed the following specifications:

1)
Range: Full signal up to 4Km without amplification.

2)
System bandwidth: 10mbps – 100mbps capable

3)
Input/Output Impedance: 75 ohms (video), 120 ohms (control signals).

4)
Input/Output Voltage: 1.0 to 1.4 V p-p.

5)
Signal to Noise: 48 dB or better

6)
Optical Fiber Compatibility: 62.5/125 multi-grade glass fibers

7)
Supply Voltage: 15 VDC

8)
Allowable system transmission loss: 12 dB maximum (62.5 micron cable)

9)
Optical connector: ST and/or SC capable

10)
Operating temperature ranges: ‑20 to +50 degrees C.

11)
Operating relative humidity range: 10 percent to 90 percent

12)
Optical loss budget: 12db max. (62.5 micron cable) @1300nm

13)
One year factory warranty

2.10.1
Components, Fiber Optic System

The components of this fiber optic system shall be as follows:

Description
Model Number

Video Outputs & Camera Inputs
VT1500‑R3, VR1500‑R3

Bi‑Phase Data Code Distribution
VDD1504‑R3

Rack Mount Card Cage (includes Power supply)
R3

2.11
Alarm Contacts

The alarm contacts shall be balanced magnetic contacts as manufactured by Sentrol, or approved equal.  If there are any existing contacts, they are to be removed and turned back to the Government.  All perimeter doors and roll‑up doors are to have new balanced magnetic door contacts installed.  Each alarm contact shall be individually wired with new conduit and cable back to the alarm-gathering panel for individual alarm point reporting.

2.12
Interior Alarm Devices

The interior devices shall be passive infrared beams as manufactured by Detection Systems, or approved equal.

2.13
Alarm Gathering Panel

The alarm-gathering panel shall be compatible with the existing CARDKEY model AMT with 24-point alarm capability and transmit back to the existing CARDKEY CPU in NASA Building 241 Dispatch Office via two (2) CARDKEY R7‑A1 modems over Government-provided telephone lines.

END OF DIVISION 4

DIVISION 5: 16740 NETWORKING / CABLING

1.0
Optical Fiber Transmission System

The optical fiber system shall consist of video transmitters, control data transmitters, video receivers, control date receivers, power supplies, and all mounting accessories. This system shall provide video signal and data signal transmission between the CCTV cameras and the microprocessor switching and control systems.  These units shall be as manufactured by International Fiber Systems (IFS) or an approved equal.  The Contractor, if it wishes to substitute another approved product, shall verify that the approved equal will transmit/receive all signals as per the specified product.  If the substituted product does not function correctly, the Contractor shall provide the specified product in place of the substitute at no additional charges to the Government.  These units shall meet or exceed the following specifications:

1)
Range: Full signal up to 4Km without amplification.

2)
System bandwidth: 10mbps – 100mbps capable

3)
Input/Output Impedance: 75 ohms (video), 120 ohms (control signals).

4)
Input/Output Voltage: 1.0 to 1.4 V p-p.

5)
Signal to Noise: 48 dB or better

6)
Optical Fiber Compatibility: 62.5/125 multi-grade glass fibers

7)
Supply Voltage: 15 VDC

8)
Allowable system transmission loss: 12 dB maximum (62.5 micron cable)

9)
Optical connector: ST and/or SC capable

10)
Operating temperature ranges: ‑20 to +50 degrees C.

11)
Operating relative humidity range: 10 percent to 90 percent

12)
Optical loss budget: 12db max. (62.5 micron cable) @1300nm

13)
One year factory warranty

2.10.1
Components, Fiber Optic System

The components of this fiber optic system shall be as follows:

Description
Model Number

Video Outputs & Camera Inputs
VT1500‑R3, VR1500‑R3

Bi‑Phase Data Code Distribution
VDD1504‑R3

Rack Mount Card Cage (includes Power supply)
 R3

END OF DIVISION 5
DIVISION 6:  FACILITY MANAGEMENT CONTROL SYSTEM (FMCS)

PART 1
GENERAL

1.1
OVERVIEW OF FMCS

Facilities Management Control Systems (FMCS) have become an essential part of all modern Plant/Facilities Maintenance and Engineering Operations, as the controls for plant equipment and systems have continued to increase in complexity.  These systems provide a continuous and extremely precise method of controlling and monitoring the various facilities equipment and systems.  The integration of the FMCS maximizes the efficient utilization of all plant equipment and systems resources.  Due to the programming flexibility and standardization of field hardware, this level of management and supervision is achievable at a relatively low cost, and with reliability not possible with traditional control schemes.  In short, the FMCS provides low cost, low maintenance, predictive, reliable, simple solutions to control applications.

The reliability of the FMCS is assured by the "industry standard, field proven" hardware that is its foundation, as well as a design philosophy that anticipates problems, and provides solutions as an integral part of the system architecture.  Additionally, an FMCS is the primary tool for an Energy Conservation Program.  Any effort to comply with the "National Energy Conservation Policy Act" (Public Law 100- 615) and "Executive Order 12759: Federal Energy Management" would realistically be impossible without the constant vigilance of the Facilities Management and Control System. 

1.2
ORGANIZATION

The Host Computer for the system is located in Building 510, Room 108A, and is the responsibility of the Plant Engineering Branch Code JFP in partnership with the facilities maintenance contractor on-site.  The group responsible for the FMCS currently has experience encompassing electrical and mechanical engineering, focusing on HVAC and other control applications.  In addition, the FMCS operations group provides field support to the engineering group and is comprised of technicians working on the facilities maintenance contract.

1.3
FMCS AT NASA AMES RESEARCH CENTER

1.3.1
The Facilities Management and Control System (FMCS) at NASA Ames Research Center consists of a Siemens Apogee Building Automation System, which services 89 major buildings at Ames Research Center (ARC) and 12 buildings on Moffett Airfield Complex (MAC).  The Apogee system is a computer-based Distributed Digital Control system (DDC), supporting 4 operator consoles including the Moffett Dispatch Office.  The system communicates with its field hardware via 4 communication trunks, utilizing proprietary, high-speed communications protocol.  The FMCS Communications Trunk network is presently connected to 73 of the 89 buildings at ARC and 6 buildings at MAC.

1.3.2
The "Distributed" configuration of the FMCS ensures that even if the communication link is interrupted between the Host computer and the field panels, the individual control units in the field will continue to operate as programmed.

1.3.3
Installation is simple, straightforward, and relatively inexpensive due to the flexibility of the system, and standardization of the field components.  The favorable economics of additions or installations is further enhanced by the existing centerwide distribution of the system.

1.3.4
The field hardware consists of field panels (currently 174) of various types, with each panel supporting a variety of digital and analog sensors and actuators.  The primary area of FMCS control and/or monitoring at ARC is Heating, Ventilating, Air Conditioning, and Refrigeration (HVAC/R).  This application requires the control and monitoring of Air Handlers, Boilers, Chillers, and Cooling Towers, as well as all the ancillary equipment to support these systems (e.g., compressors, controllers, dampers, fans, pumps, sensors, valves, etc.).  As currently configured, the FMCS supports 3,876 physical I/O points (hardware), and 3,405 virtual points (software).  Each of the physical points represents an actual point of control, feedback, or monitoring for the FMCS.

1.3.5
The wide variety of field panels and their intrinsic mix of point types allows the FMCS to accommodate virtually any type of actuator, controller, sensor or transducer available.  Due to this flexibility, there is no practical limit to types of equipment or systems that are candidates for FMCS monitoring or control.  There are actually points connected to the system that are not typically considered "Facilities" points; however, the requestor's control and/or monitoring requirements are satisfied more reliably, and in a more cost effective manner by the FMCS than with a stand-alone dedicated system.

1.3.6
The FMCS provides for an almost unlimited array of application possibilities due to its adaptability.  The diversity of actuators available enables the system to effect control on essentially any type of equipment or system.  The system is capable of making "decisions" based on a number of factors, singly or in any combination.  Apart from the basic programmed routine for a specific location or system, these factors may range from Time of Day, Day of the Week, Date, Season of the Year, Outside Air Temperature, Equipment Parameters (e.g., Current, Flow, Level, Pressure, Status, or Temperature), Specific Environmental Parameters, or Specific Demand and/or Requirements of the Equipment, Site, or User.  With the selection of the appropriate sensor or transducer, any quantifiable parameter can be measured, and/or state-monitored. This information is stored in the system, and can be acted upon immediately, or may be retained for later action, analysis, or retrieval.

1.4
BUILDING SUPERVISION

1.4.1
The FMCS can monitor your critical systems and provide vital control, 24 hours a day, 365 days a year.  One of the primary benefits of these systems, especially in "critical" facilities, is the pre-emptive nature of the monitoring they provide. Typically, maintenance personnel receives an "alarm", responds to it, and effects the repair, before the customer is aware there has been a problem.  The system also provides invaluable real-time data to aid in the field personnel's fault diagnosis on more involved problems.  The inherent ruggedness of the central platform and field hardware, and simplicity of operation and programming, coupled with a thorough PM program on the system itself, insure its dependability and reliable operation 24 hours a day.  The system's overall reliability is further enhanced by the "distributed" nature of its design, accurate repeatability of function, and the reduction in "human errors" it provides.

1.4.2
The system is programmed to generate approximately 2,452 alarms, as required, through its monitoring functions; some of these alarms are notification only, while others actually trigger the FMCS to initiate some pre-programmed corrective action sequence.  Of the 2,452 alarms, approximately 1,108 are classified as "critical".  The combined monitoring efforts by the facilities maintenance contractor and Moffett Dispatch Office personnel insures that "critical" alarms are responded to promptly and properly, at all times.

1.4.3
The FMCS office is staffed with technically qualified on-site personnel, 24 hours a day.  This facilitates the modification, or override of program control; direct control of equipment (on or off); and, the ability to enable, disable, or modify existing alarms, if required.  This capability significantly reduces response time in support of critical operations outside of "normal" work hours.

1.4.4
The FMCS office also has the capability of providing engineering support to the Plant Engineering Branch, Code JFP, for project development and technical reviews concerning the FMCS at ARC.  Historically, project design reviews, construction permit reviews, and new project designs and modifications have consumed an entire work year of effort on the part of the FMCS office.

1.5
SPECIFICATIONS

The Plant Engineering Branch, Code JFP, has developed many standards to simplify the design, construction, and overall understanding of the FMCS.  Section 15900 was developed to be included in the ARC standard specifications.  The format of the Statement of Work for each FMCS building addition has been standardized.  The Statement of Work is project dependent.  It describes the project scope, refers to related documentation, establishes responsibilities, and details the installation/demolition required.  The formats for I/O definitions, programs, graphics, drawings, and alarm procedures have been standardized.  Documentation of the FMCS configuration and operator procedures has also been standardized.  These standards are also used to support a level of excellence that each member of the organization strives to uphold.

The FMCS Design Support Guide that addresses the FMCS standards, design process, design examples, and system specifications is available in the TRL for review.

END OF DIVISION 6
DIVISION 7:  INSPECTION, TESTING & MAINTENANCE

PART 1
FIRE ALARM SYSTEMS

1.1  
APPLICABLE PUBLICATIONS

The publications listed below form a part of this specification to the extent referenced.  The publications are referred to in the text by the basic designation only.

1.1.1
National Fire Protection Association (NFPA):

70
National Electric Code

72A
Local Protective Signaling System

72B
Auxiliary Protective Signaling Systems

72D
Proprietary Protective Signaling Systems

72E
Automatic Fire Detectors

72H
Testing Procedures

1221
Public Fire Service Communications

1.1.2
Factory Mutual Engineering Corporation (FM):

Factory Mutual Approval Guide

1.1.3
Underwriters’ Laboratories, Inc. (UL):

Fire Protection Equipment Directory

1.2
QUALIFICATIONS OF TECHNICIAN(S)

Prior to commencing work, when the work involves a fire extinguishing system, the Contractor shall submit written verification that his/her company is licensed by the California State Fire Marshall’s office to perform maintenance on fire protection extinguishing systems or has a subcontract with a firm licensed by the state of California.  The technician(s) to be assigned to this project has the following minimum requirements for performing maintenance:

a.
Attended one (1) or more fire alarm equipment manufacturers maintenance or service school.

b.
Has a minimum of five (5) years experience as a journeyman electrician.  This technician(s) shall be responsible for all inspections, testing, and authorized maintenance.

c.
Technicians performing inspection and testing (non-electrical) shall have at least three (3) years experience in the described work and shall work under the person qualified to perform maintenance.

1.3
MAINTENANCE PLAN

The Contractor shall develop a maintenance plan for testing and maintaining the equipment as stated in this specification.  The plan shall include schedule, functions to be performed, staffing, estimated time required per building, and a list of special tools and equipment required.  From this plan, an inspection and maintenance log form shall be developed.

1.4
INSPECTION, TESTING, AND MAINTENANCE LOG

The technician(s) shall develop and maintain a log of the inspections and tests performed.  This log shall indicate as a minimum:  date tested, building number, name of facility, type of system tested, and type of devices actuated.  This log shall also indicate any modifications that have been performed since the last inspection and the maintenance and/or repairs required, if any, to return the system(s) to a working condition.

1.5
PRODUCTS MAINTENANCE REQUIREMENTS

1.5.1
Frequency and Requirements

a.
Circuits


Fixed Temperature
Annual
Test circuit for functional test by 



shorting contacts or circuit



Rate of Rise
Semi-Annual
Re-occurring periodic testing 20%  


100% tested within 5 years


Line Type
Semi-Annual
Test each independent line

b.
Smoke Detectors

All Types
Semi-Annual
Operational test with test gas


Biennial
Calibration test


Annual
Vacuum cleaning of detection

chamber. Thereafter, alternate years unless false alarming

c.
Optical Detectors
Semi-Annual
Test in accordance with 




manufacturer’s instruction

d.
Water Flow Switches
Quarterly
See Section 15514M, Fire Sprinkler 


Systems

e.
Supervisory Switches
Semi-Annual
See Section 15514M, Fire Sprinkler 


Systems

1.5.2
Recommended Methods for Annual Testing of Fire Alarm Control Panels

a.
Functionally test all fire alarm control panel operations, including battery stand-by operation.

b.
Functionally test all supervisory features of the fire alarm system by breaking the circuit once on each zone at the actuating devices and, for Class A systems, once on each signaling circuit to verify proper operation during system trouble.  Ground each circuit or zone to verify ground fault conditions.

c.
Functionally test each individual fire alarm system zone at least twice.

d.
Fire Alarm Transmitters, Interface Panels, and Transponders:  Test and inspect according to manufacturer’s instructions and, at a minimum, functionally test all panel operations.

e.
Inspect wiring terminals for loose connections, frayed wiring, corrosion, and improper splices.  For radio transmitter systems, inspect coaxial cable connectors for loose and improperly soldered connections.  Check bent or damaged antennas.

1.5.3
Test Equipment

The Contractor shall provide all equipment, materials, and instruments required for the thorough testing of the systems.  These items shall include but not be limited to the following:

a.
Ionization type smoke detector test gas

b.
Photoelectric type smoke detector smoldering fire source

c.
Ionization detector sensitivity and alarm threshold test device

1.6
SPARE PARTS
a.
Smoke Detectors

b.
Thermal Detectors

c.
Evacuation Horns

d.
Pull Stations

e.
Annunciator Lamps

Should the part(s) required to repair the system not be a part of this stock of spare parts, and the system in question be considered critical, the Contractor shall expedite the delivery of the required part(s) from the closest source(s) available by the fastest means available.

1.7
PAYMENT FOR SERVICES

The Contractor shall provide this service on a time and material (when required) basis.  The labor rates shall be as defined in Section 01011:  General Paragraphs for the specific time of day and day of the week in which the repairs are performed.

PART 2
ELECTRONIC ACCESS DOORS

2.1
MAINTENANCE 

Electronic Access Doors shall not be run to fail.  They shall be maintained according to the OEM’s maintenance recommendations.

END OF DIVISION 7

DIVISION 8: FINAL ACCEPTANCE AND CHECKOUT

The Contractor shall perform the following checkpoints:

Check Point 1 (Rough in Inspection)  The Contractor shall schedule the first milestone inspection with the Government.  The Contractor shall inform the COTR in writing no less than three (3) working days prior to requested inspection date.  “Rough in Inspection” shall be defined as when all conduit is installed, and component enclosures are mounted, prior to wire being pulled.  All discrepancies shall be the responsibility of the Contractor to correct, unless it was not fully covered under this contract.
Check Point 2 (90% Inspection)  The Contractor shall schedule the second milestone inspection with the Government.  The Contractor shall inform the COTR in writing no less than three (3) working days prior to requested inspection date.  “90% Inspection” shall be defined as the point in the job when all interconnections are completed between devices and enclosures prior to Contractor making their own internal operational test.  All discrepancies shall be the responsibility of the Contractor to correct unless it was not fully covered under this contract.
Check Point 3  (Operational Acceptance Test)  The Contractor shall schedule the final acceptance test with the Government.  The Contractor shall inform the COTR in writing no less than three (3) working days prior to requested inspection date.  “Operational Acceptance Test” shall be defined as a demonstration of the desired integrity of the complete working system.  All discrepancies that become evident during the operational test shall be recorded by the Contractor and provided to the Government in writing within three (3) working days.  This document shall provide a schedule for when and how each item shall be resolved.  Areas not covered in the contract (outside of work scope) shall be reflected by the Contractor in the same report.

END OF DIVISION 8
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