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1.0 Introduction

This statement of work (SOW) establishes the National Aeronautic and Space Administration’s (NASA) requirements for an integrated Software Change Request/Configuration Management (CR/CM) Tool Solution to support the Integrated Financial Management (IFM) System and, potentially, other information systems throughout the agency.  

The IFM System is an Enterprise-wide Resource Planning (ERP) system that is based on commercial-off-the-shelf (COTS) software packages and client/server architecture.  The IFM System will be implemented in three phases beginning with the core financial, budgeting, time and labor, procurement, and travel systems.  The two follow-on phases of the IFM Project include an asset management system and a human resources/payroll system.  The IFM Project is searching for CR/CM tool solutions that have been used to support the successful implementation and continuing operations of other ERP Solutions.

CSC; the Prime Mission Services Contractor at NASA’s Marshall Space Flight Center (MSFC), provides operational support for the NASA ADP Consolidation Center (NACC) located at MSFC, and will provide similar support for the IFM Project at the point of production.  CSC therefore intends to procure a suite of COTS software configuration management products to fulfill the requirements of this SOW.  

2.0 Software Requirements

The vendor shall propose and deliver to CSC an integrated COTS software CR/CM Tool solution that fulfills, to the maximum extent possible, the system requirements listed in sections 2.1 through 2.5. 

2.1. Change Request Tool Functional Requirements

These requirements are located in Appendix A Change Request (CR) Tool Functional Requirements.
2.2. Configuration Management Tool Functional Requirements

These requirements are located in Appendix B Configuration Management (CM) Tool Functional Requirements.
2.3. CR/CM Tool Technical Requirements 

These requirements are located in Appendix C Technical Requirements.
2.4. CR/CM Tool Security Requirements 

These requirements are located in Appendix D Security Requirements.
2.5. CR/CM Tool Future Requirements 

These requirements are located in Appendix E Future Requirements.
3.0 Software Licensing

3.1. IFM Project Licensing

The vendor shall provide all the application software and software tools of the integrated CR/CM Tool solution that were proposed and demonstrated in response to this RFP, and which satisfy the licensing needs for the IFM Project as specified in sections 3.1.1 and 3.1.2.  The vendor shall specify whether the licenses provided to meet the requirements specified in this section include a license to third-party database management system (DBMS) software and, if applicable provide the name and version number of the DBMS software.  

3.1.1 CR Tool Licenses

The IFM Project requires 40 CR Tool licenses that fulfill the following:

· Each concurrent or floating license may be used at any NASA location or at any location specified by CSC to support the IFM contract (i.e., CSC may specify that licenses are to be used at the offices of the IFM system integrator and its subcontractors).  

· The concurrent licenses shall be inclusive of all server licenses.  The vendor shall assume that the CR application will be hosted on a single, centralized server at the NACC. 

· The concurrent licenses shall include one year of product warranty and support as outlined in 4.4.

· The concurrent licenses shall include the right to distribute unlimited numbers of the client software as necessary to support the IFM Project.  

· The concurrent licenses shall include two complete sets of technical product documentation and one complete set of user guides for each concurrent license.

3.1.2 CM Tool Licenses

The IFM Project requires 15 CM Tool licenses that fulfill the following:

· Each concurrent or floating license may be used at any NASA location or at any location specified by CSC to support the IFM contract (i.e., CSC may specify that licenses are to be used at the offices of the IFM system integrator and its subcontractors).  

· The concurrent licenses shall be inclusive of all server licenses.  The vendor shall assume that the CM application will be hosted on a single, centralized server at the NACC.

· The concurrent licenses shall include one year of product warranty and support as outlined in section 4.4.

· The concurrent licenses shall include the right to distribute unlimited numbers of the client software as necessary to support the IFM Project.  

· The concurrent licenses shall include two complete sets of technical product documentation and one complete set of user guides for each concurrent license.

3.2. Additional Server Upgrade License(s) Option 

At CSC’s option, under the terms of this subcontract, the vendor shall provide licenses for all application software and software tools to host the CR and/or CM Tool on a separate server in support of increased IFM Project requirements or any NASA activity outside of the IFM Project.  Each new server license shall include one complete set of product technical documentation. The vendor shall specify whether the licenses provided to meet the requirements specified in this section include a license to third-party database management system (DBMS) software and, if applicable provide the name and version number of the DBMS software.  
3.3. Additional Concurrent User Upgrade License(s) Option

At CSC’s option, under the terms of this subcontract, the vendor shall provide additional concurrent client licenses for all application software and software tools that are incorporated into the CR and/or CM Tool solution(s).  CSC may use these additional licenses to either:

· Augment the IFM Project licenses

· Support a new project, if a separate server license is purchased per section 3.2

Each new CR or CM Tool license shall include a complete set of end user documentation. The vendor shall specify whether the licenses provided to meet the requirements specified in this section include a license to third-party database management system (DBMS) software and, if applicable provide the name and version number of the DBMS software.  

3.4. Enterprise License Option

In lieu of procuring the license requirements outlined in sections 3.1 through 3.3, CSC; as an option, shall request that the vendor provide an enterprise license for unlimited usage of the CR/CM Tool solution throughout NASA.  The enterprise license shall include 10 complete sets of the product technical documentation and 100 sets of the product user guides for each separate software product delivered as part of the integrate CR/CM solution.  The enterprise license shall allow CSC/the Government to make unlimited copies of all product technical and end user documentation delivered by the vendor. The vendor shall specify whether the licenses provided to meet the requirements specified in this section include a license to third-party database management system (DBMS) software and, if applicable provide the name and version number of the DBMS software.  

4.0 Product Support

4.1. Account Manager

The vendor shall designate a single account manager for all communications with CSC; or CSC’s designated point of contact (POC), on all matters related to the execution of this SOW.  This person shall have the authority to represent the vendor’s company and all lower tier subcontractors.

4.2. Installation Support & Acceptance Criteria

The vendor shall provide on-site assistance to CSC; or CSC’s designated POC at MSFC, AL to install the application software and software license tools provided to CSC in section 3.0.  The level and duration of on-site support will be sufficient to install all server and client software licenses at MSFC and make the integrated CR/CM Tool ready for initial operation and acceptance by CSC.  CSC will accept the CR/CM Tool solution when the vendor is able to demonstrate:

· Error-free start-up and shut down of all server and client software installed at MSFC

· Connectivity between all server and client software installed at MSFC

· Successful performance of all scenarios executed during the demonstration phase of this procurement on the software installed at MSFC

During the period of on-site installation support, vendor personnel shall work with CSC; or CSC designated technical and operations staff to transfer knowledge on the installation and operation of the installed application software and software tools.   

At CSC’s option some of the client software licenses may be installed/and or transferred to Centers other than MSFC, but the vendor will not be required to provide on-site support for the installation of these client licenses.  However, the vendor shall provide off-site technical support to CSC; or CSC designated technical personnel for client licenses installed at a Center other than MSFC.  

4.3. Configuration and Operations Support Option

At CSC’s option, the vendor shall provide on-site personnel at MSFC, AL to assist CSC; or CSC designated technical and operations personnel with the configuration and operation of the CR/CM Tool solution. 

4.4. System Warranty And Software Maintenance Support

The vendor shall provide the following product-support services to CSC for all application software and software tools provided to CSC in section 3.0.

· Technical Support

· Annual Software Warranty & Maintenance Support

The vendor shall provide detailed documentation of the levels, types of services, and points of contact for of the above requirements provided to CSC. 

4.5. Training Option

At CSC’s option, the vendor shall provide the following product training:

· System Administration and Maintenance

· End User 

Training shall be inclusive of all course facilities and training materials.  The vendor shall specify the location and time for each training option, but training for each option shall be available to CSC; or CSC designated personnel within 4 weeks of the award of the contract.

Appendix A Change Request Tool Functional Requirements

Requirements that have a number with a (*) suffix are considered mandatory requirements, which must be satisfied for the proposed CR/CM Tool solution to be considered for the demonstration phase of the  evaluation.

Number
Requirement
Vendor Comments

A. 1. (*)
The CR tool must be a graphical user interface (GUI) form-based tool.   
Describe how the solution meets this requirement in this field.

A. 2. (*)
The CR tool must have the capability for privileged users (i.e., developers and/or system administrators) to be able to customize (i.e. add, modify, and delete) the data fields on the CR form.  
Describe how the solution meets this requirement in this field.

A. 3. (*)
The CR form must have a Number field that is automatically generated, and that uniquely identifies each CR.  The Number field cannot be altered once it is generated.  
Describe how the solution meets this requirement in this field.

A. 4. 
The CR form should have a Title field that contains a short description of the CR.
Describe how the solution meets this requirement in this field.

A. 5. 
The CR form should have a Priority field that designates the item’s priority.  The Priority of a CR should have the capability to be changed by a privileged user.
Describe how the solution meets this requirement in this field.

A. 6. 
The CR form should have an Origination Date field that is automatically filled in upon creation of the CR.  This field should never allow updating.
Describe how the solution meets this requirement in this field.

A. 7. 
The CR form should have a Due Date field that can be adjusted by privileged users and protected from update by all other users.  The Due Date field should be able to trigger workflow events. 
Describe how the solution meets this requirement in this field.

A. 8. 
In addition to Origination and Due Date fields, the CR form should be able to handle other Date fields, such as Requested Date, Required Date, Estimated Start Date, Actual Start Date, Estimated Completion Date, Actual Completion Date, or any other user-defined Date fields.  
Describe how the solution meets this requirement in this field.

A. 9. 
The CR form should have a Status field that designates the review, approval or work status of a CR.  The Status field selections should be able to be customized with discrete values.  
Describe how the solution meets this requirement in this field.

A. 10. 
The CR form should have a Category field that designates the type of CR.  The Category field selections should be customizable and limited to discrete values.
Describe how the solution meets this requirement in this field.

A. 11. (*)
The CR tool must provide default, out-of-the-box process flows for routing requests. 
Describe how the solution meets this requirement in this field.

A. 12. 
The CR tool should provide a utility to modify the out-of-the-box routing workflow.
Describe how the solution meets this requirement in this field.

A. 13. (*)
The CR tool must provide a utility to create custom routing workflow.
Describe how the solution meets this requirement in this field.

A. 14. (*)
The CR tool must have the capability to automate the workflow of a CR based on its Category field and other user-defined fields.  The tool must handle multiple automated workflow based on each unique CR Category. 
Describe how the solution meets this requirement in this field.

A. 15. (*)
The CR tool’s workflow must be capable of routing CRs to multiple users for review; i.e. the system will handle sequential or parallel routing.
Describe how the solution meets this requirement in this field.

A. 16. (*)
The CR tool must provide notification services, through email, based on user-defined fields and values.
Describe how the solution meets this requirement in this field.

A. 17. 
The CR tool should notify users when a CR has been routed to them as part of the automated workflow.
Describe how the solution meets this requirement in this field.

A. 18. 
The CR tool should have the capability to automatically notify a system administrator, via email, when a CR is delayed in the automated workflow for a specified number of days, or when the CR has exceeded one of the designated date fields on the form. 
Describe how the solution meets this requirement in this field.

A. 19. (*)
The CR form must provide the ability to electronically approve, disapprove, assign for work, suspend or mark for deletion a CR as it is routed through its workflow path.  The action each user takes must be recorded and documented by the system for auditing purposes. 
Describe how the solution meets this requirement in this field.

A. 20. 
The Status of a CR should have the capability to automatically change as the CR is routed through its workflow review path, as pre-determined by the user-defined workflow.  
Describe how the solution meets this requirement in this field.

A. 21. 
The CR tool should have the ability to be configured to permit one or more users to route a CR based on its Status.  CR update access should be enforced by user roles.
Describe how the solution meets this requirement in this field.

A. 22. 
The CR tool should allow privileged users to override the automated workflow of a CR.
Describe how the solution meets this requirement in this field.

A. 23. (*)
The CR tool must have the option to permit any user with access to the tool the ability to view any CR in “read-only” mode.
Describe how the solution meets this requirement in this field.

A. 24. 
The CR tool should be able to merge duplicate CRs or delete a duplicate CR.
Describe how the solution meets this requirement in this field.

A. 25. 
The CR form should have a text field that records build and/or release data.
Describe how the solution meets this requirement in this field.

A. 26. 
The CR form should have a free form text field to specifically describe the problem.
Describe how the solution meets this requirement in this field.

A. 27. 
The CR form should have a free form text field to document comments on the CR.  The CR tool will automatically record the date, time and user id of the user creating the comment.
Describe how the solution meets this requirement in this field.

A. 28. 
Users should be able to attach files to the CR form.
Describe how the solution meets this requirement in this field.

A. 29. (*)
The CR tool must allow only one user at a time to “update” an existing CR. However, the CR tool must permit multiple users the ability to update a single CR based on the Status of the CR. 
Describe how the solution meets this requirement in this field.

A. 30. (*)
The CR tool must provide out-of-the-box canned reports on the status of work items, user information and workflow.
Describe how the solution meets this requirement in this field.

A. 31. (*)
The CR tool must provide a reporting utility to modify the available canned reports.  
Describe how the solution meets this requirement in this field.

A. 32. 
The CR tool should provide a reporting utility that allows a privileged user to create custom and ad-hoc reports.
Describe how the solution meets this requirement in this field.

A. 33. 
Reports should be able to detail individual user interaction with CRs, as well as group interaction.
Describe how the solution meets this requirement in this field.

A. 34. 
The CR tool should report on requests based on any available CR field.  Please detail any field limitations in the comments section.
Describe how the solution meets this requirement in this field.

A. 35. 
The CR tool reporting capabilities should support metrics reporting; including the number of open, closed, and total number of CRs organized by status, priority, category, class and longevity.
Describe how the solution meets this requirement in this field.

A. 36. 
The CR tool should provide the ability to query and review change requests using wild card characters and qualifiers on all data fields.
Describe how the solution meets this requirement in this field.

A. 37. 
The CR tool should have the ability to integrate with commercially available Configuration Management (CM) tools (other than the CM tool proposed as for the integrated CR/CM Tool solution). In the comments section list 1) the other CM tools with which the proposed CR tool has interfaces and/or 2) provide details about standard application programming interfaces (APIs) developed for the CR tool.  
Describe how the solution meets this requirement in this field.

A. 38. (*)
The interface between the CR tool and the CM tool must provide bi-directional communications.
Describe how the solution meets this requirement in this field.

A. 39. (*)
The interface between the CR and CM tool must be automated, i.e., it does not require human intervention to serve as an arbitrator, translator or prompter to operate properly.
Describe how the solution meets this requirement in this field.

A. 40. (*)
The interface between the CR and CM tool must not require programming or the compilation of source code to change options or configurations.
Describe how the solution meets this requirement in this field.

A. 41. (*)
The interface between the CR and CM tool must be independent and non-disruptive with other interfaces; i.e. with interfaces to a trouble ticket system.
Describe how the solution meets this requirement in this field.

A. 42. 
The CR tool should provide cut-through or automated access to the interfacing CM tool.  
Describe how the solution meets this requirement in this field.

A. 43. (*)
The CR tool must have an automated interface or standard API to export CR data and retrieve Trouble Ticket information from the Remedy Problem Management and Dispatch System.  (Note: this is the tool selected for the IFM System trouble ticket system.)
Describe how the solution meets this requirement in this field.

A. 44. 
The CR tool should provide users access to a web entry interface for request entry.
Describe how the solution meets this requirement in this field.

Appendix B Configuration Management Tool Functional Requirements

Requirements that have a number with a (*) suffix are considered mandatory requirements, which must be satisfied for the proposed CR/CM Tool solution to be considered for the demonstration phase of the evaluation.

Number
Requirement
Vendor Comments

B. 1. (*)
The CM tool must provide the capability to manage CIs (configuration items) or objects and the relationships between the CIs.
Describe how the solution meets this requirement in this field.

B. 2. (*)
The CM tool must use attributes to describe each CI.  These attributes should include, but are not limited to:

· CI Name

· CI Type

· CI Family

· Version Label

· CI Owner

· CI Status

· Target Platform(s)
Describe how the solution meets this requirement in this field.

B. 3. (*)
The CM tool must manage multiple types of CIs, including, but not limited to the following:   

· source code files

· HTML

· Shell scripts

· vendor supplied executable code files 

· user guides

· System documentation (design documentation, etc.)

· system manuals

· project plans

· test results

· hardware
Describe how the solution meets this requirement in this field.

B. 4. (*)
The CM tool must create and manage a repository to store all the CIs and the data about each CI.
Describe how the solution meets this requirement in this field.

B. 5. (*)
The CM tool must have the ability to create and manage multiple repositories for multiple projects.
Describe how the solution meets this requirement in this field.

B. 6. (*)
The CM tool repository(ies) must be limited only by the physical architecture of the hardware on which it resides.
Describe how the solution meets this requirement in this field.

B. 7. 
The CM tool should have the capability to populate  a repository through the mass import of CIs from an external source.
Describe how the solution meets this requirement in this field.

B. 8. (*)
The CM tool must have the capability to automatically migrate software libraries from a development environment to a test environment to a production environment.
Describe how the solution meets this requirement in this field.

B. 9. (*)
The CM tool must have the ability to allow users to reserve or checkout CIs for updates.  
Describe how the solution meets this requirement in this field.

B. 10. 
The CM tool should permit  users the ability reserve CIs against an active/open CR.
Describe how the solution meets this requirement in this field.

B. 11. 
The CM tool should track all CIs incorporated into a release, regardless of the CI type.
Describe how the solution meets this requirement in this field.

B. 12. (*)
The CM tool must secure CIs and directories by user and groups, and the CM tool must prevent other users from updating a CI that is reserved or checked-out by another user. 
Describe how the solution meets this requirement in this field.

B. 13. 
The tool should support multiple teams working on the same CIs.
Describe how the solution meets this requirement in this field.

B. 14. 
The CM tool should provide utilities to convert CI types and update formats.
Describe how the solution meets this requirement in this field.

B. 15. 
The CM tool should provide utilities that can display information about CI versions, branches and merge points.
Describe how the solution meets this requirement in this field.

B. 16. 
The CM tool should incorporate a merger manager to reconcile different versions of the same CI.
Describe how the solution meets this requirement in this field.

B. 17. 
The CM tool should notify the merger manager when branching takes place and when versions need to be reconciled.
Describe how the solution meets this requirement in this field.

B. 18. 
The CM tool’s  merger manager should aid the user in identifying CI differences, including the ability to highlight code differences between versions.  Detail all other features incorporated into the merger manager utility and how it fits into the CM workflow.
Describe how the solution meets this requirement in this field.

B. 19. 
The CM tool should provide the capability for each user to own a work area where CIs can be checked out and modified.
Describe how the solution meets this requirement in this field.

B. 20. (*)
The CM tool must be able to create work areas for specific purposes, such as integration testing, system testing, etc.
Describe how the solution meets this requirement in this field.

B. 21. 
Individual work areas should exist only within the policy framework instituted by the administrators.  (i.e. tool policies should enforce workflow, check-in/check-out procedures and CI ownership)
Describe how the solution meets this requirement in this field.

B. 22. (*)
The CM tool must supply canned (pre-defined) work area policies.
Describe how the solution meets this requirement in this field.

B. 23. 
The CM tool should incorporate the ability to modify canned work area policies.
Describe how the solution meets this requirement in this field.

B. 24. 
The CM tool should  supply the ability to create custom work area policies.
Describe how the solution meets this requirement in this field.

B. 25. (*)
The CM tool must be able to automatically regenerate a specific build or release with the appropriate CIs and provide an administrative listing of the included composition of the CIs.
Describe how the solution meets this requirement in this field.

B. 26. 
The CM tool should provide the capability to regenerate individual CIs with reconstructing the entire build.  
Describe how the solution meets this requirement in this field.

B. 27. 
The CM tool should integrate with popular development suites. These include but are not limited to:

· MS Visual Studio Enterprise

· Oracle Developer 2000 and Web Developer Tool suite

· PowerBuilder

· SmallTalk

· Delphi

· IBM Visual Age
Describe how the solution meets this requirement in this field.

B. 28. 
The CM tool should provide an administration utility to track software licenses.
Describe how the solution meets this requirement in this field.

B. 29. 
The CM tool should support either centralized or distributed development teams.
Describe how the solution meets this requirement in this field.

B. 30. 
The CM tool should provide a utility to set up separate sites while maintaining control over ownership rights.
Describe how the solution meets this requirement in this field.

B. 31. 
The CM tool should support development teams with no size limit.
Describe how the solution meets this requirement in this field.

B. 32. (*)
The CM tool must provide out-of-the-box canned reports
Describe how the solution meets this requirement in this field.

B. 33. (*)
The CM tool must provide a reporting utility to modify the available canned reports.  
Describe how the solution meets this requirement in this field.

B. 34. 
The CM tool should provide a reporting utility that allows a privileged user to create custom and ad-hoc reports.
Describe how the solution meets this requirement in this field.

B. 35. 
The CM tool reporting capabilities should support metrics reporting.
Describe how the solution meets this requirement in this field.

B. 36. 
The CM tool should provide the ability to query using wild card characters.
Describe how the solution meets this requirement in this field.

B. 37. 
The CM tool should have the ability to integrate with commercially available CR tools (other than the CR tool proposed as for the integrated CR/CM Tool solution). In the comments section list 1) the other CR tools with which the proposed CM tool has interfaces and/or 2) provide details about standard APIs developed for the CM tool.
Describe how the solution meets this requirement in this field.

B. 38. (*)
The interface between the CM tool and the CR tool must provide bi-directional communications.
Describe how the solution meets this requirement in this field.

B. 39. (*)
The interface between the CM and CR tool must be automated, i.e., it does not require human intervention to serve as an arbitrator, translator or prompter to operate properly.
Describe how the solution meets this requirement in this field.

B. 40. (*)
The interface between the CM and CR tool must not require programming or the compilation of source code to change options or configurations.
Describe how the solution meets this requirement in this field.

B. 41. (*)
The CM tool must provide cut-through or automated access to the interfacing CR tool.  
Describe how the solution meets this requirement in this field.

Appendix C Technical Requirements

The requirements in this appendix apply to both the proposed CR and CM tools. Requirements that have a number with a (*) suffix are considered mandatory requirements, which must be satisfied for the proposed CR/CM Tool solution to be considered for the demonstration phase of the evaluation.

Number
Requirement
Vendor Comments

C. 1. (*)
The application software must operate in a client/server environment.
Describe how the solution meets this requirement in this field.

C. 2. 
The application software should use a Relational Database Management System (state specific databases supported in the comments section; also state if the product uses a proprietary or non-relational database system).
Describe how the solution meets this requirement in this field.

C. 3. 
The application software license should incorporate a Relational Database Management System as part of the software package.
Describe how the solution meets this requirement in this field.

C. 4. (*)
The client software must operate on a Windows 95 desktop (state minimum desktop specifications in comments column).
Describe how the solution meets this requirement in this field.

C. 5. 
The client software should operate on an NT desktop (state minimum desktop specifications in comments section).
Describe how the solution meets this requirement in this field.

C. 6. 
The client software should operate on a Mac desktop (state minimum desktop specifications in comments section).
Describe how the solution meets this requirement in this field.

C. 7. 
The client software should be web-enabled (state minimum web browser specifications in comments section).
Describe how the solution meets this requirement in this field.

C. 8. 
The server software should operate in an NT environment (state minimum server specifications in comments section).
Describe how the solution meets this requirement in this field.

C. 9. 
The server software should operate in a Unix environment (specify which types of Unix in comments).
Describe how the solution meets this requirement in this field.

C. 10. 
The application software should be able to operate in a Citrix Metaframe/NT server environment.
Describe how the solution meets this requirement in this field.

C. 11. (*)
The client software must have the ability to be remotely installed and updated over a network (Describe the mechanism for remote installation, and list any system administration tools required for client software distribution).
Describe how the solution meets this requirement in this field.

Appendix D Security Requirements

The requirements in this appendix apply to both the proposed CR and CM tools. Requirements that have a number with a (*) suffix are considered mandatory requirements, which must be satisfied for the proposed CR/CM Tool solution to be considered for the demonstration phase of the evaluation.

Number
Requirement
Vendor Comments

D. 1. (*)
The CR and CM tools must be part of an integrated suite of Configuration Management software that permits single sign-on capability for both tools.
Describe how the solution meets this requirement in this field.

D. 2. (*)
Each user accessing the CR and CM tools must be assigned a unique user id.  If the CR and CM tools are part of an integrated suite, each user must have a single point of entry with a single user id sign-on capability
Describe how the solution meets this requirement in this field.

D. 3. (*)
The CR and CM tools must maintain a security profile for each user id that contains: user authorized systems and functions, user names, contact telephone numbers, location and other user specific information (i.e., network addresses, and equipment).
Describe how the solution meets this requirement in this field.

D. 4. (*)
Each user id for the CR and CM tools must be associated with a unique password
Describe how the solution meets this requirement in this field.

D. 5. 
The CR and CM tools should provide a password system that operates in accordance with password procedure standards as set forth in the Federal Information Processing Standard-112 (FIPS-112).
Describe how the solution meets this requirement in this field.

D. 6. (*)
The CR and CM tools must have an administration utility to establish and maintain all security and access privileges.
Describe how the solution meets this requirement in this field.

D. 7. (*)
The CR and CM tools must provide the following security management features: user initiated password change and system administrated password change; for automatic disabling of a user identification when a maximum number of unsuccessful attempts to access the system occur within a specified time frame or at the discretion of the system administrator.
Describe how the solution meets this requirement in this field.

D. 8. 
The system should have APIs for user account administration.  
Describe how the solution meets this requirement in this field.

D. 9. 
The system should have the capability to set the maximum life of user passwords and automatically expire the password or inactivate the user id if the password is not reset.
Describe how the solution meets this requirement in this field.

D. 10. (*)
The system must ensure that user passwords are a minimum of 8 characters.
Describe how the solution meets this requirement in this field.

D. 11. 
The system should ensure that passwords are non-trivial (i.e. They contain both alpha and numeric characters, they contain at least one special character, they are not a common dictionary word, etc.).
Describe how the solution meets this requirement in this field.

D. 12. 
Access to the CR and CM tools should be enforced through user roles.  The system should allow users to be assigned to multiple roles.
Describe how the solution meets this requirement in this field.

D. 13. 
The CR and CM tools should define, control, and restrict levels of read/write access for each user role.
Describe how the solution meets this requirement in this field.

D. 14. 
The CR and CM tools should disallow multiple access to the system by the same user id/user role combination.  User ids assigned multiple roles should be allowed to access the system with each user id/user role combination simultaneously.
Describe how the solution meets this requirement in this field.

D. 15. 
The CR and CM tools should have an administration utility to encompass enforcement at local sites as well as enterprise-wide sites.
Describe how the solution meets this requirement in this field.

D. 16. 
The repository for the CR and CM tools should be a secure environment.  List any copy-based vulnerabilities in the comments section.
Describe how the solution meets this requirement in this field.

D. 17. (*)
The CR and CM tools must maintain a time-stamped access log containing user activity information.  As a minimum, the log must include: session durations, applications used, origination address, and logon attempts.
Describe how the solution meets this requirement in this field.

D. 18. 
The CR and CM tools should have security overrides for privileged users, such as system administrators.  List all security overrides in the comments section.
Describe how the solution meets this requirement in this field.

Appendix E Future Requirements

The requirements in this appendix apply to both the proposed CR and CM tools. Requirements that have a number with a (*) suffix are considered mandatory requirements, which must be satisfied for the proposed CR/CM Tool solution to be considered for the demonstration phase of the evaluation.

Number
Requirement
Vendor Comments

E. 1. 
The CR/CM Tool solution should have integration capabilities with commercially available requirements management (RM) tools in order to map changes in configuration items (CIs) to new or existing requirements stored in a RM repository.  In the comments section: 1) list all commercially available RM tools, with which the proposed CR/CM Tool solution is specifically designed to interface; 2) provide details on any RM Tool API for the proposed CR/CM Tool solution; 3) list examples of organizations that have successfully integrated an RM Tool to the proposed CR/CM Tool solution (please provide points of contact for item 3).
Describe how the solution meets this requirement in this field.

PAGE  
23

